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AHHOTaUMA

HacToswee pykoBoacTBo cogepxuT obuiee onucanne CK3U Kpuntolpo CSP sepcua 5.0 R2 KC2
ncnonHeHune 2-KpuntoAPM (panee no tekcty — KpuntoAPM TOCT), MHCTPYKUUN U peKoMeHaaumm
no ncnonb3sosaHuto CK3U nog ynpasneHnem OC Windows.

MHCTpYKUMK aAMMHUCTpATOpa 6e3onacHocTH u nosib3oBaTens Pa3/INYHbIX
aBTOMATU3UPOBAHHbIX cuctem, wucnonbsytowmx CK3WN, ponxHbl paspabaTbiBaTbCA € y4eToOM
TpeboBaHMI HACTOALLErO AOKYMEHTA.

YcTaHOBKa, HacTpoiika u ucnono3osaHmne CK3U Kpuntolpo CSP Bepcua 5.0 R2 KC2 ncnonHenue
2-Base nog ynpasneHnem OC Windows, BXoAALLEr0 B KOMNAEKT NOCTaBKU, AO/IKHA OCYLLECTBAATLCS
B COOTBETCTBUK C TpeboBaHMAMM U pekomeHaaunammn gokymeHTta KTAN.00102-02 91 02. Kpuntollpo
CSP. PykoBoacTBo agmuHuctpatopa 6eszonacHoctn. Windows.

O6wue cBeaeHUA 0 NPOrpaMMHOM NPOAYKTe

KpuntoAPM TOCT - 3TO yHWBEpcCanbHOE MPUIONKEHWE C rpaPUUECKMM MO/1b30BaTE/bCKUM
UHTepdEencom ANa BbINONHEHUA ONeEpauMint NO CO34AHUKD M MNPOBEPKE 3AEKTPOHHOM Mnognucu
dannos, wudppoBaHMa U pacwndpoBaHUA, yNpaBAeHUA cepTUPUKATaMK, pPa3MELLEHHbIX B
XpaHuanuwax Kpuntonposanaepa Kpuntolpo CSP Bepcum 5.0 R2 KC2 ncnonHeHune 2-Base.

Mpunorxkenne KpnntoAPM IOCT aBnaeTcs KpoccnnatpopmMeHHbIM, U NPeacTaBAEHO Pa3ANYHbIMU
YCTaHOBOYHbIMM AncTpubytmBamm nog nnatopmbl: Microsoft Windows, Linux. Ha Kaxgon u3
nnatdopm peann3oBaHa NOAAEP)KKA POCCUIACKUX KpunTorpaduyeckmx CTaHOApPTOB MNOCPEeACcTBOM
ncnonb3oBaHUA Kpuntonpoaigepa Kpuntolpo CSP Bepcmn 5.0 R2 KC2 ucnonHeHune 2-Base.

B npunoxkeHun noppep:kusaetcAa pabota ¢ KaoveBbiMM HOcUTenAMM PyTokeH n JaCarta yepes
KpuntonpoBanaep Kpuntolpo CSP Bepcmn 5.0 R2 KC2 ncnonHeHue 2-Base.

NoapepxnBaembie KpUNTONpPOBaAEpPbI

B npuaoxeHun ocyuiecTsanseTcs nogaeprka kpuntonposanaepa Kpuntolpo CSP sBepcum 5.0 R2
KC2 ncnonHeHune 2-Base.

JInueH3na Ha NPorpaMmMHbIN NPOAYKT

Mpy NepBOi YCTaHOBKE NPUIONKEHUA aKTUBMPYETCA BPEMEHHAA NNLEH3UA CPOKOM Ha 14 gHeM.
Mocne ncteyeHUa O3HAKOMWUTENbHOTO Mepuoaa ANA MNONHOPYHKUMOHANbHOW paboTbl NPUNOXKEHMUA
TpebyeTca npuobpeTeHme n ycTaHOBKa NNLEH3UW. Be3 yCTaHOBKKU IMLLEH3UM Ha A0CTYN K Katody I
npu onepaumax NoANMcK n paclundpoBaHUsa ByayT HaNOKEHbI OrpaHNYEHUs.

Onsa npnobpeTteHuna NMUEH3UM Ha NporpaMmmHubli NpoayKT KpuntoAPM FOCT MOKHO 06paTuThCs
B8 KomnaHuto 000 «Lndpposbie TexHonornmn» nam 000 «KPUMTO-MPO».

CucremHble TpeboBaHuA

Ana npunoxeHus chopmynmpoBaHbl MUHMMA/bHbIE CUCTEMHbIe TPeboBaHMA K KOHPUrypaumum
obopyaoBaHuAa noa naaTthopmamm:

Windows

— 2Gb onepatusHOM namATu;
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— 200 Mb auckoBoro NnpocTpaHCcTBa A/1A YCTAHOBKU M PaboTbl NPUNOKEHUS;

— Bwupeoapantep DirectX Bepcun He Huke 9 ¢ pgpansepom WDDM 1. [losKHO
noanepXmBaTbCca MMHMMaNbHoe pa3peweHune 800x600.

NopaepruBaemblie onepauuoHHbIe CUCTEMDI

KpnntoAPM FOCT pyHKLMOHUPYET NOA yNpaBAeHNEM CAeAyIoLWNX ONepaLMOHHbIX CUCTEM:
— Microsoft Windows 7/8/8.1/10 (x86, x64)

— Microsoft Windows Server 2016/2019 (x64)
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1. YcTtaHOBKa NpOrpammHoOro npoAaykKra

Ona ¢oyHKUMOHMpoBaHUA KpnnToAPM Heobxoamm yctaHoBneHHbIn Kpuntollpo CSP Bepcuun 5.0
R2 KC2 ncnonHeHne 2-Base, ycTaHOBKA A0M1HA NPOM3BOAUTLCA B COOTBETCTBUM C TpeHOBaHMAMM M
pekomeHgaunamm  gokymeHta HKTAM.00102-02 91 02. Kpuntollpo CSP. PykoBoactso
agMuHucTpatopa 6esonacHoctn. Windows.

Ona yctaHoBkn npunoxenma KpuntoAPM TOCT Ha nnatdopmy Microsoft Windows
npeanaratoTca Asa auctpmbytmuea — nog 64-6utHyo n 32-6uTtHyto nnatdopmbl. B 3aBucumoctn ot
BbIOpPAHHOM Pa3pALHOCTU 3aNyCTUTE HA UCNONHEHMEe dalin:

cryptoarm-gost-v2.2.4-win32-x64.msi gna 64-paspagHon OC;
cryptoarm-gost-v2.2.4-win32.msi ana 32-paspaaHoi OC.

OTKpoeTca MmacTep YCTaHOBKM npunoxeHua KpunTtoAPM TOCT, HavanbHbIA LWar KOTOPOro
npeacrasneH Ha puc. 1.1.

]ﬁ ¥etanoeka KpuntoAPM FOCT — >

]_
O Bac NPUBETCTBYET MacTep YCTaHOBKH
O KpuntoAPM FOCT (Bepcus 2.2)
B
§ MacTep ycTaHosuT KpunToAPM MOCT Ha Balw KOMNEOTER,
Bk

O

f—

[

=

@8

Hazan OTMEHa

Puc. 1.1 HayanbHbIM War mactepa yCTaHOBKM NPU/IONKEHMUA

Ha cnepylowem ware mactepa npeasiaraetcA 03HAKOMMUTbCA C YCAOBUAMWU NIULLEH3NOHHOTO
cornawenuns (puc. 1.2), 1 B cnyyae cornacus NPUHATb YCAOBUA M NEPenTU K creaytowemy Lary
MacTepa, HaxaB KHomMky fanee.
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ﬁ ¥eranoeka KpuntoAPM FOCT - ot

NuuenznoHHoe cornaweHne

BHUMETENEHD I'IDCI‘-IHTEHTE cnegyiowee NAUEHSHOHHDE CornalleHHue

NMAUEH3WOHHOE COMALIEHKE ~

1. UcemounTensHele npaea Ha nporpaMMy ana 3BM, exnrouan
OOEVMEHTALIMED B ICKTPOHHOM EMAOe, (mames - Hamemme)
mpuHannexat Q00 «lIudpoesie TexHomormm», panee -
[TpaBoobranarens.

2. Hactoamee cornamenue AeadeTca ofepTo npaeocobianarend

K (UIMYecKOMY MIHM  HOPHAMYECKOMY JIMLLY, Oauee -
[lonezoBaTens.

3. [lonszoBaTens B COOTEETCIEMM C HACTOAMMM COTNameHMeM ¥

A NPUHKMMERD YONOBEMA MMLEHIWOHHOMD COrNaLUEHIA

MNedyaTb Hasan Lanee OTtMeHa

Puc. 1.2 YcnhosuAa ANMLLEH3MOHHOIO COrlalleHunn

Ha cneayiowem ware mactepa BblbepeTe Katanor ana ycraHoBku KpuntoAPM TOCT (no
YMO/IYaHUIO NPUNONKEHUE YCTaHaBAuBaeTcs B Katanor C:\Program Files\CryptoARM GOST\) 1 HaxaTb

Danee (puc. 1.3).

ﬁ ¥cranoeka KpunToAPM MOCT —
KoHeuyHan nanka

HaskrmuTe kHonky “fanee”, 4Tofbl BRINONHWUTE YCTEHOBKY B Nanke no
YMOMHEHIKD , MK KHOMKY WsmMeHnTe", 4Tobkl BRIBpETE APYrykD Nanky.

YCTaHoBHTE KpinToAPM MOCT B:

|C: \Program Files\CryptoARM GOSTY,

W3MEHWTE...

Hazan Hanee OTmeHa

Puc. 1.3 Bbibop KaTanora ycTaHOBKU MPUIOKEHUA

Ha ware BbIGOPOYHOMN YCTAHOBKU MOMKHO OTK/OYUTb CO3AaHWe Ap/blka Ha paboyem ctone u
YCTaHOBKY MoAynen Ans co3[aHUA YCOBEPLUEHCTBOBAaHHOM noanuck (puc. 1.4).
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j%l Ycranoeka KpuntoAPM MTOCT — *

BribopoyHan yCcTaHOBKa

YKEHNTE KOHDMryDaLMID YCTAHOBKM KOMNOHEHTOE,

ANA M3MEHEHWA NAPEMETPOE YCTAHOBKH KaKoro -NB0 KOMAOHEHTS LWENKHUTE
CCIEITBETL‘TB!,I’IOLLLMI;I 3HAY0K B PACNOnNoHEHHOM HIDKE OEPEEE.

KpunToAPM MOCT Basosas 4acTb NpoAYKTa
=1 | CosaaTe Apnbik Ha paboWem o KpunToAPM MOCT.
Moayns "YooBeplIeHCTEOBAHHE

[nA womnoHeHTa Tpebyetca 187MB
Ha HEeCTKOM AWCKE,

7]
L

Chpoc HcnonesosaHKe QUCKa Hazan OTMeHa

Puc. 1.4 Bbibop KOMMNOHEHT A8 YCTaHOBKM

Ha 3aknioumTenbHOM Llare mactepa HaXKMuTe KHonkKy YcraHoBuTtb (puc. 1.5). YcTaHoBKa
BbINOJIHAETCA C NpaBaMn aaMUHUCTPATOPA.

ﬁ ¥cranoeka KpunToAPM MOCT - et

Bce rotoBo K ycraHoBike KpunTtoAPM IOCT

HamemuTe kHonky “YcTaHoBuTh ™, 4Tobbl Ha4waTh yoTaHoBKy. HammuTe kHonky "Hasaa ™,
YTobEI MPOEEPWTE WM MEMEHMTE MAPAMETPEI YCTEHOBKK, HammuTe kHomky "OTMeHa",
UTODE! BEIATH M3 MECTEPE.

Hazan 1. ¥CTaHOBWTE OTtMeHa

Puc. 1.5 NoaTteepKaeHne yCTaHOBKMU

Mocne ycnewHoM yCTaHOBKM NPUNOXKEHUA B T1aBHOM MEHIO NOABUTCA HOBaA rpynna KpuntoAPM
FOCT, KoTOpaa coaepXuUT ApAbIK 3anycka npuaoxeHna KpuntoAPM TOCT u apabIK 3anycka macTtepa
yZAaneHus nporpammbl. B yKasaHHOM Npu ycTaHOBKe KaTasiore (Mo ymonyaHuto - Katanor /Program
Files/CryptoARM GOST) byayT pasmewaTbca dannbl npunoxeHusa KpuntoAPM ITOCT.
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2. YpaneHue nporpaMMHOro NnpoAayKra

Yaanute npunoxenue KpuntoAPM FOCT moxHO creayowmm obpasom:

— Bocnonb3oBaTtbCA CTaHAAPTHLIMWU CPEACTBAMM yaaneHWe NPorpaMm B OMeEpPaLMOHHON cucteme
Windows. Yepe3 kHonky Myck oTkpolite MNMaHenb ynpasneHusa. B okHe HacTtpoika napameTpos
KOMMNbOTEPA aKTMBU3MPYMTE ApAblK Mporpammbl U KOMNOHEHTbl. OTKpoeTcA OAHOMMEHHOE
OKHO, B KOTOPOM MepeyncneHbl Nporpammbl, YyCTaHOB/MEHHbIe Ha KOomnbtoTepe. Bbibepute B
cnucke nporpammy KpuntoAPM IOCT, HaxKmuTe Ha KHOMKY YAanuTtb, N NoATBEPAUTE pelleHne
06 ypaneHuu. BbinosHeHMe npouecca yaaneHus byaeTr otobparkaTbca B BMAE WHAMKaTOpa
nporpecca B cneunanbHom okHe. o 3aBepLlueHnn npouecca nporpamma KpnuntoAPM FOCT byaet
yAasieHa C KoMMbloTepa U U3 CNUCKA 3/1eMeHTOB YCTaHOBAEHHbIE NPOorpamMmmbl.

— BTopo# cnocob yaaneHus AoCTyneH Yyepes rnaBHOe MEHK OMnepalMOHHON cucTembl. B rnaBHom
MEHI0 HanguTe pasgen c npunoxeHnem - Myck, Bce nporpammbl, KpuntoAPM TOCT. B cnucke
Hanaute Yaanutb KpuntoAPM TFOCT (Uninstall KpuntoAPM TOCT) (cm. pUCYHOK HUKe) u
aKTUBU3MPYITE KOMAHAY.

KpunroAPM IMOCT

Hoebie

if‘% ¥nanuts KpuntoAPM FOCT

B «eunro-neo

HauHeTca npouecc yaaneHna npunoxenma KpuntoAPM TOCT. BbinonHeHue npouecca
oTobparkaetca B BMAE MHAMKATOpa nporpecca. lNocne 3aBepllieHMA 3TOro npouecca NpuioXKeHue
KpnntoAPM FOCT 6yneT yaaneHo ns onepauyoHHON CUCTEMBI.

Ypanenne Kpuntollpo CSP Bepcum 5.0 R2 KC2 wucnonHeHne 2-Base ocyuwiectsndetrca B
COOTBETCTBUM C MHCTpYKUmMamu gokymeHTa MKTAM.00102-02 91 02. Kpuntollpo CSP. PykosoacTtso
agMuHucTpatopa 6esonacHoctn. Windows.
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3. YCTaHOBKa IMLLEH3UM Ha NPOrpaMMHbIi NPOAYKT

Ona nonHoueHHoW paboTtbl npunoxeuna KpuntoAPM TOCT HeobxogmMma yCcTaHOBKa
JNINUEH3MOHHOro Kat4a. JINUEeH3MOHHbIN Koy npeactasndet cobolt gann, KoTopbin Heobxoanmmo
PacnoNOXM1Tb B CNELMANbHO CO34aHHOM KaTanore NpuaoKeHus.

CywecTBylOT ABa BMAA JINLUEH3UM — MOCTOAHHAA W BpeMeHHaA. BpemeHHasa AnuueH3uA
npeaocTaB/AAeTca C OrpaHUYEHHbIM CPOKOM AeincTeuA. [ns npnobpeteHMa NOCTOAHHOW INLEH3NN
MOXHO 06paTUTLCA B KOMMNaHMIO pa3paboTumka.

YCTaHOBKa J/IMUEH3MOHHOrO K/o4a MOXET MPOoM3BOAUTLCA KaK yepe3 MNoJib30BaTe/lbCKUiA
NHTepdeENC, TakK U C MOMOLLbIO KOHCO/IbHbIX KOMaH, BbIMOJIHAOLWNX KONMpoBaHue daiiia NNLEeH3Nn
B 3a/laHHbIN KaTasor.

3.1.  YCTAHOBKA IULLEH3UM YEPE3 NO/Ib3OBATENbCKUA MHTEPOEIC
YcTaHOBKa /IMUEH3MM Yepe3 MNo/Nb30BaTeNbCKUA  UHTepdelic onucaHa B «PykoBoacTtse
no/sib3oBaTensa»

3.2. YCTAHOBKA NULEEH3UWN YEPE3 KOMAHAHYIO CTPOKY

Ecnn ycTaHOBUTbL NM3EH3UIO Yepes MoJ1b30BaTENbCKUI MHTEPPENC HE NONyYaeTcs, TO BO3MOMKHA
YCTaHOBKa INLEH3UM C MOMOLLbIO KonupoBaHue daina nuueHsuu license.lic B KaTanor ycTaHOBKM:

C:\Users\<ums nonbsosatena>\AppData\Local\Trusted\CryptoARM GOST.

Ecnu TaKoro KaTanora HeT, TO CO34aTb.
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4. AwnarHOCTUKA HenonaaokK npu 3anycke npuaoxKeHua

Mpu obHapyKeHUM npobnem, 3aTpygHAWMX AanbHeuwyo paboTty npunoxeHns KpuntoAPM
FOCT, 3anyckaeTcs macTep AMarHoCTUKM  MNpUNoXKeHua. B mactepe noapobHO onucbiBatoTcA
BO3HMKLUME HENOJIAZKM M cnocobbl NX pelleHuns.

4.1. OTcytcTBYET CK3U Kpuntolpro CSP

MpunoxkeHne KpuntoAPM FOCT He paboTtaeT 6e3 yctaHoBneHHoro B cucteme CK3U Kpuntollpo
CSP Bepcum 5.0 R2 KC2 ucnonHeHue 2-Base. B Takom cnyyae npu 3anycke NpuNoXKeHusa byaet
npeaynpexaatouiee coobuweHune (puc. 4.1)

JWarHocTuka NpUNoeHns

OBHapyXeHHble NpobneMbl Cnoco6bl pelleHus

OtcyteTyet CK3KW Kpuntolpo . B
csp B cucTeMe OTCYTCTBYeT YCTAHOBNEHHbIA KpPWMTOMPOBaMAep

Kpuntolpo CSP

[ina peluenua naHHo#i npobnemel yetaHosute CK3W Kpuntolpo
CSP sepcum 5.0 v cHosa sanycTuTe npunoxenune. Mnu nogrnioqmnTe
OfIMH W3 IOCTYMHbIX CEPBUCOB NOAMWCH

Ductpubytre CK3W Kpuntellpo CSP moxHo ckayaTe No coblike
¢ ohuumManeHoro caiTa komnanuu Kpuntollpo www.cryptopro.ru

MNoapoBHble MHCTRYKUMKM NO ycTaHoBKe CK3WM Kpuntollpo CSP
Ha pasnu4Hble nna‘qucprl MOMHO HailTH B DOKYyMeHTauuK no
NpoAYyKTY

3AKPBITE

Puc. 4.1 CoobuweHune 06 otcytcteum CK3N Kpmuntolpo CSP Bepcuun 5.0 R2 KC2 ucnonHeHue 2-Base
HdanbHenwan paboTta NpUNOKEHNA HEBO3MOXKHA. [TpnaoKeHMe MOXKHO TO/IbKO 3aKpPbITh.

TpebyeTca yctaHoBKa Kpuntonposaihaepa Kpuntollpo CSP Bepcumn 5.0 R2 KC2 nucnonHeHue 2-
Base.

4.2.  OTCYTCTBYET NMMLEH3UA HA KPUNTOAPM FOCT

be3 ycTaHOBNAEHHON NWMLEH3UMM Ha nporpamMmmHbin NpoayKT KpunTtoAPM TOCT npu 3anycke
NPUIOXKEeHUs BO3HMKAET Npeaynpexaatowee coobwerue (puc. 4.2).
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[OuarHocTUKa NpUNOXEHUA

O6HapyXeHHble Npo6nemsl Cnocobbl peleHus

OTcyTeTBYeT NMLUEH3HA Ha

Ab KpunoAPM rocT B MpUNOMEHMM OTCYTCTEYET YCTAHOBMNEHHAA MMUEH3UA Ha

nporpaMMHbIia npogykT KpuntoAPM FOCT.

Be3 HanMYMA NMUEH3MM ONEPaUMM, CBA3AHHLIE C AOCTYNOM K
KNKOYEBOMY HOCUTENH, He ByayT BbINONHATbCA. Hanpumep,
onepauuu Noanncu u pacwudpoeaquA hainos. 3ta npobnema He
ABNAETCA KPUTHYHON M NPUNOKEHWE ABNAETCA PaboToCNacoBHbIM
C OrPaHU4EHHBIM HYHKUMOHANOM

[OnA pewieHnna AaHHORA NpoBnaembl MOXKHO NONYYUTL BPEMEHHYIO
NWMUEH3UIO Ha 14 AHeR WK NPUOGPEcTH NOCTOAHHYID NMMLEH3MIO Ha
MPOAYKT B 3NeKTPOHHOM MarasuHe, AOCTYNHOM MO CCblike
cryptoarm.ru

YETAHOBUTE NULIEH3MK MOXHO Uepes uHTepdeic NpUNoKeHusa

NEPEATH

Puc. 4.2 CoobueHune 06 oTcyTcTBMM AnuUeH3nn Ha KpuntoAPM ITOCT

Mo kHonke MepenTn npomcxoauT nepexoq Ha BKAaaky O nporpamme, rae MOMKHO YCTaHOBUTb
JIMLEH3MIO.

MpW 3aKpbITUM MacTepa [AMArHOCTUKU NPUNONKEHME OcCTaeTca paboTocnocobHbIM, HO C
OrpaHUYEHHbIM GYHKUMOHANOM. be3 nuueHsMm He 6yayT BbINONHATLCA ONEpauun, CBA3aHHbIE C
[0cTynom K Katouy I (Hanpumep, noAnuchb M paclindpoBaHue).

MHCTPpYKUMA NO yCTaHOBKe nnueH3nm B npunoxeHnmn KpuntoAPM IFOCT onucaHa B n. «YCTaHOBKA
JINLUEH3UWN HA NPOrpamMMHbIA NPOAYKT» AaHHOIo PYKOBOACTBA.

4.3.  OTCYTCTBYET IMLEH3UA HA Kpuntolpro CSP

be3 ycTaHOBNEHHOW NNLEH3MM Ha NporpammHbiin npoayKT Kpuntolpo CSP Bepcun 5.0 R2 KC2
ncnosHeHue 2-Base npu 3anycke NPUAOXKEHUA BO3HWMKaEeT npeaynpexaatouiee coobuieHue (pwuc.
4.3).
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[uarH ocTMka NpunoxeHua

O6HapyXeHHbIe Mpob NeMbI Cnocobkl peLleHuns

OTeyTeTBYET NMUeH3uA Ha CK3U
B cucTeme oTcyTcTByeT koppekTHas svuedsvA Ha CK3W
A KpunToMpo CSP .
KpunTolpe CSP. Heobxoaumaa AanA  MonHOMYHKUMOHANBHORA
paboTbl NPUADKEHUA

lna pelwenna AaHHORA Npo6nemMel MOXHO MPUOBPECTH TMLLEH3UID
Ha MPOAYKT B BNeKTPOHHOM MarasiHe, LOCTYMHOM Mo Cehifie
cryptoarmru

YCTaHOBHTb NULIEH3WID MOKHO YEPEs UHTEPDEIC NPUNoKEHUA

NEPEA TH

Puc. 4.3 CoobueHune 06 otcytcTBMM AnueHsumn Ha Kpuntolpo CSP Bepcun 5.0 R2 KC2 ncnonHeHne 2-Base

Mo KHonke MepeiTn NponcxoauT nepexos Ha BKAagKy O nporpamme, rge MOMKHO YCTaHOBWUTL
NIMLEH3MIO.

MpM 33KPbITUM MacTepa AMArHOCTUKM MNPUIOXKEHWe ocTaeTcs paboTocnocobHbiM, HO C
OrpaHUYeHHbIM GYyHKUMOHaNom. be3 nuueHsMuM He 6yayT BbINONHATLCA ONEepauun, CBA3aHHble C
AOCTYNOM K 3 Kntouy IM (Hanpumep, NoAnMcb U paclumdposaHme).

4.4, HE OBHAPYEHbI CEPTUDUKATDI C MPUBA3KON K KNIFOYEBOMY KOHTEMHEPY

MpW OTCYTCTBUM B IMUHOM XPaHUAULLE CEPTUOUKATOB, C NPMBA3KOMN K Katouvy I, npu 3anycke
NPUNOXKEHUA BO3HMKaET Npeaynpexaatollee coobuieHune (puc. 4.4)
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[wnarHocTuka NPUNOXeHNA

O6Hapy}eHHble NpobneMbl Cnocobkl pelleHua

He o6HapyxeHbl cepTUdUKaTHI ¢
AL npuBs3KON K KloYEBOMY
KOHTEHHEpY

B npunosmeHnu OTCYTCTBYIOT CepTMOMKATbI € NPUBASKOA K
KNOYeBOMY KOHTeiiHepy. [lnAa nonHoueHHoW paboTel B pexume
NoANMcH W paclndpoBaiA Gainos, NOHaAoBUTLCA YCTAHOBKA
cepTUdHKaTOoB.

LNA pelleHWs JaHHOM NpoGnemMbl BbIMOMHWTE YCTAHOBKY
JINYHBIX CEpTM(IJMKaTOB no waram, oNMCaHHbIM B AOKYMEHTauuu no
NponyKTY

Ecnu y Bac ecTb CepTUhUKaTLI HA TOKEHE MX MOXHO YCTaHOBUTL
€ TpUBASKOW K  KIHOYEBOMY KOHTEHepy Ha  CTpaHuLe
KOHTEWMHEPBI

Takke  BOSMOMHO  CrEHEpMPOBaTb  CaMOMOAMMCaHHble
cepTUdmKaTel Ha cTpaHnue CEPTUDUKATEI

3AKPBITh

Puc. 4.4 CoobLeHune 06 oTcyTCTBUMN CePTUUMKATOB C NPUBA3KOM K Katouy I
ﬂ,06aBMTb JINYHbBIN CepTM(bVIKaT MOKHO HEeCKONbKMMK cnocobamu:
— YCTAQHOBUTb CO CTOPOHHEIo HOCUTENA,
— CreHepupoBaTb 3aNpocC Ha CEPTUPUKAT U YCTAaHOBUTb MOJIYYEHHbIN CEPTUPUKAT;
— CreHepuMpoBaTb CaMOMNOANMUCAHHbIN cepTUdUKaT.

4.5, HE 3ArPY}XEH MoAYNb TRUSTED CRYPTO

MpunoxeHne KpuntoAPM IOCT He paboTtaeT 6e3 moayna Trusted Crypto. B Takom cnyyae npwu
3anycke npunoxeHus byaet npeaynpexaatoliee coobuieHune (puc. 4.5)
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[OuarHocTHKa NPUNOKEHHA

OBHapyXeHHbIe NPobnemsl

He szarpyxeH mogyns Trusted
Crypto

Crnocobbl peweHmns

Mpu 3anycke KpuntoAPM TOCT He 3arpyauncs HeoOXogumbli
Ana paGoTsl NpUnoxeHua Moayne Trusted Crypto.

[ina pelieHua naHHoil NpoBnemsl 0TKPOIiTe NaHENs yNpaBneHua
NPHAOXKEHNS W NepelnnTe coobileHns o6 ownbKaX, BLIBEEHHBIX
Ha Br1aaKe KoHconb, B cryxGy TeXHMYeCKoi NoAaep KN,

MoppoGHble MHCTPYKLMK MO OTKPbITUIO NaHENW yNpaseHns nog,
Tpebyemoil nANathopmMoi MOXKHO HAaWTM B JOKYMEHTALuW Mo
NpoayKTy

3AKPBITE

Puc. 4.5 CoobuieHune 06 owmnbke B mogyne Trusted Crypto

[anbHelwan paboTta NPUNONKEHUSA HEBO3MOXKHA. MPUNOKEHME MOMKHO TOJIbKO 3aKPbITb.

[na peweHna gaHHoW npobaembl HEOHXO4MMO 3aNyCTUTb NPUNOKEHNE B KOHCO/IbHOM PEXUME,
ckonupoBaTb MHOpMaumio 06 owmnbKe U CBA3ATLCA CO CNELMannUCTamMm TEXHUYECKOM MOAAEPMKKM
npoaykta KpuntoAPM TOCT. WHCTpYKUMA NO BKAOYEHUIO KOHCONBLHOrO peXMma OrnucaHa B
«BKAIOYEHUE pexmma I0rMPOBaHMA U KOHCO1b YNPaBaeHUA» AaHHOIo PYKOBOACTBA.

4.6. OTCYTCTBYIOT YCTAHOB/NEHHbIE Moaynun Kpuntolpo TSP CLIENT 2.0/OCSP CLIENT 2.0

Mpu otcytcTBum moaynen Kpuntolpo TSP Client 2.0 nau Kpuntolpo OCSP Client 2.0 Bo3HMKaeT

MHPOpPMaAUMOHHOEe coobuieHune (puc. 4.6)
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JuarHocTuka NPpUNOXeHUA

O6Hapy»eHHble Npobnems! Cnocobbl peleHus

OTCYTCTBYHOT YCTAHOBNEHHbBIE
AL moaynu Kpuntolpo TSP Client 2.0
w/nnu Kpuntolpo OCSP Client 2.0

B cucteme OTCYTCTBYKOT yCTaHOBNEHHble Mogynu Kpuntollpo
TSP Client 2.0 u Kpuntolpo OCSP Client 2.0. Onumu 4N\ cO30aHWA
2NeKTPOHHbIX Noanuceit no cradgapty CAJES-X Long Type 1w ana
noBaBneHns WTaMNoB BPEMEHW Ha MOANMCW HEAOCTYNHbI ANA
BbiBopa

Mocne ycraHoBku mogyneit Kpunrollpo TSP Client 2.0 u
KpuntoMpo OCSP Client 2.0 u nepesanycka NpUAGKeHUs, ONUWK
ANA CO2LEHWA 3M1EKTPOHHLIX NOANMcel no craHaapry CAES-X
Long Type 1 W and AoBaBNeHWA WITAMNOB BpemMeHn Byayt
AOCTYNHbI.

Yeravoska mogyneid. Mogynwm Kpuntollpe TSP Client 2.0 u
Kpuntolpe OCSP Client 2.0 cogepxkatcA B cocraee Kpuntollpo
3UMN Browser plug-in 2.0 wan Kpuntollpe 3UM SDK 2.0, sarpyanTe
KOTOPbIE MOXHO © OMOWUMansHOro  cailta  NpoW3BogMTens
www.cryptopro.ru

3AKPBHITE

Puc. 4.6 CoobuieHune 06 oTCyTCTBUM yCTaHOBAEHHbIX Moaynei Kpmuntolpo TSP/OCSP Client 2.0

MpunorxkeHune OCTaeTcA pa60TOCI'IOCO6HbIM, HO 6e3 BO3MOXHOCTU CO034aBaTb
ycoBepweHCTBOBAHHYIO NOANMUCb UAn noANUCb CO LWUTaMNOM BpeMeHN.

Ona co3gaHuAa ycoBepLUIeHCTBOBAHHOM noanucK TpebyeTca yctaHoBKa moaynen Kpuntollpo TSP
Client 2.0 u Kpuntolpo OCSP Client 2.0.
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5. BKaloyeHMue pexkuma 10rmMpoBaHUA U KOHCOJ1b yripaB/ieHuUsA

MpumeyaHue. PexkMm NOrMPOBaAHUA AOMNYCKAETCA MCNONb30BaTb TO/IbKO B LENAX YCTPAHEHUS
HEeMCnpPaBHOCTEN U He AONKEH UCMONb30BaTbCA NPU 06pPaboTKe peanbHbIX AAHHbIX.

MpunoxeHne KpuntoAPM TOCT noctpoeHo Ha ocHoBe bHpay3epa, B KOTOPOM WCMONHAKOTCA
CKPMNTbI, HanuCaHHble Ha A3blKe JavaScript n otobparkaetcAa MHTepdeinc npunoxeHna. Owmnbkwm,
KOTOpble BO3HMKAOT Npu pabote MHTEpPdENCHOM 4acTu NPUNOXKEHUA, CBA3aHHble ¢ npobaemamm
NOAKNOYEHNA MoAyNen U APYTMX KOMMNOHEHT, MOXHO OTC/IeANTb B KOHCONM YNpPaBAEHUA, KOTOPYIO
npepocrtasnset bpaysep.

OTKpbITb Bpay3epHyto KoHCob nNpuaokeHua KpuntoAPM FTOCT MOXKHO, 3anycTUB NpUoXKeHue
M3 KOMAHAHOW CTPOKM M YyKasaB napameTtp - devtools. [aHHas KOMaHAA OTKPbIBAET OKHO C
NHCTpYMeHTapuem ana sBeb-paspaboTku, rae ogHOM N3 BKNaJ0K byaeT npeacTtaBieHMe KOHCONMN.

Ona 6onee rnyboKoro aHanusa MPUUYMH BO3HUMKHOBEHWUA OLWIMOOK WMCNONL3YETCA BK/OYEHUE
PeXMMa IOrTMPOBaHUA, TO €CTb COXPAHEHME CNYKeBHOW MHPOPMaLMM O BbIMOSHEHHbIX ONepaumnsx B
TEKCTOBbIM ¢ain. [laHHbIM pPeXUM BKIOYAETCA YKasaHMeM napameTpa - logcrypto npu 3anycke
NPWUIOXKEHUA U3 KOMaHAHOM CTPOKM.

[na 3anycka KomaHAHOM cTPpoKM HaxaTb Win+R. BBectn KomaHay cmd n OK

BeinoaHwTs >

BeeauTe MMA NporpamMmel, Nanku, JoKYMEHT WKW pecypea
MHTepHeTa, KoTopble TpeByeTca OTKPLITE.

OTkpems: | w

OTmeHa OBzop..

Puc. 5.1. lnanor ana 3anycka npuaoXKeHum
B oTKpbIBLLEMCA OKHE BBECTM KOMaHAY 3anycKa npunoxenuns KpuntoAPM IFOCT (pwuc. 5.2):

"C:\Program Files\CryptoARM GOST\cryptoarm-gost.exe" devtools logcrypto

B Komanavan crpoxa =

Puc. 5.2. Juanor KOMaHAHOM CTPOKM
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B pesynbTaTe BbINOAHEHWA 3TOM KOMaHAbl OTKpoeTca npunoxkeHne KpuntoAPM TOCT c
[OMNONHUTENBHOM MNaHeNblo ynpaBAeHUA, KoTopaa npenctaBAeHa Ha puc. 5.3 U coxpaHeHuem

nHbopmaumm 06 onepaumax B XKypHaa NOrMPOBaAHUA.

&) Developer Toals

® ¥ w v
© unca rr

eived undefined

© » Uncaug

[w ﬂ Elements Console Sources Network Timeline Profiles Application Security

les\CryptoARM GOST\resources\app\node_modules\trusted-

am Files\CryptoARM GOST\resources\app\node_modules\trusted-

Puc. 5.3. OKHO ¢ BK/1aAKOM KOHCOAU yrpaB/ieHusA

Mpw BbINOJIHEHUM ONepauuKn, NPUBOAALLEN K OWMOKe, B OTKPbIBLUEMCS AOMONHUTENBLHOM OKHe

ynpasneHua Ha Bknaake Console oTtobpasnTca TeKCT OLWNOKM.

*ypHan norupoBaHusa npeacTaBnseTr coboin TekctoBbi danin cryptoarm_gost.log, KoTopbii

pacnonaraeTcAa B Katasziore nosib3oBaTtesia B Nnanke .Trusted.
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6. Yacro BcTpeualowmeca npobaemol

6.1. He 3anyckAeTca KpMnToAPM FOCT HA WINDOWS.

Bo3amoxHo, ogHoBpemeHHO ctouT Kpuntollpo CSP Bepcun 5.0 R2 KC2 ncnonHeHue 2-Base u
apyron KpuntonpoBanaep. Hy»kHo octaBuTb To/bKo Kpuntolpo CSP.

6.2. HE 3AnycKAETCA KPNnTOAPM FOCT HA WINDOWS.

Bo3amorxkHo, Bepcua Kpuntollpo CSP Hmxe 5.0 R2.

6.3. KpeunToAPM I'OCT 3ABUCAET HA CTATYCE «OXANYICTA, NOAOKAUTE...»

Mporpamma 3aBucaeT Ha cTaTyce «[lloxanyihcTa, nogoXauTe..» NpU MOMNbITKE AocCTyna K
pasgenam «MNognucb u wndpposaHue» nnmn «CeptudukaTbi». JIMLLEH3IUU NPU STOM AENCTBUTENbHDIE.

Bo3MOKHO ycTaHOBMAM (NOTOM yAanuAuM UAW HeT) APYron KpuntonpoBanaep, OTANYHbIA OT
Kpuntolpo CSP Bepcnu 5.0 R2 KC2 ncnonHeHne 2-Base. HyxKHO yaannTb Apyron Kpuntonposanaep,
noTom yaanuTb ¢ain HacTpoek. [NA 3TOro Hy)KHO 3aKpbiTb nporpammy ("Bbixoa" B MeH0 unaun B
Tpee), nepenTn B KaTanor nosnb3osatens B nanky .Trusted\CryptoARM GOST\ v yaanutb ¢ainn

settings.json.
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