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AHHOTaUMA

HacTosuiee pyKoBOACTBO COAEPKUT onmcaHue Bxoaauero B coctas CK3U Kpuntollpo CSP Bepcua 5.0 R2
KC2 WcnonHeHue 2-KpuntoAPM (manee — KpuntoAPM T[OCT) moaynda, peanunsylollero nporpammHbIi
nHTepoelic trusted-crypto.

NHTepdelic trusted-crypto sensetca BcTpoeHHbiMm B MO KpunToAPM nporpammHbim MHTepdercom
A3blKa Javascript/Java, Bkatoyatowmm B cebsa Habop 06bEKTOB ¢ MeTogammu paboTsl ¢ cepTMdnKaTamm, NOSNUCH
n wudposaHus B popmate CMS, ycTaHoBKK TLS-coeAnHEHUS.

Mpu ncnonb3oBaHWKU NporpammHoro nHtepdeica trusted-crypto Heobxoanmo npoBoanTb pPa3paboTky
otaenbHoro CK3W Ha 6ase CK3W Kpuntollpo CSP Bepcua 5.0 R2 KC2 WcnonHeHue 2-KpuntoAPM
(c npoBeaeHMEM COOTBETCTBYIOLMX TEMATUYECKUX MUCCNEA0BaHUM) B COOTBETCTBMM C  LEWCTBYIOLLEN
HOopMaTMBHOM 6a3oit (B YacTHocTK, ¢ MocTtaHoBNeHMem lMpaBuTenbcTBa Poccuitickoli ®eaepauum ot 16 anpens
2012 r. Ne313 wu lMNonoxeHnem o paspaboTke, NPOM3BOACTBE, PEAM3ALMMN U IKCNAyaTauumn WKdPOBasbHbIX
(kpunTorpaduryecknx) cpeacts 3awuTbl HGopmauum (MonoxkeHume MK3-2005)).
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OnucaHne APl moayns trusted-crypto B coctase npoaykta KpnntoAPM TOCT

B faHHOM LOKymeHTe onucbiBaeTca typescript nHtepdelic moaynsa trused-crypto. s UCNoNb30BaHUA 3TOTO
API B coctaBe npoaykta KpuntoAPM FOCT (BbiNosIHEHWE CKPUMTOB B KOHCOM 6e3 cTapTa GUI) Hago nobasuTb
¢nar ELECTRON_RUN_AS_NODE:

e [Ipumep TepmunHana POSIX:

$ export ELECTRON_RUN_AS NODE=true

o [lpumep TepmmHana Windows:

> set ELECTRON_RUN_AS_NODE=true

B moayne npeacTaB/ieHbl MPOCTPAHCTBa MMeH (namespace):

1. CMS — Habop KnaccoB Ana BbINOAHEHMA onepauuii ¢ uMdpoBoi nognuchio.

PKI — Habop KnaccoB gna paboTbl ¢ KpunTorpapuyeckumm obbeKTaMM, TaKUMK Kak LmbpoBble

CepTMd)MKaTbI, CMUCKHM OT3blBa, VI,D,EHTVId)VIKaTOpr, KNo4veBbie KOHTEVIHepr nT.n.

3. PKISTORE — Habop Knaccos ana paboTbl ¢ Kpuntorpapuyeckumm nposangepammn, nNocpeacTsom
npegocrasnaemoro API.

4, UTILS — Habop KnaccoB ana paboTbl C IMLEH3UEN U NOTMPOBaHMEM ONepaLnii.

5. COMMON — Habop meToA0B AN YNpaBieHMA KOHTeKCTom 6mnbnmoTtekn OpenSSL.

1. lMNpocTpaHcTBO MmeH CMS

B naHHOM pasaene onucaH namespace CMS. NHTepdelicbl, CBOMCTBA M METOAbI

1.1. Knacc SignedData

Mertog, Bo3Bpalyaembiii TMN OnucaHue
load void | SignedData ana static YteHne noanmncaHHoro ¢ainna
sign void Cospgaet nognucb
import Void | SignedData ans static MmnopT nognucu U3 namaTm
export Buffer Bo3BpallaeT nognMcaHHoe coobuieHune
save void 3anucb B daiin
verify boolean MpoBepKa nognMcaHHOro coobweHns
get content ISignedDataContent Bo3BpalLaeT KOHTEHT NOAMNNCAHHOIO

coobueHun
set content undefined 3a4aeT KOHTEHT NoAnMcaHHOro coobueHun
get policies string(] Bo3BpallaeT NoNTUKK
set policies undefined 3afaeT NoINTUKK
freeContent void OcBoborKaeHne NOANUCAHHOIO KOHTEHTA
isDetached boolean MpoBepKa OTKpenaeHHan M NoAnnUcb
certificates CertificateCollection | Bo3BpallaeT Konnekumto cepTudUKaTos Uau
Certificate cepTuduKaT nognmcumka

signers

SignerCollection | Signer

BO3BpaLLI,BET noaAnNMCYNKOB NN No4nUCHnNKa

get signParams

TimestampParams |

BO3BpaLLI,BET napameTpbl no4nNncn
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CadesParams

set signParams

void

3agaeT napameTpbl NoAnmncu

1.1.1. MeTtopn load

YteHune nognucaHHoro danna.

load(filename: string, format?: DataFormat): void

Mapametp Tun OnucaHue
filename string MonHbIK NyTb A0 danna
format? DataFormat HeobasatenbHbI napameTp. Tun

KOOANPOBKU

CtaTnuHbli meTog, load Bo3BpaltaeT SignedData

1.1.2. MeTog, sign

CDOpMVIpOBaHVIe noannMcaHHoOro C006LLI,EHVI’FI.

sign(cert: pki.Certificate): void

Mapametp

Tun

OnucaHue

cert

pki.Certificate

CepTnduKaT nognucymka

1.1.3. MeTtopa import
MMI‘IOpT noanncaHHOro COOGLLI,EHVIFI N3 NaMATU

import(buffer: Buffer, format: DataFormat = DEFAULT_DATA_FORMAT): void

Mapametp Tun OnucaHue
buffer Buffer Bydep c noanncaHHbIM cOObLLEHNEM
format? DataFormat HeobasatenbHbI napameTp. Tun

KOAMPOBKWU. 3HaYEHME N0 YMONYAHMUIO:
DataFormat.DER

CtaTuuHbI MmeTog import Bo3spawaeT SignedData

1.1.3. MeTop export

dKcnopT noanucaHHoro coobuleHus B bydep

export(format: DataFormat = DEFAULT_DATA_FORMAT): Buffer

Mapametp

Tun

OnucaHue

format

DataFormat

HeobasatenbHbI napameTp. Tun
KOANPOBKKU. 3HAYEHNE NO YMOAYAHUIO:
DataFormat.DER
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1.1.4. MeTopa save
3anucb noanucaHHoro coobuleHuns B pain.

save(filename: string, format: DataFormat): void

Mapametp Tuvn OnucaHue
filename string MonHbIn NyTb A0 danna
format DataFormat Tun kognposku (BASE64 | DER)

1.1.5. MeTtog, verify
NMpoBepka noanucw.

verify(signer?: cms.Signer): boolean

Mapametp Tun

OnucaHue

signer? cms.Signer

O61beKT noanucynka, Nognmncb KOTOPOro
byaeT npoBepATbcA. HeobsA3aTenbHbIM
napameTp

1.1.6. MeToa content

|_|OJ'Iy‘~IEHVIE WIN YCTAHOBKA KOHTEHTA B 06beKT nognucun (getters/setters).

get content(): ISignedDataContent

set content(data: ISignedDataContent)

Mapametp Tun

OnucaHue

data ISignedDataContent

KoHTeHT (McxogHoe coobuleHme)

1.1.7. MeTop, policies

MonyyeHune MM yCTaHOBKa NOAUTUK B 0BBbEKT nognuck (getters/setters).

get policies(): string|[]

set policies(values: string[])

Mapametp Tun

OnucaHue

values string(]

Maccus noamnTuk (SignedDataPolicy)

1.1.8. MeTtoza freeContent
OcBoboKaeHe KOHTeHTa (NamaTn)

freeContent(): void

1.1.9. MeTtop, isDetached
MpoBepKa, ABAseTCA M NoANUCL OTKPENIeHHON
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isDetached(): boolean

1.1.10. MeTtog, certificates

I'Ionyqume BCex CepTVId)VIKaTOB noannMCcYNKoOB nam oaHoro CepTMd)MKaTa, ecin nepenaH MHOEeKC

certificates(index?: number): CertificateCollection | Certificate

Mapametp

Tun

OnucaHue

index? number

NHaeKc cepTndmKaTta, KOTOpbI HaLo
nosyuynTb. HeobszaTeibHbIM NapameTp

1.1.11. MeToga, signers

NMonyyeHue BCcex NOAMUCYMKOB MAN OAHOTO, eCu nepesaH NHAEKC

signers(index?: number): SignerCollection | Signer

Mapametp

Tun

OnucaHue

index? number

NHAeKc noanmcymKa, KOTopblit Hago
nosy4nTb. HeobasatenbHbI NapameTp

1.1.12. MeTtog signParams
MonyyeHne nam ycTaHOBKa AOMNONHUTENIbHBIX MapaMeTpoB noanucu (getters/setters).

get signParams(): TimestampParams | CadesParams

set signParams(params: TimestampParams | CadesParams)

MapameTp Tun OnucaHue
params TimestampParams | MapameTpbl NOANMCK, OTBEYAIOLLNI 33
CadesParams YCTQHOBKY LUTaMNOB BpeMeHU 1 cades

1.2. Knacc Signer

Mertop, Bo3Bpauiaemblii TMN OnucaHue

get certificate Certificate Bo3BpaluaeTt cepTnudmKaTt noanmncymKa

set certificate void 3apaet cepTuduKaT NnoANMCUNKA

get index number Bo3Bpall,aeT MHAEKC NOAMUCUMKA

set index void 3apaeT HAEKC noanncuYnKa

get signingTime Date BosBpallaeT Bpems noagnucu (13
nognucaHHbIX aTpnbyTOB)

get signatureAlgorithm string Bo3BpallaeT anroputm noanmcum

get string Bo3BpallaeT X3l anropuTm NoAnmcu

signatureDigestAlgorithm

get issuerName string Bo3BpallaeT uma nsgatena ceptudmrkaTta
NoAnNMCYUNKa

get serialNumber string Bo3BpaluaeT cepuitHbln Homep cepTudmKaTta

noanncynKa

CrpaHnua 11 n3 53



MTAN.00102-12 96 01. KpunTtollpo CSP. KpuntoAPM. PykoBoacTBO Nporpammmncta

timestamp TSP Bo3BpalyaeT wramn BpemeHu rno ero Tmny
verifyTimestamp boolean MpoBepKa WTamna BpeMeHu
isCades boolean Bo3Bpauuaert true ecnm ato CAdES

get certificateValues

CertificateCollection

TonbKo ans CAdES. Bo3BpallaeT Konnekumo
ceptudukatos 13 aTpubyTa certificateValues

get revocationValues Buffer(] TonbKo ans CAdES. Bo3BpallaeT maccms €
3aKOAMPOBAHHbIMM 3HAYEHMAMM OT3bIBA
(otBeT OCSP nan CRL)

get ocspResp OCsP TonbKko ansa CAdES. Bo3spautaet OCSP otset

1.2.1. MeTop certificate
Bo3sBpallaeT cepTnudmMKaT noanncUmnKa.

get certificate(): Certificate

1.2.2. MeTopa index

MonyyeHue UK YCTaHOBKa MHAEKCA nognucumka (getters/setters).

get index(): number

set index(ind: number)

MapameTtp

Tun

OnucaHue

ind

number

MHAaeKc nognmcymKka

1.2.3. MeTog signingTime

BosBpalaeT Bpemsa Nnoanmcu (M3 noAnmcaHHbIx aTpubyTos).
get signingTime(): Date

1.2.4. MeTtog, signatureAlgorithm
Bo3BpalLaeT anroputm nognmcy.

get signatureAlgorithm(): string

1.2.5. MeTop signatureDigestAlgorithm
Bosspam,aeT XaWw anroputm nognuncu.

get signatureDigestAlgorithm(): string

1.2.6. MeTogp issuerName

BosBpalaeT uma nsgatens ceptuduKata NnoanmcUmnKa.

get issuerName(): string

1.2.7. MeTtopg, serialNumber
Bo3BpaluaeT cepuitHblii HOMep cepTudUKaTa NOANMUCHMKA.

get serialNumber(): string

1.2.8. MeTopa timestamp
Bosspau.l,aeT WTamn BpemMeHu no ero Tuny.

timestamp(tspType: number): TSP
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Mapametp Tun

OnucaHue

tspType number

Tun wTamna BpemeHmn

1.2.9. Metoa verifyTimestamp
MpoBepKa WTamna BpemeHu no tmny.

verifyTimestamp(tspType: number): boolean

Mapametp Tun

OnucaHue

tspType number

Tun wramna BpeEMEHN

1.2.10. MeTtopg, isCades
MNposepKa asnaetca an noanunck CAdES.

get isCades(): boolean

1.2.11. MeTtog certificateValues

Tonbko ans CAdES. Bo3BpallaeT Konnekumio ceptudukatos U3 aTpmubyTa certificateValues

get certificateValues(): CertificateCollection

1.2.12. MeTogp, revocationValues

Tonbko ans CAdES. Bo3BpalllaeT MaccuB € 3aKOAMPOBaHHbIMM 3HaYeHNAMM oT3biBa (oTBeT OCSP mnaum CRL).

get revocationValues(): Buffer(]

1.2.13. Metopn ocspResp
Tonbko ans CAdES. Bospautaetr OCSP oTger.

get ocspResp(): OCSP

1.3. Knacc SignerCollection

2. Metopg Bo3Bpalwiaemblii TMN OnucaHue
items Signer Bo3BpalaeT 06EKT KONEKLMM MO ero
UHAEKCY
get length number Bo3BpallaeT KOINYECTBO 3N1EMEHTOB
KONINEKLMN

1.3.1. MeTog items
Bo3BpalaeT 06beKT KONNEKLUN MO ero UHAEKCY.

items(index: number): Signer

Mapametp Tun

OnucaHue

index number

NHAOeKc anemeHTa B KONNEKUUn
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1.3.2. MeTop length
BO3BpaLLI,36T KO/1IN4eCTBO 3/1EMEHTOB KONN1eKUnn

get length(): number

1.4. Knacc CadesParams

Mertopg, Bo3Bpawiaembii TMN OnucaHue

get cadesType number BosBpaluaet TMn (ctaHaapT) cades

set cadesType void 3agaet TMn (ctaHAapT) cades

get connSettings ConnectionSettings Bo3BpalllaeT HAaCTPONKN coeauHEHNA aNnn
co34aHuA tsp

set connSettings void 3apaeT HaCTPOMKM coeaNHEHMA ANA
co3paHusa cades

get tspHashAlg string Bo3BpalyaeT XaLw anropmtm

set tspHashAlg void 3apaert xaw anropuTtm (OID)

get ocspSettings ConnectionSettings Bo3BpalllaeT HaCTPONKN coeauHEHNA aNnn
CO3/aHu1A 0Csp

set ocspSettings void 3apaert xaw anropuTtm (OID)

1.4.1. MeToga cadesType
MonyyeHne naM ycTaHOBKa TMNa cTaHaapTa cades (getters/setters). B Tekyulen sepcum Bceraa 1 (CAJES-X Long
Type 1)

get cadesType(): number

set cadesType(signType: number)

Mapametp Tun OnucaHue

signType number B Tekywen Bepcum Bcerga 1 (CAdES-X Long
Type 1)

1.4.2. MeTop, connSettings
MonyyeHWe UM YCTaHOBKA HACTPOEK coeanHEHUA AN co3aaHua cades (getters/setters).

get connSettings(): utils.ConnectionSettings

set connSettings(connSett: utils.ConnectionSettings): void

Mapametp Tun OnucaHue

connSett utils.ConnectionSettings Habop napameTpoB, MCNONb3yeMbIX AN
YCTaHOBKM CETEBOrO COeAMHEHMUA (agpec,
ayTeHTUOUKaumsa, Naposb 1 T.4.)

1.4.3. MeToga tspHashAlg
MonyyeHWe UAKM yCTaHOBKA UCMOJ/Ib3yEeMOro airopuTmMa XelmpoBaHus (getters/setters).
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get tspHashAlg(): string

set tspHashAlg(hashAlgOid: string): void

Mapametp Tun OnucaHue
hashAlgOid string OID ncnonb3yemoro xew-anroputma. Ecnm He
byAeT 3a4aH, TO UCMNo/b3yeTcA 3HaYeHue 13
ceptudukata

1.4.4. MeTop, ocspSettings
MonyyeHWe UM YCTaHOBKA HACTPOEK coeanHEHUA ANA co3aanua cades (getters/setters).

get ocspSettings (): utils.ConnectionSettings

set ocspSettings (connSett: utils.ConnectionSettings): void

Mapametp Tun OnucaHue

connSett utils.ConnectionSettings Habop napameTpoB, UCNONb3yeMbIX AN
YCTaHOBKM CETEBOrO COeAMHEHMUA (agpec,
ayTeHTUOUKaumsa, Naposb 1 T.4.)

1.5. Knacc TimestampParams

MeTtopg, BosBepalyaemblii TMn OnucaHue

get stampType number Bo3Bpallaert Tmn WwWramna BpemMeHu

set stampType void 3apgaeT TMN WTamna BpeMEHHU

get connSettings ConnectionSettings Bo3BpalllaeT HaCTPONKKN coeauHEHUA ann
co3aaHus tsp

set connSettings void 3apaeT HaCTPOMKM coeAMHEHMA ANA
co3paHusa cades

get tspHashAlg string Bo3BpalaeT XaLw anropmtm

set tspHashAlg void 3apaert xaw anropuTtm (OID)

1.5.1. MeToga cadesType
MonyyeHne naM ycTaHOBKa TMNa cTaHaapTa cades (getters/setters). B Tekyuen sepcum Bceraa 1 (CAJES-X Long
Type 1)

get cadesType(): number

set cadesType(signType: number)

Mapametp Tun OnucaHue

signType number B Tekywen Bepcum Bcerga 1 (CAdES-X Long
Type 1)

1.5.2. MeTop, connSettings
MonyyeHWe UM YCTaHOBKA HACTPOEK coeanHEHUA ANA co3aanua cades (getters/setters).

get connSettings(): utils.ConnectionSettings
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set connSettings(connSett: utils.ConnectionSettings): void

Mapametp Tun

OnucaHue

connSett utils.ConnectionSettings

Habop napameTpoBs, UCMOb3YEMbIX /1A
YCTaHOBKMW CETEBOTO coeauHeHusa (agpec,
ayTeHTUdUKauma, naponb U T.4.)

1.5.3. MeTop tspHashAlg

Mony4yeHne AN YCTaHOBKA MCMOb3YEMOro aropuTMa XelwnpoBaHua (getters/setters).

get tspHashAlg(): string

set tspHashAlg(hashAlgOid: string): void

MapameTtp Tun

OnucaHue

hashAlgOid string

OID ncnonbsyemoro xew-anropmutma. Ecamn He
6yaeT 3afaH, TO UCNO/Ib3YeTCA 3HaYEeHUE U3
ceptudukata

1.5.4. MeTtopa ocspSettings

I'Ionyqume UIN YCTAHOBKA HAaCTpoeK coegnHeHnA anAa co3gaHuna cades (getters/setters).

get ocspSettings (): utils.ConnectionSettings

set ocspSettings (connSett: utils.ConnectionSettings): void

Mapametp Tun

OnucaHue

connSett utils.ConnectionSettings

Habop napameTpos, UCMO/Ib3YEMbIX /1A
YCTaHOBKMW CETEBOTO coeauHeHus (agpec,
ayTeHTudUKauma, naponb u T.4.)

1.6. Nepeyncnaemblie TUMbI

1.4.1. SignedDataContentType
OnpegenseT BUA KOHTEHTA A4/19 06beKTa NoAnmcK

UpeHtudpukarop 3HaueHue OnucaHue
url 0 MyTtb Ao paina
buffer 1 Bydep B namsTtn

1.6.2. StampType
Onpepenaet BuApbl WUTAMMNOB BPEMEHM Ha NOANUCH

UpeHtudpukarop 3HauyeHue

OnucaHue

stContent 1

WTamn BpeMeHN Ha noanuncbiBaemble
AadHHbIE
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stSignature 2 LWTamn BpemeHn Ha nognucb

stEscStamp 4

1.6.3. CadesType

Onpeaensaet ¢opmat CAdES. OrpaHuyeHue: Tonbko CAJES-X Long Type 1

UpeHtudpukarop 3HauyeHHe OnucaHue
ctCadesXLT1 1 CAdES-X Long Type 1

1.7. HTepdelicsl

1.7.1. ISignedDataContent

CBoiicTBO Tun OnucaHue

type SignedDataContentType Bua KOHTeHTa
data string | Buffer MNyTb oo daiina nam bydep AaHHbIX
1.8. NMpumepsl

B faHHOM pasgene npueeseHbl Tpumepsl paboTbl ¢ 3NEKTPOHHOM noanuckto, B Tom Yncne CAdES.

1.8.1. YteHne nognucaHHoro daina

const cms = new trusted.cms.SignedData();
cms.load("signedfile.sig", trusted.DataFormat.PEM);

1.8.2. [Moanuch
OTKpEI'IJ'IeHHaFI noanncb AaHHbIX:

const cert = trusted.pki.Certificate.load("./certfile.

trusted.DataFormat.DER);
const sd = new trusted.cms.SignedData();
sd.policies = ["detached"];

sd.content = {

type: trusted.cms.SignedDataContentType.buffer,
data: "Hello world"

}s

sd.sign(cert);

GopmMupoBaHue nognucu 6e3 aTTpubYTOB:

const cert = trusted.pki.Certificate.load("./certfile.

trusted.DataFormat.DER);
const sd = new trusted.cms.SignedData();
sd.policies = ["noAttributes"];

sd.content = {
type: trusted.cms.SignedDataContentType.buffer,
data: "Hello world"

cet",

cet",
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}s

sd.sign(cert);

MpuKkpenneHHas noanucb daiina:

const cert = trusted.pki.Certificate.load("./certfile.cet",
trusted.DataFormat.DER);

const sd = new trusted.cms.SignedData();

sd.policies = [];

sd.content = {
type: trusted.cms.SignedDataContentType.url,
data: "./file for sign.txt"

};

sd.sign(cert);
sd.save("./outfile.sig");

1.8.3. YcoBepLeHCTBOBaHHAA NOAMNMUCH

const cert = trusted.pki.Certificate.load("./certfile.cet",
trusted.DataFormat.DER);

const connSettings = new trusted.utils.ConnectionSettings();

connSettings.Address = "http://qgs.cryptopro.ru/tsp/tsp.srf";
const sdCades = new trusted.cms.SignedData();

sdCades.content = {
type: trusted.cms.SignedDataContentType.buffer,
data: "CAdES test 1"

}s

const cadesParams = new trusted.cms.CadesParams();
cadesParams.cadesType = trusted.cms.CadesType.ctCadesXLT1;
cadesParams.connSettings = connSettings;
cadesParams.tspHashAlg = "1.2.643.7.1.1.2.2";
sdCades.signParams = cadesParams;

sdCades.sign(cert);

sd.save("./outfile.sig");

1.8.4. lMoanncb CO WTamMMNoM BpeMeHM
const sdTspContent = new trusted.cms.SignedData();
sdTspContent.content = {
type: trusted.cms.SignedDataContentType.buffer,
data: "Signature with time stamp 1."

}s

const connSettings = new trusted.utils.ConnectionSettings();
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connSettings.Address = "http://qgs.cryptopro.ru/tsp/tsp.srf";

const tspParams = new trusted.cms.TimestampParams();
tspParams.connSettings = connSettings;
tspParams.tspHashAlg = "1.2.643.7.1.1.2.2";

tspParams.stampType = trusted.cms.StampType.stContent;
sdTspContent.signParams = tspParams;

sdTspContent.sign(cert);
sd.save("./outfile.sig");

1.8.5. Conoanuce
Job6asneHune noanuncymKka (conoanmchb):

const cms = new trusted.cms.SignedData();

cms.load("./outfile.sig");

const secondSignerCert = trusted.pki.Certificate.load("./certfile2.cet",
trusted.DataFormat.DER);

cms.sign(secondSignerCert);

sd.save("./outfile.sig");

1.8.6. lNpoBepka noanmcu
MpoBepKa OTKpeneHHOM noanucu

const cms = new trusted.cms.SignedData();
cms.load("./outfile.sig");
cms.content = {
type: trusted.cms.SignedDataContentType.url,
data: "./data.docx"
}s

const res = cms.verify();

MpoBepKa NPUKPENIEHHON NoaNncH

const cms = new trusted.cms.SignedData();
cms.load("./outfile.sig");
const res = cms.verify();

MpoBepKa KOHKPETHOro NOANMCUYMNKA

const cms = new trusted.cms.SignedData();
cms.load("./outfile.sig");

const signers = cms.signers();

const signer = signers.items(0);

const res = cms.verify(signer);
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2. [lpocTpaHcTBO MMeH PKI|

2.1. Knacc OID
MeTtopg, Bo3Bpalwiaemblii TMn OnucaHue
get value string Bo3BpallaeT TeKcToBOE NpeacTaBaeHme
3Ha4eHunsa OID
get longName string BosBpawaeT gamHHoe nmsa OID
get shortName string BosBpalaeT KopoTkoe nma OID

2.1.1. MeTogp, value
Bo3BpallaeT TeKCTOBOE npeacTassieHne 3HadeHma OID.

get value(): string

2.1.2. MeTtopg longName
BosBpawaeT gamHHoe nmsa OID.

get longName(): string

2.1.2. MeTtog shortName
Bo3BpalaeT KopoTkoe nma OID.

get shortName(): string

2.1.3. Mpumepbl
Co3paHue ob6bekTa OID M nonyyvyeHMe CBOMCTB:

const oid = new trusted.pki.Oid("keyUsage");
oid.value; // 2.5.29.15
oid.shortName; // keyUsage

2.2. Knacc Extension

MeTtopg, Bo3Bpalwiaemblii TMn OnucaHue
get typeld Oid Bosspatuaet OID
set typeld void 3apaet OID
get critical boolean Bo3BpallaeT KPUTUYHOCTb pacLInpeHmns
set critical void 3apaeT KPUTUYHOCTb paclUMpeHusn

2.2.1. MeTogp typeld
Bosspauiaet nau 3agaet OID paclumpeHua (getters/setters).

get typeld(): Oid

set typeld(oid: Oid)
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Mapametp Tun OnucaHue
oid Oid oID
2.2.2. MeTog, critical
BosBspalaeT nam 3agaeT KPUTUUYHOCTb paclunpeHuns (getters/setters).
get critical(): Oid
set critical(critical: boolean)

Mapametp Tun OnucaHue
critical boolean Kp1TMUYHOCTb paclumpeHms

2.2.3. [Mpumepbl

dopmupoBaHue pacwmpeHusa (KpUTndHoe, Lmbposas NOAMNUCH):

const oid = new trusted.pki.Oid("keyUsage");
const ext = new trusted.pki.Extension(oid, "critical,digitalSignature");

ext.critical; // true

2.3. Knacc ExtensionCollection

MeTtopg, Bo3Bpalwiaemblii TMn OnucaHue

items Extension Bo3Bpall,aeT 06beKT KOANEKLMW MO ero
UHAEKCY

get length number Bo3BpallaeT KOINYECTBO 3N1EMEHTOB
KONINEKLMN

push void [Job6aBnsieT 3n1eMeHT B KONNEKUUIO

pop void Ypanaet oguMH 3N1eMEHT KOMTEKLLUN

removeAt void Ypanaet afemMeHT KONNEKLMM MO ero MHAEKCY

2.3.1. MeTog items
BosBpaliaeT 06bEKT KONNEKLUM MO ero NHAEKCY.

items(index: number): Extension

Mapametp Tun

OnucaHue

index number

NHAOeKc anemeHTa B KONNEKUUn

2.3.2. MeTog length
Bosspau.l,aeT KO/1IN4eCTBO 3/1EMEHTOB KONNeKUnn

get length(): number
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2.3.3. MeTog push

[o6aBnaeT a1leMeHT B KONNEKUMIO

push(ext: Extension): void

MapameTtp

Tun

OnucaHue

ext Extension

Jobasnsembiii Extension

2.3.4. MeToa pop

Yaanaer oauH 31eMeHT KoANeKLUnn

pop(): void

2.3.5. MeTtoa removeAt

BO3BpaLLI,36T 06beKT Konnekunn no ero MHOEKCy.

removeAt(index: number): void

Mapametp

Tun

OnucaHue

index number

NHAOeKc anemeHTa B KONNEKUUmn

2.3.6. lpumepsbl

,ﬂ,O6aB}'IEHVIe extension B KONNEKUUIO U nony4yeHune Koan4ecrtea a/1IEMEHTOB:

const exts = new trusted.pki.ExtensionCollection();
const oid = new trusted.pki.Oid("keyUsage");
const ext = new trusted.pki.Extension(oid, "critical,digitalSignature");

exts.push(ext);
exts.length; // 1

const ext2 = exts.items(0);

2.4. Knacc CRL

MeTtopg, Bo3Bpalwiaemblii TMn OnucaHue

load void YteHune CRL 13 daiina

import CRL YteHune CRL n3 namatum

get version number Bosspawaet Bepcumio CRL

get issuerFriendlyName string BosBpawaetr CN nmeHun nsgatens

get issuerName string Bo3sBpallaeT noaHoe nma nsgatens

get lastUpdate Date BosBpallaeT AaTy nocnegHero o6HoBAEHMA
CRL

get nextUpdate Date BosBpallaeT aaTy cneaytowero obHoBAEHMA
CRL

get thumbprint string Bo3Bpatlaet SHA-1 otneyatok CRL

get signatureAlgorithm string BosspawaeT anroputm nognmcu CRL

get string BosspataeT xaw anroputm nognmcu CRL

signatureDigestAlgorithm

get authorityKeyid string BosBpalaeT Authority Key Identifier
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get criINumber string Bo3Bpatlaet Homep CRL

compare number CpasHuBaet asa COC (CRL)

equals boolean MpoBepkKa asaatotca v asa CRL
9KBWBAJIEHTHbIMM

hash string Bo3BpaluaeT BbluMCAEHHbIM oTnevaTok CRL

duplicate CRL CospaeTt kKonuio ob6bekTa CRL

export Buffer 3kcnopt CRL B namsaThb (6ydep)

save void 3anuck CRL B daiin

2.4.1. MeTop load
YteHune CRL us daiina

static load(filename: string, format?: DataFormat): CRL
load(filename: string, format?: DataFormat): void

Mapametp Tun OnucaHue
filename string MonHbIM NyTb A0 danna
format? DataFormat Heobs3aTenbHbI napameTp. Tun KOAUPOBKM

2.4.2. Metoa import

MmnopT CRL 13 namaTtu

static import(buffer: Buffer, format: DataFormat = DEFAULT_DATA_ FORMAT): CRL

import(buffer: Buffer, format: DataFormat = DEFAULT_DATA FORMAT): void

Mapametp Tun OnucaHue
buffer Buffer Bydep c koHTeHTOM CRL
format? DataFormat HeobasaTtenbHbln napametp. Tun

KOAMPOBKU. 3HaUYeHMe NO YMOIYAHMUIO:
DataFormat.DER

2.4.3. MeTog, version
Bosspalwyaet sBepcuio CRL

get version(): number

2.4.4. MeTogp, issuerFriendlyName
Bosspawaetr CN nmeHu nsgatena

get issuerFriendlyName(): string

2.4.5. Metoga issuerName
BosBpalaeT nosHoe usaarens

get issuerName(): string
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2.4.6. MeTogp lastUpdate
BosspauiaeT Bpems nocnegHero o6HosneHmsa COC (getters/setters).

get lastUpdate(): Data

2.4.7. MeTtopg nextUpdate
BosspaliaeT Bpems cneaytoliero obHosneHma COC (getters/setters).

get nextUpdate (): Data

2.4.8. MeTtoa thumbprint
BosBpawaeT SHA-1 otnevaTtoK CRL.

get thumbprint(): string

2.4.9. MeTog, signatureAlgorithm
Bosspawaet aaroputm nognmcum CRL.

get signatureAlgorithm(): string

2.4.10. MeTog signatureDigestAlgorithm
Bo3BpallaeT X3l anropMtm noanucu ceptuduKkaTa.

get signatureDigestAlgorithm(): string

2.4.11. MeTog authorityKeyid
Bo3spataet Authority Key Identifier.

get authorityKeyid(): string

2.4.12. MeTtoa crINumber
Bosspawaet Homep CRL.

get crINumber(): number

2.4.13. MeToa compare
CpasHusaet asa CRL. na pasnaunydHbix sepHeT 1 nam -1. Ana naeHTnYHbIX 0

compare(crl: CRL): number

MapameTtp Tun OnucaHue

crl CRL CRL c KoTopbiM TpebyeTcs CpaBHUTb TEKYLLNIA

2.4.14. MeTtopn equals
MNpoBepKa ngeHTnyHoctn apyx COC (CRL).
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equals (crl: CRL): boolean

Mapametp

Tun

OnucaHue

crl

CRL

CRL c KoTopbiM TpebyeTcs CPaBHUTb TEKYLLNIM

2.4.15. MeTtoa hash

Bo3BpaluaeT Bbl4MCAEHHbIM oTnedaTok CRL. Mo ymonyaHuio ucnonbsyetca anropntm SHA-1

hash(algorithm: string = "shal"): string

Mapametp

Tun

OnucaHue

algorithm?

string

Heobs3atenbHblit napameTp. X3l anropuTm.
3HayeHue no ymondaHuto: shal

2.4.16. MeTtop duplicate
Co3paet Konuio obbeKkTa cepTuduKaTa

duplicate(): CRL

2.4.17. MeTog export

3kcnopt CRL B 6ydep

export(format: DataFormat = DEFAULT_DATA_FORMAT): Buffer

Mapametp

Tun

OnucaHue

format

DataFormat

HeobasatenbHbln napametp. Tun
KOZMPOBKU. 3HaUYEHME N0 YMONYAHMIO:
DataFormat.DER

2.4.18. MeTop save
3anucb CRL B dann.

save(filename: string, format: DataFormat): void

MapameTtp Tun OnucaHue
filename string MonHbIM NyTb A0 danna
format DataFormat Tun koguposku (BASE64 | DER)

2.4.19. Mpumepsl
YteHune CRL us daiina:

const crl = new trusted.cms.CRL();

crl.load("./example.crl");

Umnopt CRL 13 namat

n:
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const cert = new trusted.cms.CRL();
const data = fs.readFileSync("./export.crl");
cert.import(data);

MonyyeHune 3HaveHmin nonen CRL

const crl = new trusted.cms.CRL();
crl.load("./example.crl”);

crl.version;
crl.issuerFriendlyName;
crl.issuerName;

crl.lastUpdate;
crl.nextUpdate;

crl.serialNumber;
crl.thumbprint;
crl.signatureAlgorithm;
crl.signatureDigestAlgorithm;
crl.crlNumber;

2.5. Knacc CrlCollection

MeTop, Bo3Bpaliaemblii TMN OnucaHue

items CRL Bo3BpallaeT 06beKT KOMNEKLMN MO ero
MHAOEKCY

get length number Bo3BpallaeT KOINYECTBO 3N1EMEHTOB
KONIeKL MM

push void JobaBnseT aieMeHT B KOJI/TEKUMIO

pop void YpanaeTt ogMH 31eMEHT KONNEKLUU

removeAt void YpaanaeTt aneMeHT KONJIEKUMM MO ero UHAEKCY

2.5.1. MeTop, items
Bosspau.l,aeT 06BbeKT Konnekunn no ero UHOEKCy.

items(index: number): CRL

Mapametp Tun OnucaHue

index number NHAeKc anemeHTa B KONNeKUumn

2.5.2. MeTogp length
Bo3BpalLaeT KOJIMYECTBO 3NEMEHTOB KOJINEKLMK

get length(): number

2.5.3. MeToa push

[Job6aBnsieT 3n1eMeHT B KONNEKUUIO
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push(crl: CRL): void

Mapametp Tun OnucaHue

crl CRL Jobasnaembii COC

2.5.4. MeTopa pop
Yaanser oguH 3N1€MEHT KONIEKLMM

pop(): void

2.5.5. MeTtog removeAt
Bo3BpallaeT 06EKT KONMEKLMN MO €r0 MHAEKCY.

removeAt(index: number): void

MapameTp Tun OnucaHue

index number NHAeKc anemeHTa B KONNeKUumn

2.5.6. Mpumepbl
Job6asneHune CRL B KoNNeKLMIO M NONYYEHNE KOIMYECTBA 3/IEMEHTOB:

const crls = new trusted.pki.CrlCollection();
crls.push(trusted.pki.CRL.load("./crll.crl"));
crls.push(trusted.pki.CRL.load("./crl2.crl"));
crls.length; // 2

YpoaneHue snemeHTa U3 KOJIeKUMUK:

const crls = new trusted.pki.CrlCollection();
crls.push(trusted.pki.CRL.load("./crll.crl"));
crls.push(trusted.pki.CRL.load("./crl2.crl"));
crls.length; // 2

crls.pop();
crls.length; // 1

I'Ionyqume 3/1EMEHTA U3 KONNEKLUNMN:

const crls = new trusted.pki.CrlCollection ();
crls.push(trusted.pki.CRL.load("./crll.crl"));
crls.push(trusted.pki.CRL.load("./crl2.crl"));

const crl = crls.items(0);

2.6. Knacc Certificate

MeTtopg, Bo3Bpalwiaemblii TMn OnucaHue
load void YteHune cepTnduKaTa 13 daina
import Certificate YteHune cepTndUMKaTa M3 NaMATH
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get version number Bo3BpalLaeT Bepcuio cepTudmrKaTta

get serialNumber string Bo3BpaluaeT cepuitHbln Homep cepTuduKaTta

set serialNumber void 3apaeT cepuitHbli Homep cepTudmKaTa

get keyUsage number Bo3BpallaeT nose UCNoab30BaHME KAto4a
cepTudmkara

get issuerFriendlyName string BosBpawaetr CN nmeHun nsgatens

get issuerName string Bo3BpalLaeT NosHOE UMSA U3gaTens

get subjectFriendlyName | string BosBpalaet CN umeHn cybbeKkTa

get subjectName string Bo3sBpallaeT NoAHOE UMA CybbekTa

get notBefore Date Bo3BpaluaeT gaTy Havyana geincTems
cepTudmkara

set notBefore void 3apaet gaty Hayana aencrema ceptuduKkaTa

get notAfter Date Bo3BpaluaeT gaTy OKOHYaHUA AeNCTBUA
cepTudmkara

set notAfter void 3apaeT AaTy OKOHYaHUA AelCTBUA
cepTnudmkara

get thumbprint string Bo3Bpatlaet SHA-1 oTneyaTok cepTudmKaTa

get signatureAlgorithm string Bo3BpallaeT anroputm noanmcum
ceptudmkara

get string Bo3BpallaeT X3l anropuTm Noanmcu

signatureDigestAlgorithm cepTudmkKara

get publicKeyAlgorithm string Bo3BpalliaeT anropuTm ny6aMUYHOro Kawda
cepTnudmkara

get organizationName string BosBpaluaeT none «OpraHusauma» cybbekTa
cepTudmkKara

get OCSPUrls string(] Bo3Bpalaet maccms ccbiiok OCSP

get CAlssuersUrls string(] Bo3BpalaeT maccms TOYEK pacnpoCTpaHeHUA
ceptudmkartos YL

isSelfSigned boolean MpoBepKa aaseTca n cepTuPuKaT
CamonoAnucaHHbIM

isCA boolean MpoBepKa asaseTca n cepTuPuKaT
ceptudmkatom YL,

sign void Moanuck ceptnudmkara

compare number CpaBHuBaeT aga ceptudukarta

equals boolean MpoBepKa ABAsOTCA N ABa cepTudUKaTa
3KBMBANEHTHbIMM

hash string Bo3BpallaeT BbIMMCAEHHbIA OTNEeYaToK
ceptudmkara

duplicate Certificate Co3paeT Konuio obbeKkTa cepTuduKaTa

export Buffer dKcnopT cepTudMKaTa B NamaTb (bydep)

save void 3anucb ceptudurKaTa B paiin

2.6.1. MeTop load

YteHune ceptudukata us daiina

static load(filename: string, format?: DataFormat): Certificate
load(filename: string, format?: DataFormat): void

Mapametp Tun OnucaHue
filename string MonHbIM NyTb A0 panna
format? DataFormat Heobs3atenbHblt napameTp. TN KOAUPOBKM
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2.6.2. MeTtog import
MmnopT cepTudurKaTa M3 NamaTm

static import(buffer: Buffer, format: DataFormat = DEFAULT_DATA_ FORMAT): Certificate

import(buffer: Buffer, format: DataFormat = DEFAULT_DATA_FORMAT): void

Mapametp Tun OnucaHue
buffer Buffer bydep ¢ KoHTeHTOM cepTUdUKaTa
format? DataFormat HeobasaTtenbHblt napametp. Tun

KOANPOBKU. 3HAYEHNE NO YMONYAHMUIO:
DataFormat.DER

2.6.3. MeTop, version
Bo3BpaluaeTt Bepcuio ceptudmkata

get version(): number

2.6.4. MeTop serialNumber
BosBspalaeT uaM 3agaeT cepuitHblin Homep cepTudukaTa (getters/setters).

get serialNumber(): string

set serialNumber(serial: string)

Mapametp Tun OnucaHue

serial string CepuitHblii Homep

2.6.5. MeTtop keyUsage
Bo3BpaluaeT nose MCnonb3oBaHUe Kitoda cepTudukaTa

get keyUsage(): number

2.6.6. MeTog, issuerFriendlyName
BosspawaeTt CN umeHun nsgatena

get issuerFriendlyName(): string

2.6.7. MeTop, issuerName
Bo3BpalaeT noaHOe nsgatena

get issuerName(): string

2.6.8. MeTog subjectFriendlyName
BosBpalaet CN umeHn cybbeKkTa

get subjectFriendlyName(): string
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2.6.9. MeTtog subjectName
Bo3BpaluaeT nonHoe cybbekTa

get subjectName(): string

2.6.10. MeToa notBefore
BosBspawaeT nan 3agaet Bpema Havana Aeinctsus ceptudukara (getters/setters).

get notBefore (): Data

set notBefore (offsetSec: number)

Mapametp Tun OnucaHue

offsetSec number Unix-Bpemsa Havana gencrema ceptuduKkaTa

2.6.11. MeTtopa notAfter
Bo3BpaluaeT uaun 3a4aeT BpeMsa OKOHYaHMA AeNCTBUA cepTudmKaTa (getters/setters).

get notBefore (): Data

set notBefore (offsetSec: number)

Mapametp Tun OnucaHue

offsetSec number Unix-Bpemsa OKOHYaHWA AeNCTBUA
cepTnudmkara

2.6.12. MeTtoa thumbprint
Bo3Bpatlaet SHA-1 oTneyaTok cepTudmrKaTa

get thumbprint(): string

2.6.13. MeTogp, signatureAlgorithm
Bo3BpaluaeT anroputm noanucv ceptudmkara

get signatureAlgorithm(): string

2.6.14. MeTogp signatureDigestAlgorithm
Bo3BpaluLaeT XaWw anroput™ noanucv ceptuomKarta

get signatureDigestAlgorithm(): string

2.6.15. MeTogp, publicKeyAlgorithm
Bo3sBpalaeT anroputm nybanyHOro Katoua ceptudmkara

get publicKeyAlgorithm(): string
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2.6.16. MeTopa organizationName

BosspawaeT nose «OpraHnsauma» cybbekta ceptudukaTa

get organizationName(): string

2.6.17. Meton OCSPUTrls
BosBpalaeT maccms ccbinok OCSP

get OCSPUTrls(): string(]

2.6.18. MeTtopa CAlssuersUrls

Bo3BpalyaeT MaccuB TOYEK pacnpocTpaHeHusa cepTudoukaTos YL,

get CAlssuersUrls(): string(]

2.6.19. MeTogp, isSelfSigned

MpoBepKa ABAAeTCA M cepTMdUKAT camonognucaHHbIM. a8 camonoAnMcaHHOro ceptudmKata BepHeT true

get isSelfSigned(): boolean

2.6.20. MeTop isCA

MpoBepKa asasetca An ceptuduKkat ceptudmkatom YL. Ans ceptndukata YL, BepHeT true

get isCA (): boolean

2.6.21. MeTog sign

Moanuce ceptndumKara. McnonbayeTtca ANA reHepaumMm cCamonoAnmcaHHbIx cepTudrKaTos

sign(): void

2.6.22. MeTtoa compare

CpaBHuMBaeT aBa cepTudmKkata. [Ans pasnnyHbix sepHeT 1 nam -1. Ana naeHTnyHbix 0

compare(cert: Certificate): number

Mapametp Tun

OnucaHue

cert Certificate

CepTnduKaT ¢ KOTOopbIM TPebyeTCA CPaBHUTL

TEeRyLNIA

2.6.23. MeTtopa equals

MpoBepKa MAEHTUYHOCTU ABYX CEPTUDMKATOB.

equals (cert: Certificate): boolean
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Mapametp

Tun

OnucaHue

cert

Certificate

CepTuduKar c KoTopbim TpebyeTca CPaBHUTD
TEeRYLNIA

2.6.24. MeTtoa hash

Bo3BpallaeT BblMMCAEHHbIM OTNeYaTok ceptudunKaTta. Mo ymonyaHuio ncnonbsyerca anropntm SHA-1

hash(algorithm: string = "shal"): string

MapameTtp

Tun

OnucaHue

algorithm?

string

Heoba3aTenbHbI NapameTp. X3l afropuTm.
3HauyeHue no ymondanuio: shal

2.6.25. MeTop duplicate
CozzaeT Konuio obbeKkTa ceptTndmKara

duplicate(): Certificate

2.6.26. MeTon export
dKcnopT cepTnudmrKaTta B bydep

export(format: DataFormat = DEFAULT_DATA_FORMAT): Buffer

Mapametp

Tun

OnucaHue

format

DataFormat

HeobasatenbHbln napametp. Tun
KOZMPOBKU. 3HaUYEHME NO YMONYAHMUIO:
DataFormat.DER

2.6.27. MeTop save

3anucb ceptudukata B dhann.

save(filename: string, format: DataFormat): void

MapameTtp Tun OnucaHue
filename string MonHbIM NyTb A0 panna
format DataFormat Tun Koanposku (BASE64 | DER)

2.6.28. Mpumepsl

YteHune cepTuduKaTa 13 daina:

const cert =

new trusted.cms.Certificate();

cert.load("./example.cer", trusted.DataFormat.PEM);

MmnopTt cepTudmrKaTta U3 NamaTm:
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const cert = new trusted.cms.Certificate();
const data = fs.readFileSync("./export.cer");

cert.

import(data, trusted.DataFormat.PEM);

MonyyeHue 3HauYeHUn nonen cepTudmrKaTa:

const cert = new trusted.cms.Certificate();

cert.load("./example.cer", trusted.DataFormat.PEM);

cert.version;
cert.subjectFriendlyName;
cert.issuerFriendlyName;
cert.subjectName;
cert.issuerName;
cert.notAfter;
cert.notBefore;
cert.serialNumber;
cert.thumbprint;
cert.keyUsage;
cert.signatureAlgorithm;
cert.signatureDigestAlgorithm;
cert.publicKeyAlgorithm;
cert.organizationName;
cert.0CSPUrls;
cert.CAIssuersUrls;
cert.isSelfSigned;
cert.isCA;

CoxpaHeHue cepTudukara B dpain:

const cert = new trusted.cms.Certificate();

cert.load("./example.cer", trusted.DataFormat.PEM);
cert.save("./out.cer", trusted.DataFormat.DER);

2.7. Knacc CertificateCollection

MeTopg, Bo3Bpaliaemblii TMN OnucaHue

items Certificate Bo3BpallaeT 06beKT KOMNEKLMN MO ero
MHAOEKCY

get length number Bo3BpallaeT KOINYECTBO 3N1EMEHTOB
KONIeKL MM

push void JobaBnsaeT afieMeHT B KO/I/TEKUUIO

pop void YpanaeTt ogMH 31eMEHT KONNEKLUM

removeAt void YpaanaeTt afneMeHT KONJIEKUMM MO ero UHAEKCY

2.7.1. MeTop, items
Bosspau.l,aeT 06BbeKT Konekunn no ero nHOEKCy.
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items(index: number): Certificate

Mapametp Tun OnucaHue
index number NHOeKc sanemeHTa B KOANEKL MU
2.7.2. MeTogp length

BO3BpaLLI,36T KOJINYECTBO 3/1IEMEHTOB KO/INEKUUNA

get length(): number

2.7.3. MeTog push
[06aBnAET 3NeMEHT B KONEKLMIO

push(cert: Certificate): void

Mapametp

Tun

OnucaHue

cert

Certificate

Jobasnsemblin cepTuduKkat

2.7.4. MeTopa pop
Yanser oguH 3N1€MEHT KONEKLMM

pop(): void

2.7.5. MeTtoa removeAt

BO3BpaLLI,36T 06beKT Konsiekunn no ero MHOEKCy.

removeAt(index: number): void

Mapametp

Tun

OnucaHue

index

number

NHAeKC anemeHTa B KoeKLumn

2.7.6. lpumepb
,El,o6aBneHv1e CepTM(‘bVIKaTOB B KONNEeKUMIO N nonyd4eHne Koam4yectea 3/1eMEHTOB:

const certs

= new trusted.pki.CertificateCollection();

certs.push(trusted.pki.Certificate.load("./certl.cer"));
certs.push(trusted.pki.Certificate.load("./cert2.cer"));
certs.length; // 2

YpaneHue snemMeHTa U3 KOJUJIeKLUUU:

const certs

certs.pop();

= new trusted.pki.CertificateCollection();

certs.push(trusted.pki.Certificate.load("./certl.cer"));
certs.push(trusted.pki.Certificate.load("./cert2.cer"));
certs.length; // 2

certs.length; // 1
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NMonyyeHue anemeHTa N3 KONNEKLUUN:

const certs = new trusted.pki.CertificateCollection();
certs.push(trusted.pki.Certificate.load("./certl.cer"));
certs.push(trusted.pki.Certificate.load("./cert2.cer"));

const cert = certs.items(0);

2.8. Knacc CertificationRequest

Mertopg, Bo3Bpalyaembiii TMN OnucaHue

set subject void 3apaet umsa cybbekTa

get version number BosBpallaeT Bepcuio 3anpoca

set version void 3apaeT Bepcuio 3anpoca

set extensions void 3apaeT pacwmpeHmn

get containerName string Bo3BpalllaeT uMa KoHTelHepa

set containerName void 3azaeT UMA KOHTEMHEpPa 3aKPbITOro Katoya

get pubKeyAlgorithm string Bo3BpallaeT anropmuTm ny6aMUYHOro Kawda
ceptudukata

set pubKeyAlgorithm void 3agaet anroputm nybMYHOTO KatoYa
ceptudukata

get exportableFlag boolean Bo3BpallaeT 3HaYeHME IKCNOPTUPYEMOCTH

set exportableFlag void 3afaeT 3HaYeHMe IKCNOPTUPYEMOCTH

get newKeysetFlag boolean BosBpalaeT pnar, byaer am reHepmMpoBaTb
HOBbI Habop Katouel

set newKeysetFlag void 3agaet ¢nar, 6yaer v reHepMpoBaTbLCA
HOBbI Habop Katouel

save void 3anucb 3anpoca B ¢aiin

2.8.1. MeTogp subject
3apaet uma cybbekTa

subject(x509name: string |

native.PKI.INameField[])

Mapametp Tun OnucaHue
x509name string | native.PKl.INameField[] | Ums cybbekTa
2.8.2. MeTop, version
BosBpaliaeT uan 3agaet Bepcuio 3anpoca (getters/setters).
get version(): number
set version(version: number)

Mapametp Tun OnucaHue
version number Bepcua 3anpoca
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2.8.3. MeTog, extensions

3agaeT paclumpeHms.

set extensions(exts: pki.ExtensionCollection)

Mapametp

Tun

OnucaHue

exts

ExtensionCollection

KonneKkums pacwmpeHnii

2.8.4. MeTtop, containerName
BosBpalaeT nan 3agaet umsa KOHTeMHepPa 3aKpbIToro Kntoua (getters/setters).

get containerName(): string

set containerName(name: string)

Mapametp

Tun

OnucaHue

name

string

Nms KoHTeNHepa

2.8.5. MeTtog pubKeyAlgorithm
BosBpalaeT nan 3agaet aAroputm nybaMuyHOro Katoda Katouda (getters/setters).

get pubKeyAlgorithm(): string

set pubKeyAlgorithm(alg: string)

Mapametp

Tun

OnucaHue

alg

string

Anroputm ny6MYHOrO Katoya

2.8.6. MeTop exportableFlag
Onpegennet, 6yaeT N KoY SKCNOPTUPYEMbIA UM BO3BPALLAET 3TOT dar.

get exportableFlag(): boolean

set exportableFlag(flag: boolean)

Mapametp

Tun

OnucaHue

flag

boolean

IKCNOPTUPYEMOCTb K/oYa

2.8.7. MeTtoa newKeysetFlag

Onpepaenset, byayT M reHepUpPOBaTbLCA HOBbIN KAKYeBOM Habop nan Bo3BpalLaeT 3ToT daar.

get newKeysetFlag(): boolean

set newKeysetFlag(flag: boolean)

Mapametp

Tun

OnucaHue

flag

boolean

Ecnu true, To reHepupyeTcs HOBbIN
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KNto4yeBol Habop

2.8.8. MeTop, save

3anucb 3anpoca Ha cepTuduKaT B pann.

save(filename: string, dataFormat: DataFormat = DEFAULT_DATA_FORMAT): void

Mapametp Tun OnucaHue
filename string MNyTb Ao daiina, Kyaa byaeT 3anucaH 3anpoc
dataFormat? DataFormat HeobasaTtenbHblt napametp. Tun

KOANPOBKU. 3HAYEHNE NO YMOAYAHMUIO:
DataFormat.PEM

2.8.9. Mpumepbl

leHepaums 3anpoca Ha cepTudmrKaT ¢ GopMMpoBaHMEM HOBOIO KNOYEBOro Habopa:

const certReq = new trusted.pki.CertificationRequest();

const exts = new trusted.pki.ExtensionCollection();
const oid = new trusted.pki.Oid("keyUsage");
const ext = new trusted.pki.Extension(oid, "critical,digitalSignature");

exts.push(ext);
const atrs = [

type: "L
type: "S
type: "0"
1
1

type: "
type:

e e T W WSSy

15

certReq.subject =

certReq.version =

-

NN~

type: "C", value: "RU" },
type: "CN", value:
, value:

atrs;

2;

certReq.extensions = exts;
certReq.exportableFlag = true;

certReq.pubKeyAlgorithm = "gost2012-256";

certReq.containerName

2.9. Knacc Cipher

"WBaH MBaHOB 2001" },
"Yoshkar-0la" },
value: "Mari E1" },
value: "Test Org" },
.643.100.3", value: "12295279882" },
.643.3.131.1.1", value: "002465363366" }

= "containerName2012 256";
certReq.save("./certreq.req", trusted.DataFormat.PEM);

MeTtopg, Bo3Bpaliaemblii TMn OnucaHue
set ProvAlgorithm void 3agaeT TMN MCMNO/b3yeMoro npoBanaepa
set recipientsCerts void 3apaet ceptuduKaTbl nonyyaTenemn
encrypt void LWndposaHue daina
decrypt void PacwudpoBaHune daina
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2.9.1. MeToga ProvAlgorithm
3agaeT TMN Ucnonb3yemoro npoBangepa. He ncnonbsyerca T.K. npoBangep onpeaensem no aaroputmy
MNOJIMYHOIO K/1H04a CepTMd)VIKaTa.

set ProvAlgorithm(name: string)

Mapametp Tun OnucaHue

name string JonycTumble nMmeHa npoBaigepa: gost2001,
gost2012_256, gost2012_512

2.9.2. MeToga recipientsCerts
3afaet cepTudUKaTbl NoaydaTenen.

set recipientsCerts(certs: CertificateCollection)

Mapametp Tun OnucaHue

certs CertificateCollection Konnekuusa ceptndukatos nonyyatenen, B
afpec Koro wuppyem

2.9.3. MeToa encrypt
LWndposaHue daiina.

encrypt(filenameSource: string, filenameEnc: string, alg: EncryptAlg = DEFAULT_ENC_ALG, format:
DataFormat = DEFAULT_DATA_ FORMAT): void

Mapametp Tun OnucaHue

filenameSource string MNyTb Ao ¢aiina, KoTopbin Wndppyem

filenameEnc string MyTb Ao ¢aiina, Kyga 3anuwem
3awmndpoBaHHbIM dann

alg EncryptAlg AnropuTtm WwndposBaHua. 3HauyeHme no
ymonyanuio: GOST_28147.
MNopneprkuBatoTca:

GOST_28147, GOST_R3412_2015_M,
GOST_R3412_2015_K

format DataFormat KoguposKa. 3HaveHne no ymonvaHuto: PEM

2.9.4. MeTtop decrypt
PacwudposaHune daina.

decrypt(filenameEnc: string, filenameDec: string, format?: DataFormat): void

Mapametp Tun OnucaHue
filenameEnc string MyTb Ao 3awmndpoBaHHoro dpaiina
filenameDec string MyTb Ao ¢aiina, Kyga 3anuwem

pacwndpoBaHHbIN dain
format? DataFormat HeobasatenbHbln napametp. Tun
KOAMPOBKM.
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2.9.5. lMpumepsbl

LLndposaHue u pacwmdpoBaHue dpainna:

const cipher =

const certs =

new trusted.pki.Cipher();

new trusted.pki.CertificateCollection();

certs.push(trusted.pki.Certificate.load("./certl.cer", trusted.DataFormat.PEM));

cipher.recipientsCerts

= certs;

cipher.encrypt("./test.txt", "./encAssym2001.txt.enc",
trusted.EncryptAlg.GOST_28147, trusted.DataFormat.PEM);

const cipher2 = new trusted.pki.Cipher();

cipher2.decrypt("./encAssym2001.txt.enc", "./decAssym2001.txt",

trusted.DataFormat.PEM);

2.10. Knacc OCSP

fiBnsietca obepTKoi Hag Kpuntonpo OCSP SDK, Knacc CResponse

Mertop, BosBpawiaemblii TMn OnucaHue

Export Buffer Bo3spatlaet OCSP-oTBeT

Verify number Mpoeepset noanuce OCSP-oTBeTa U
OTCYTCTBME HEU3BECTHbIX KPUTUYECKUX
pacwmnpeHuni

VerifyCertificate number MNpoBepseT cepTuduKat

get RespStatus CPRespStatus Mone "Status" OCSP-oTBeTa

get string Anroputm nognucm OCSP-oTBeTa

SignatureAlgorithmOid

get Certificates

CertificateCollection

Bo3BpaluaeTt cepTnudmrKaThl, cogeprKalimeca B
OCSP-oTBeTe

get ProducedAt Date Bpems nognucn OCSP-otBeTa

get RespNumber number KonnyecTtBo OTBETOB CO CTaTycamm
ceptuduKartos

RespindexByCert number Mounck nHbopmaumm o ctatyce ceptudmrKaTa
B OCSP-oTBeTe No camomy cepTudukaty

get OcspCert Certificate Bo3BpallaeT cepTudUKat, ciy»Kbbi
aKTya/bHbIX CTaTyCOB

getOcspCert Certificate BosBpaluaeT cepTudmrKat, ciy»Kbbi
aKTyaNbHbIX CTaTyCOB

Status CPCertStatus CraTyc ceptudukara

RevTime Date Bpemsa oT3biBa cepTudMKaTa

RevReason CPCrlReason MpnymrHa oT3bIBa cepTUdMKaTa

ThisUpdate Date Mone "ThisUpdate"

NextUpdate Date Mone "NextUpdate"

2.11. Knacc TSPRequest

fiBnsetca obepTroii Haa Kpuntolpo TSP SDK, Knacc CRequest

MeTtopg,

Bo3Bpaliaemblii TN

OnucaHue
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AddData void Job6asnseT ouepeHoON 610K AaHHbIX ANS
€034aHuA 3anpoca

get CertReq boolean Bo3BpaluaeT dnar gna BKAOYEHMUA
ceptTudMKaTa cnyK6bl LUTAMMOB B LUTaMI

set CertReq void 3agaet ¢nar gnsa BKAKYEHMA cepTUdUKaTa
CNY»KObl WUTAMMNOB B LWUTAMN

get Nonce boolean BosBpaluaeT dnar ans BKAOYEHUA B 3aNpocC
nona "Nonce"

set Nonce void 3apaeT dnar ana BKAOYEHMA B 3aNpOC NOAs
"Nonce"

get Policyld string BosBpallLaeT naeHTUPUKaTop NoANTUKK
cnyx6b1 wrtamnos (UNICODE)

set Policyld void 3agaeT naeHTUOUKaTop NOAUTUKM CNYKObl
wrtamnos (UNICODE)

get HashAlgOid string Bo3BpalllaeT anropuTm X3LWMPOBAHMS
AaHHbIX

set HashAlgOid void 3afaeT aNropuTM XaLWMPOBAHUA AaHHbIX

get DataHash Buffer Bo3BpallaeT X3l AaHHbIX, BKOYAEMbIN B
3anpoc Ha WTamn BPeMeHMU

set DataHash void 3afaeT X3l AaHHbIX, BKAKOYAEMbIN B 3anpoc

Ha WTamn BpeMEHU

2.12. Knacc TSP

AiBnsieTca obepTroit Hag Kpuntolpo TSP SDK, Knacc CStamp

Metopg

Bo3Bpalwaemblii TMn

OnucaHue

Export

Buffer

BosBpalaeT wramn BpemeHun

get Certificates

CertificateCollection

BosBpawaeT cepTudmrKaThl, cogeprralumeca B
wramne

get TSACertificate Certificate Bo3BpaluaeT cepTndmMKaT cy»Kbbl LUITAaMNOB

Verify number MpoBepsAeT noANMUCh WTamna BPEMEHN U
OTCYTCTBUE HEU3BECTHDLIX KPUTUYECKMX
paclmpeHnis

VerifyCertificate number MpoBepseT cepTuduKat

get Faillnfo number Mone "Failinfo" oTBeTa cny6bl WITaMnoB
BPEMEHMU

get Status number Mone "Status" oTBeTa cnybbl LWITAMMOB
BPEMEHMU

get StatusString string Mone "StatusString" oTBeTa cnyK6bl LWITAMNOB
BPEMEHMU

get DataHashAlgOID string ANropuUTM X3LWMPOBAHUA AAHHbIX

get DataHash Buffer X3l AaHHbIX, Ha KOTopble 6bln BblAaH WTamn
BPEMEHMU

get PolicylD string NaeHTUDMKATOP NOAUTUKM CAYHKObI
LUTaMNOB, COTNIaCHO KOTOPOWM WTamn 6bin
BbINYyLLEH

get SerialNumber Buffer CepuitHbiA HOMep WTamna

get Time Date Bpemsa wramna

get Accuracy number TOYHOCTb BPEMEHM B LITamMe

get Ordering boolean Mone "Ordering" wtamna BpemeHun
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get HasNonce boolean Onpepaensaet Hannume nona "Nonce" B
LWTaMne BpeMeHU

get TsaName string HasBaHue cny»kbbl LWITamMNoB, BblaasLlel
[AaHHbIN WTAaMMN BPEMEHU B BUAE CTPOKM

get TsaNameBlob Buffer HasBaHue cny»Kbbl WUTamnos, BblaasLlei

,D,aHHbIVI WTamn BpemMeHMU, B 6VIHapHOM Buae

2.13. Knacc PKCS12

MeTop, Bo3Bpaliaemblii TMN OnucaHue
load void YteHune PFX us daiina
save void 3anucb PFX B dann

2.13.1. MeTtoza load
YteHune PFX u3 daiina.

load(filename: string): void

static load(filename: string): PKCS12

Mapametp Tun OnucaHue
filename string MonHbIM NyTb A0 danna pfx
2.13.2. MeTopa save
3anuce PFX B daiin.
save(filename: string): void

Mapametp Tun OnucaHue
filename string MonHbIM NyTb A0 panna

2.13.3. Mpumepbl

const pkcsl2 = new trusted.pki.PKCS12();

pkcsl12.load("./pfx2012-256.pfx");
pkcs12.save("./out2012-256.pfx");

3. [pocTpaHcTBO MMmeH utils

3.1. Knacc Csp

MeTtop, BosBpalyaemblii TMn OnucaHue
isGost2001CSPAvailable boolean MpoBepKa AOCTYyNHOCTM NpoBanaepa
peanusytowero NOCT 2001
isGost2012 256CSPAvailable boolean MpoBepKa AOCTYyNHOCTM NpoBanaepa

peanusytowero NOCT 2012 256
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isGost2012 512CSPAvailable boolean MpoBepKa AOCTYyNHOCTM NpoBanaepa
peanusytowero NOCT 2012 512

checkCPCSPLicense boolean MpoBepKa AeCTBUTENbHOCTU INLEH3UU
Kpuntollpo CSP

getCPCSPLicense string Bosspatwaet anueHsuto Kpmuntollpo CSP

getCPCSPVersion string BosBpawaet Bepcuio Kpuntollpo CSP

getCPCSPVersionPKZI string BosBpawaet Bepcmio Kpuntollpo CSP
PKZI

getCPCSPVersionSKZI string BosBpawaet Bepcuio Kpuntollpo CSP
SKZI

getCPCSPSecurityLvl string Bo3Bpawaet yposeHb Kpuntollpo CSP

enumProviders object(] Bo3BpaluaeT 4ocTynHble NpoBanaepsbl

enumContainers

IContainerName([]

Bo3BpaliaeT MMeHa KOHTelHepoB
3aKpPbITbIX KNOUel

getCertificateFromContainer Certificate Bo3BpaluaeTt cepTudmMKaT U3 KoHTelHepa
3aKPbLITOro KAtoua
installCertificateFromContainer | void YcTaHOBKa cepTudUKaTa U3 KOHTelHepa
installCertificateToContainer void YcTaHOBKa cepTudUKaTa B KOHTENHEP
deleteContainer void YaaneHue KOHTelHepa
getContainerNameByCertificate | string Bo3BpallaeT MmMA KoHTelHepa no
cepTudmkary
hasPrivateKey boolean MpoBepkKa cepTudunKaTa Ha Hannume
NPWBA3KM C 3aKPbITbIM KHOHOM
buildChain CertificateCollection CTpouT 1 BO3BpALLAET LLenoYKy Ans

ceptudmkara

verifyCertificateChain boolean MpoBepKa uenoykn cepTupuKaTos

isHaveExportablePrivateKey boolean lMoBepKa 3KCNOPTUPYEMOCTM 3aKPbITOrO
KNKo4a

certToPkcs12 PKCS12 Bo3spatuaeT pfx no ceptnudmkary

importPkcs12 void YcraHasamBaeT pfx B xpaHunuuie

3.1.1. MeTtog enumContainers

Bo3BpaliaeT MMeHa KOHTEMHEPOB 3aKPbITbIX K/AloYel.

static enumContainers(type: null, provName =

): IContainerName([]

MapameTtp

Tun

OnucaHue

type? number

HeobasaTtenbHblt napametp. Tun
nposaiiaepa (ana FOCT: 75, 80, 81). Ecau He
3aZaH, To byayT NCNONb30BaHbI BCE
[OCTYMNHblE B CUCTEME NPOBanAepbl

provName? string

HeobasaTtenbHbln napametp. Mms
Kpuntonposanaepa

3.1.2. MeTogp, getCertificateFromContainer
Bo3spalyaeT cepTUdMKAT U3 KOHTeMHepa 3aKPbITOro Ktoya.

static getCertificateFromContainer(contName: string, provType: number, provName: string = ""): Certificate

Mapametp

Tun

OnucaHue
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contName string Nma KoHTeHepa

provType number Tun nposaiiaepa (ana FOCT: 75, 80, 81)

provName? string HeobasaTtenbHbln napameTp. Mms
Kpuntonposanaepa

3.1.3. MeTog, installCertificateFromContainer
YcTaHOBKa cepTUdUKaTa U3 KOHTEMHepa B XpaHU/ULLE.

static installCertificateFromContainer(contName: string, provType: number, provName =""): void
MapameTp Tun OnucaHue

contName string Nma KoHTelHepa

provType number Tun nposaiiaepa (ana FOCT: 75, 80, 81)

provName? string HeobasaTtenbHbln napameTp. Mms

Kpuntonposanaepa

3.1.4. MeTog, installCertificateToContainer
YcTaHoBKa cepTudmMKaTa B KOHTEMHEP.

static installCertificateToContainer(cert: pki.Certificate, contName: string, provType: number, provName =""):

void
Mapametp Tun OnucaHue

cert Certificate CepTtuduKaT, KoTopbIi ByaeT 3anmcaH B
KOHTENHep

contName string Nma KoHTeHepa

provType number Tun nposaiigepa (ana FOCT: 75, 80, 81)

provName? string HeobasaTtenbHbln napametp. Mms
Kpuntonposanaepa

3.1.5. MeTop deleteContainer
YpaaneHue KoHTelMHepa.

static deleteContainer(contName: string, provType: number, provName =""): void
Mapametp Tun OnucaHue
contName string Nma KoHTelHepa
provType number Tun nposaiiaepa (ana FOCT: 75, 80, 81)
provName? string HeobasaTtenbHbln napametp. Mms

Kpuntonposanaepa

3.1.6. MeTtop getContainerNameByCertificate
BosBpalyaeT uMs KoHTelHepa no cepTudukary.

static getContainerNameByCertificate(cert: pki.Certificate, category: string = "MY"): string

Mapametp Tun OnucaHue
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cert

Certificate

Ceptudukar

category?

string

HeobssaTtenbHblt napametp. Kateropus B
XpaHunue ceptudpmuKaToB. 3Ha4eHme no
yMOYaHuo «MY»

3.1.7. MeTogp hasPrivateKey
MpoBepKa cepTMdUKaTa Ha HaNMUME NPUBA3KU C 3aKPbITbIM K/THOYOM.

hasPrivateKey(cert: pki.Certificate): Boolean

Mapametp

Tun

OnucaHue

cert

Certificate

CepTtuduKaT, KOTOpbI NpoBepsAem Ha
Hannyme NPUBA3KM

3.1.8. MeTog, buildChain

CTpouT 1 BO3BpaLLAeT LEenoyky Ansa cepTuoukaTta.

static buildChain(cert: pki.Certificate): pki.CertificateCollection

MapameTtp

Tun

OnucaHue

cert

Certificate

CepTnduKart, AN KOTOPOTo CTPOUM LLEMOYKY

3.1.9. MeTogp, verifyCertificateChain

MpoBepKa Lernoykun cepTudrKaTos.

static verifyCertificateChain(cert: pki.Certificate): Boolean

Mapametp

Tun

OnucaHue

cert

Certificate

CepTnduKart, a4ns KOTOPOro Nposepsem
LenoyKy

3.1.10. MeTop isHaveExportablePrivateKey

MoBepKa 3KCMNOPTUPYEMOCTM 3aKPbITOrO K/toYa NPUBA3AHHOTO K cepTUdUKary.

static isHaveExportablePrivateKey(cert: pki.Certificate): Boolean

Mapametp

Tun

OnucaHue

cert

Certificate

Ceptudukar

3.1.11. MeTtopn certToPkcs12
BosBpalaet PKCS12 (pfx) no ceptudukary.

static certToPkcs12(cert: pki.Certificate, exportPrivateKey: boolean, password?: string): pki.PKCS12

MapameTtp

Tun

OnucaHue

cert

Certificate

CepTtuduKat, sknopTnpyembliit B pfx
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exportPrivateKey boolean dnar, onpegenaowmii byaeT nu
3KCNOPTMPOBATLCA B PfX 3aKpPbITLIN KAKOY

password? string HeobasaTtenbHblt napametp. MNaposb,
KOTOPbIA MCNOAb3yeTcA ANA 3aWwmnTbl pfx

3.1.12. MeTtoga importPkcs12
YctaHasamsaeT pfx B xpaHunuuie.

static importPkcs12(p12: pki.PKCS12, password?: string): void

MapameTp Tun OnucaHue
pl2 PKCS12 NUmnopTtupyemsbiin pfx
password? string HeobasaTtenbHblt napametp. MNaposb,

KOTOPbIN ncnonbayetca ana uteHua pfx (ecam
OH 6bI 3aWMLLEH)

3.1.13. Mpumepsbl
MpoBepKa cepTndMKaTa Ha HaMuMe NPUBA3KM C 3aKPbITbIM KHOYOM M YCTAHOBKA CEPTUOUKATA 13
KOHTENHepa:

const cert = new trusted.pki.Certificate();
cert.load("./TrustedCrypto2012-512.cer");
const res = trusted.utils.Csp.hasPrivateKey(cert);
if (res) {
const contName = trusted.utils.Csp.getContainerNameByCertificate(cert, "MY");
trusted.utils.Csp.installCertificateFromContainer(containerName, 81,

"Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider");

MocTpoeHMe 1 NpoBepKa LIeNOYKN CEPTUDUKATOB:

let chain = new trusted.pki.CertificateCollection();

const cert = new trusted.pki.Certificate();
cert.load("./TrustedCrypto2012-256.cer");

chain = trusted.utils.Csp.buildChain(cert);

const chainStatus = trusted.utils.Csp.verifyCertificateChain(cert);

dopmuposaHmne PKCS12 (pfx) no ceptudukary:

const cert = trusted.pki.Certificate.load("./TrustedCrypto2012-256.cer",
trusted.DataFormat.DER);
const pl2Res = trusted.utils.Csp.certToPkcs12(cert, true, "1");

3.2. Knacc ConnectionSettings

MeTtop, BosBpalyaemblii TMn OnucaHue

get AuthType number Bo3BpaluaeTt TMn ayTeHTUdMKaLmm
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CNyKb6bl

set AuthType void 3azaeT TMN ayTeHTUPUKALNM CYKObI

get Address string Bo3BpaluaeTt agpec cayxobl

set Address void 3azaeT afipec cyKbbl

get UserName string Bo3BpawaeT uma nonb3osaTena ana
NCNONb30BaHMA NPU ayTEHTUDUKALMM

set UserName void 3apaeT MMA Nonb3oBaTens ana
NCNONb30BaHMA NPU AayTEHTUDMUKAL MM

get Password string Bo3BpallaeT naponb ANA UCNOb30BAHUA
npuv ayTeHTUPMKaUmUM

set Password void 3afaeT Naponb 414 NCNOIb30BAHUA NPU
ayTeHTUPUKaLnm

get ClientCertificate Certificate Bo3BpallaeT KANEHTCKUIA cepTUdMKaT,
ONA NOAKAOYEHUA K CNyKbe

set ClientCertificate void 3apaet KAMEeHTCKMM cepTuduUKaT, ana
NOAKNIOYEHUSA K CNyKOe

get ProxyAuthType number Bo3Bpaluaet TMn ayTeHTUdMKaUMmM ans
NpoKcu-cepeepa

set ProxyAuthType void 3apgaet TMN ayTeHTMdUKaummn ana
NpoKcu-cepeepa

get ProxyAddress string Bo3BpallaeT agpec NpoKcu-cepeepa

set ProxyAddress void 3apaeT agpec Npokcu-cepsepa

get ProxyUserName string Bo3BpawaeTt uma nonb3osaTena ana
MCNONb30BaHMA NPOKCU-CepBEPA

set ProxyUserName void 3apaeT MMA Nonb3oBaTens ana
MCNONb30BaHMA NPOKCU-CepBEPA

get ProxyPassword string Bo3BpallaeT Nnapoab ANA UCNONb30BAHUA
npv ayTeHTUMOUKaUMKN ANA NPOKCK-
cepsepa

set ProxyPassword void 3apaeT napoab oA NCNOIb30BaHMA NpU

ayTeHTUOUKALMM ANA NPOKCU-CepBepa

3.2.1. MeTtopa AuthType
BosBspalaeT uav 3agaeT TMn ayTeHTUGUKaumm cay<bbl (getters/setters).

get AuthType(): number

set AuthType(authType: number)

Mapametp

Tun

OnucaHue

authType

number

Tun ayteHTUdMKaLMK. BO3MOXKHbIE 3HAYEHMA
n3 nepeuncnenmnsa (enumAuthTypes):

0. atAnonymous - AHOHUMHaA
ayTeHTUOUKaumA.

1. atBasic - ObblyHas ayTeHTUdUKaL s
(naponb oTnpaBaseTcA B TEKCTOBOM
dopmare).

2. atNTLM - BctpoeHHaa nposepka
noasnHHoctn Windows.

3. atDigest - KpaTkaa nposepka ana
cepsepos gomeHoB Windows.

4. atNegotiate - BctpoeHHas npoBepKa
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noannHHoctn Windows unan Kerberos
(8 3aBMcomocTu ot OC).

3.2.2. MeTtoa Address
BosBpalaeT nam 3agaet agpec caykbbl (getters/setters).

get Address(): string

set Address(addr: string)

Mapametp Tun OnucaHue

addr string Agpec cny»obl

3.2.3. MeTtopg, UserName
BosBspaliaeT uaM 3agaeT MUMA NoNb30BaTeNa A1 UCMO/b30BaHMA Npu ayTeHTUdUKauum (getters/setters).

get UserName(): string

set UserName(usrName: string)

Mapametp Tun OnucaHue

usrName string Mma nonb3osatena

3.2.4. MeTopa Password
BosBpalaeT nam 3agaeT naposib 41A UCNOAb30BaHMA Npu ayTeHTUdMKaumm (getters/setters).

get Password(): string

set Password(passwd: string)

Mapametp Tun OnucaHue

passwd string Maponb

3.2.5. MeTog, ClientCertificate
BosBpalaeT naM 3a4aeT KAMEHTCKMI cepTudurKaT, 418 NoAKAUYeHUA K cay»kbe (getters/setters).

get ClientCertificate(): pki.Certificate

set ClientCertificate(cIntCert: pki.Certificate)

Mapametp Tun OnucaHue

cintCert Certificate KnueHTcKknit ceptuduKkat

3.2.6. MeTtoga ProxyAuthType
BosBspallaeT naM 3agaeT TMn ayTeHTUGUKaLMK ANsA NPoKcu-cepeepa (getters/setters).

get ProxyAuthType(): number

set ProxyAuthType(authType: number)
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Mapametp

Tun

OnucaHue

authType number

Tun ayteHTUPUKaumm (enumAuthTypes)

3.2.7. MeTtop ProxyAddress

BosBpaliaeT nan 3agaet agpec npokcu-cepeepa (getters/setters).

get ProxyAddress(): string

set ProxyAddress(addr: string)

MapameTtp

Tun

OnucaHue

addr

string

Appec npoKcu

3.2.8. MeTtoa ProxyUserName

BosBpalaeT nan 3agaet ums Nonb3osaTena ANs UCNO/b30BaHUA NPOKCK-cepBepa (getters/setters).

get ProxyUserName(): string

set ProxyUserName(usrName: string)

Mapametp

Tun

OnucaHue

usrName string

Mmsa nonb3osaTena Npokcu-cepeepa

3.2.9. MeTogp, ProxyPassword

BO3BpaLLI,36T U 3agaeT UMA Nosib3oBaTenAa AnaAa NCnosib30BaHUA Npu ayTeHTVId)VIKaLI,VIVI AnAa NPoKCu-cepsepa

(getters/setters).

get ProxyPassword(): string

set ProxyPassword(passwd: string)

Mapametp Tun OnucaHue
passwd string MNaponb
3.3. Knacc Modulelnfo
MeTtopa, BosBepalyaemblii TN OnucaHue
get version string Bo3sBpallaeT Bepcmio moayna
get name string Bo3spalLaeTt uma moayna
get cadesEnabled boolean MposepKa goctynHoctn CAdES

3.4. Knacc Tools

MeTtopa, BosBepalyaemblii TN OnucaHue
stringFromBase64 string Ldexkogunpyet cTpoky n3 BASE64
stringToBase64 string Kogupyet cTpoKy B BASE64
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4. MMpocTpaHcTBO MMeH pkistore

4.1. Knacc Filter

Knacc ncnonbsyetcs gna omunbTpaumm (nomcka) obbektos Tnna Pkiltem.

MerTog, Bo3Bpaliaembii TMN OnucaHue
set types void 3apaet TMn o6bekTa Pkiltem
set providers void 3apaet TMN npoBanaepa
set categorys void 3apaeT KaTeropuio (xpaHuauuLe)
set hash void 3apaet otneyatok (SHA-1)
set subjectName void 3apaet umsa cybbekTa
set subjectFriendlyName void 3agaeT uma cybbekta (CN)
set issuerName void 3apgaet uma usgatensa
set issuerFriendlyName void 3apaet ums nsgatens (CN)
set serial void 3afaeT cepuinHbIN Homep

4.2. Knacc PkiStore

MerTogp, Bo3Bpaliaembii TMN OnucaHue

addProvider void Job6asnseT nposaliaep. B gaHHOM
Bepcum Tonbko ProviderCryptopro

find IPkiltem(] MoucK 06bEKTOB B XpaHWUIMULLE

getltem Certificate | Bo3BpallaeT 06EKT NO ero onncaHuto

CRL Pkiltem

get certs CertificateCollection Bo3BpaluaeT Bce cepTudmKaTbl UX
XpaHUAMLLA

addCert void MmnopT cepTuduKaTa B XpaHuAULLE

addCrl void MmnopT CRL B xpaHuauLle

deleteCert void YpaneHue ceptudmKaTa U3 XpaHUAULLA

deleteCrl void YpaneHue CRL n3 xpaHunuiua

4.2.1. MeTop addProvider

JobasnseT npoBaigep. B gaHHoM peBun3nm TonbKo ProviderCryptopro

addProvider(provider: Provider): void

Mapametp Tun OnucaHue
provider Provider MpoBaiaep. B 4gaHHON BepCUM TONbKO
ProviderCryptopro
4.2.2. MeToz, find
Monck 06BEKTOB B XpaHUULLE.
find(ifilter?: IFilter): IPkiltem]]
MapameTp Tun OnucaHue
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filter?

IFilter

HeobssaTtenbHblt napametp. MNapameTpsbl

dunbTpauum

4.2.3. MeTop getltem

Bo3BpaluaeT 06beKT No ero onucanuto IPkiltem.

getltem(item: IPkiltem)

Mapametp

Tun

OnucaHue

item

IPkiltem

OnucaHue ob6beKTa

4.2.5. MeTogp certs

BosBpalaeT Bce cepTMdMKaTbl U3 XpaHUANULLA.

get certs():CertificateCollection

4.2.6. MeTop addCert
MmnopT cepTudmrKaTa B XpaHUIMLLE.

addCert(provider: Provider, category: string, cert: pki.Certificate, contName?: string, provType?: number):

void
Mapametp Tun OnucaHue

provider Provider MpoBanaep. B AaHHOM BEpCUMN TONIbKO
ProviderCryptopro

category string Ha3sBaHue xpaHunanwa

cert Certificate NUmnopTtupyemsbit ceptudmkat

contName? string HeobasaTtenbHbln napameTp. Nms
KOHTelHepa

provType? number HeobasaTtenbHblt napametp. Tun
npoBangepa. Ana FOCT 75, 80, 81

4.2.7. MeTop addCrl

MmnopT CRL B xpaHunumue.

addCrl(provider: Provider, category: string, crl: pki.CRL): void
Mapametp Tun OnucaHue
provider Provider MNpoBaiaep. B 4gaHHON BepCUM TONbKO
ProviderCryptopro
category string HasBaHue xpaHuauwa
crl CRL NUmnopTtmpyembiin COC (CRL)

4.2.8. MeTon deleteCert
YaaneHue cepTuduKaTa ns xpaHuamwa.

deleteCert(provider: Provider, category: string, cert: Certificate): void
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Mapametp Tun OnucaHue
provider Provider MNpoBanaep. B AaHHOM BEPCUMN TONIbKO
ProviderCryptopro
category string Ha3ssaHue xpaHunanwa
cert Certificate Ypanaemblii ceptudmKkat

4.2.9. MeTtop deleteCrl
Ynanexnue COC (CRL) u3 xpaHunumuia.

deleteCrl(provider: Provider, category: string, crl: pki.CRL): void

Mapametp Tun OnucaHue
provider Provider MpoBaiaep. B 4gaHHON BepCUM TONbKO
ProviderCryptopro
category string HasBaHue xpaHuauw,a
crl CRL Ypanaembii COC (CRL)

4.3. Knacc ProviderCryptopro
Knacc npu "HNMUUNann3aumm nepedynTboiBaeT 06BbEKTbI X NOKaNIbHOTO XpaHunanua. MeTOp,bI KNacca
ProviderCryptopro ucnonb3sytotca ns Knacca PkiStore. Ha ypoBeHb typescript BbiIHeCEH OANH METOA.

MeTtopg, BosBepalyaemblii TMn OnucaHue

hasPrivateKey void MNpoBepKa cepTudKMKaTa Ha Hanmumne
NPUBA3KM C 3aKPbITbIM K/HOYOM

4.4. VIHTepdencsl

4.4.1. IPkiKey

CsoicTBO Tun OnucaHue
encrypted? boolean 3awmndpoBaH An Katou
4.4.2. IPkiCrl

CsoiicTBO Tun OnucaHue

authorityKeyid? string Authority Key Identifier
crlNumber? string Homep CRL
issuerName? string MonHoe nma nsparens
issuerFriendlyName? | string CN umeHwu uspartens
lastUpdate? string [ata nocnegHero o6HoBNEHUA
nextUpdate? string [aTa cnepytouero o6HOBNEHNA

4.4.3. IPkiRequest

CBoiicTBO Tun OnucaHue

subjectName? string MonHoe nms cybbekTa
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subjectFriendlyName? | string CN nmeHun cybbekTa
key? string MpuBA3Ka C 3aKPbITbl KHOYOM
4.4.3. |IPkiCertificate
CBoiicTBO Tun OnucaHue
subjectName? string MNonHoe nms cybbeKkTa
subjectFriendlyName? string CN nmeHwn cybbeKTa
issuerName? string lMonHoe nma nsgatens
issuerFriendlyName? string CN nmeHu nspatensa
notAfter? string [aTa oKoHYaHuA pencTeuma
cepTudmkara
notBefore? string [JaTa Havana pgelicteua ceptuduKkarta
serial? string CepwuiiHbii Homep cepTuduKaTa
key? string MpurBA3Ka € 3aKPbITbl KAOYOM
organizationName? string OpraHusaums
signatureAlgorithm? string Anroputm nognucm
signatureDigestAlgorithm? | string X3awWw anroputm noanmcu
publicKeyAlgorithm? string ANroputm nyb6M4YHOrO Katoua
4.4.3. IPkiltem
extends IPkiCrl, IPkiCertificate, IPkiRequest, IPkiKey
CBoiicTBO Tun OnucaHue
format string PEM | DER
type string CRL | CERTIFICATE | KEY | REQUEST
uri string Ccbinika Ha 06beKT. B aaHHOM Bepcun He
ncnosb3yerca
provider string Nma npoBaiaepa
category string KaTeropus (HazBaHuMe xpaHuauLia)
hash string Xaw (SHA-1 oTneyaTok)
5. [1pOCTpaHCTBO MMEH cOMmon
5.1. Knacc Logger
MeTtop, BosBpalyaemblii TMn OnucaHue
start void CrapT norrmpoBaHma
stop void 3aBepLueHMe NOFTMPOBaHUA
clear void OuucTka danna xypHana (log)

5.1.1. MeTop, start

CTtapT norrupoBaHusa onepaumin U owmnbok. 3annck BegeTca B dain.

start(filename: string, level: LoggerLevel = DEFAULT_LOGGER_LEVEL): void

MapameTtp

Tun

OnucaHue
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filename

string

MyTb Ao dpaina ana sanmcu KypHana

Level?

LoggerlLevel

Heobs3aTenbHblit napameTp. YpoBeHb
NOrrMPOBaHUA. 3HaYEeHME MO YMONUYAHUIO:
LoggerLevel ALL
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