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AHHOTauUuMA

Hactosuwee pyKOBOACTBO COAEPXHMUT UMHCTPYKUMIO No mcnonb3osaHuto CK3U Kpuntollpo CSP
Bepcua 5.0 R2 KC1 ucnonHenue 1-KpuntoAPM (ganee no tekcty — KpuntoAPM FOCT).

MHCTpYKUMK aAMMHUCTpATOpa 6e3onacHocTH u nosib3oBaTens Pa3/INYHbIX
aBTOMATU3UPOBAHHbLIX cuctem, wucnonbsytowmx CK3WN, ponxHbl paspabaTbiBaTbCA € y4eTom
TpeboBaHMN HAaCTOALLErO AOKYMEHTA.

YcTaHOBKa, HacTpoika n ucnonb3sosaHue CK3U Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHeHune
1-Base, BXOAALWEro B KOMM/IEKT NOCTAaBKM, AONKHA OCYLLECTBAATLCA B COOTBETCTBMMU C TpeboBaHUAMMU
N PeKOMeHAaLUMAMM KCNAyaTauMoOHHON AoKymeHTauum Ha CK3U (FKTAN.00101-02).

1 O6wue cBegeHUA 0 NPOrpamMMHOM NPOAYKTE

KpuntoAPM TOCT - 3TO yHMBEpCasbHOE MPUIONKEHNE C FpadMyecKMM M0JIb30BATENbCKUM
UHTepdencom ANa BbINOSHEHUA ONEpauMint NO CO34AHUKD M MNPOBEPKE 3AEKTPOHHOM Mognucu
dannos, wuPpoBaHMA U paclMPpPoBaHMA, YNpPaBAeHMA CcepTUPMKaTaMK, pPa3MELLEHHbIX B
XpaHunuwax Kpuntonposanaepa Kpuntolpo CSP Bepcusa 5.0 R2 KC1 ucnonHeHune 1-Base.

Mpunorxkenne KpnntoAPM FOCT aBnaeTcs KpoccnnatpopmMeHHbIM, U NPeaCcTaBAEHO Pa3ANYHbIMU
YCTaHOBOYHbIMU ANCTPpUbYTMBaMK noa, nnatpopmsbl: Microsoft Windows, Linux, OSX. Ha Ka»kgon u3
nnatGopm peanm3oBaHa NOAAEP)KKA POCCUMACKUX KPUNTOrpaduUecKMx CTaHOAPTOB MOCPEACTBOM
ncnonb3oBaHUA Kpuntonposaaepa Kpuntolpo CSP Bepcua 5.0 R2 KC1 ucnonHeHune 1-Base.

B npunoxkeHun noppeprkmsaetcAa pabota ¢ KawoyeBbiMM HocuTenamu PytokeH u JaCarta yepes
Kpuntonposairaep Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHeHue 1-Base.

1.1 PYHKLMOHANBHOCTb BEPCUMN

MpunoxeHne TeKyLLEN BEPCUN PACCYUTAHO Ha BbINONHEHWE ONepaLmii:

JNEeKTPOHHAaA MOAMNNUCb  — 3/IeKTPOHHAA noanuce ¢alkinos pasmepom ao 2 [6  Ha
nogAep)kmsaemblx nnatpopmax; pasmep danna He moxeT bbiTb
6oblue, yem cBOOOAHANA onepaTUBHAA NAaMATb;

— T[posBepka 3N pasmepom go 2 6 Ha noaaepxuMBaembix
nnatdopmax; pasmep d¢anna He MOXKeT ObiTb bosblie, yem
cBobogHas onepaTUBHaA NaMATb;

— pobaBneHMe 3NEKTPOHHOW MNOAMUCU K YXKe CyLLecTBYHLMM
(byHKUMA co3paHuAa conoanucu) pasmepom go 2 [6  Ha
nogAep:knsaemblx nnatpopmax; pasmep danna He MoxkeT ObiTb
6onble, yem cBobogHan onepaTMBHaA NAMATb;

— CO3[4aHuWe Kak NpUCcoeaMHEHHON, TaK U OTAE/NIEHHOM 3/1eKTPOHHOM
NoAnucK;

— CO34aHMe noAanucuM Cco LITaMNOM BPEMEHW Ha noAanucb U
NoAMNUCbIBaemble AaHHbIE;

— CO3[aHue ycoBepLUeHCTBOBAHHOW NOANUCH.

LndposaHue — wudpoBaHMe N pacwimdpposaHue darnos pasmepom go 2 6 Ha
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nogAep)kmsaemblx nnatpopmax; pasmep danna He moxeT bbiTb
6onblue, 4em cBOHOAHAA ONepaTUBHAA NaMATb;

— yAaneHue ncxogHoro ¢anna nocne wWnppoBaHus;

— wudpoBaHUe AaHHbIX No cTaHaapTy PKCS#7/CMS.

YnpasneHue — oTobpakeHne cepTUPMKATOB U MPUBA3AHHbLIX K HUM Katoden Il
cepTudmKaTamm 7 OTHOCUTENbHO XpaHwuauu, Kpuntonposahaepa Kpuntolpo CSP
KAo4amm BepcnA 5.0 R2 KC1 ucnonHeHne 1-Base;

— npoBsepka KOPPEKTHOCTH BblGpaHHOIO ceptudmkaTa o
NMOCTPOEHMEM LEMOYKM [0BEPUA M CKAYMBAHMEM AKTYyasIbHOTO
CMWCKa OT3blBa;

— XpaHeHue Katoyen 3 Ha HocuTenax PytokeH (Aktus), JaCarta
(AnapguH P.[.) npy ycnoBuM UCMNO/Ib30BaHMA KpUNTonpoBalaepa
Kpuntollpo CSP Bepcua 5.0 R2 KC1 ucnonHeHue 1-Base;

— CO34aHWe 3anpocoB Ha CepTUPUKAT;

—  MMNOPT cepTUPUKATOB C NPUBA3KOM K Katouy IM;

— 3KCnopT cepTUdUKaTOB;

— yaaneHuwe cepTMPUKaToB.

MpocmoTp M — oTobpakeHWe pe3ynbTaToB OMepauunii, KOTopble NPOM3BOANANCH B
ynpaBieHWe XypHaniom NPUNOKEHUMN.

onepaumi

Pabota ¢ ¢arinamm B — coxpaHeHue BCex pe3ynbTaToB BbIMNOJHEHUA onepaumii ¢ dannamm
KaTanore [loKyMeHTbl B LEHTPANM30BaHHOM KaTasiore [JoKkyMeHTbl

1.2 NoAAEPKUBAEMbIE KPUNTOMPOBAMEPDI

B npuaoxeHUn ocyliectBaseTca noaaeprkka Kpuntonposangepa Kpuntollpo CSP Bepcua 5.0 R2
KC1 ncnonHeHue 1-Base.

1.3 JINLEH3MA HA NPOrPAMMHbIM NPOAYKT

Mpy NepBOi YCTaHOBKE NPUIONKEHUA aKTUBMPYETCA BPEMEHHAA NNLEH3UA CPOKOM Ha 14 gHeM.
Mocne MUCTeYEeHUss 03HAKOMMUTENBHOrO nepuoga AnA NoNHOPYHKUMOHANbHOW PaboTbl NPUIOXKEHMUA
TpebyeTca NpMobpeTeHNEe U YyCTaHOBKA NIMLEH3UN. Be3 yCTaHOBKM INLEH3UM Ha onepauum AoCTyna K
Kntouy IM npu onepaumsax noanucy 1 paclwmndpoBaHma byayT HaNoXKeHbl OrpaHUYEHUA.

Ana npnobpeteHma nMueH3nm Ha nporpaMmHbii NpoayKT KpuntoAPM FTOCT moxHO obpaTtuTbes
B KomnaHuto 000 «Lndposbie TexHonormmn» nam 000 «KPUMNTO-MPO».
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2 YcTaHOBKA U HacTpoMKa npunoxkeHna KpuntoAPM FrOCT

2.1 YCTAHOBKA NMPOrPAMMHOIO NPOAYKTA

2.1.1 YCTAHOBKA HA NNIAT®OPMY MICROSOFT WINDOWS

YctaHoBKa npunoxennsa KpuntoAPM TOCT Ha nnatdopmy Microsoft Windows onucaHa B
«TAN.00101-12 91 01. PykoBoacTBO agmuHucTpaTopa. Windows».

Ona  dyHKumoHupoBaHua KpunTtoAPM Heobxoamm ycTaHoOBAeHHbIM Bepcua 5.0 R2 KC1
ncnonHeHne 1-Base. YctaHoBKa onucaHa B AokymeHTe HKTAWM.00101-02 91 02. Kpuntollpo CSP.
PykoBoACTBO agMUHMCTpaTopa 6e3onacHoctn. Windows.

2.1.2 YCTAHOBKA HA N/IATGOPMY LINUX

YctaHoBKa npunoxeHna KpuntoAPM TOCT Ha onepauuoHHyt0 cuctemy Linux onucaHa B
«KTAN.00101-12 91 02. PyKoBOoACTBO agMUHUCTPATOpPA. Linux».

Ana dyHKuMoHupoBaHua KpuntoAPM Heobxogmm yctaHoBneHHbi Kpuntolpo CSP Bepcua 5.0
R2 KC1 ncnonHeHne 1-Base. YcTaHOBKa onucaHa B gokymeHTe MKTAN.00101-02 91 03. KpunTtollpo
CSP. PykoBoAcTBO agmuHUCTpaTopa 6esonacHocTtu. Linux.

2.1.3  YCTAHOBKA HA NNATdOPMY OS X

YcTaHOBKa npunoxeHuma Ha nnatdopmy MacOS onumcaHa B «KTAW.00101-12 91 03. PykoBoacTBO
agmuHucTpatopa. Mac OS»

Ana dyHKuMoHupoBaHua KpuntoAPM Heobxogum yctaHoBneHHbi Kpuntolpo CSP Bepcua 5.0
R2 KC1 ucnonHeHune 1-Base. YcTaHoBKa onucaHa B gokymeHTe KTAN.00101-02 91 07. Kpuntollpo
CSP. PykoBoAacTBO agmuHucTpaTopa 6esonacHoctu. Mac OS.

2.2 YCTAHOBKA IMLEH3UM HA NPOrPAMMHbBIW NPOAYKT

[OnAa yCTaHOBKM NINLLEH3UM Yepe3 NOAb30BaTeNIbCKUN MHTEPDENC HYXKHO NeperTu Ha CTpaHuuy
NnueHsun yepes nyHKT O nporpamme r1aBHOFO MeEHIO NPUAOXKEHMA. Ha OTKpbIBLUENCA CTpaHuue
(PncyHok 1) Ha)kaTb Ha KHOMKy BBop, nAuueH3suum B pasaene ynpasneHua nuueHsmeir KpuntoAPM
FOCT. B pesynbTate OO0/KHO NOABUTHCA BCMNAbIBAKOLLEE OKHO BBOZA /IMLEH3UM, nNpegnonaratoliee
BbINO/IHEHWE AENCTBMA OAHUM U3 ABYX CNOCO60B (PUCYHOK 2): BbINONHEHWE BBOAA KOMUPOBAHUEM
coaepxmmoro danna ANMULEH3UM B TEKCTOBOE Moje U BbINOJHEHWE BBOAA C YKasaHuem danna
NINLLEH3UN,

MpumeyaHue. MNpu ycTaHOBKE MLEH3UM ByayT 3anpolueHbl nNpaBa agMuUHUcTpaTopa (Root) Ha
OOCTYN K KaTanory yCTaHOBKW INLEH3NN.
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PucyHoK 1. CTpaHuMLa BBOAA /IMLEH3UMOHHOIO K/AOYa Ha MPOrPaMMHBbII NPOAYKT

Beog nuueH3un

BbinonHuTe BBOA KNKOHa

BoiGepuTe dain nuueHIni

Ow C:\Users\Mone3osarensjDownloads\license.lic i

OTMEHA NMPUMEHWTb

PucyHok 2. lnanoroBoe OKHO C BbI60pOM BapnaHTa BBOAA /IMLLEH3NOHHOTIO K/1ltO4a

Ecnn ycTaHOBKA /IMUEH3MOHHONO KAOYa MpoW/a YCnewHo, TO MOABASETCA BCMNJblBatoLiee
coobuwieHne c uHpopmauymen o6 stom. Ha cTpaHuue JinueHammn otobparkaetcs uHpopmauyma o
BBEAEHHOM J/IMLEH3MOHHOM K/OYE Ha MPUIOMKEHME C AaHHbIMKM 06 u3gaTene nNpPorpammHOro
NPoAyKTa, NPOAYKTe, AaTe UCTEYEHUA IULLEH3UM, CTAaTyCe INLLEH3UMN.
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Mpunowenue KpuntoAPM IOCT npegHasHaqeHo Ana co3favus Baop nHUueH3MK KynuTs nuueHanio
INeKTPOHHOW nognwucu u wudposaHus dhainos c
npumeHeHrenm undpossix cepTudukatoe u Ynpaeneuue nuuensueid Kpuntoelpo OCSP
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Bepcus Komnanus-paspabotunk L
KpuntoAPM IOCT 2.2.4 000 Undposblie TexHonoruu, BEOA NHLEHIHM KyniuTs nMuenanio
424033, PM3, r.Mowkap-Ona,
yn.Mertpoea, 4.1, a/A 67
B4 info@trusted.ru
i
@ Bepcus kpunTonposanaepa TexHUMYECKEA NOMASDKKE
B K Mpo CSP
s EpenA BpnnTetipe B4 support@trusted.ru
\Ey 5.0.11732
Beocwa anpa CK3M 5.0.10005

PucyHoK 3. CBeaeHMA 0 ANLLEH3NN

B Tom cnyyae, ecnv NUUEH3NA Ha NPOAYKT He BBeAEHa MAM He AeWCTBMTENbHA NPU KaxKaom
3anycKe NpuUaoXKeHua byaeT NoABASTLCA BCN/bIBatoLee cooblieHne ¢ MHbpopmaumein ob sTom.

2.3 YCTAHOBKA NMLUEH3UA HA moaynu Keuntollpo TSP CLIENT 2.0 unu Keuntollpo OCSP
CLIENT 2.0

[ns co3pgaHna noanucy Co WTaMNoM BPEMEHM UM YCOBEPLUEHCTBOBAHHOM nognucu Tpebyetcs
ycTtaHoBKa moayneit Kpuntollpo TSP Client 2.0 unun Kpuntolpo OCSP Client 2.0.

2.3.1  YCTAHOBKA IMLUEH3UM HA MOaYNb TSP

[na co3paHMA NnoanNncK Co WITAMMNOM BPEMEHU HA NOANUCH UAW AaHHble HeObXxoAMMa NNLLEH3NA
Ha moaynb TSP.

[Nna yCTaHOBKKM /IMLLEH3MM Yepe3 MO/b30BaTENbCKUA UHTEPDENC HYKHO NEeperTU Ha CTpaHuLy
NnueHsun yepes nyHKT O nporpamme rnaBHOTO MEHIO MPUAOXKEHUsA. Ha OTKpbIBLWENCA CTpaHuue
(PcyHOK 4) HaxaTb Ha KHOMKY YCTAaHOBUTb JIMLLEH3UIO B pasfesie yrnpasieHua NULeH3nen moayna
wTamnos BpemeHu (TSP).

MpumeyaHue. MNpun ycTaHOBKE IMLEH3UM ByayT 3anpolueHbl NpaBa agMuUHUcTpaTopa (Root) Ha
AOCTYN K KaTanory YCTaHOBKU IMLLEH3UN.
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KpuntoAPM IFOCT - O nporpamme

@ CeegeHun o nuueHsun KpuntoAPM FOCT
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Nata uctedeHuns

6 nexkabps 2020 r., 00:00:00
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o W
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CepHitHbiid HOMEp
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0 nporpamme

o] W

Beoa NULEH3MK KynuTs AMUEHSHI0

Ynpaenexnue nuueHsuneid Kpuntolpo TSP

Mpunoxenue KpuntoAPM MOCT npegHasHaqYeHo ANA CO3AaHuA
ANEKTPOHHOK nognuck u wudpoBanus dainos ¢
npumMeHeHnemM undpoebix cepTudHKaTos U
KpUNTorpaguiecknx anropuTMos

Komnanusi-paspaboTyui

000 Uudposbie TexHonorum,
424033, PM3, r Mowkap-Ona,
yn.Merpoea, 4.1, a/A 67

Bepcua
KpuntoAPM IFOCT 2.2.4

B4 info@trusted.ru

=

) Bepcwa KpunTonposangepa
Bepcusa Kpuntollpo CSP

@ 5.0.11732
Beocusa aaoa CK3WM 5.0.10005

TexHnyeckan NORAEpHKE

B4 support@trusted.ru

o] W

Bsop nuueH3uu Kynuts nuueHsuio

Ynpasneuue nuueHaneid Kpuntolpo OCSP

o W

Baoa NULEHIMK KynuTs AMUEHSHIO

PucyHok 4. CTpaHuLa BBOAA /IMLLEH3MOHHOIO KAto4a Ha moaynb TSP

B pe3ynbTate [AOMKHO NOABUTLCA BCM/bIBAalOLLEE OKHO BBOAA /IULLEH3UU
cogepknumoro daiina AMLeHsnn B Tekctosoe none (PucyHok 5).

Beop nuueH3auu Kpuntolpo TSP Client

OTMEHA

‘ NPUMEHWTb |

PucyHok 5. OKHO BBOAQ IMLLEH3MOHHOIO KAtoYa Ha moayab TSPPUcyHOK

Mpw ycnewwHoi onepauumn A0MKHO NOABUTLCA MHGOPMALMOHHOE CoobLLeHMe.

KOnMnMpoBaHMeEM
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2.3.2  YCTAHOBKA NULUEH3UM HA moaynb OCSP

[na co3gaHua ycoBepLIeHCTBOBAHHOW NOANMCUM HEOBX0AMMA YCTaHOBKA NNLEH3MOHHOIO KAto4a

Ha moaynn TSP n OCSP.

[nA yCTaHOBKM NULEH3UN Yepe3 NOJIb30BATENbCKUN UHTEPdENC HYKHO NepenTy Ha CTpaHuLy
NnueHsun yepes nyHKT O nporpamme rnaBHOTO MEHIO MPUAOXKEHUA. Ha OTKpbIBLIENCA CTpaHuue
(PcyHOK 6) HarkaTb Ha KHOMKY YCTAaHOBUTb INLEH3UIO B pa3jesie yNpaBAeHUA NULLEH3NEN MOAYAA

(Ocsp).

MpumeuaHue. MNpun ycTaHOBKE MLEH3UM ByayT 3anpolueHbl NpaBa agMUHUcTpaTopa (Root) Ha

AO0CTYyN K KaTanory YCTaHOBKU TIMUEH3UN.

KpuntoAPM IFOCT - O nporpamme

- 0O

Ynpagneuue nuueHaneid KpuntoAPM FOCT

X

@ CBefeHus 0 nuLeHaun KpuntoAPM FOCT
o Wapatens Jata uctedeHunsn
\._EJ 000 "Undpoebie TexHonorum” 6 gekabps 2020 r., 00:00:00
@ MNpogyxT CTaTyc NMUEHINM
KpuntoAPM IFOCT HencteutencHa (OcTanock
@ aAHen: 172)
CeefeHus o nuueH3umn Kpuntollpo CSP
CepuitHblil HOMep CTaTyc NMUEHINM
5050UCO037EKPSONAXWY HencTBuTenbHa
0 nporpamme
Mpunoxenne KpuntoAPM MOCT npegHasHaqYeHo ANA CO34aHuA
InNeKTpoHHOW nognuck u wudposaHua dannos c
npumeHedrem undpoebix cepTudmnkaTos 1
kpunTorpaguYecKux anropuTMos
Bepcua Komnanna-paspaGoTumk
KpuntoAPM IOCT 2.2.4 000 Undposble TEXHONOTMK,
424033, PM3, r_Mowkap-Ona,
yn.MNerpoea, 4.1, a/a 67
B4 info@trusted.ru
i
@ Bepcua kpunTonposaigepa TexHHWYECKan NogAepKE
B K Mpo CSP
P EpENA RpunTetipe B4 support@trusted.ru
\E‘J 5.0.11732
Beocusa anoa CK3KM 5.0.10005

& W

BeOA AULEHINM KynnTb NHueHsmio

Ynpaeneuue nuuenauen Kpuntolpo CSP

o W

Beoa nuueHanm KynnTb NHueHsmio

Ynpagneuue nuueHsnei Kpuntolpo TSP

& W

Beog nuueHanm KynuTb nuuexsmio

Ynpaeneuue nuueHanen Kpuntollpo OCSP

o W

BeOA AULEHINM KynnTb NHueHsmio

PucyHok 6. CTpaHuLa BBOAA IMLEH3MOHHOrO Kato4a Ha moaynb OCSP

B pesynbrate

AO0/IXKHO MNMOABUTbCA BCNJbiBaowee OKHO BBOAa UNUEH3UU

coaepmmoro daina nMueHsnm B TekctoBoe nose (PUcyHok 7).

KOnnMpoBaHMeEmM
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PucyHok 7. OKHO BBOZA NMMLLEH3MOHHOTIO KAtoda Ha moaynb OCSP

Mpw ycnewwHoi onepauumn A0MKHO NOABUTLCA MHGOPMALMOHHOE CoobLLeHMe.
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3 T[paduyeckuit nonb3oBaTeNnbCKkUii MHTEpEc NPUNOKeHUA

3.1 HAYANO PABOTbI C MPUNOYKEHUEM

JleBas paboyas 4acTb OKHa NpefHasHayeHa ANA ynpaBaeHMA cnuckom ¢annos; B NpaBoi YacTu

pacnonaraeTrca naHesnb BblbOpa NapameTpoB onepauunii, nNepekaoyaTesb OMNepaunint U KHOMKa
BbINONAHUTDL.

@ KpunToAPM OCT - Mognuce W wnugpoeaHue RU - o X
@ Q Y ! MapameTpbl onepaumit
= G Mo ymon<axuo v
E CoxpaHeHo: -
A
@,} Onepayumn
= O Pacwudpoeatme, pazapxuenposatue,
k) CHSATE NOANNUCK
[ Moanuce

[ Apxuemuposanue
O Wudposanue
[ Coxpanuts konuo B JlokymeHTax

CoxpaHnTb pesynoTar B katanore

& @
[
&

PucyHokK 8. CrapToBOe OKHO NPUNOKEHUA

MepekntoyaTenb onepaumii NO3BONAET BbIBpaTb rpynny onepauuii, Kotopasa byaeT BbINOJHATLCA

Hafg cnuckom ¢ainos:

PacwudposaHue, pasapxmpupoBaHue, CHATUE NOANUCU — ONUMNA ANA BbINOJIHEHNA 0OPATHbIX
onepaumii (pacwudpoBaHue, pasapxMBMpOBaHWE, CHATME noanucu). [nAa BbINOAHEHUA
0bpaTHbIX onepaumin He TpebyeTca YCTAaHOBKA AOMNOAHUTENbHbIX NAPaMETPOB.

MNoanucb, apxuBupoBaHue, WKUpPoOBaHUE — A5 BbINOAHEHUA NPAMbIX onepaunin (noanuce,
wudpoBaHUe, apxmmpoBaHue). JonycKkaeTca BbIbop 04HOM onepaLmmn UAn rpynnbl onepawmi.
Ons npambix onepauuit TpebyetcAa BbIGOP AONONAHUTENbHLIX MapamMeTpoB MNoAMNUCK U
WwnppoBaHUA.

CoxpaHuTb Konuio B [lokymeHTax, COXpaHUTb pe3ynbTaT B KaTajore — A/A COXPaHeHuA
pe3ynbTaToB NPAMbIX ONepaLnii B 3aaHHbIX KaTanora.

CneBa Ha naHenu PacnonoXeHbl KHOMKU Bbl60pa NMYHKTOB MEeHI0 NMPUIOXKEHUNA, Yepe3 KOTopble

MOXHO BbINONTIHUTL Nepexos KO BCeM npencrtaBieHUAM.
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PucyHok 9. MyHKT meHto Mognuck 1 wndpoBaHMe C NOAMEHIO

Mpn nepBOM 3anycKke MNPUIOMNKEHUA B AOMALUHEN NanKke NONb30BaTeNA CO343eTcA NOAKATaNor C
HaumeHoBaHuem .Trusted. [laHHbIM NOAKATAaNOr COAEPKUT dainnoBble 06beKTbl, HeobxoanMble AnA
KOPPEKTHOro GyHKLMOHUPOBAHMA NPUNOXKEHUA. B yacTHOCTK, B noaKaTanore pasmeluatotcs dainbl
XYpHana onepauMini WM Katanor ¢ JoKymeHTamn. B danne settings.json coxpaHaAwoTcs
No/ab30BaTe/IbCKME HACTPOMKN.

3.2 Co30AHME NoANUcH

Ona nognucn pannosB HyXHO B mactepe Mognucu u wudpoBaHue BbiIbpaTb NoanucbiBaemble
daiinbl, BbibpaTh onuumio Mognucb B pasaene onepauunii, 3a4atb cepTUOUKAT NOAMNUCK U NapaMeTPbl
nognucu.

BblIEOP NOANUCLIBAEMbIX ®ANNOB. B NpuMaoXKeHUM AOCTYNHO CO3h4aHMe NoannucKu Ana O4HOro Uau
rpynnbl BblOpaHHbIX dannos. Panbl ANA NOANUCUM MOMKHO A006aBUTb ABYymMA cnocobamu: uepes
KHONKy lo6aButb ¢pannbl («+») AN NepeTawme danabl MbilKoM B 061acTe OpMUPOBaAHMA CNUCKA
dalinoB Ana noanucu.

BbibpaHHble dpannbl 3aHOCATCA B 1eByto 061acTb M NpeAcTaBaAaoT coboi 04HOYPOBHEBbLIN CNUCOK
(PvcyHok 10).
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KpuntoAPM IOCT - Mognuck u wudposaHue
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PucyHok 10. Cnncok noanucbiBaembix ¢painnos

@

[na AaHHOro cnucka AOCTYynHbl MOWUCK, uAbTpauuma, ynpasneHve dainamm B Cnucke yepes
KOHTEKCTHOE MEHI0 M KHOMKK ANa Kaxagoro ¢aiina (PucyHok 11).

KpunToAPM IOCT - Moanuck 1 wudposaHue

Y 1 %
@ Q BrigenwTs ece : MapameTpbl onepauunii
= = CépocH b Mo ymon4aHuo
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0y anns.pi : 174
@y‘ % Onepauuu
=S
f.':) taiind.txt 09.07.2018,11:50 6918 O Pacwudposatme, pazapxusnposatne,
o CHATHE NOANKUCH
(=
= LR 00.07.2018,11:50 5348 [0 Moanwee
= [ ApxueuposaHue
B dain2 docx 000720181150 @ @ B [J Wudbposanue
[ o [ CoxpaHuts konuio & fokymeHTax
% thainl xls 09.07.2018,11:50 7.75KB CoxpaHMTB peaynbTar & Katanore
=
5%
) | BbINONMHWUTL
&

PucyHok 11. KOHTEKCTHOE MEeHI0 ynpaBieHua CNMCcKom ¢aliios

YCTAHOBKA MAPAMETPOB noanucu. Ona noanucu ¢aiinos B pasgene Onepaumum Heobxoammo
BbIO6paThb onumio NMoANUCb, CTAHOBATCA AOCTYMNHbI NapameTpbl noanucu (PucyHok 12).
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PucyHok 12. HacTpolika napameTpoB NoAnuncu
B napameTpax MOXHO HAaCTPOUTb:

— CeptudumKat nognucu — cepTMdurKaT ¢ karoyom I

— CraHpapt nognucu — CMS ana cospgaHuna Knaccuyeckon nognucu nanm CAdJES-X Long Type 1 ana
co3faHnA ycoBeplueHcTBOBaHHOM noanucu. MNpu Bbibope craHaapTta CAdES-X Long Type 1
TpebyeTcA 3anonHUTb nons B pasgene Cnyxb6a wramnos BpemeHn (TSP) (nogpobHee o
CO3aHNM YCOBEpPLIEHCTBOBAHHOM noAnucM B NyHKTe «Co3gaHne YCOBEPLUEHCTBOBAHHOM
nognucun»). CraHgapt noanucu CAdES-X Long Type 1 AocTyneH TONbKO MpPWU YCTAaHOBAEHHOM
moayne Kpuntolpo TSP Client 2.0 n Kpuntolpo OCSP Client 2.0.

— Bua nognucm — npucoeanHEHHAA UNK OTCOEANHEHHAA.

— KoaupoBKa - coxpaHeHuMe noanmcu B o4HOM M3 ABYX KoanposoK BASE64 nan DER.

— JobaBuTb BpemAa nNoanUCU - NpPU YCTaHOBAEHHOM nakke B MNOAMWUCH COXPaHAeTcA Bpemsa
(cnctemHoe) noanucu.

— Job6aBnATb WTamn BpeMeHU Ha NOANUCb — NpeaHa3HayeH ANA CO34aHUA NOAMMUCK CO LUTaMNoM
BpemMeHu Ha noanucb. Mpu yctaHoBKe ¢nara TpebyeTcs 3anonHUTb nona B pasgene Cnyxba
WTamMnoB BpemeHu (NoApobHO 0 CO34aHUM NOAMUCKU CO LITaMNOM ONMCAHO B NyHKTe «Co3aaHue
NoAMMUCK CO LUTAMMNOM BpemeHu»). laHHaA onuua AOCTYMNHA TOAIbKO NpY YCTaHOBAEHHOM Moayne
KpunTtolpo TSP Client 2.0.

— JobaBnATb wWTamMn BpeMeHU Ha NOANUCaHHble AaHHble — npeaHa3HavyeH ANA Co34aHuA

noAnMcK Co WTAMMNOM BPEMEHW Ha AaHHble. MNpu ycTaHoBKe ¢nara TpebyeTcsa 3an0NHUTL NONA B
pasgene Cnyxba wramnos BpemeHu (noapobHO 0 cO34aHUKM NOANUCK CO LUTAMMNOM OMUCAHO B
nyHkTe «Co34aHMe NoAnucu CO LITaMMIoM BpemeHu»). [laHHaa onuuA AOCTynHa TO/bKO Mpu
yctaHosneHHom mogyne Kpuntolpo TSP Client 2.0.

MOXHO 3afaTb KaTanor ANA COXPaHEHWA NoAMUCaHHbIX OAOKYMEHTOB, BbibpaB B onepaumax
onuuio CoxpaHUTb pe3ynbTaT B KaTanore. Mpu yctaHOBKe ¢iara CTaHOBUTCA AOCTYMNHO Nnose Bbibopa
KaTtanora (PucyHok 13).
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PucyHok 13. Bbibop KaTanora a5 CoXpaHeHua pesy/sibTaTta onepauumn nognmcu

Ecan ¢nar He ycTaHoBAEH, TO Ppaitn coXpaHAETCA PALOM C UCXOAHbIM paitiom.

Onuua CoxpaHUTb Konuio B [LOKYMEHTaX C/NYKUT AN COXPaHEHMA KOMUWU NONYYEHHOro nocne
onepaunun daitna B cneumanbHbiid Katanor Documents, pacnonoKeHHbIN B Manke nosb3oBaTens B
KaTanore ./Trusted/CryptoARM GOST/. JOKYMeHTbI M3 AAaHHOrO KaTanora AOCTYMHbl B MYHKTE MEHIO
JOKYMEHTbI.

BbibpaHHble napameTpbl MOAMWCM MOMKHO COXPaHWUTb WM WMCMNO/Ib30BaTb MPU MOCNEAYHOLLUX
3anycKkax npunoxeHua. [lpouecc COXpaHEeHUAs U WU3MEHEHWA MapameTpPoB OMNUCaH B MYHKTe
YnpaBaeHue napameTpamu onepauum

BblEOP CEPTM®MKATA MOAMUCU. [Ana Toro, ytobbl BbINOAHUTL NOAMNUCL HeobxoAMMO BblIGpPaTb
cepTudUKaT, K KOTOpoMy npuBA3aH Kaod 31, ITa onepauua NPoU3BOAUTCA HaXKaTUEM KHOMKMK
BbibpaTtb cepTudmKkat nognucu. B noasmBlIEMCA AMANOTOBOM OKHe oTobparkatoTca cepTudmKaThbl
KaTeropuu JInuHble, KOTOPble MOTYT UCMO/b30BaTbCA ANA noanuck (PucyHok 14).
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PucyHok 14. Bbibop cepTuduKata nognmcu

Bbl60p CepTVId)VIKaTa noanncun ocCywecTtBnAeTCcA ero BblgeneHnem U HaxXatnem Ha KHOMRY

BbibpaTb.

CepTnduMKaT NOANMUCU MOXKHO N3MEHUTb C MOMOLLLbEO KOHTEKCTHOrO MeHto (PUcyHOK 15).
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PucyHok 15. U3meHeHune cepTudumkaTa nognucu

Ecnv B XpaHWAULLE NUYHBIX CepTUOUKATOB HET cepTUdMKaTa C Katoyom M, TO MOKHO co34aTb
WM UMNOPTMPOBATL CepTUPUKAT B pasgene «CepTUdUKaTbI».
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Moanucb ®AnoB. Mpu ycnosum Bbibopa cepTudukata noanucu, Garinos gns NoANUCU U
YyCTaHOBNEHHOro ¢nara, YTo AOKYMEHTbl NPOCMOTPEHbI, B MacTepe CTAaHOBUTCA AOCTYNMHOM KHOMKa
BbinonHuTtb (PucyHok 16). Mognucate MOXKHO Ntobble dainbl, KpoMe 3alWndpPOBaHHbIX.
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Haxkatne Ha KHOMKY BbinonHuTb 3anyCKaeT npouecc noanncu.

PucyHok 16. Moanuck ¢painnos

UcxogHble AOKYMEHTbI

(OpMI'VIHaI'IbI) N pe3ynbTatbl onepaunn noanncu 0T06pa>1<ar0Tc;1 B OTOE/IBHOM MacCTepe Pe3ynb'ra'rb|

onepauymii (PucyHok 17).
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PucyHok 17. Pe3ynbTaTbl onepaumi
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MoanucaHHble ¢aiibl COXPaHAKTCA B 3aaHHOM KaTasore, ecin B onepauuax 6bin BblbpaH
KaTanor ANA COXpaHeHWUa pe3ynbTaToB, AN PAAOM C UCXOAHbIM dailniom, ecim B onepaumnsax He bbin
ycTaHoBneH ¢nar CoxpaHUTb pe3ynbTaT B Katanore. Ecam B onepauusax 6bin yctaHoBneH ¢nar
CoxpaHuTb Konuio B JlOKyMeHTax, TO KOMNWs MOAy4eHHOro nocne onepaumm ¢aina coxpaHsercsa B
cneumanbHbit - Katanor Documents, pacnosoXKeHHbI B Nanke no/sb3oBaTens B KaTanore
./Trusted/CryptoARM GOST/. [JOKyMeHTbl M3 [AaHHOrO KaTanora AOCTYMHbl B MYHKTE MEHIO
AOKYyMEeHTbI.

Ana nognncaHHbIX 4OKYMEHTOB NOANUCH NPOBEPAETCA aBTOMATUYECKW.

[na npocmoTpa MHGOPMaLMM O NOAMMUCK HY}KHO BblAEAUTb OAMH NOANUCaHHbIN daiin B cnucke
(PncyHok 18).

[Nns Kaxkgoro AoKyMeHTa A0CTYNHbI onepaunn (PucyHok 18):

— TpocmoTp - BbINONHAETCA OTKPbITUE dalina Yyepes NPUIOKEHUE, KOTOPOE acCOLMMPOBAHO C
ero pacwmpeHvem. Ana nognucaHHbix GaitnoB OTKPbIBAETCA OPUTMHAN JOKYMEHTA.

-~ [lpoBeputb nognucb — [OCTYMHA TO/MbKO AAA NOAMNWUCAHHbIX ¢annos. [MpuHyaUTENBHO
3anycKaeT NpoLecc NPOBEPKM NOLNUCH.

- Nepentn K panny - BbINONHAETCA OTKPbITUE KaTaNora, B KOTOPOM pacnonaraetca dann.

G‘ . WMudbopmaunn o nognucu
& Q Y
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PucyHok 18. Onepaunun ona 4OKymeHTa

[na cnucka AOKYMEHTOB AOCTYMHO KOHTEKCTHOE MEHI0, NO3BOAAIOLLLEE BblAENUTb daliibl MO TUNY
onepaumu (PucyHok 19).
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PucyHok 19. BbigeneHue rpynnbl panaos no tuny panna

JOKymeHTbl M3 pe3ynbTaToB onepauum MoxHO OTKpbITb B mactepe Moanucn u wndpposaHua
ONA BbINONHEHUA APYrUX onepaunit unm CoxpaHutb Konuto B lokymeHTax (PucyHok 19). Onepayus
CoxpaHuTb Konuio B [JOKYMEHTaX CAYXKUT ONA COXPaHEHMA KOMMW NOSYYEHHOro nocse onepaumu
¢daiina B cneumanbHbIM KaTanor Documents, pacnonoXeHHbIN B NanKke noab3oBaTena B KaTtaaore
./Trusted/CryptoARM GOST/. [IOKymMeHTbl M3 [AaHHOro KaTanora JAOCTYNHbl B MNYHKTE MEHI0
AOKYyMEeHTbI.

Mocne BbINOSHEHUA oNepauuM MmacTep noanucy M WndpPoBaHMA OUYULLAETCA OT A0OABNEHHbIX B
Hero ¢annos. PesynbTaTbl onepauuii COXPaHAOTCA A0 BbIMNONHEHUA CAeAyiolWel onepaumm Uam 4o
3aKpbITUA MNPUIOXKeHUA. PesynbTaTbl nocnegHer onepauumn AOCTYyNHbI B meHo Mognuch M
wudposaHue - PesynbTaTbl onepauum.

3.3 Co3AAHME NOANUCKU CO LUTAMMOM BPEMEHM (TSP)

Cny»xba WTamnoB BPpeMeHU UCMOb3yeTcs AN5 NPOCTAaHOBKM LUTAMMNOB BPEMEHU Ha AOKYMEHTbI —
AaHHbIX, 3aLWNLLEHHbIX 3/IEKTPOHHOM noanucbio CayKObl, coaepKalinx HagexHy MHbopmMauuto o
BPEMEHUN CYLLECTBOBAHUA 3NEKTPOHHOIO AOKymeHTa. LUTtamnbl BpemeHW ucnonb3yloTca AaA
NPUBA3KM daKTa CyLLEeCTBOBAHMA KaKUX-TMOO AaHHbIX KO BPEMEHMW.

Co3pgaHue nognucym co WITAaMNOM BPEMEHW BO3MOXHO TONbKO MPW YCTaHOBNEHHOM MoAyne
Kpuntolpo TSP Client 2.0 u anueH3nun Ha moaynab TSP.

Ons co3pgaHuA nognucyM Co LITaMMNOM BPEMEHWM HYXHO BblbpaTb nognucbiBaemMble ¢aisbl,
BblOpaTb onepauyuio Moanucb, 33aaTb cepTUdMKAT MNOAMUCKM WU YCTAHOBWUTb AOMOAHUTENbHbIE
napameTpbl:

— ycTaHoBWUTb ¢nar [lo6aBnATb WTamn BpeMEHU Ha NOANUCb, eCcv TpebyeTca NOCTaBUTb
WwTamn Ha noanuck (puc. 4.3.1);
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— ycTaHoBuUTb ¢nar [06aBnATb WITaMn BPeMEHM Ha NOANUCbIBAaeMble AaHHble, ec/v
TpebyeTcA NOCTaBUTb WITAMN Ha AaHHble (PucyHok 20);

@ KpunToAPM I'OCT - Moanuck 1 wudposaHue R A =] X
' . MeaHoe MeaH MeaHoBKUY
@ [Q Y B e e e
@ Wma daiina - WNameHEH Pa3mep
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Y
B an 09.07.2018,11:50 12.22 KB e
\&9 % thaiin2.docx 5 , 115 12 CcMS .
B onn g -
taiin xls 09.07.2018,11:50 7.75KB MA nognvck
MpucoenuHEHHaR v
Kogwpoexa
BASE-64 v

HoBaBuTb BPEMA NOGMNHMCH
Litamn BpeMEHN Ha NOANKCH

LLiTamn BpEMEHN Ha NOAMKMChIBAEMbIE
naHHble

Cny6a wramnoe spemenu (TSP)

Appec cnysGsl WTaMNOB BPEMEHA

ttp://pki.skbkontur.ru/tsp2012/tsp.srf

[0 DokymeHTbl NpocMOTPeHBI

&,

PucyHok 20. YcTtaHoBKa dnara ans gobasneHua Wwramna BpeMeHn B Noanunch

&4

™=

Mpun ycTaHoBneHHOM dnare p[obaBneHMA LWTaMna BPEMEHW Ha Noanucb WAW Ha AaHHble
HeobxoAMMO 3anoNHUTL NapamMeTpbl pasgena Cnyxba wramnos BpemeHu (TSP):
—Appec cnyx6bl WITAaMNOB BPeMEHU - agpec CAyKbObl LUTAMNOB BPEMEHW MOXKHO Y3HaTb Y
nocTaBWMKa ycayrn. Hanpumep, ycnyrm cny:Kbbl WTamMnoB BPEMEHW MOTyT NpPeaocTaBaATb
yaocToBepsoLme ueHTpbl. Popmat agpeca: <npotokon>://<cepsep>[:nopT][/nyTb]. B KayecTse
NPOTOKONA Bbl MOKET bbITb YKasaH "http" n "https".
—Wcnonb3oBatb HACTPOMKM NPOKCU-CepBEpPA — €CAU Npu NOAKAYeHUMM K cnyxbe TSP
MCNONb3yeTcA MPOKCU-CepBep, TO YCTaHOBKAa ¢nara akTMBMPYET HACTPOMKM MPOKCU-cepBepa:
Appec npokcu-cepsepa, [lopt, JlormH, lMaponb, KOTOpble MOXHO Y3HaTb Y CUCTEMHOro
aAMUHUCTpaTopa.
Mocne 3anonHeHWA NapaMeTPOB NOAMUCK U YCTaHOBKM dara, 4to daiibl NPOCMOTPEHbBI Nepes,
MX NOANMCAHNEM, CTAHOBUTCA AOCTYMHA KHOMKa BbinonHuTtb (PucyHok 21).
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PucyHok 21. Moanuch 4OKYMEHTOB CO LITAMMNOM BpeMEeH!

KHOMKY BbINOAHUTL 3anyckaeT npouecc NOAMUCH.

UcxogHble AOKYMEHTbI

(opuruHansl) 1 pesynbTaTbl onepauun noanucKM oTobparkaloTca B OTAe/bHOM macTepe Pe3ynbTaTbl
onepauui (PucyHok 22). Mpuyem, nocne BbINOJHEHUA Onepauum mactep noanucu v WndpoBaHus

oyunwaeTca ot gobaBneHHbIX B Hero gpannos.
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PucyHOK 22. Pe3ynbTaThl onepauum noanucu

Mpu npocmoTpe MHOOPMaUMM O nopnucu oTobparkaeTca MHOOPMALMA O LWTamne BPEMEHU

(PncyHok 23)
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PucyHok 23. UHpopmaumsa o Wwtamne BpeMeEHM Npu NPocmMmoTpe nognmcu

3.4 Co30AHME YCOBEPLLEHCTBOBAHHOM NoAanucu

YcoBepLlleHCTBOBaHHAA KBaAMOUUMPOBAHHAA 3/IEKTPOHHAA MOAMNUCb MOMOMKET [AO0KasaTb
IOPUANYECKYIO 3HAYMMOCTb AOKYMEHTA B CMOPHbIX CUTyaumsax. Hanpumep, Koraa noMmMmo aBTOPCTBA
M UENOCTHOCTU [AOKyMeHTa (KoTopble pgaeT obbldHaa K3IM) Heobxoaumo noATBepAUTb, YTO
cepTudUKaT 6bln AENCTBUTENEH B MOMEHT NOAMNUCAHNA SOKYMEHTA.

dopmaT ycoBEPLIEHCTBOBAHHOM NOAMUCKM MpenycMaTPMBAET BK/IOYEHME B 3/IEKTPOHHYIO
noanuce MHGopmauumn o BpemMeHu cosaanma nognucu (TSP) n o ctaTyce ceptudmKaTa 3/1€KTPOHHOM
nognucu (OCSP) B MOMeHT nognucaHua (4enCcTBUTENEH UM OTO3BaH).

Co3aaHue ycoBepLIEeHCTBOBAHHOM NOAMNNUCU BO3MOXKHO TOIbKO NPUM YCTaHOBAEHHbIX Moaynsax TSP
Client 2.0 u OCSP Client 2.0 1 nMUEH3MI Ha HUX.

Ons co3paHmMa ycoBepLlUeHCTBOBAHHOM MNOAMWUCU HYXKHO BbliBpaTb noanucbiBaemble dainbl,
yctaHoBMTb onuuto Moanucb, 3agatb cepTUPUKAT NOAMNUCKM W YCTAHOBUTb AOMNOJHUTE/NbHbIE
napameTpbl:

— Bbibpatb ctaHaapT noanucu CAJES-X Type 1 (PucyHok 24);
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PucyHok 24. CtaHgapT nognucu CAdES-X Type 1

— 3anonHuTb nNapameTpbl pasgena Cnyxb6a wramnoB BpemeHu (TSP) (PucyHok 25): Appec
cny6bl WTamnoB BpemeHu, Mcnonb3oBaTb HACTPOMKM NPOKCU-cepBepa (ecan npu
NOAKAYEHUU K cnyKbe TSP ucnonblyertca npokcu-cepsep)
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[~ W LoBaBuTb BpEMA NOANMCK
= annd.txt 09.07.2018,11:50 691B
@ AT Liltamn BpeMEHH Ha NOANKCH
LiiTamn BpemMeHn Ha NOANUCHIBaeMble
AaHHble
Cnyx6a wramnos epemenn (TSP)
Agpec cnywsl UTAMNOE BPEMEHM
http://pki.skbkontur.ru/tsp2012/tsp.srf
[0 Mcnonb3osaTs HACTPORKH NPOKCH-
cepeepa
Cny>6a oHnaiH cratycose (OCSP)
Appec cnyxGsl OHNaAH CTATYCOB
f_g:']\ JloKyMEHTbI NPOCMOTPEHDI
&/
P | BLIMOAHWUTE |
&

PucyHok 25. MapameTpbl cnyK6bl WITamMnos BpeMeHu

—3anonHuTb napameTpbl pasgena Cnyxb6bl online crarycoB (OCSP) (PucyHok 25): Appec
cnyx6bi online cTatycoB - Heob6A3aTeNbHbIM NapaMeTp, 3343€eTCA, eCN B cepTUdUKaTe JaHHOe
noJie He 3aNO/IHEHO.
MNocne 3anonHeHWs NapameTPoB W YCTaHOBKWM ¢nara, 4to daliinbl NPOCMOTPEHbI nepes ux
noAnucaHMeMm, CTAaHOBUTCA AOCTYNHA KHOMKAa BbINONHUTD.
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HaxkaTme Ha KHONKy BbINOAHUTL 3anyckaeTr npouecc noanmcu. WUcxogHble [AOKYMEHTbI
(OpMI'VIHaI'IbI) N pe3ynbTaTbl onepauynn noanucu OTO6pa)Ka}0TCﬂ B OTAeNbHOM macTepe Pesynbrtathl
onepaumii (PUcyHoK 26).

@ KpunToAPM IOCT - PeaynbTaTthl onepauui

f;\ . WHdopMaums 0 nognucu
& Q h
MNMoanuch AeACTBUTENbHA
Tun  Mamenén Wms daina Paamep @ Nposepena: 16.06.2020, 16:22
- 16.06.2020, 16:22 An4.txt. 34.25KB
@ T C TRy h = thaind txt.sig
N B 16.06.2020, 16:22 34,25 KB
5 E 09.07.2018,11:50  chaind txt ® ¢
e

=) CeoHCTBa NOANKUCH:
Cranaapt nognuck: CAJES-X Long Type 1
Noanucaxo: 16 wioHs 2020 r, 16:21

Ceprudukar nognucynka

Crpana =RU
CN = MeaHos WMeaH MsaHoBUY
Email = ivanovi@test.ru
lopop = Mowkap-Ona
OBnacTb = Pecnybnwka Mapwia 3n
Opranuzaymna = 000 "WMeaHos u K"
WHH = 500100732259
CHWJIC = 11223344595
Bnageney ceptudukara
Tectosbiia YL 000 "KPUMTOTPO"
Kem BbigaH
11 centadpa 2020 r., 08:08
TopeH ao

fé\ FOCT P 34.11-2012/34.10-2012 256 6uT

&

) < HA3A
® !

PucyHoK 26. Pe3ynbTaTbl onepaumii noanmcu

Mpu npocmoTpe MHboOpMaLMm 0 noanucK otobparkaetca nHpopmaumsa o OCSP oTteeTe (PucyHOK
27)

KpunTtoAPM IOCT - PesynbTaTsl onepauun - (m] X
s . Mudopmaumna o nognucK
1G] Q Y
U eosei vl 000 KEMTTOP TR
Tun  Mamenén Wms daina Pasmep s bt
B .
f@?‘ ﬁ 16.06.2020, 1622 chaitn4.txtsig ® 0 ¢ OTteert cnyx6el online cratycos (OCSP)
& B ) @ Mognucs OCSP fedcTaTensHa
~, B 018110 gamndid 691B Ipomeper: 16 wows 2020 r, 16:22
&
@ Ceprudmkat nognucyMka
AeAcTauTeNeH
Iposepen: 16 wiona 2020 r, 16:21
Ceoitictea OCSP oTeera:
16 uions 2020 1, 16:21
Bpema nognuck OCSP-oTeeTa
rOCT P 34.11-2012/34.10-2012 256 6uT
Anroputm nognuck OCSP-oTeeTa
Ceptudmkart cnyxbol OCSP:
@ Operator ocsp2012g
F Y Tectosbii YU 000 "KPMNOTO-NPO
7C00006A83EB675D8CZEDAG1300001..
CepriaHbii HoMmep
11 Hosbps 20201, 14:43
lopex po
=
&
s < HA3AL
&

PucyHok 27. MHdopmauma o6 OCSP oTBeTe npy NpocmMoTpe Nognucu

NHdopmaLma o wTamne BpemeHM Ha noanuce (PucyHok 28).
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KpunToAPM IOCT - PeaynbTaThl onepaumii

f;.\ ) . MHdbopmMaums o nognucu
&) Q 1Ch A LLADROBAHME Y :
o @ Mognuch geRcTBUTENbHA
\ MoMamesaudpoea-imMna haina Pasmep Nposepeta: 16.06.2020,16:22
réj ‘ ﬁ 16.06.2020,16:22  daind.txt.sig 34.25KB B thaiind.txt.sig
\ 16.06.2020, 16:22 34.25KEB
09.07.2018,11:50  daind.txt 691B
P %
=) CeoiicTea noanucu
Cranaapt nognucu: CA ng Type 1
Nognucano: 16 nioHa 20201, 16:21
Tun WTamna BpemeHn
LLTamn BpemMeHM Ha noanuch v
@ U.IrdMnHDCMCHM,J:Lwcmmcm_u
Nposepen: 16 4n 2020 r., 16:24
CeoWcTBa WTamMnNa BpEMEHMU:
04ea3a921e000000000e8d8924
Ceprinbii HOMep
16 wionsa 2020 r, 16:21
Bpema
1.2.643.2.2.38.3
WaeHTndukaTop NOAMTHKA
Ceptudmrat cayxbebl WTaMNoB:
@ @ 000 'KPUMTOTIPO'
f[:;‘ < HA3AQ
L5/

PucyHok 28. MHbopmaums 06 wtamne BpemeHun Ha NoAnNuch

N nHbopmauma o gokasaTtenbcTBax NnoaanMHHoOCcTU (PUcyHOK 29).

@ KpuntoAPM IOCT - PeaynbTaThl onepaumi - ] X
@ Q Y . Wudopmauma o nognucu
MoanKck AeRCTBMTENBHA
wn  HMamenen Wms daina Pasmep @ Mposepena: 16.06.2020, 16:22
féj ‘ £ 16.06.2020,16:22  daind.txt.sig 34.25KB B thaiind.txt.sig
\- 16.06.2020, 16:22 3425K8
o g 09.07.2018,11:50  daind.txt 691B
M
=) CeoiicTBa NoAnKcK

Cranaapt nognucu: CA ng Type 1
Nognucano: 16 nioHa 20201, 16:21
Tin WTamna BpemeHi

LWramn BpPEMEHM Ha AoKazaTenbcTea v

@ U.ImMnHDCMCHM,J:Lwcmmcm_n
Nposepen: 16 #n 2020 r., 16:25

CeoWcTBa WTamMnNa BpEMEHMU:

04ea3a921e000000000e8d8928

Cepuiitnii Homep

16 miona 2020 r, 16:21

Bpema
1.2.643.2.2.38.3
WaenTndinkaTtop NOAMTHKA

Ceptudmrat cayxbebl WTaMNoB:

@) @ 000 "KPUMNTO-NPO"
@ < HA3ZAQ

PucyHok 29. MHbopmaLma 0 AoKa3aTenbCcTBax NOAMHHOCTH

3.5 MPOBEPKA 3/IEKTPOHHOM NOoANUCU

[na npoBepKM nognucu [OCTaTOYMHO BbIGpaTh noanucaHHble dainabl - Gpaiabl ¢ paclwimpeHvem
.Sig, KOTOpble COAEep’KaT 3NEKTPOHHYI NOANUCb. HUKAKMX AOMOAHWUTENbHBLIX MaHWUMYAAUMA Mpu
npoBepKe NoANncK NPoU3BOAUTL HE HYXKHO.
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Pe3ynbTaT npoBepku noanucert otobparkaetcAa B Buae obliero cooblieHuMAa M UBETOBOrO
WHOMKATOpa Ha WMKOHKe AnA Kaxgoro daina (PucyHok 30): 3eneHbln - nognuce AeUCTBUTENbHA;
KPacCHbIM - NOANUCb HeAEMCTBUTENbHA.

KpuntoAPM IMOCT - Mognuck u wudposaHue RU = (m} X
@ q Y ; MapameTpbl onepauwii
) Wms daina - Wamenen Paamep @ Tlii:’“injafmio S T X

-
@\ haiind txt.sig 03.03.2020, 10:54 3424 KB

“:) Onepauunu

Pt ﬁ baitn3.txt.sig 03.03.2020,10:48  14.51 KB [ Pacumdbposanue, pasapxusuposatue,
o
\&=) CHATHE NOAMKUCH

D Moanuce

D ApxuBMpoBaHue
O Wwudposarue
[0 Coxpanuts konuio & JokymenTax

CoxpaHWTb pesynsTaT B Katanore

@ @

PucyHok 30. Pe3ynbTaT npoBepku nognucu ¢hanios

Ecnv npu npoBepKe oTAeNeHHON NOANUCK, UCXoaHbIN pann He byaeT HalaeH aBTOMATUYECKN, TO
MHAWKaATOp NPOBEpKKN ByaeT opaHKeBoro ueeTta. A Bbibopa ncxoaHoro gpanaa Hafo HaXkaTb MKOHKY
npoBepKn noanucu B meHto daiina (PucyHok 31). OTKpoeTca OKHO ans ero Bblbopa.

KpunToAPM OCT - Mognuck 1 wudposaHue

7 . MapameTpbl onepauuin
\EJ q Y : P p! pay)
Mo ymonuaHuo
Wma daiina - WameHén Paamep @ ? N
o = Coxpanenc: 03.03.2020, 10:57
o ﬁ daiind txt sig 030320201054 @ & € B
\@J Onepaumnu
e .
o 5 taitn3.txt.sig 03.03.2020,10:48  14.51KB [0 Pacwudposakue, pasapxmeMposaque,
\“‘J CHATHE NOAMNKUCH
O Noanuce

[ ApxusuposaHue
O Wwwudpoearue
[0 Coxpanuts konuio & JokymeHTax

CoxpaHWTL pesynbTar B Katanore

@ @

P

PucyHok 31. MikoHKa BbI30Ba NpoBepku nognucu daiina
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Mpu BblgENEHUN OAHOrO NnoanucaHHoro daina B Nnpasoit obnacTn oTobparkaercs MHPopmaLma o
noanucu (PucyHok 32).

KpunToAPM I'OCT - Mognuch W WkdpoBaHue

frsY . WHdopmaumna o nognvcu
& Q Y st
r—-\ @ I_‘D,Q”VICD AencTenTernbHa
\J Wms daiina - Wamenen Paamep Nposepena: 16.06.2020, 16:37
o .
f@\ daind.txt.sig 16.06.2020, 16:22 28.55KB '@) taitn.xls.sig
& 16.06.2020, 16:16 13.87K8
Py g bainl xls.sig 16062020166 @ & €© W
\"J CeoWcTea nognucu
Crangapt nognucu. CMS
Mognwcaro: 16 wioHa 2020 1., 16:16

CepTuduKaTt nognucymnka
CrpaHa=RU
CN = MeaHos Mean Ueanosuy
Email = ivanov@test.ru
Topog = Mowkap-Ona
0O6nacte = Pecnybnuka Mapuia 3n
Opranusauus = 000 "MsaHos u K"
WHH = 500100732259
CHWAC = 11223344595

Bnageney cepTudinkata

Tectosbiit YL, 000 "KPUNTO-NPO"

Kem soigar

11 ceHtAGpAa 2020 r., 08:08

logex go

@‘ TOCT P 34.11-2012/34.10-2012 256 6ut
s < HA3AQ
G/

PucyHoK 32. OTobparkeHne nHbopmaumm o Nognucu
Mo KHoNKe Ha3ap, MHd)OpMaLI,VIﬂ O NoANnNCK 3aKpbiBaeTCA N NPOUCXOAUT BO3BPAT K onepaunam.

Ecnv [OKYMEHT MoAnucaH HEeCcKONbKMMW noanucamu (MmeeT conoanucu), To ANS NPOCMOTPa
MHGOpPMaLMM O NOANMNCK HYKHO B CNUCKe BblbpaTb cepTudmMKaTt noanmcu (PucyHok 33).

KpunToAPM IOCT - NMoanuck u wudpoBaHue = O X
@ O\ Y . MubopmMaumna o nognucK
= @ MoAnuch AeACTBMTENBHA
Ej  Wwmadaiina Namenen Paamep Nposepena: 16 06 2020, 16:46
- (O .
fé) thaind txt.sig 16.06.2020, 16:22 28.55 KB B ann2.docx.sig
\& = 16.06.2020, 16:15 23.07 KB
nY thainn3.txt.sig 16.06.2020, 16:17 1391 KB
\_ﬂ) Moanucu QOKYMEHTa:
ﬁ dain2.docx.sig  16.06.2020,16:15  23.07KB e
Mognuch AeACTBUTENEHA
lognucano: 16 wionHa 2020 r., 16:16
Metpoe Metp Metposuy
@ Mognuch AeACTBUTENEHA
Nognucano: 16 wioHA 2020 r., 16:43
CeoicTBa NognucK:
CTaHaapT noanu >MS
Noanucaxo: 16 nioHa 20201, 16:43
CeprudimkaTt nognucymuka:
CN = MNetpoe MNetp Metpoeuy
Email = petrov@test.ru
lopop = Mockea
OBnacTb = MockBa
Oprasmnaaumna = 000 Tetpos n K'
WMHH = 500100732259
Ej‘ CHWNC = 11223344595
&/
f[;\ < HA3AQ
L3/

PucyHok 33. Bbibop cepTudmrKaTa an1a npocmoTtpa MHGopmauumn o NoAnmcu
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Ecnv poKYMeHT noanucaH Noamnucbio CO LITaMMOM BPeMeHM, TO 418 NPOCMOTPa NapameTpoB
WITAMMa HYXXHO HAXKaTMEM Ha MKOHKY pa3BepHyTb MHGOPMaLMIO U BbIOPATh B BbINaLatoLLEM CNUCKe
TMN WTamna Bpemenun (PucyHok 34).

KpuntoAPM IOCT - Moanuck u wudpoeaHue

(}\ - WHuidopmauus o nognucu
@ | Q A G
P @ Moanuch AeHCTBUTENbHA
\EJ Wms daina - Wamenéun Pasmep Nposepena: 03.03.2020, 11:45
= ! e
‘é) daiind txt.sig 03.03.2020, 10:54 3424 KB @ haitn3.txt.sig
\= Bl 03022020, 1048 14.51 KB
o ﬁ awn3.txt.sig 03.03.2020, 10:48 14.51 KB
‘h‘ = -
=) '® CeoicTea nognucu:
bann2.docx.sig  03.03.2020,0954  2304KB e e @
= To 4
Tun WTamna BpeMeHn
LLITaMn BpEMEHM Ha AaHHble
LLiTaMn BpeMeHU Ha NOANKUCH
w LITaMIT BPEMEHT HENCTBNTENEH
Mposepen: 3 mapTa 2020, 11:47
CeoWCTBa WTamna BpEMEHH:
0140¢cdd1dc0000000000b0e0c1
CepuiiHbli HoMeP
3 mapra 2020 r,, 10:48
Bpewms
1.2.643.3.7.2.21
Ceprudukar cnyxbbl WTaMNOB
@ @ AOTIO 'CKE Kowtyp"
L54

PucyHok 34. OTobparkeHne MHPOPMALLMM O NOLNUCK CO LITaMMOM BPEMEHMU

Ecan AOKYMEHT moAnucaH yCOBEPLUEHCTBOBAHHOM MOAMWUCLIO, TO ANA MPOCMOTPA CBeAeHUI o
lWTaMnax BPeMEHM B YCOBEPLUEHCTBOBAHHOW MOAMUCKU, HYXKHO Ha)KaTUeM Ha WMKOHKY pa3BepHyTb
MHPopMaumio 1 BbiI6paTb B BbINaAatoWem CMMCKe TN WwTamna BpemeHn (PucyHok 35).
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KpuntoAPM IOCT - Mognuck u wudpoeaHue

%)

Ay

/

.

2

A

%

@ &

@

.l\

w2

i
i

@

Wms daina - W3menén
go

daiind.txt.sig 03.03.2020, 10:54
@]

aitn3.1xt.sig 03.03.2020, 10:48

03.03.2020, 09:54

-
dann2.docx.sig

Paamep

34.24 KB

14.51 KB

2394 KB

WMubopmaumua o nognucu

@ Moanuch AeHCTBHTENbHA
T :

posepeHa: 20, 11:48

'@ dainnd. ixt.sig

2r JEERER 10:54 34 24 KB
Ceonctea nognucu:
Crannapt nognuck: CAJES-X Long

THN WTaMNa BpEMEHA

LITaMn BpeMEHW Ha NoJNHCh

LTaMn BpEMEHW Ha JOKa3aTENLCTEA
w LT TAMIT BPEMEHN JIENCTBATENEH

3 mapra 2020, 11:48

MNposepe

CeoicTea WTamMna BPEMEHM:
0140cdd1dc0000000000b1 bdf1
CepuiiHbli Homep
3 mapra 2020 r, 10:53

Bpems

1.2.643.3.7.2.21

Hgei

Ceprudmkar cnyxbbl WITAaMNOB:
@ A0 'TI® "CKB Kontyp'

< HA3AOQ

MHopmauma o OCSP oTBeTe ycoBepLIEHCTBOBAHHOM NOANUCKU MpeacTaBNeHa Ha

PucyHok 36.

PucyHok 35. OTobpakeHne nHbopmaLmm o WTamnax BpemMeHn
yCOBEPLUEHCTBOBAHHOM NoANMCK

KpunToAPM OCT - Mognucs 1 wugposaHue

pUCyHKe

P
e

C)

P
3

Wms daiina - W3meHEH
2O

daind.txt sig 03.03.2020, 10:54
[
ann3.txt.sig 03.03.2020, 10:48
O
taitn2.docx.sig 03.03.2020, 09:54

Paamep

34.24 KB

14.51 KB

2394 KB

Wudopmauua o nognucu

L}
L/ Tecrosbin YLL 00O “KPUNTONPO A

Oteet cayx6el online ctatycoe (OCSP)

@ Mognuce OCSP gedcteMTencHa

Ipoe :3 mapta 20201, 11:48

@ Ceprudmkat nognucumka

AencTBuTEnEeH

IpoBepeH:

3 mapra 2020, 10:53

Ceoitctea OCSP oteera:

3 mapra 2020 r, 10:53

Bpema nognucn OCSP-oTeeta

rOCT P 34.11-2012/34.10-2012 256 6ur

Anroputm nognuck OCSP-oTeeTa
Ceprudmkar cnyx6el OCSP:

@ Operator ocsp2012g

L

Tectosuii ¥L| 000 "KPUNTONPO
7C00006A83EB675D8C2EDAG1300001 ..

CepuiHbli Homep

11 HoAbpa 2020, 14:43

ofieH Ao

< HA3AfQ

PucyHok 36. OTo6paxkeHne nHoopmaumm o OCSP oTBeTe ycOBEPLUEHCTBOBAHHOM NoANMcK

3.6 [JOBABNEHUE NOANUCH

MpunoxkeHne KpuntoAPM TOCT nos3sonaetr p[06aBnaTb 3/7EKTPOHHbIE MNOAMUCU K YiKe

nognucaHHomy ¢anny. [na pobaBneHns NoanNUCUM  HY)KHO BblbpaTb  ¢ainbl,

cogeprkawme
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9NEKTPOHHYO noanucb (dalnbl ¢ pacwmpeHvem .sig), yctaHoBuTb onuuio Moanucb, 3aaaTb
cepTMdMKaT NOANUCU, M YCTaHOBUTb daar, YTO AOKYMEHTbl NPOCMOTPEHbI Nepes MNoANMCaHUEM
(PvcyHok 37).

@ KpunToAPM IFOCT - Moanuck u wudposaHue — ]} X
(;‘ Q » MapameTpobl onepauwii
() ¥ -
@ Wms daiina ~ WameHEH Pazmep 0 T
@ Mn2.d i 16.06.2020,16:15 2307 KB
@ dain2.docx.sig B E . Oirapalin
o [ PacwudposaHue, pazapxuenposaHie,
\_&‘y CHATHE NOANNCH
Mognuce
[ Apxusupoeatne
O Wudposatne
D CoxpaHuTb Konuio B [lokymeHTax
[ Coxpatuts pesynetar 8 katanore
Ceprudimkar nognucu
@ Metpos MNetp MNeTposuy
ye Tectoseii YL 000 "KPHUMNTO-NPO
Hactpoiiku noanucu
CTaHpapT noanucK
{;-I\ JlOKYMEHTBI NPOCMOTPEHbI
&/
Py I BbiMONMHWTDL ‘
G

PucyHok 37. [lobaBneHne nognucu K y»e noanucaHHbim daiinam

Ona Bcex AobassieHHbIX NOANUCEN HACTPOMKN NOAMUCK, TaKME KaK KOAMPOBKa M BUA NOANUCH,
MCNO/Ib3YIOTCA MO YMOYAHMIO, KaK A1 NepBoi NOANUCH.

Tun nognucm n Ncnonb3oBaHWe LWITAMMNOB BPEMEHU MOXHO HaCTPOUTb.

MoXHO 3a4aTb KaTanor AN COXPaHeHMA NoANMCaHHbIX AOKYMEHTOB, BblbpaB B onepaumax
onuuto CoxpaHUTb pe3yabTaT B Katanore. Echv ¢nar He yctaHoBAEH, TO ¢ain coXpaHAeTCs PAAaOM C
NcxoaHbIM paiiiom.

Onuma CoxpaHUTb Konuio B [lOKYMeHTaxX CAYKUT ANA COXPAaHEHMA KOMWU NOoSyvYeHHOro nocne
onepaunun ¢daiina B cneumanbHblid Katanor Documents, pacnonoKeHHbIN B Manke No/sib3oBaTens B
Katanore ./Trusted/CryptoARM GOST/. [loKyMeHTbl U3 AAHHOrO KaTasiora AOCTYMHbl B NYHKTE MEHI0
JOKYMEHTbI.

BbibpaHHble napameTpbl MOAMWUCM MOMKHO COXPaHWUTb WM WMCMNO/Ib30BaTb MNPU MOCAEAYHOLLMX
3anyckax npunoxeHua. [lpouecc COXpaHEeHUA M WU3MEHEHWA MNapameTpPoB ONUCaH B MYHKTe
«YnpaBaeHue NnapameTpamu onepaumm».

HarkaTme Ha KHOMKY BbINOAHUTb 3anycKaeT npouecc noanucu. PesynbTaTbl onepaumu
conoanucu otobpaxkatoTca B 0TAe/IbHOM MmacTepe Pe3ynbTatbl onepauuit (PucyHok 38).
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@ KpunToAPM FOCT - PeayneTaThl onepauuit RU -— 0O x
@ Q Y YypHan onepauwit
(é) Tun  U3meHEH Wma danna Pa3mep Hlonnmce
@] ’ R e
(@\ 03.03.2020, 09:54  dain2.docx.sig 19.87 KB > hannc.docx.sig
U
> -
= g5 S
\:;J OTKpEITE B MacTepe CoxpaHHTs KoMK
MOANKCHA 1 8 [lokymenTax
@ WHpoBaHUA

PucyHok 38. Pe3ynbTaTthl onepaunn gobasaeHns noanmcu

MoanucaHHble ¢ainbl coxpaHAKTCS B 3aaHHOM KaTajore, ecin B onepaumnax Obla BblibpaH
KaTanor Ana CoOXpaHeHWsa pe3y/bTaToB, UM B KaTa/siore pacrnonoxeHus ucxogHoro daiina , ecam B
onepaunsax He 6bln yctaHoBneH ¢dnar CoxpaHUTb pe3yabTaT B Katanore. Ecan B onepauymax 6bin
ycTtaHoBneH dnar CoxpaHUTb Konuio B JLOKyMeHTax, TO Konua noJiydeHHOro nocsae onepauun daina
COXpaHAeTCcA B cheumanbHbiM Katanor Documents, pacnono)KeHHbI B MNanke M0/Ab30BaTena B
Katanore ./Trusted/CryptoARM GOST/. [loKyMeHTbl U3 AAHHOrO KaTasiora AOCTYMHbl B NYHKTE MEHI0
JOKYMEHTDI.

Ona nognncaHHOro AOKYMeHTa AOCTYMHbI Onepaunu:

MpocmoTp - OTKpPbIBAaeTCA OpUrMHAA  OOKYMEHTa 4Yepe3 MNPUIOXKEHWE, KOTopoe
accouMMpPOBaHO C ero pacwmpeHnem.

MpoBepuTb NOANUCL — NPUHYANTENBHO 3aMyCKaeT NPoLEecc NPOBEPKM NOAMMUCH.

MNepeiiTn K Ppaiiny - BbINONHAETCA OTKPbITUE KaTanora, B KOTOPOM pacnonaraetca pain.

Mpwu BblaeneHnn nognucHoro ¢arina oTKpbiBaeTcA MHPOpPMaLMA O NOANUCK, codepXKalas
cBefeHnsa o Bcex noanucAax. YTobol nocmoTperb MHGOPMALMIO O KOHKPETHOW MNOAMWUCKU, HYXKHO
BbIOpaATb NNOANUCHL U3 cnucka (PucyHok 39).
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3aKpbITUA NPUNOKEHUA.
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PucyHok 39. Bbibop cepTuduKaTta npm npocmoTpe nHbopmMmaLmMm 0 nognucu

[oKymeHTbl U3 pe3ynbTaToB onepauumM MoxHO OTKpbITb B mactepe Mognucu u wudposaHua
ONA BbINONHEHUA APYrUX onepaunin unm CoxpaHutb Konuto B lokymeHTtax (PucyHok 38). Onepauyusa
CoxpaHuTb Konuio B [lOKyMeHTax CNYXKWUT A COXPAHEHWA KOMUWU MOJYYEHHOro Mocie onepaumu
danna B cneumanbHbi Katasnor Documents, pacnonoXeHHbIM B Nanke nosb3oBaTenAa B KaTanore

./Trusted/CryptoARM GOST/. [OOKyMeHTbl

AOKYyMEeHTbI.

M3 [aHHOro KaTtanora [AOCTYMHbI

B MNYHKTE MEHI0

MNMocne BbINOAHEHMA onepaumMm mactep NoAnucK U WndpPoBaHUA oUYMLAETCA OT A00aBAEHHbIX B
Hero ¢alinoB. Pe3ynbTaTbl onepaunii COXPaHAKOTCA A0 BbINOJIHEHUA CAeayiolWen onepaunm nan ao

PesynbTaThbl
wudposBaHue - Pe3ynbtaTtbl onepauun.

3.7 APX1BUPOBAHUE ®ANNOB

nocnegHen onepaumm AOCTYMHbI

B MmMeHio Mognucb wu

[na apxusmpoBaHuA GanaoB HYKHO BbIbpaTb dalinbl 1 onuuio ApxusupoBaHue (PucyHok 40)
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PucyHok 40. ApxmBnpoBaHue dpaiinos

MoOKHO 3a4aTb KaTanor ANA COXPaHEeHWs apxvMBa AOKYMEHTOB, BblbpaB B onepaumax OMuuio
CoxpaHuUTb pe3ynbTaT B Kartanore. Mpu yctaHoBke d¢nara CTaHOBUTCA AOCTYNHO nose Bbibopa
Katanora (PucyHok 41).
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PucyHok 41. Bbibop nanku 4na coxpaHeHMsa apxmBea

Echn ¢dnar He ycTaHOBAEH, TO NOAYYEHHbIA apXMB COXPAHAETCA BO BpemMeHHyto nanky TEMP,
PaCMONOMKEHHYI0 B KaTanore nonb3osaTtens B nanke ./Trusted/CryptoARM GOST/.

OI'ILI,MH COXpaHMTb Konuio B p,oxymeH'rax CNYXKUT OnAa CoOXpaHeHUA Konnm nony4eHHoro nocne
onepaunmn cbal‘/'ma B CI'IELI,M&I'IbeIﬁ KaTanor Documents, paCHOﬂO)-KEHHbIﬁ B Manke nosab30BaTeNiIA B
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Katanore ./Trusted/CryptoARM GOST/. [loKyMeHTbl U3 AAHHOrO KaTtasiora AOCTYMHbl B NYHKTE MEHI0
JOKYMEHTDI.

BbibpaHHble NapameTpbl APXMBUPOBAHUSA MOXKHO COXPaHUTb M UCNO/Ib30BATb MPU MOCAEAYIOLLUX
3anyckax npunoxeHua. [lpouecc COXpaHEeHUMA M WU3MEHEHWA MapameTpPoB OMNUCaH B MYHKTe
«YnpaBaeHue NnapameTpamu onepaumm».

MpW HaxKaTUM Ha KHOMKY BbINOAHUTL NPOUCXOAUT aAPXMBUMPOBAHUE BbIOPAHHbLIX ¢$aNNoB..
NcxoaHble ¢annbl M NOAYYEHHbIM apxvMB OTOOparkatoTcA B OTAE/bHOM MmacTepe Pesynbrathbl
onepaumii (PucyHok 42)
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PucyHoOK 42 Pe3ynbTat onepauum apxmeBnupBoaHms

Ecnn apxmBupyeTca HecKonbko $painaos, TO apxuMBy aBTOMaTuUYecku 3aaaetca umsa archived.zip.
Ecnun apxusumpyetcs oanH paiin, To K MMmeHu danna gobasnaeTtca pacwmpeHme zip.

[NnAa Kaxaoro 4OKYMEHTa A0CTYNHbI onepaunn:

— TpocmoTp - BbINONHAETCA OTKPbITUE dalina Yyepes NPUIOKEHUE, KOTOPOE acCOLMMPOBAHO C
ero pacwupeHvem. Ana nognmcaHHbix GpaiinoB OTKPbIBAETCA OPUTMHAN AOKYMEHTA.
— Mepeiitn K daiiny - BbINONHAETCA OTKPbITUE KaTanora, B KOTOPOM pacnonaraetca ¢paiin.
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PucyHok 43. Onepaunmn ona 4OKyMeHTa

[Ona cnncka 4OKYMEHTOB AOCTYMHO KOHTEKCTHOE MEHL0, No3BoJiAtoWee BbiAennTb dakinbl no Tmny
onepaumun (PucyHok 43).

JOKymeHTbl U3 pe3ynbTaToB onepaunm MoxXHO OTKpbITb B mactepe Moanucn n wmndpposaHua
ONA BbINONHEHUA APYrUX onepaunin unm CoxpaHutb Konuto B lokymeHTax (PucyHok 43). Onepauyus
CoxpaHutb Konuio B [JOKyMeHTaX C/AYyXWUT ANA COXPaHEeHUA KOMUW NOJIYYEHHOro nocse onepaumu
danna B cneumanbHbi Katasnor Documents, pacnonoeHHbIM B Nanke nosb3oBaTenAa B KaTanore
./Trusted/CryptoARM GOST/. [1OKymMeHTbl M3 [JaHHOro KaTanora JOCTYMHbl B MNYHKTE MEHI0
JOKYMEHTDI.

Mocne BbINO/AHEHUA onepauuM MmacTep NoAnucKU M WKUdPoBaHMA OUYMLLAETCA OT A0BABNEHHbIX B
Hero ¢annos. PesynbTaTbl onepayuii COXPaHAOTCA A0 BbIMNONHEHUA CAeAyiolWel onepaumm Uam 4o
3aKpbITUA NpPUIOXKeHUs. PesynbTaTbl nociegHer onepauumn A[OCTynNHbl B meHo Mognuch M
wudposBaHue - Pe3ynbTaTbl onepauum.

3.8 LLUnoPOBAHUE ®ANNOB

Ona wudposaHua $annoB HYKHO BblbpaTb ¢ainbl, yctaHoBUTbL onuuio LLindposaHue, 3agaTb
cepTMduKaTbl NoayvaTenem n napameTpbl WKUGpPoBaAHUA.

BbIEOP ®ANIOB A/1A LUINGPOBAHUA. B NpuaoXKeHUU oCTYnHO WKdPOBaHMA OAHOTO WAW FPynnbl
BblOpaHHbIX dainnos. Paiinbl ANA WNPPOBAHUA MOXKHO A06aBUTb ABYMA CNOCO6aMU: Yepe3 KHOMKY
[o6asutb pannbl («+») unm nepetawme Gpainbl MbllKOW B 061acTb opmMpoBaHMA cnncKka dpaninos.

BbibpaHHble ¢alinbl 3aHOCATCA B 1EBYIO 06/1aCTb M NPeACTaBAAT CO60M 04HOYPOBHEBbIM CNUCOK
(PvcyHok 44).
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PucyHok 44. Cnucok ¢aiinos ana wmdpoBaHus

Ona paHHOro cnucka AOCTYMHbl MOWUCK, GunbTpauma, ynpasneHue dariiamm B CNnCKe 4vepes
KOHTEKCTHOE MEHI0 M KHOMKK ANA Kaxagoro daiina (PucyHok 45).
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PucyHoK 45. KOHTeKCTHOEe MeH!I0 yrpaBieHusa cnMckom daiinos

HACTPOMKA MAPAMETPOB LUM®POBAHUA. [NA AOCTYNa K HAcTpoliKe napameTpoB wWudpoBaHUA B

pasgene Onepaumm Heobxoanmo BbibpaTh onuuio LindpposaHue (PrcyHoK 46).
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PucyHok 46. Bbibop napameTpos WwnppoBaHus
B napameTpax MOXHO HacTpPOUTb:

— KoaupoBKa - coxpaHeHue 3awmdpoBaHHoro ¢aiina B 04HON U3 ABYX KOAMPOBOK BASE64 nnu
DER.

— Anroput™ wudpoBaHua — dann wnppyetca no ogHomy w3 anroputmos: «OCT 28147-89»,
«FOCT P 34.12-2015 Marma», «FOCT P 34.12-2015 Ky3HeuuKk».

— Ypanutb ¢dannbl nocne wudpoBaHUA - UCXOAHble Galnbl, HaZ KOTOPbIMW BbINOAHAETCA
onepaums wWndpoBaHuA, yaanaTca ns ¢GalnnoBon cMcTeMbl B Clyvae YCMewWwHOoro 3aBepLleHumn
onepauuu.

— MNpoBeputb keyAgreement ana Knwouei wudPpoBaHMA - Npu yCTaHOBNEHHOM dnare npwm
onepauun wudpoBaHnA B cepTuduKaTax nposepseTca Hanmume B pacwupeHmn keyUsage
ncnonb3oBaHMe Kawouva keyAgreement (cornacoBaHue Kntoden). Ecnm B cepTudumkate Het
NUcnosb3oBaHuA Kawo4va «CornacoBaHue Kaoyer», TO NpPU BKAOYEHHOM dnare onepauums
wrdpoBaHUA B agpec Takoro ceptuduKkata npomnssoamnTca He byaeT. Mpu BbiKNtOYEHHOM dnare
wudpoBaHMe OyaeT BbINONHATbCA B agpec cepTudMKaToB 6e3 MCNONb30BaHUA KAkoya
«CornacoBaHue Kawo4yemn».

BHumaHue: wndpposaHme 6e3 yctaHoBNeHHOro ¢nara «MposepuTtb keyAgreement ana knwouen
WrdpPOoBaAHUAY» BO3SMOMKHO TONIbKO B TECTOBbIX LLeNAX.

MOXHO 334aTb KaTanor ANs COXpPaHeHMA 3aWMPPOBaHHbIX AOKYMEHTOB, Bbl6paB B onepaumax
onuuto CoXpaHUTb pe3ynbTaTt B Katanore. Mpu yctaHoBKe ¢nara CTaHOBUTCA AOCTYNHO nose Bbibopa
KaTanora (PucyHok 47).
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PucyHok 47. Bbibop KaTasiora ai1a coxpaHeHua 3awmnepoBaHHOro gaina
Ecnun ¢onar He ycTaHOBAEH, TO daiifibl COXPaHAOTCA PAAOM C UCXOAHbIM paitiom.

Onuma CoxpaHUTb Konuio B [lOKYMeHTax CAYXKUT ANA COXPAaHEHMA KOMWU NOoSy4eHHOro nocne
onepaunun ¢daiina B cneumanbHbld Katanor Documents, pacnonoKeHHbIN B Manke No/sib3oBaTens B
Katanore ./Trusted/CryptoARM GOST/. [loKyMeHTbl U3 AAHHOrO KaTtasiora AOCTYMHbl B NYHKTE MEHI0
JOKYMEHTDI.

BbibpaHHble MapameTpbl WKUPPOBAHUA MOXKHO COXPAHWUTb M UCMO/b30BaTb MPWU MOCAEAYHOLLUX
3anyckax npunoxeHua. [lpouecc COXpaHEHUA M WU3MEHEHWA MapameTpPoB OMNUCaH B MYHKTe
«YnpaBaeHue NnapameTpamu onepaumm».

BbIEOP CEPTU®UKATOB LUM®POBAHMA. [nA TOro, 4tobbl BbINONHUTL WKdpPOBaHME HeobxoaMmo
BbIOpaTb cepTUdMKaTbl MosyyaTenen. dTa onepauma NPOM3BOAUTCA HaXKaTMeM KHOMKW BblbpaTtb
cepTuduKaTtbl WKPpoBaHMA. B nossuBLIEMCA AMANOrOBOM OKHe OTobparkatoTca cepTudUKaThbl
KaTeropuu JInuHble 1 Kateropmumn CeptuduKatbl Apyrux nonb3osareneii (PucyHok 48).
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PucyHok 48. Bbibop cepTudukatos wndposaHua

B cnucke cepTUPUKATOB [A0MNYCKAeTcs BblBOP HECKO/IbKMX CEepTUPUKATOB, TaK KaK 4MUCNO
nonydyatenet MoXKeT bbiTb Pa3/IMYHbIM.

BbibpaHHble cepTUdMKaTbl MonyyvaTenein nepemeLLaroTcs B npasblid CNUCOK. CepTUdUKATbl B
CNUCKE MOXKHO YAanATb, MO HUM MOMKHO MNOCMOTPETb AeTasbHYyl WMHGOPMALMIO, HaXKaB Ha
NHTepecyowmi cepTuduKat B npason obnactm (PucyHok 49).
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PucyHok 49. MHdopmauma o ceptudmrKate WndpoBaHUs

Ecnm cnucok cepTudumkatos nosyyatenei 3anosiHeH, TO ero MOXHO 3adUKCMPOBATb HaXKaTMem
Ha KHOMKy BbibpaTb.
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M3MeHUTb CnUCOK cepTUdUMKATOB WNPPOBAHUA MOMKHO C MOMOLLBIO KOHTEKCTHOrO MEHH0
(PucyHoK 50). YaanuTb cepTudmkatbl U3 cGOPMUPOBAHHOIO CMMCKA MOXKHO KHOMKON YAANuUTb.
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CNUCOK cepTMdMKATOB APYrux Monb3oBaTenem
MMMNOPTUPOBATb CEPTUPUKAT Ha BKNAAKe KOHTaKTbI.
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LLInoPOBHUE ®ANOB. Mpu ycnosuun Bbibopa ¢dannos, yctaHosu onumn LLndposaHue, 3agaHnA

cepTMOMKATOB nosyyaTenen CTaHOBUTCA AOCTYNHOM KHOMKa BbinonHutb (PucyHok 51). WudposaTb
MOXKHO Ntobble dainbl, Kpome paHee 3alndpPOBaHHbIX.
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Ha)kaTve Ha KHONKy BbINOAHWUTb 3anyckaeT npouecc wuopoBaHMAa. WcxogHble WU
3awmndpoBaHHble dainnbl 0TobparkatoTca B oTAebHOM MacTepe Pe3ynbTatbl onepauuii (PucyHok 52).
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PucyHok 52. Pe3ynbTaTbl onepaumm wWndposBaHua

Echn B nmapametpax wuépoBaHua bHoina BbibpaHa onuma YaanuTb nocne wudpoBaHuUA, TO B
Pe3synbTatax onepaymm byayT TONbKO NONyYeHHble 3awndpoBaHHble dpanbl.

JOKYMEHTbl M3 pe3ynbTaToB onepaumm moxKHo OTKpbITb B mactepe loanucn u wudpoBaHua
ONA BbINOSIHEHUA Apyrux onepauuii uam CoxpaHutb Konuto B JokymeHTax (PucyHoK 52). Onepauus
CoxpaHnTb KONUIO B [IOKYMEHTaX CAYXKUT ANA COXPAaHEHMA KOMWM MNONYYEHHOro nocne onepaumu
dalina B cneumanbHbIM KaTanor Documents, pacnonoXeHHbIN B Nanke noab3oBaTena B KaTtaaore
./Trusted/CryptoARM GOST/. [IOKymMeHTbl M3 [AaHHOro KaTanora JOCTYNHbl B MNYHKTE MEHI0
LJOKyMEHTLI.

Mocne BbINOMHEHUA onNepauuM MmacTep noanucK 1 WKdpPoBaHMA OUYULLAETCA OT A0OABNEHHbIX B
Hero ¢annos. PesynbTaTbl onepayuii COXPaHAOTCA A0 BbIMNONHEHUA CAeAyiolWel onepaumm Uam 4o
3aKpbITUA MNPUIOXKeHUA. PesynbTaTbl nocnegHer onepauum AOCTyNHbl B meHio Mognuch M
wudposaHue - Pe3ynbTaTbl onepauum.

3.9 CHATUE 3NEKTPOHHOM NOANUCH

[na CHATMA NOANUCK AOCTAaTOYMHO BblIbpaTb NoanuncaHHble ¢alinbl - Gakinibl C paclMpeHmeMm .Sig,
KOTOpble  coAep)KaT  3INEKTPOHHy  nognucb,  BblbpaTb  onepauuto  PacwudpposaHume,
pa3sapXxuMBMpOBaHUEe, CHATME MNOAMUCU U HaKaTb Ha KHOMKy BbinoaHuUTb (PucyHok 53).
JononHuTtenbHble NnapameTpbl NPU CHATUX NOANUCK BbIOMPATb HE HYXKHO.
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PucyHok 53. BbigeneHHble gpaiisibl 4na CHATMA NOANUCU
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MoanucaHHble U nony4veHHble ¢ainbl oTobparkatoTca B OTAeNbHOM MacTepe PesynbTatbi
onepauuit (PucyHok 54).
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PucyHok 54. Pe3ynbTaTt cHATUA noanucu ¢ dpaiinos

[ OKYMEeHTbI M3 pe3y/ibTaToB onepaunn MoxHO OTKpbITb B macTepe Moanucu u wudposaHus
ANA BbINONHEHMA APYrUX onepauunii uan CoxpaHuTb Konuto B lokymeHTax (PucyHok 54). Onepauusa
CoxpaHuTb Konuio B JLOKYMEHTaxX CAYXKUT AR COXPaHEHMA KOMWUW NOJIYYEHHOro nocne onepalumu
dalina B crneumanbHbl Katanor Documents, pacnosioXKeHHbIM B Nanke Nonb3oBaTens B KaTanore
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./Trusted/CryptoARM GOST/. [1OKymMeHTbl M3 [AaHHOro KaTanora JAOCTYNHbl B MNYHKTE MEHI0
JOKYMEHTbI.

BHumaHue! [oKymeHTbl, NONyYEHHble B pe3ynbTaTe 06paTHbIX onepauuii (pacwudpoBaHue,
pa3apxXnBUPOBaAHME, CHATUE NOAMNUCHK), COXPAHAIOTCA BO BPEMEHHYHO NankKy, Pacrno/IOXKEeHHYO B Nanke
nonb3osBaTena B Katanore ./Trusted/CryptoARM GOST/TEMP, un octailoTcA Tam A0 BbINOAHEHUSA
cnepyowen onepaunn. lanee BpeMeHHanA nanka o4YmnLLaeTca.

Mocne BbINOMHEHUA onNepauuM MacTep noanucu M WnudpPoBaHMA OUYULLAETCA OT A06ABNEHHbIX B
Hero ¢annos. PesynbTaTbl onepayuii COXPaHATCA A0 BbIMONHEHUA CAeAyiolWel onepaumm Uam 4o
3aKpbITUA NPUIOXKeHUs. PesynbTaTbl nocregHeir onepauumn A[OCTynNHbl B meHo Mognuch M
wudposaHue - Pe3ynbTaTbl onepauum.

Y oTaeneHHoM Nognucy Npu BbINOJHEHUM ONepaunmn CHATUA NoANUCKM BO3HMKaeT coobuieHre 06
owmnbKe, B OKHe Pe3ynbTaTbl onepaumii 0TobparkaroTcsa TONbKO NoANUCaHHble dainnbl .

3.10 PACLLM®POBAHUE GANNIOB

Onsa paclumdpoBaHMa AOCTAaTOYHO BbIOpaTh 3aliMdppoBaHHblie panabl - haliibl ¢ pacliMpeHnem
.enc, BblbpaTb onepauunto PacwndppoBaHue, pasapxmsupoBaHue, CHATME MOANMUCU W HaXKaTb Ha
KHOMKy BbinonHutb (PucyHok 55). HacTpoiKa [AONOAHUTENbHbIX MNapamMeTpoB ANA onepaumm
pacwndpoBaHmAa He TpebyeTcs.
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PucyHok 55. MacTep pacwmdpoBaHus dainos

)

m—

NcxogHble 3awmdpoBaHHble M nojayvyeHHble ¢ainbl O0TObparkaloTca B OTAE/NIbHOM MacTepe
Pe3ynbTtatbl onepauuii (PrucyHok 56).
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PucyHok 56. PesynbTaThl paclumdpoBaHua daiinos

BHumaHue! [oKymeHTbl, NONyYEHHble B pe3ynbTaTe 06paTHbIX onepauuii (pacwudpoBaHue,
pa3apxXnBUPOBaAHME, CHATUE NOAMNUCHK), COXPAHAIOTCA BO BPEMEHHYHO NankKy, Pacno/IOXKEHHYO B Nanke
nonb3osBaTena B Katanore ./Trusted/CryptoARM GOST/TEMP, un octailoTcA Tam A0 BbINOAHEHUSA
cnepytowen onepaunn. lanee BpeMeHHasA nanka ouYmnLLaeTca.

[JOKYMeHTbl U3 pe3ynbTaToB onepaunnm mMoxHo OTKpbITb B mactepe Moanucu u wudpposaHus
ONA BbINONHEHUA apyrux onepaumini unm CoxpaHutb Konuk B flokymeHTtax (puc. 4.10.2). Onepauus
CoxpaHuTb Konuio B JlOKYMeHTax CNYXKUT AN COXPAHEHWs KOMUWU MOJIYYEHHOro Mnocie onepaumu
danna B cneumanbHbi Katanor Documents, pacnonoKeHHbIM B Nanke nosb3oBaTeNA B KaTanore
./Trusted/CryptoARM GOST/. [JOKyMeHTbl M3 [AaHHOrO KaTanora AOCTYMHbl B MYHKTE MEHIO
AOKYMEeHTbI.

Echn B xpaHunuwe cepTMdUKATOB He OKaxKeTca cepTudukata ¢ kawyom M, KOTOpbIn Hbin
BbiOpaH B KauyecTBe cepTuduUKaTa noayvatens npu wudpoBaHuK, pacwmndpoBaHue He Oyaer
BbINO/IHEHO. B macTepe Pe3ynbTatbl onepayuii byayT ToN1bKO 3awndpoBaHHble dalinbl (PucyHok 57).
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PucyHok 57. OwmnbKka npu pacwmnppoBaHum dainios

3.11 MPAMBIE rPYNNOBbLIE ONEPALUN (I'IOﬂ,l'IMCb, APXUBUPOBAHMUE, LI.IMCDPOBAHME)

B npunoxkeHnn AOCTYNHO BbIMONHEHWE CAEAYIOWMX FPYMNNOBbIX ONepaLymii:
— MoAnucb M apXMBUpPOBaAHUE — AOKYMEHT CHa4yaa NOAMMUCbIBAETCA, 3aTEM apXUBUPYETCS;
— Moanwucb u wWndpoBaHMe — OKYMEHT CHayana NoANUCbIBAETCA, 3aTeM WKpyeTcs.

— ApxvBMpOBaHME W WKPPOBaHME — [OKYMEHTbl CHAyaslla apXMBMPYIOTCA, 3aTem
wnopytoTes.

— MNopgnucb, apxmsupoBaHue U WNdPpPoBaHUE — LOKYMEHTbI CHayana NoAnmucbiBatoTcA, 3aTem
apXMBMpPYIOTCA, NOTOM WNdpytoTca.

3.11.1 Noanucb n apxmsmupoBsaHue.

Ona nognucn n apxmeBmpoBaHus ¢annos HykHo B macTepe Mognucb 1M wudposaHue BbIGPaTL
dannbl, BbIbpaTh onuuun Mognucb M ApXMBUpPOBAHME B pasaenie onepauui, 3agaTtb cepTUdUKaT
noAnucy 1 NapameTpbl NOANUCH.

BbIEOP_®ANNIOB. B NpuaOKeHUW [OCTYNHO BbINOSHEHME OMepauui NS OAHOro MAM TFpynnbl
dannos. dannbl MOXHO A06aBUTL ABYMA cnocobamu: yepes KHOMKy [o06aButb ¢aiinbl («+») nan
nepetalius panabl MblLIKOM B 061acTb popmmpoBaHUs cnmcka $haiiioB Ans onepauuu.

BbibpaHHble ¢aiibl 3aHOCATCA B neBylo obiacTb M NpeacTaBnaloT coboil o4HOYPOBHEBLIN
cnucok (PucyHok 58).

CrpaHuua 46 ns 120



HKTAN. 00101-12 92 01. KpunTolpo CSP. KpuntoAPM. PyKoBoACTBO Nonb3oBaTena

@ KpuntoAPM IOCT - Mognuck u wudposaHue

s
1G]
=
B
o
&

ot
e

i
NS

@

Q

Wmsn daiina -

[

E thaiin5.pdf
[«

E thaind. txt
[
ann3.txt
[

% thaitn2.docx

B.
@ thainl.xls

WameHen

09.07.2018,11:50

09.07.2018,11:50

09.07.2018,11:50

09.07.2018, 11:50

109.07.2018, 1150

Pa3smep

138.42 KB

6918

534B

1222 KB

7.75KB

U= (m]

MapameTpbl onepaumui
@ Mo ymonyaHuw
CoxpaHeHo: -

Onepauumn

[ PacwudposaHue, pasapxMenposatHme,
CHATHE NOAMMUCH

[0 Noanuce

[ Apxueuposatue

O Wudposanue

[ Coxpanute konuo & JokymeHTax

CoxpaHuTe pesynbTaT 8 Katanore

BbINOMHWUTL

Ana paHHoro

KpunToAPM IOCT - Moanuck 1 wudposaHue

s
1G]
=
B

Fet
B

o
et

@

f
L\

PucyHok 58. Cnncok ¢dainos gas onepauum

CNWUCKa AOCTYMHbl NOMUCK, GUAbTpaums, ynpasneHne ¢aiinamum B CMUCKe yepes
KOHTEKCTHOE MEHI0 M KHOMKK ANAa Kaxagoro daiina (PucyHok 59).
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PucyHok 59. KOHTEKCTHOE MEeHI0 ynpaBieHna CNMCKom paliios

YCTAHOBKA NMAPAMETPOB NOAMUCU U APXMBUPOBAHMA. [NA onepaunii NOAMMUCU U apXMBUPOBAHUA

darinos B pasgene Onepauuum Heobxogumo BbibpaTb onuuu Moanuce M ApxuBupoOBaHMe,
CTAHOBATCA AOCTYMHbI HACTPOMKM NapameTpoB noanucu (PucyHok 60).
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PucyHok 60. HacTpolika napameTpoB Nognumcu
B napameTpax MOXHO HAaCTPOUTb:

— Ceptudukar nognucu.

— Crangapt nognucn — CMS ans cosgaHus Knaccuyeckoi nognucn nam CAdES-X Long Type 1 ans
CO30aHUA ycoBepLlUeHCTBOBaHHOW nognucu. Mpu Bbibope ctaHpgapta CAdES-X Long Type 1
TpebyeTcAa 3anonHUTL nons B pasgene Cnyxba wramnos BpemeHu (TSP) (nogpobHee o
CO3aHNM YCOBEpPLIEHCTBOBAHHOM noAnnucuM B NyHKTe «Co3gaHne YCOBEPLUEHCTBOBAHHOM
noanucu»). CraHaapt noanucn CAdES-X Long Type 1 goctyneH TONbKO MNPU YCTaHOBJ/IEHHOM
moayne Kpuntolpo TSP Client 2.0 n Kpuntolpo OCSP Client 2.0.

— Bwupg nognucm — npucoeAMHEHHaAA NAN OTCOeANHEHHAA.

— KopgupoBKa - coxpaHeHne nognuncu B o4HOM 13 aByx Kogmposok BASE64 nnu DER.

— JdobaButb Bpema noanucu - MNpu yCcTaHOBAEHHOM ¢narkke B MNOAMNWUCL COXpaHAeTcA Bpems
(cuctemHoe) nognucu.

— Job6aBnATb WTamn BpeMeHU Ha NOANUCb — NpeaHa3HayeH ANA CO34aHUA NOAMMUCK CO LUTaMNoM
BpemMeHW Ha noanucb. Mpu yctaHoBKe ¢dnara TpebyeTcs 3anonHUTb nonA B pasgene Cnyxba
WTaMNoB BpemeHu (NoapobHO 0 co34aHMM NOAMMUCHK CO LUTAMMOM OMNUCAHO B NyHKTe «Co3aaHue
NoAMMUCY CO LUTAMMNOM BpeMeHM»). laHHaA onuusa AOCTYMHA TO/bKO NPU YCTaHOBIEHHOM Moay/e
Kpuntolpo TSP Client 2.0.

— JobaBnATb wWTaMn BpeMeHU Ha NOANUCaHHble AaHHble — npeaHasHavyeH ANA Co34aHuA
noAnMcK Co WTAaMMNOM BPeMeHW Ha AaHHble. MNpu ycTaHoBKe ¢nara TpebyeTcs 3aN0NHUTL NOAA B
pasgene Cnyxba wramnos BpemeHu (noapobHO O CO34aHUKM MOANMUCK CO LUTAMNOM OMUCAHO B
nyHKkTe «Co3gaHue MNoAnuUcU CO LUTaMNoM BpemeHu»). [JaHHaa onuus AO0CTynHa TO/MbKO Npu
yctaHoBneHHom moayne Kpuntolpo TSP Client 2.0.

MOKHO 3a4aTb KaTanor AN COXPaHEHMA MNONYYEHHbIX LOKYMEHTOB, BbiIbpaB B onepaumsax onumio
CoxpaHuTb pe3ynbTaT B Katanore. Mpu yctaHoBKe dnara CTaHOBUTCA AOCTYMHO none Bbibopa
KaTasora.
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Ecnn dnar He ycTaHoBAEH, TO dain coxpaHAeTca PaAoM C UCXOAHbIM daliiom.

Onuma CoxpaHUTb Konuio B [lOKYMeHTaxX CAYyXKUT ANA COXPAaHEHMA KOMWU NOSy4YeHHOro nocne
onepaunun daiina B cneumanbHblid Katanor Documents, pacnonoKeHHbIN B Manke nosib3oBaTens B
Katanore ./Trusted/CryptoARM GOST/. [loKyMeHTbl U3 AAHHOrO KaTasiora AOCTYMHbI B NYHKTE MEHI0
JOKYMEHTDI.

BbibpaHHble napameTpbl MNOAMWUCM MOMKHO COXPaHWUTb WM WMCMNO/Ib30BaTb MNPU MOCAEAYHOLLMX
3anyckax npunoxeHua. [lpouecc COXpaHEHUMA M WU3MEHEHWA MapameTpPoOB OMNUCaH B MYHKTe
«YnpaBaeHue NnapameTpamu onepaumm».

BbIEOP CEPTU®UKATA Noanucu. AnAa Toro, 4tobbl BbINOAHWUTL MOANUCH HeobxoAumo BbibpaTb
cepTuduKaTt, K KOTOpoMy npuBA3aH Katou Il. ITa onepauma NPOM3BOAMUTCA HAXKATUEM KHOMKM
Bbibpatb ceptTuduMKaT noanucu. B noasmBLUEMCA [MANOrOBOM OKHe oTobpaxkatoTca cepTudUKaThbl
KaTeropuu JInuHble, KOTOpble MOTyT MCNO/Ib30BaATLCA ANs Nognuck (PUcyHok 61).

@ KpunToAPM I'OCT - Buibop ceptudmkaTta nognucu = (]} 4

®)

ﬂ" q (:) Ceptudukart nognucu

P

CBEJEHWA O CEFTU®MKATE UENOYKA CEPTMEHEKALIMKA

@

Bnapeney ceptudmrara *

p=

@ KMeaxos Mean UsaHoBuY >

ry s ectossii YU 000 "KPUNTO-NPO Bnapeney ceptudurara

2

e
O

Crpana =RU
CN = MeaHoe Mean MBaHoBKY

®

Email = ivanov@test.ru

lFopog = Mowkap-Ona

O6nacte = Pecny6nuka Mapui 3n
OpraHnaauua = 000 "WeaHoe u K"
WHH = 500100732259

CHWIC = 11223344595

Hspatene

Tectoeblid YL 000 "KPUNTO-NPO"

lMogexn ao
11 centrépa 2020 r., 08:08

CepuiHelA HoMep

7C0000F367C7F7D700D101796A0001000

ARropnTm nognucu

FOCT P 34.11-2012/34.10-2012 256 61t

X9W-anropuTM NOAMNKCH
FOCT P 34.11-2012 256 6mT

ANropuTM OTKPLITOrO KNiOYa

) ®

@

OTMEHA BbIEPATDL

PucyHok 61. Bbibop cepTudunKaTa noanmcu

Bbibop cepTMdmKaTa noAnMcKM OCYLLECTBASETCA €ro BblAE/NEHUMEM W Ha)KaTMeM Ha KHOMKY
BbibpaTb.

CepTudMKaT NOANUCU MOXKHO M3MEHUTb C MOMOLLLbIO KOHTEKCTHOTO MeHH0 (PUCYHOK 62).
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PucyHok 62. UsmeHeHune cepTudmKaTa nognucm

Ecnv B XpaHuAULLE NUYHBIX CepTUOUKATOB HET cepTUdMKaTa C Katoyom M, TO MOKHO co34aTb
WM UMNOPTMPOBATL CepTUUKAT B pasgene CepTuduKaThbl.

Moanucb U APXMBUMPOBAHUE ®ANOB. PN ycnoBuM Bbibopa cepTuduKaTa noanucu, dainos ana
noAnNucKM 1 yCTaHOB/IEHHOTO dara, YTo AOKYMEHTbI NPOCMOTPEHbI, B MacTepPe CTaHOBUTCA AOCTYNHOM
KHOMKa BbinonHutb (PucyHoK 63). MognucaTb M 3aapxXMBMPOBaTb MOXKHO Mtobble ¢aisibl, Kpome
3alWNPPOBAHHbIX.

KpuntoAPM IOCT - Moanuch 1 wudpoeaHue

@ Q Y : MapameTphi onepauui
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(é) Wms daina - MameHEH Pasmep @ - v
S CoxpaHeHo: -
LY dann5.pdf 09.07.2018,11:50 138.42 KB
@J E Onepauun
[~
fos dainnd.txt 09.07.2018,11:50 6918 [ Pacwudposanme, pasapxusuposaHie,
=) CHATUE MNOANKCH
dain3.txt 11.032020,1154 5348 Moanuce
ApxuBupoBaHue
% dain2 .docx 11.03.2020,11:54  12.22KB O Wndposanme
[ & [0 Coxpanuts konuio B JokymeHTax
@ dainl xls 11.03.2020,11:54  7.75KB CoXpaHWTh pesynbTaT B katanore
C:\Users\Aamun\Downloads E
Ceprudukat nognucu
@ WMeaxos Meax MeaHoBuy
A% Tectoswit YL, 000 "KPUMNTONPO
Hactpoiiku noan1cu
Crangapt noanucyn
5]) [okyMeHTbI NPOCMOTPEHbI
= o [ BBINONHWUTL
&

PucyHok 63. Mognuce n apxmusnpoBaHue ¢ainios
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HakaTue Ha KHOMKy BbINONHWUTb 3anyckaeT npouecc noanucu, a 3ateM NoAnuUcaHHbIA dainn
apxusupyetcsa. McxoaHble AOKYMEHTbI (OpurMHanbl), nognucaHHble ¢anabl (NPOMEXKYTOYHbIE) M
pe3ynbTaTbl OMEpauun apxMBMPOBAHWA oOTObparkaloTcA B OTAe/bHOM MmacTepe Pesynbrathbl
onepaumii (PucyHok 64).

@ KpuntoAPM FOCT - PesynbTaThbl onepatuii - 0O x
f;\ . Q6Wwnii cTaTyc
g Q Y 3
Venex
\E) Tun  MameHéx Wma daina Paamep
XypHan onepauui
@‘ 11.03.2020, 1649  encrypt_files.zip 20.81 KB =
\::) H@ Moanuce
55 11.03.2020, 1649  dain.xls.sig 13.69 KB hainl xls
11.03.2020,16:49  dann2 .docx.sig 19.85KB Moanucs
[« ) B ) oy
11.03.2020,11:54  dannl xls 7.75KB b
-
E 11.03.2020,11:54  dann2 .docx 12.22 KB @ APXH_BMDOEaHMe

PucyHok 64. PesynbTaTbl onepauuii

Ecnn apxmBupyeTca HeckonbKo $alinoB, TO apxmBy aBTOMATMYECKMU 3agaeTca uma archived.zip.
Ecnn apxusBupyetcs oaunH daiin, To K UMeHun daiina gobaBnaeTcsa paclumpeHme zip.

Apxu1B nognucaHHbIx GalnnoB COXpaHAeTcA B KaTasore, eciv B onepaumsax 6bia BblbpaH KaTanor
ONS COXpaHeHMA pe3ynbTaToB, MAM B AOMALUHEN Manke No/sib3oBaTens, ecnv B onepaumax He 6bin
ycTaHoBneH ¢nar CoxpaHUTb pe3yabTaT B Katanore. [lognucaHHble ¢alabl COXPAHAKTCA BO
BpeMeHHyto nanky TEMP, pacnonoeHHyl0o B p[OMAlWHeN nanke noAb30BaTenA B KaTajore
./Trusted/CryptoARM GOST/, 1 ocTaloTcA A0 BbINOAHEHUA CAeayloLLei onepaunu.

Echn B onepaumax 6bin yctaHoBneH dnar CoxpaHuTb Konuio B JlOKYMEHTax, TO Konusa
NONy4eHHOro nocsne onepaumm ¢aina CcoxpaHAeTcA B CneumanbHblM  KaTanor Documents,
PaCMONOMKEHHbIM B Nanke nonb3oBaTens B Katanore ./Trusted/CryptoARM GOST/. [JOKyMEHTbI U3
AAHHOrO KaTanora AOCTYNHbI B MyHKTE MeHI0 [LOKYMEeHTbI.

Ona nognucaHHbIX panaoB NogNNCb NPOBEPAETCA aBTOMATUYECKH.
ONs Kaxkgoro oKyMeHTa A0CTYNHbI onepaunn (PUcyHok 65):

— TpocmoTp - BbINONHAETCA OTKPbITUE dalina Yepes NPUIOKEHUE, KOTOPOE acCOLMMPOBAHO C
ero pacwupeHvem. Ana nognmcaHHbix GpaiinoB OTKPbIBAETCA OPUTMHAN AOKYMEHTA.

— TMpoBepuTb nognucb — AOCTYNMHa TONbKO AN NOANWUCAHHbIX ¢annos. MpUHYAUTENBHO
3anycKaeT npoLecc NPoBepKM Nognucu.

— Mepeiitn K daiiny - BbINONHAETCA OTKPbITUE KaTanora, B KOTOPOM pacnonaraetca ¢paiin.
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PucyHoK 65. Onepaunmn ona 4OKymeHTa

[na cnucka AOKYMEHTOB AOCTYMHO KOHTEKCTHOE MEHI0, NO3BOAAIOLWEE BbIAENUTL Gaiibl No
TMNy onepauun (PUcyHok 66).
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PucyHok 66. BoigeneHue rpynnol dpaitnos no tuny dana

[ OKYMEeHTbI M3 pe3y/ibTaToB onepaunn MoxHO OTKpbITb B macTepe Moanucu u wudposaHus
ANA BbINONHEHMA APYrux onepaumnin uan CoxpaHuTb Konuto B JlokymeHTax (PucyHok 66). Onepauuma
CoxpaHuTb Konuio B JLOKYMEHTaxX CAYXKUT AR COXPaHEHMA KOMWUW NOJIYYEHHOro nocne onepalumu
dalina B crneumanbHbl Katanor Documents, pacnosioXKeHHbIM B Nanke Nonb3oBaTens B KaTanore
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./Trusted/CryptoARM GOST/. [OKymMeHTbl M3 [JaHHOrO KaTanora JOCTYNMHbl B MNYHKTE MEHI0
JOKYMEHTbI.

Mocne BbINO/AHEHUA onepauuM MmacTep NoAnucKu 1 WKUdPoBaHMA OUYULLAETCA OT A0DABNEHHbIX B
Hero ¢annos. PesynbTaTbl onepayuii COXPaHATCA A0 BbIMONHEHUA CAeAyiolWel onepaumm Uam 4o
3aKpbITUA NPUIOXKeHUsA. PesynbTaTbl nocregHer onepauumn A[oOCTynHbl B meHo Mognuch M
wudposaHue - Pe3ynbTaTbl onepauumu.

3.11.2 Nopgnucb un wudpoBaHue

Ona nognucn n wudposaHmna Gannos HyxkHO B mactepe Moanucb u wudposBaHue BbibpaTtb
dannobl, Bblbpatb onumn Moanucb u LLUudpposBaHue B pasgene onepaumin, 3agatb cepTuduUKaT
noanucu, cepTudurKaTbl nonyyaTenen, napameTpbl NogNUCKU U WNPOBAHUA.

BbIEOP ®ANNIOB. B NpuaOKeHUW [OCTYyNHO BbINOSIHEHWME OMepauui ANs OAHOTo MAM TFpynnbl
dannos. dannbl MOXHO A06aBUTL ABYMA cnocobamu: yepes KHOMKy [o06aButb ¢ainbl («+») nan
nepetalius panabl MbiLIKOM B 061acTb popmrpoBaHUs cnmcka haiiioB Ans onepauuu.

BbibpaHHble dpannbl 3aHOCATCA B eByto 061acTb 1 NpeAcTaBnAaoT coboi 04HOYPOBHEBbLIN CNUCOK
(PncyHok 67).

KpuntoAPM IOCT - MNognuch 1 wngppoeaHue

©

|

(m]
B x

&

Q Y : MapameTpbl onepawui

e . Mo ymon4aHuo
WmaA daiina - WameHEn Paamep i . v

B
= dain3.txt 11.03.2020,11:54 5348

P

B

P
<

@®

Onepayun

e

=9
% thaiin2 .docx 11.02.2020, 11:54 1222 KB D PaciundposaHue, pasapxueuposaHue,
CHATHE NOAMNKUCH

®

B
dain xls 11.03.2020,11554  7.75KB [ Noanucs
[ Apxueuposatue

O Wudposarue
[0 Coxpanuts konuio 8 JokymeHTax

CoxpaHuTb pesynbTar B Katanore

'

@

PucyHok 67. Cnncok ¢dainos gas onepauunu

[na paHHOro CnucKa AO0CTYMHbl NOWUCK, GUAbTpaums, ynpasneHue ¢aiiamm B CNUCKE 4yepes
KOHTEKCTHOE MEHI0 M KHOMKK ANAa Kaxaoro ¢aiina (PucyHoK 68).
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PucyHok 68. KOHTEKCTHOE MEHI0 ynpaBaeHna CNMCKOM ¢aliios

YCTAHOBKA NAPAMETPOB MOAMUCU U LUINSGPOBAHUA. ANA onepaunii noanucn n wmudposaHua dannos
B pa3aene Onepauumn Heobxoanmo BblibpaTtb onuun Nognuck 1 LLndpoBaHue, CTaHOBATCA JOCTYMHbI
HaCTPOMKM NapamMeTpoB noanucu u wuedposaHua (PucyHok 69).
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PucyHok 69. HacTtpolika napameTpoB NoANMcY U WnudpoBaHuMA

B napameTpax noaAnNnMCn MOXXHO HAaCTPOUTb:

— CeptudumKat noanucm - cepTUdMKaT, K KOTopoMy npuBssaH Kawod M. Bbibop cepTudmKaTa
nponsBoAUTCA HaXKaTthem KHONMKU Bbl5paTb. B nossusliemca AnNanoroBom OKHe OTO6pa)-Kaf0TCﬂ
CepTVICI)VIKaTbI KaTteropuu ."VI‘-IHbIe, KOTOpble MOTYT MCNOJZIb30BATLCA ANA NOANUCHK.
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CraHgapt nognucu — CMS ans cosgaHms Knaccudeckoi nognucn nan CAdES-X Long Type 1 ans
co3/aHnA ycoBeplueHcTBOBaHHOM noanucu. MNpu Bbibope craHaapTta CAdES-X Long Type 1
TpebyeTcAa 3anonHUTb nona B pasgene Cayxb6a wramnoB BpemeHu (TSP) (noapobHee o
CO3aHNM YCOBEpPLIEHCTBOBAHHOM noAnnucuM B NyHKTe «Co3gaHne YCOBEPLUEHCTBOBAHHOM
nognucun»). CraHgapt noanucu CAdES-X Long Type 1 AocTyneH TONbKO MpWU YCTAaHOBAEHHOM
moayne Kpuntolpo TSP Client 2.0 n Kpuntolpo OCSP Client 2.0.

Bupa nognucn — npncoeanHEHHaa MAM OTCoeANHEHHAA.

KoaupoBKa - coxpaHeHMe noannucm B oA4HOM 13 ABYyX KoanpoBok BASE64 nnu DER.

[ob6aButb Bpema nognucu - nNpu ycTaHoBAEHHOM ¢AnaXKKe B MNOAMNUCbL COXpPaHAeTca Bpems
(cuctemHoe) nognucu.

[0o6aBnATb WTamn BpeMeHU Ha NOANUCb — NpeaHa3HavyeH Aas co34aHMA NOAMNUCK CO LTAaMMOM
BpemMeHW Ha noanucb. Mpu yctaHoBKe ¢nara TpebyeTcs 3anonHUTb nonAa B pasgene Cnyxba
WTaMnoB BpemeHu (NogpobHO 0 co34aHUM NOAMUCK CO LUTAMNOM ONMUCAHO B NyHKTe «Co3aaHue
NoAMMUCK CO LUTAMMNOM BpemeHu»). JlaHHaA onuua AOCTYNHA TONbKO NpY YCTaHOBAEHHOM Moayne
Kpuntolpo TSP Client 2.0.

[0o6aBnATb WTamn BpemeHW Ha NOAMNUCaHHble AaHHble — MpefHa3HayYeH AN COo34aHUA
noAnMcK Co WTAaMMNOM BPeMeHU Ha AaHHble. MNpu ycTaHoBKe ¢nara TpebyeTcs 3aN0NHUTL NOAA B
pasaene Cnyxkba wramnoB BpemeHu (NogpobHO 0 co34aHMM NOAMMCKU CO LITAMMAOM OMUCAHO B
nyHkte «Co3gaHue noAnucy Co LUTaMNoOM BpemeHu»). JlaHHaAa onuua A0CTYMHa TONbKO MNpu
yctaHoBneHHom moayne Kpuntolpo TSP Client 2.0.

B napameTpax wndpoBaHUA MOKHO HAaCTPOUTD:

Ceptudukatbl wndppoBaHua - ceptuduKatbl noayvatenei. Bolbop NpomsBOAUTCA HaXKaTUEM
KHOMKW BbibpaTtb cepTudmKaTbl WndpoBaHUa. B noasmBLLEMCA ANANOTOBOM OKHe O0TOobparkatoTca
ceptuduKatbl KaTeropmm JInuHble u Kateropum CepTudmKaTtbl Apyrux nonb3oBaTenem
(KoHTaKTbl). B cnuncke ceptudumKaToB fonycKaeTca BbIOOP HECKONbKMX CEPTUPUKATOB, TaK Kak
4YMCNOo NoslydaTenem MoxKeT BbITb Pa3IMYHBIM.
KoauposKa - coxpaHeHue 3awmndpoBaHHOro ¢arnia B 0g4HOM M3 ABYX KOAMPOBOK BASE64 nnu
DER.
Anroputm wudpoBaHua — dann wnppyetca no ogHomy w3 aaroputmos: «OCT 28147-89»,
«lFOCT P 34.12-2015 Marma», «TOCT P 34.12-2015 Ky3HeuuK».
Ypanutb ¢ainbl nocne wUPpoBaHUA - UCXOAHble Gannbl, HAL KOTOPbIMM BbINOJHAETCA
onepauma wWndposBaHuA, yaanaTca ns ¢GannoBon cUCTEMbl B Cyvae YCNELWHOro 3aBepLleHun
onepauuu.
Mposeputb keyAgreement ana Kawouei wudPpoBaHMA - Npu yCTaHOBNEHHOM dnare npwm
onepauun wudpoBaHna B cepTuduKaTax nposepseTca Hanmume B pacwupeHmn keyUsage
ucnonb3oBaHue Knwouva keyAgreement (cornacosaHue knatouen). Ecnu B cepTudmkate Het
Mcnonb3oBaHMA Katova «CornacoBaHue KAw4ven», TO NpU  BKAOMEHHOM ¢nare onepaums
wrdpoBaHMA B agpec Takoro ceptudumkata npomssoantca He byaet. Mpu BbikAtOYEHHOM dnare
wuppoBaHMe 6OyaeT BbINONAHATLCA B afpec cepTudukatoB 6e3 MCNONb30BaHMA KAouva
«CornacoBaHue Kno4vemn».

BHumaHue: wudposaHue 6e3 yctaHoBneHHOro ¢nara “Mposeputb keyAgreement ana knwoyemn

WndpoBaHUA" BO3MOMXKHO TO/IbKO B TECTOBbIX LLENAX.
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MOXHO 334,aTb KaTanor ANA COXPaHEHWUA NOJIYYEHHbIX LLOKYMEHTOB, BblbpaB B onepaumax onumio
CoxpaHuTb pesynbtat B Kartanore. MNpu yctaHoBke ¢nara CTaHOBUTCA AOCTYNHO nose Bbibopa
Katanora. Ecaun ¢nar He ycTaHOBAEH, TO pann COXPAHAETCA PALOM C UCXOAHbIM dainom.

Onuua CoxpaHuTb Konuito B [lOKYMEHTaX CAYXUT ANA COXPAHEHUA KOMUKU MOSYYEHHOro nocne
onepaunun ¢daina B cneumanbHbii Katanor Documents, pacnonoKeHHbIN B Manke No/sib3oBaTtens B
Katanore ./Trusted/CryptoARM GOST/. [loKyMeHTbl U3 AAHHOrO KaTasiora AOCTYMHbI B NYHKTE MEHI0
JOKYMEHTDI.

BbibpaHHble NapamMeTpbl MOXKHO COXPaHUTb M MCNOAb30BaTb MPWU MOCAEAYHOLWMX 3anycKax
npuaoxeHus. MNpouecc CoOXpaHeHUs U U3MEHEHUA MNapameTpPoB ONWCaH B MNyHKTe «YnpasaeHue
napameTpamu onepaumnm».

Moanucb M LWNMDPOBAHUE ®AKIOB. MPK ycnoBumn Bbibopa cepTudmKata noanucu, ceptudumkaTos
nonyyateneu, ¢annoB ANA BbINOJHEHUA ONEpauMm M YCTAaHOBAEHHOro ¢nara, 4To AOKYMEHTbI
NPOCMOTPEHbI, B MacTepe CTaHOBUTCA AOCTYMHOW KHOMKa BbinonHuTb (PucyHok 70). MoanucaTb m
3alMPpPOBaTb MOXKHO Ntobble dhalinibl, Kpome 3aLNPPOBAHHbIX.
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PucyHok 70. Noanucb u wndposaHue daiiios

3

'

HakaTve Ha KHOMKy BbINOAHWUTb 3anycKaeT npouecc noAnucu, a 3aTem MnognucaHHbin daiin
wuopyetca. UcxoaHble AOKYMEHTbl (OopuruMHanbl), noAnucaHHble ¢annbl (MPoOMeXKyTouYHble) W
pe3ybTaTbl onepauun WwndpoBaHna oTobpaxkaloTca B OTAe/NbHOM MacTepe Pe3ynbTaTbl onepauui
(PucyHok 71).
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PucyHok 71. PesynbTaTbl onepauuii

3awundpoBaHHble daliibl COXpaHAETCA B KaTanore, ecan B onepauusx 6bin BbibpaH Katanor gnsa
COXpPaHEHWs pe3ynbTaToB, WMAW PALOM C UCXOAHbIMM daiinamn, ecnn B onepauyuax He 6bin
ycTaHoBneH ¢nar CoxpaHUTb pe3yabTarT B Katanore. [lognucaHHble ¢aiabl COXPAHAKTCA BO
BpemeHHyto nanky TEMP, pacnono)KeHHyo B AOMalIHEN Manke Mo/Ab30BaTendA B KaTajnore
./Trusted/CryptoARM GOST/, 1 ocTaloTcA A0 BbINOAHEHUA CAeAyloLLel onepaunu.

Echu B onepaumsax 6bin yctaHosieH ¢nar COXpaHUTb Konuiwo B JlOKYMeHTax, TO Konus
No/slyYeHHOro nocne onepaumu ¢aina coxpaHAeTca B chneuManbHblid  KaTanor Documents,
PaCMONOMKEHHbIM B Nanke nonb3oBaTens B Katanore ./Trusted/CryptoARM GOST/. [JOKyMeHTbI U3
[AHHOTrO KaTanora AOCTYMHbl B NyHKTE MeH0 [JOKYMEeHTbI.

Ecan npu Bbibope napameTpos nognucu bbin yKasaH sua nognucn OTcoegmuHeHHas, TO nepes,
wudpoBaHMemM ncxoaHble darnbl U Gakiibl NOANUCK aPXMBUPYIOTCA, @ 3aTeM Wndpytotca. B utore
onepauuu nognucu n WndposBaHMA NONYYUTCA 3alMPOBaAHHbIN apXUB.

Ecan B napametpax wudposBaHusa bbina BbibpaHa onums Yaanutb nocne wudposBaHUA, TO B
PesynbTaTax onepaumm 6yayT TONbKO NOyYEHHbIE 3aWNppoBaHHbIe dalinbl.

Ons noanuncaHHbIx paniioB NOANUCE NPOBEPAETCA aBTOMATUYECKM.
[Ns Kaxaoro AOKYMeHTa A0CTYMHbI onepaunn (PUcyHok 72):

— TpocmoTp - BbINONHAETCA OTKPbITUE dalina Yyepes NPUIOKEHUE, KOTOPOE acCOLMMPOBAHO C
ero pacwupeHvem. Ona noAanucaHHbix $aitnoB OTKPbIBAETCA OPUrMHAA [OKYMeHTa. [ns
3awmndpoBaHHbIX GpaitnoB aHHaAA ONUMA He AOCTYMNHa.

- MpoBeputb NognNUCb — [OCTYNHA TO/MbKO ANA MNOAMUCAHHbIX ¢annos. lNpuUHYAUTENBHO
3anyckaeT npoLecc NPoBEepPKM NOANUCH.

- Nepentn K panny - BbINONHAETCA OTKPbITUE KaTaNora, B KOTOPOM pacnonaraetca dann.

Crpanuua 57 ns 120



HKTAN. 00101-12 92 01. KpunTolpo CSP. KpuntoAPM. PyKoBoACTBO Nonb3oBaTena

KpunToAPM IOCT - PeaynbTaTkl onepauMii

~
@

@)
ﬁ
B
=
- &
E
[
=

) ®

@

Wamenén

12.03.2020, 1013

12.03.2020,10:13

12.03.2020, 1013

12.03.2020, 1013

12.03.2020, 10:13

12.03.2020,10:13

11.03.2020, 11.54

11.03.2020, 11:54

11.03.2020, 11:54

Y
Wms daiina Pazmep
tdannl.xls.sigenc 21.79KB
tann2 .docx.sig.enc 30.29 KB
ann3.txt.sig.enc 8.08 KB
thainl.xls.sig 13.69 KB
thann2 .docx.sig ©® o Q
thann3.txt.sig 3.76 KB
dannl.xls 775KB
dain2 .docx 12.22KB
dain3.xt 534 B

06wwii cTatyc

Yenex

MypHan onepauuin

Moanwcs

© ©®© ®© 06

Wndposanue

Q)

thain3 txt sig

PucyHoK 72. Onepaunmn gna AOKymeHTa

[na cnvcka AOKYMEHTOB AOCTYMHO KOHTEKCTHOE MEHI0, NO3BOAIOLWEE BblAENUTb daiibl MO TUNY

onepaumu (PUCyHoOK 73).
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PucyHok 73. BoigeneHue rpynnbl dpaitnos no tuny dana

[OKYMeHTbI M3 pe3ynbTaToB onepauun MoXKHO OTKpbITb B mactepe Moanucu u wudposaHus
ANA BbINONHEHMA APYrux onepaumnin uan CoxpaHuUTb Konuto B JlokymeHTax (PucyHok 73). Onepauuma
CoxpaHuTb Konuio B JLOKYMEHTaxX CAYXKUT AR COXPaHEHMA KOMWUW NOJIYYEHHOro nocne onepalumu
dalina B crneumanbHbl Katanor Documents, pacnosioXKeHHbIM B Nanke Nonib3oBaTens B KaTanore
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./Trusted/CryptoARM GOST/. [1OKymMeHTbl M3 [AaHHOro KaTanora JAOCTYNHbl B MNYHKTE MEHI0
JOKYMEHTbI.

Mocne BbINO/AHEHUA onepauuM MmacTep NoAnucKu 1 WKUdPoBaHMA OUYULLAETCA OT A0DABNEHHbIX B
Hero ¢annos. PesynbTaTbl onepayuii COXPaHAOTCA A0 BbIMONHEHUA CAeAyiolWel onepaumm Uam 4o
3aKpbITUA NPUIOXKeHUsA. PesynbTaTbl nocregHeir onepauumn A[OCTynHbl B meHo Mognuch M
wudposaHue - Pe3ynbTaTbl onepauum.

3.11.3 ApxusupoBaHue u wndpposaHue

Ona apxvsupoBaHuA U wudposaHmna ¢annos HyKHO B MacTepe Moanucb u wudpposaHue
BblbpaTb daiinbl, BbIbpaTh B pasgene onepauui onuun ApxmsuposaHue u LLUndpposaHue, 33aaTb
cepTUOUKaTbl NonyyaTenei, napameTpbl WNPpPoBaHUA.

BbIEOP ®ANNIOB. B NpuaOKeHUW [OCTYyNHO BbINOSIHEHWME OMepauui ANs OAHOTo MAM TFpynnbl
dannos. dannbl MOXHO A06aBUTL ABYMA cnocobamu: yepes KHOMKy [o06aButb ¢ainbl («+») nan
nepetalius panabl MbiLIKOM B 061acTb popmrpoBaHUs cnmcka haiiioB Ans onepauuu.

BbibpaHHble ¢dalnbl 3aHOCATCA B NeByt0 0b6nacTb M npeactaBaaoT coboin 0AHOYPOBHEBbLIN
cnucok (PucyHok 74).
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PucyHok 74. Cnncok ¢ainoB gas onepauunu

[na [aHHOrO cnMcKa AOCTYynHbl MOWUCK, ¢duUNbTpauuma, ynpasneHve dainamu B CNUcKe 4yepes
KOHTEKCTHOE MEHI0 M KHOMKK ANAa Kaxagoro daiina (PucyHok 75).
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PucyHok 75. KOHTEKCTHOE MEeHI0 ynpaBieHna CNMCKom ¢aliios

YCTAHOBKA MNAPAMETPOB APXMBUPOBAHWUSA U LUMOPOBAHUA. [NA onepaumii apxMBuMpoBaHUA U

wndpoBaHusa dainos B pasgene Onepauum Heobxoaumo BbIOpaTb onuuv ApXMBUPOBAHUE U
LWndpoeaHme, CTaHOBATCA AOCTYMNHbI HACTPONKM NapamMeTpoB WndpposaHus (PUCYHOK 76).
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PucyHok 76. HacTpolika napameTpoB apXMBMPOBaHMA U LWIMPPOBAHMA

B napameTpax wndpoBaHUA MOKHO HAaCTPOUTD:
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— CeptudumKaTtbl wWKUPpoBaHUA - cepTUPUKaTbl nonyyatenein. Boibop npomsBoguTca Haxkatvem
KHOMKK BbibpaTb cepTudUKaTbl WNppoBaHUA. B nosaBmBLLEMCA AMANOFTOBOM OKHe 0TObparkatoTca
ceptudumKatbl KaTeropmm JInuHble u Kateropum CepTudmKaTtbl Apyrux nonb3oBaTenem
(KoHTaKTbl). B cnuncke ceptudumKaToB fonycKaeTca BbIOOP HECKONbKMX CEPTUPUKATOB, TaK Kak
4YMCNO NosyYaTenem MoXKeT 6biTb PA3INYHBIM.

— KoaupoBKa - coxpaHeHue 3awmdpoBaHHoro ¢aiiia B 04HON U3 ABYX KOAMPOBOK BASE64 unum
DER.

— Anroput™ wudpoBaHua — dann wnppyetca no ogHomy w3 anroputmos: «OCT 28147-89»,
«FOCT P 34.12-2015 Marma», «FOCT P 34.12-2015 Ky3HeuuKk».

— Ypanutb ¢annbl nocne wnppoBaHUA - UCXOAHble Galnbl, HaZ KOTOPbIMW BbINOJHAETCA
onepauma wWndposBaHuA, yaanaTca ns ¢GannoBon cUCTeEMbl B Clyvae YCNELWHOro 3aBepLleHun
onepauuu.

— TMposeputb keyAgreement ans knwoueit wWKUPpoBaHUA - NPU YCTaHOBAEHHOM dnare npwm
onepauum wWunopoBaHua B cepTudMKaTax MNpPOBepAeTcA Hanuvune B pacwmpeHun keyUsage
ncnonb3oBaHMe Kawouva keyAgreement (cornacoBaHue Kntoden). Ecnm B cepTudumkate Het
Mcnonb3oBaHMA Katova «CornacoBaHue KAw4Yen», TO NpU  BKAOYEHHOM ¢nare onepaums
wrdpoBaHUA B agpec Takoro ceptudumKkata npomnssoautca He byaet. Mpu BbiIKNtOYEHHOM dnare
wudpoBaHMe OyaeT BbINONHATLCA B agpec cepTudMKaToB 6e3 MCNONb30BaHUA KAako4a
«CornacoBaHue Kno4vemn».

BHuMmaHue: wndppoBaHme 6e3 yctaHoBNeHHOro ¢nara «Mposeputb keyAgreement ana knwouen
WndPOBaAHNAY» BO3SMOMKHO TONIbKO B TECTOBbIX LLEeNAX.

MOXHO 334,aTb KaTanor ANA COXPaHEHWUA NOJIYYEHHbIX LLOKYMEHTOB, BblIbpaB B onepaLumax onumio
CoxpaHuTb pesynbTat B Kartanore. Mpu yctaHoBke ¢nara CTaHOBUTCA AOCTYNHO nose Bbibopa
KaTanora. Ecaum ¢nar He ycTaHoBNEH, TO Gana COXpaHAETCA PAAOM C UCXOAHbIM Gariiom.

Onuua CoxpaHuTb Konuito B [LOKYMEHTaX CAYXUT ANA COXPAHEHUA KOMUKU MOSYYEHHOro nocne
onepaunun ¢aina B cneumanbHbii Katanor Documents, pacnonoKeHHbIN B Manke No/sib3oBaTens B
Katanore ./Trusted/CryptoARM GOST/. [loKyMeHTbl U3 AAHHOrO KaTasiora AOCTYMHbl B NYHKTE MEHI0
AOKYyMEeHTbI.

BbibpaHHble NapaMeTpbl MOXKHO COXPaHUTb M MCNONb30BaTb MPWU MNOCAEAYHOLWMX 3anycKax
npunoskeHus. MpoLecc COXPaHEeHUs M M3MEHEeHMs NapameTpPoB ONWcaH B MyHKTe «Ynpas/ieHue
napameTpamu onepauunm».

APXMBUPOBAHUE U LUNGPOBAHUE ®ANIOB. [P ycnosun Bblbopa cepTudMKATOB NosayyvaTenen,
dannoB AnAa BbINONHEHUA oOMepauuu, B MacTepe CTaHOBUTCA ALOCTYNHOM KHOMKa BbinonHutb
(PncyHok 77). MoanucaTtb 1 3awmdpoBaTb MOXKHO t0bble $aibl, Kpome 3aWNPPOBAHHDIX.
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PucyHok 77. ApxuBnpoBaHue 1 wudpposaHue daiinos

Ha)kaTve Ha KHOMKy BbINONHWUTb 3anycKaeT Npouecc apXMBMPOBAHWUA, a 3aTem apxuB ¢dain
wunopyetca. cxoaHble AOKYMEHTbI (OPUTMHabl), apxmB (NPOMEXKYTOUHbIE) M pe3y/bTaTbl Onepaunn
wndpoBaHUA oTobparkatoTca B 0TAeNbHOM MacTepe Pe3ynbratbl onepauuii (PucyHok 78).
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PucyHok 78. PesynbTaTbl onepauuii

Ecnu apxusupyeTca Heckobko $ainoB, TO apxuBy aBTOMaTMYeCKM 3agaetca ums archived.zip.

Ecnn apxusBnpyetcs oauH daiin, To K uMmeHun daiina gobaBnaeTca paclumpeHme zip.

3awndpoBaHHbI $alin coxpaHaeTca B KaTanore, eciv B onepaumsax 6bin BbibpaH Katanor ans
COXpaHeHMsi pPesynbTaToB, WMAW PAAOM C WCXOAHbIMM dalinamu, ecnn B onepaumax He 6bin
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yctaHoBneH dnar CoXpaHUTb pe3yabTaT B KaTtanore. ApXmB COXpaHAETCA BO BpeMeHHyto nanky TEMP,
PacnoNOXeHHY0 B [AOMallHel nanke no/sb3oBatens B Katanore ./Trusted/CryptoARM GOST/, n
OCTaeTCA A0 BbINOJIHEHUA ceaylowei onepaunm.

Echu B onepaumsax 6bin yctaHoBneH ¢nar CoxpaHuTb Konuiwo B [lOKyMeHTax, TO Konua
NMoNy4eHHOro Mnocae onepaumn danna
PacnoNOXeHHbI B Nanke nosb3oBatens B Katanore ./Trusted/CryptoARM GOST/. [JloKymeHTbl U3

AAQHHOIo KaTasiora A0CTYMNHbl B NYHKTE MEHIO AOKyMeHTbI.

COXpaHAeTCA

B CchneumanbHbIn

KaTtanor

Documents,

Echn B napameTtpax wudpoBaHusa bbina BbibpaHa onums YAaanutb nocne wudpoBaHUA, TO B

Pe3synbTatax onepaymm byayT TONbKO NONYYEHHbIN 3aWMPPOBAHHbIN dann.

[Nns Kaxkgoro AOKyMeHTa A0CTYNHbI onepaunn (PucyHok 79):

-  MpocmoTp - BbiNONHAETCA OTKPbITUE dalina yepes NPUNoKeHUe, KOTOpPoe acCcoLMUPOBAHO C
ero pacwmpeHnuem. na sawmnedposBaHHbIX GpaiaioB AaHHAA ONUMA HE AOCTYMHa.
- Nepentn K panny - BbINONHAETCA OTKPbITUE KaTaNora, B KOTOPOM pacnonaraetca dann.
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PucyHoK 79. Onepaunmn gna 4OKymeHTa

[N cnucka AOKYMEHTOB AOCTYMHO KOHTEKCTHOE MEHIo, Mo3BoAAtoWee BblAennTb dainbl no
TMny onepauun (PucyHok 80).
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PucyHok 80. BbigeneHue rpynnbl ¢ainnos no tuny daina

[JOKYMEHTbl M3 pe3ynbTaToB onepaumm moxKHo OTKpbITb B mactepe loanucn u wudpoBaHua
ONA BbINONHEHMA Apyrnx onepauui nam CoxpaHuTb Konuio B JlokymeHTax (PucyHok 80). Onepauus
CoxpaHnTb KONUIO B [IOKYMEHTaX CAYXKUT ANA COXPaHEHMA KOMWM MNONYYEHHOro nocne onepaumu
dalina B cneumanpHbIM KaTanor Documents, pacnosoXeHHbIN B NanKke Mnoab3oBaTena B KaTtajaore
./Trusted/CryptoARM GOST/. [JOKyMeHTbl M3 [AaHHOrO KaTanora AOCTYMHbl B MYHKTE MEHIO
JOKyMeHTLI.

Mocne BbINOSIHEHMA ONepaLmMn mactep NoAnucK N WNEPPOBAHUA OYULLLAETCA OT A06aBNEHHbIX B
Hero ¢alinoB. Pe3ynbTaTbl onepaunii COXPaHAKOTCA A0 BbINOJIHEHUA CAeayiolen onepaunm nan ao
3aKpbITUA NpuUAoKeHUA. PesynbTaTbl nocnegHel onepauuvm AOCTYMHbI
wudpoBaHue - PeaynbTaTbl onepayumm.

B meHio Mognucb wu

3.11.4 Noanucb, apxuBnposBaHue 1 wndposaHue

Ona nognucn, apxuBMpoBaHMA U WKdpoBaHMA ¢alinoB HY)XHO B mactepe Mognucb u
wudposaHue BbiIbpaTb dainbl, BbIOpaTh B pa3aene onepauyuii onuum Noanucb, ApxmsupoBaHue u
WudposBaHme, 3amatb cepTUdMKAT nognuck, ceptuduKaTbl nonyyatTenew,
APXMBUPOBAHMUA U WNPPOBAHMA.

napameTpbl NoANucH,

BbIEOP_®ANNIOB. B NpuAOKEHUU AOCTYNHO BbINOSIHEHWE OMepauui NS OAHOro MAM TFpynnbl
dainos. Pannbl MoXHO Ao06aBUTb ABymA cnocobamu: yepes KHonKy [o6asutb ¢aiinbl («+») nau
nepetawms ¢ainbl MbllWKOW B 061acTb popMUpOBaHMA cnUCcKa Ganos Ana onepaumu.

BbibpaHHble ¢alinbl 3aHOCATCA B 1EBYIO 06/1aCTb M NPEACTaBAAT CO60M 0AHOYPOBHEBBIM CNUCOK
(PvcyHok 81).
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PucyHok 81. Cnncok ¢dainoB gas onepauunu

Ona paHHOro cnuckKa AOCTyNHbl NOUCK, GunbTpauma, ynpasneHve ¢ainamm B CNMCKe yepes
KOHTEKCTHOE MEHI0 M KHOMKK ANA Kaxgoro daiina (PucyHok 82).
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PucyHOK 82. KOHTEKCTHOE MEHI0 ynpaBaeHuns cnuckom daiinos

YCTAHOBKA TMAPAMETPOB MOAMNUCK, APXUBUPOBAHMA W LUMOPOBAHMA. [lNA onepaumin noanucw,
apxvMBMpPOBaHUA W wWwWKndpoBaHuA dainos B pasgene Onepauum Heobxoammo BbIGpaTb onuuu
Noanucb, ApxusuposaHue v LLnpposaHmue, CTaHOBATCA AOCTYMHbI HACTPOWKM NAPAMETPOB NOAMNUCH
n wndposaHma (PucyHok 83).

CrpaHunua 65 ns 120



HKTAN. 00101-12 92 01. KpunTolpo CSP. KpuntoAPM. PyKoBoACTBO Nonb3oBaTena

@ KpuntoAPM FOCT - Mognuck 1 wudposaHue i 0O X
iy .
0] Q Y | BbIEPATH ‘
Py e .
\_EJ WUmsa daitna WNamenen Pa3smep CeprudukaTel windpoBaHus
%dz Wn3 11.03.2020, 11:54 534B
. ann3.txt .. , 112!
@ | BbIEPATH ‘
[ &
@ E thainn2 .docx 11.03.2020, 11:54 1222 KB
B Hac H
tainl xls 11.03.2020,11:54  7.75KB s o —
CTaHAapT nognucK
CMsS v
Bua nognuck
MpucoeguHEHHaR v
Koawpoexka
BASE-64 b
HobaBuTo BPEMA NOSMMCH
[0 Wramn Bpemenn Ha noanMcs
[ LLtamn epemenHy Ha NOANMCHIEaEMEIE
RaHHble
HacToo#kn wudboosanus
f;-l\ D JloKyMEHTbI NPOCMOTPEHbI
s
Py
&

PucyHok 83. HacTpolika napameTpos Nognuncu, apxmempoBaHna u lundposaHms
B napameTpax NoAnmMcyu MOXKHO HaCTPOUTb:

Ceptudukar nognucu - ceptuduKaTt, K KOTopomy npueAsaH Kawod 3. Bbibop ceptudukata
NPOM3BOAMTCA HaXKaTUemM KHOMKWM BbibpaTtb. B nossuBlIeMcAa AMaNOroBoM OKHe OTobparkatoTcs
cepTudMKaTbl KaTeropum JInuHble, KOTOPble MOFYT MCMOAb30BATLCA 414 NOAMUCH.

CraHgapt nognucu — CMS ans cosgaHus Knaccndeckon noanmcu unm CAdES-X Long Type 1 gna
CO30aHUA ycoBepLlIeHCTBOBaHHOW nognucu. Mpu Bbibope ctaHpgapta CAdES-X Long Type 1
TpebyeTcA 3anonHUTb nons B pasgene Cnyxb6a wramnos BpemeHun (TSP) (nogpobHee o
CO34aHUM YCOBEPLUEHCTBOBAHHOM MoAnUCM B NyHKTe «Co3gaHWe YCOBEPLUEHCTBOBAHHOM
noanucu»). CraHaapt noanucu CAdES-X Long Type 1 gocTyneH TONbKO MNPU YCTaHOBJIEHHOM
moayne Kpuntolpo TSP Client 2.0 n Kpuntolpo OCSP Client 2.0.

Bua noannucu — npnucoegmMHEHHaA AN OTCOeANHEHHAA.

KogupoBKa - coxpaHeHWe noAannucu B oA4HON 13 AByX KogMpoBok BASE64 nnu DER.

[Do6aBuTb Bpems noanucu - nNpu ycTaHOBAEHHOM ¢axKKe B MNOANUCb COXPAHAETCA Bpems
(cnctemHoe) noanucu.

[o6aBnATb WrTamn BpeMeHU Ha NOANUCL — NpeaHa3HaYeH 1A CO34aHMA NOAMNUCK CO LITAaMMNOM
BpemeHW Ha noanucb. Mpu yctaHoBke ¢dnara TpebyeTca 3anonHUTb nonA B pasgene Cnyxba
LWITamMnoB BpemeHu (NogpobHO 0 co34aHMM NOAMMCHK CO LWUTAMMOM OMNKUCAHO B NyHKTe «Co3aaHue
NoAMMUCY CO LUTAMMNOM BpeMEHM»). laHHaA onuusa AOCTYMHA TONbKO NPU YCTaHOBIEHHOM Moay/e
KpunTtolpo TSP Client 2.0.

[Oo6aBnATb wWTamn BpemeHM Ha NOAMNUCaHHble AaHHble — MpefHa3HayYeH ANA CO34aHUA
noAnMcK Co WTAMMNOM BPEMEHW Ha AaHHble. MNpu ycTaHoBKe ¢nara TpebyeTcsa 3an0NHUTL NONA B
pasgene Cnyxba wramnos BpemeHu (noapobHO O CO34aHUKM MOANMUCK CO LUTAMNOM OMUCAHO B
nyHKTe «Co3gaHve MNoAnuUcU CO LUTaMNoOM BpemeHu»). [JaHHaa onuums AOCTynHa TONbKO Npu
yctaHosneHHom mogyne Kpuntolpo TSP Client 2.0.

B napameTpax WMPPOBAHNSA MOKHO HACTPOUTb:
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— CeptudumKaTtbl wKPpoBaHUA - cepTUPUKaTbl nonyyatenein. Boibop npomsBoguTca Haxkatvem
KHOMKK BbibpaTb cepTudUKaTbl WNppoBaHUA. B nosaBmBLLEMCA AMANOFTOBOM OKHe 0TObparkatoTca
ceptudumKatbl KaTeropmm JInuHble u Kateropum CepTudmKaTtbl Apyrux nonb3oBaTenem
(KoHTaKTbl). B cnuncke ceptudumKaToB fonycKaeTca BbIOOP HECKONbKMX CEPTUPUKATOB, TaK Kak
4YMCNO NosyYaTenem MoXKeT 6biTb PA3INYHBIM.

— KoaupoBKa - coxpaHeHue 3awmdpoBaHHoro ¢aiiia B 04HON U3 ABYX KOAMPOBOK BASE64 unum
DER.

— Anroput™ wudpoBaHua — dann wnppyetca no ogHomy w3 anroputmos: «OCT 28147-89»,
«FOCT P 34.12-2015 Marma», «FOCT P 34.12-2015 Ky3HeuuKk».

— Ypanutb ¢annbl nocne wnppoBaHUA - UCXOAHble Galnbl, HaZ KOTOPbIMW BbINOJHAETCA
onepauma wWndpoBaHuA, yaanaTca ns ¢GannoBon cUCTeMbl B Clyvae YCNELWHOro 3aBepLleHun
onepauuu.

— TMposeputb keyAgreement ans knwoueit wWKPpoBaHUA - MNPU YCTaHOBAEHHOM dnare npwm
onepauum wWunopoBaHua B cepTudMKaTax NpPoOBepAeTcA Hanuvume B pacwumpeHun keyUsage
ncnonb3oBaHMe Kawouva keyAgreement (cornacoBaHue Kntoden). Ecnm B cepTudumkate Her
Mcnonb3oBaHMA Katova «CornacoBaHue KAw4Yen», TO NpU  BKAOYEHHOM ¢nare onepaums
wrdpoBaHUA B agpec Takoro ceptudumKkata npomnssoautca He byaet. Mpu BbiIKNtOYEHHOM dnare
wudpoBaHMe OyaeT BbINONHATLCA B agpec cepTudMKaToB 6e3 MCNONb30BaHUA KAako4a
«CornacoBaHue Kno4vemn».

BHuMmaHue: wndppoBaHme 6e3 yctaHoBNeHHOro ¢nara «Mposeputb keyAgreement ana knwouen
WndPOBaAHNAY» BO3SMOMKHO TONIbKO B TECTOBbIX LLEeNAX.

MOXHO 334,aTb KaTanor ANA COXPaHEHWUA NOJIYYEHHbIX LLOKYMEHTOB, BblIbpaB B onepaLumax onumio
CoxpaHuTb pesynbtat B Kartanore. Mpu yctaHoBke ¢nara CTaHOBUTCA AOCTYNHO nose Bbibopa
KaTanora. Ecaum ¢nar He ycTaHoBNEH, TO Gana COXpaHAETCA PAAOM C UCXOAHbIM Gariiom.

Onuua CoxpaHuTb Konuito B [LOKYMEHTaX CAYXUT ANA COXPAHEHUA KOMUKU MOSYYEHHOro nocne
onepaunun ¢aina B cneumanbHbii Katanor Documents, pacnonoKeHHbIN B Manke No/sib3oBaTens B
Katanore ./Trusted/CryptoARM GOST/. [loKyMeHTbl U3 AAHHOrO KaTasiora AOCTYMHbl B NYHKTE MEHI0
AOKYyMEeHTbI.

BbibpaHHble NapaMeTpbl MOXKHO COXPaHUTb M MCNONb30BaTb MPWU MNOCAEAYHOLWMX 3anycKax
npunoskeHus. MpoLecc COXPaHeHUs M U3MEHEeHMs NapameTpPoB ONWcaH B MyHKTe «Ynpas/ieHue
napameTpamu onepaumnm».

Moanucb, APXMBUPOBAHUE U LUIMGPOBAHUE ®ANNOB. PN ycnoBumn Bbibopa cepTudmKata nognucu,
ceptudukatos nonyyatenen, ¢Gannos ANA BbINONHEHWA onepaumn M YyCTaHOBAEHHOro dnara, 4To
[OKYMEHTbI NMPOCMOTPEHbI, B MacTepe CTAaHOBWUTCA AOCTYNHOW KHOMKa BbinonHutb (PucyHok 84).
MoanucaTb, 33apXxMBMPOBaTH M 3aWIMPPOBATL MOXKHO Ntobble Palinbl, Kpome 3aWnPpPOBAHHDIX.
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PucyHok 84. Moanuck, apxmuemnpoBaHune n wndpposaHue dainos

Haxatne Ha KHOMKy BbINOAHWUTbL 3anycKaeT npouecc nognucu, 3aTem
apXuBMpYyeTCA, NOTOM apxmB WwnopyeTca. cxoaHble JOKYMEHTbI (OpUrMHaAbI), NognMUcaHHble Galibl
M apxuB (NpomeXKyTouHble) WU pe3ynbTaTbl onepaunn WndpoBaHMA OTOOpPaXKaOTCA B OTAE/NbHOM
macrtepe Pe3synbTatbl onepauun (PucyHok 85).
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PucyHok 85. PesynbTaTbl onepauuii

Ecnn apxmBupyeTca Heckonbko $alinos, TO apxmMBy aBTOMATMYECKMU 3agaeTca mma archived.zip.
Ecnn apxusBupyetcs oanH daiin, To K uMeHun daiina gobaBnaeTca paclumpeHme zip.

CrpaHuua 68 ns 120



HKTAN. 00101-12 92 01. KpunTolpo CSP. KpuntoAPM. PyKoBoACTBO Nonb3oBaTena

3awmndpoBaHHble palinbl COXpaHAETCA B KaTanore, ecan B onepauumax 6bin BbibpaH Katanor gns
COXPaHEHUsi pe3ynbTaToB, WUAW PALOM C MUCXOAHbIMM ainamu, ecnm B onepauuax He 6bin
ycTaHoBneH dpnar CoXxpaHUTb pe3ynbTaT B KaTanore.

MoanuncaHHble Palnbl U apXMUB COXPAHAKTCA BO BpemMeHHyto nanky TEMP, pacnonoxeHHyto B
AOMallHel nanke nonb3osatena B Katanore ./Trusted/CryptoARM GOST/, u ocrtatoTca A0
BbIMOJIHEHUA C/leAyoLLEN onepauumn.

Echu B onepaumsax 6bin ycTtaHoBneH ¢nar CoxpaHuTb Konuiwo B [lOKyMeHTax, TO Konua
NONy4eHHOrO MoOc/Ae onepaumn danna CcoxpaHAeTcA B crneuuanbHbln  Katanor Documents,
PacnoNOXeHHbIM B NanKke no/sb3oBatens B Katanore ./Trusted/CryptoARM GOST/. [JloKymeHTbl U3
OAHHOTrO KaTanora AOCTYNHbl B NyHKTE MeHI0 [JOKYMeHTbl.

Echn B napameTpax wuopoBaHua bbina BbibpaHa onuna Yaanutb nocne wudposBaHUA, TO B
Pe3synbTatax onepayum byayT TONbKO NONYYeHHble 3awndpoBaHHbIe Gpanbl.

Onsa noanuncaHHbix paniioB NOANUCE NPOBEPAETCA aBTOMATUYECKM.
[Ns Kaxaoro AOKyMeHTa A0CTYMHbI onepaunn (PucyHok 86):

—  TMpocmoTp - BbINOSIHAETCA OTKPbITME dalina Yepes NPUIOKEHME, KOTOPOE acCoOLMUPOBAHO C
ero pacwupenuem. Ona nognucaHHbiXx $HaliioB OTKPbLIBAETCA OPUrMHaN AOKymeHTa. [Ans
3alWMPpOoBaHHbIX GalnoB gaHHaA onuua He AOCTYMNHa.

-~ TlpoBeputb NogNUCb — AOCTYNHaA TONbKO AAA nNoAnucaHHbix ¢ainnos. MpuUHyaUTENbHO
3anycKaeT NpoLuecc NPOBEPKU NOAMNUCH.

- Nepentn K panny - BbINONHAETCA OTKPbITUE KaTaNora, B KOTOPOM pacnonaraetca dann.
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PucyHok 86. Onepaunmn ona 4OKymMeHTa

[Ona cnncka 4OKYMEHTOB AOCTYMHO KOHTEKCTHOE MEHL0, No3BoJiAtoWee BbiAennTb dalinbl no Tmny
onepaumun (PucyHok 87).
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PucyHok 87. BbigeneHue rpynnbl ¢annos no tuny daina

[OKyMeHTbl U3 pe3ynbTaToB onepaumm MoXXHo OTKpbITb B macTepe Mognucu u wudpposaHua
ONA BbINONHEHUA APYrnX onepaunit unm CoxpaHutb Konuto B lokymeHTax (PucyHok 87). Onepayus
CoxpaHuUTb Konuio B JLOKYMEHTAX C/AYKWUT AN COXPAHEHUA KOMUWM NOJIYYEHHOro Noc/ae onepauuu
danna B cneymanbHbid KaTanor Documents, pacnonoXKeHHbI B Nanke Nonb3oBaTena B KaTanore
./Trusted/CryptoARM GOST/. [JOKyMeHTbl M3 [AaHHOrO KaTanora AOCTYMHbl B MYHKTE MEHIO
AOKYyMEeHTbI.

Mocne BbINOJIHEHMA ONepaLMn mactep NoAnNUcK N WNEPPOBAHUA OYULLLAETCA OT A06aBNEHHbIX B
Hero ¢alinoB. Pe3ynbTaTbl onepaunii COXPaHAKOTCA A0 BbINOJIHEHUA CAeayiolen onepaunm nan ao
3aKpbITUA nNpuUaoKeHUA. PesynbTaTbl nocnegHel onepauum AOCTynHbl B meHo Mognuch u
wudpoBaHue - PeaynbTaTbl onepayumm.

3.12 OGPATHbIE FPYMMNOBBIE OMNEPALMM (PACLLMOPOBAHUE, PASAPXUBUPOBAHUE, CHATUE
noanucu)

B npunoxeHuMnM [OCTYNHO BbINOAHEHWE OOPaATHLIX FPYNNOBbLIX Onepauui: pacwundpoBaHue,
pa3apXMBMPOBAHME W CHATME NOAMNWUCKM, 33 OAHY uTepauuto. TpebyeTcAa ToNbKO BblIbpaTb ¢ain,
BKNOUMTL onuuto PacwmppoBaHue, pasapxuBuMpoBaHME, CHATUE MNOAMNUCUA WM HaXKaTb KHOMKY
BbINnonHUTD.

3.12.1 PACWUDPOBAHUE U PASAPXUBUPOBAHUE ®ANNIOB

AnAa pacwmndpoBaHUA U pa3apxMBUPOBAHUA [OCTAaTOYHO BblIOPATb 3allMPpPOBaHHbIE apXMBbI -
dannbl ¢ pacwmpeHunem .zip.enc, BbibpaTb onepaunto PaclundpposaHme, pa3sapxmBupoBaHue, CHATUE
NOANUCU U HAXKaTb HA KHOMKY BbinonaHUTb (PucyHok 88). HacTpoika A0NOAHUTENbHbIX NAapaMeTpoB
Ans onepaunn He TpebyeTtcs.
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PucyHok 88. PacwmndpoBaHme 1 pasapxmusmpoBaHue gpaiiios

UcxoaHble 3awmndpoBaHHble U nosy4vyeHHble ¢ainbl oTobparkaloTca B OTAE/IbHOM MacTepe
Pe3ynbtatbl onepauui (PucyHok 89).
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PucyHok 89. Pe3ynbTathl paclindposaHus 1 pasapxMemMpoBaHua dainnos

BHumaHue! [oKymeHTbl, NONyYeHHble B pe3ynbTaTe 06paTHbIX onepauuii (pacwudpoBaHue,
pa3apxXnBMPOBaAHME, CHATUE NOAMNUCHK), COXPAHAIOTCA BO BPEMEHHYHO NankKy, Pacrno/IoXKEeHHYO B Nanke
nonb3osatens B Katanore ./Trusted/CryptoARM GOST/TEMP, u ocTtatoTcs Tam A0 BbINOHEHUA
cnepytowen onepaunn. lanee BpeMeHHanA nanka oumnLLaeTca.
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[JOKyMeHTbl U3 pe3ynbTaToB onepaummM MoOXHO OTKpbITb B macTepe Mognucu u wudposaHua
ONA BbINONHEHUA APYrnX onepaunit unm CoxpaHutb Konuto B lokymeHTax (PucyHok 89). Onepauyus
CoxpaHuUTb Konuio B JLOKYMEHTAX C/AYKWUT ON5i COXPAHEHMUA KOMUWU NOJIYYEHHOro Noc/ae onepauun
daina B cneymanbHbii KaTanor Documents, pacnonoKeHHbI B Nanke Nonb3oBaTena B KaTanore
./Trusted/CryptoARM GOST/. [JOKyMeHTbl M3 [AaHHOrO KaTanora AOCTYMHbl B MYHKTE MEHIO
AOKYyMEeHTbI.

3.12.2 PACWNOGPOBAHUE N CHATUE NOANUCK C GAANOB

Ona  pacwundpoBaHMA M CHATMA NOANWUCK  [OCTAaTOMHO BblbpaTb NOANMCAHHbIE U
3awndpoBaHHble dannbl - palinbl ¢ pacwmpeHnem .sig.enc, Bbibpatb onepaumnto PacwumndpposaHue,
pasapxMBMpoOBaHUeE, CHATUE NOANUCU U HaXKaTb Ha KHOMKy BbinonHuTtb (PucyHok 90). Hactpolika
O0NONHUTENbHbIX MApaMeTPoB ANA onepauum He TpebyeTca.

@ KpunTtoAPM FOCT - Moanuck 1 wudposaHue - (] X
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CoxpaHuTb pesynbTar 8 Katanore

BoiGpaHo AOKYMEHTOB
Beero: 1
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3awndpoBaHHbIX: 1

F‘ M1 CoxpaHuTb NanaMeTnbl C HOBbIM MMEHEM
=]

@
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PucyHok 90. PacwundpoBaHume 1 CHATUE NOANUCH

NcxogHble 3awmndpoBaHHble M nonyyeHHble ¢aiinbl O0TOOparkaloTca B OTAE/NbHOM MacTepe
PesynbTatbl onepaunin (PucyHok 91).
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PucyHok 91. Pe3ynbTaTbl pacluMdpoBaHUsA U CHATUA NOANNCK

BHumaHue! [oKymeHTbl, NONyYEHHble B pe3ynbTaTe 06paTHbIX onepauuii (pacwudpoBaHue,
pa3apxXnBUPOBaAHME, CHATUE NOAMNUCHK), COXPAHAIOTCA BO BPEMEHHYHO NankKy, Pacno/IOXKEHHYO B Nanke
nonb3osaTena B Katanore ./Trusted/CryptoARM GOST/TEMP, un octailoTcA Tam A0 BbINOAHEHUSA
cnepyouwen onepaunn. lanee BpeMeHHanA nanka oumnLLaeTca.

[JOKYMeHTbl U3 pe3ynbTaToB onepaunnm mMoxHo OTKpbITb B mactepe Moanucn u wudpposaHus
ONA BbINONHEHUA Apyrnx onepaunit nan CoxpaHutb Konuto B lokymeHTax (PucyHok 91). Onepauus
CoxpaHuTb Konuio B JlOKYMeHTax CNYKUT A8 COXPAHEHWs KOMUWU MOJIYYEHHOro Mocie onepaumu
danna B cneumanbHbi Katasnor Documents, pacnonoXeHHbIM B Nanke nosb3oBaTenAa B KaTanore
./Trusted/CryptoARM GOST/. [JOKyMeHTbl M3 [AaHHOrO KaTanora AOCTYMHbl B MYHKTE MEHIO
AOKYyMEeHTbI.

3.12.3 PA3APXMBWPOBAHMUE N CHATUE NOANUCU

Ona  pasapxmBMpOBaHUA M CHATMA nNOAMUCM AOCTAaTOMHO BbIOPaATb MNOAMUCAHHbIE U
33apxnBupoBaHHble dalinbl - painbl ¢ paclimpeHnem .sig.zip, BbibpaTb onepauuto PacwumndpposaHue,
pa3sapXxuMBMpOBaHUe, CHATME NOAMMUCUM W Ha)KaTb Ha KHOMKy BbinonHutb (PucyHok 92). Ecam
HECKO/NIbKO noAnucaHHbIX ¢annosB OblM ynakoBaHbl B apxuB, TO BblbuMpaeTca apxuBHbIN dalin c
pacwmnpeHuem .zip.

HacTpoiKka AononHUTENbHBIX MAPAaMETPOB 4N1A onepauumn He TpebyeTca.

Crpanuua 73 ns 120



HKTAN. 00101-12 92 01. KpunTolpo CSP. KpuntoAPM. PyKoBoACTBO Nonb3oBaTena

@ KpuntoAPM FOCT - Mognuck 1 wudposaHue - 0O X
@ Q Y . MapameTpbl onepauuit
) Wms daiina - WameHen Paamep N dsiin I v
LoxpaHeHo: 032020, U823
0’ © daindtitsigzip 120320201403  265KB
G‘é-_) Onepauun
P PacwudposaHune, pasapxmeuposaHue,
) CHATHE NOANNCH

D Mognuce

D ApXuBMpOBaHWe

O Wudposarue

[ Coxpanuts konuio & JokymeHTax

CoxpaHuTb pesynbTat 8 katanore

BbiGpano AOKYMEHTOB

Beero: 1
Mognucanwix: 0

3aapxuBupoBaHHbIX: 1

3awundpoeanHbix: 0

M1 CoxpaHuTb NanaMeTobl © HOBLIM MMEHEM
=

@
= BLIMONHWUTE
® | ‘

PucyHoK 92. PasapxmsupoBaHue n CHATME nognmcu

UcxoaHble 3awmndpoBaHHble U nosy4vyeHHble ¢ainbl oTobparkaloTca B OTAE/IbHOM MacTepe
Pe3ynbtatbl onepauui (PucyHok 93).
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PucyHok 93. Pe3ynbTaTbl pa3apXMBMPOBAHUA U CHATUA NOANUCH

BHumaHue! [oKymeHTbl, NONyYeHHble B pe3ynbTaTe 06paTHbIX onepauuii (pacwudpoBaHue,
pa3apxXnBMPOBaAHME, CHATUE NOAMNUCHK), COXPAHAIOTCA BO BPEMEHHYHO NankKy, Pacrno/IoXKEeHHYO B Nanke
nonb3osatens B Katanore ./Trusted/CryptoARM GOST/TEMP, u ocTtatoTcs Tam A0 BbINOHEHUA
cnepytowen onepaunn. lanee BpeMeHHanA nanka ounLLaeTca.
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[JOKyMeHTbl U3 pe3ynbTaToB onepaummM MoOXHO OTKpbITb B macTepe Mognucu u wudposaHua
ONA BbINONHEHUA APYrnX onepaunit unm CoxpaHutb Konuto B lokymeHTax (PucyHok 93). Onepayus
CoxpaHuUTb Konuio B JLOKYMEHTAX C/AYKWUT AN COXPAHEHUA KOMUWM NOJIYYEHHOro Noc/ae onepauun
daina B cneymanbHbii KaTanor Documents, pacnonoKeHHbI B Nanke Nonb3oBaTena B KaTanore
./Trusted/CryptoARM GOST/. [JOKyMeHTbl M3 [AaHHOrO KaTanora AOCTYMHbl B MYHKTE MEHIO
AOKYyMEeHTbI.

3.12.4 PACWUDPOBAHUE, PASAPXUBUPOBAHUE U CHATUE NOAMNUCH

Ona  pacwndpoBaHWUA, pPa3apxXMBMPOBAHMA WU CHATMA MNOAMNUCM AOCTAaTOYHO BblbpaTb
3aWNGPOBAHHBIA apXMB MoanucaHHoro ¢aknna - dann ¢ pacwmpeHnem .sig.zip.enc, BbibpaTb
onepauuio PacwmndppoBaHue, pa3apxmBUpoBaHMe, CHATUE NOANUCU M HAXKATb HA KHOMKY BbINONAHUTL
(PncyHoK 94). Ecnv HeCKONbKO noAanucaHHbIxX ¢paiinos 6blan ynakoBaHbl B apxuB M 3aiMdpoBaHbl, TO
BblbMpaeTca 3awmndpoBaHHbIM APXUB C PpaclUMpPEHUEM .zip.enc.

HacTpoiKka AononHUTENbHbIX MAPAaMETPOB 4NA onepauumn He TpebyeTca.
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PucyHok 94. PacwundpoBaHue, pasapxmBupoBaHUE U CHATME NOAMNMNCK
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7

NcxogHble 3awmndpoBaHHble M nonyyeHHble ¢aiinbl O0TOOparkaloTca B OTAE/NbHOM MacTepe
Pe3aynbTtatbl onepauuii (PucyHok 95).
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PucyHOK 95. Pe3ynbTaTbl pacluMdpoBaHmMs, pasapXmMBUPOBAHUA U CHATUA NOANUCK

BHumaHue! [oKymeHTbl, NONyYEHHble B pe3ynbTaTe 06paTHbIX onepauuii (pacwudpoBaHue,
pa3apxXnBUPOBaHME, CHATUE NOAMNUCHK), COXPAHAIOTCA BO BPEMEHHYHO NankKy, Pacno/IOXKEeHHYO B Nanke
nonb3osBaTena B Katanore ./Trusted/CryptoARM GOST/TEMP, un octailoTcA Tam A0 BbINOAHEHUSA
cnepytouwein onepaunn. lanee BpeMeHHanA nanka oumnLLaeTca.

[JOKYMeHTbl U3 pe3ynbTaToB onepaunm mMoxHo OTKpbITb B mactepe Moanucu u wudpposaHus
ONA BbINONHEHUA Apyrnx onepaunii nan CoxpaHutb Konuto B lokymeHTax (PucyHok 95). Onepauus
CoxpaHuTb Konuio B JlOKYMeHTax CNYXKUT A COXPAHEHWs KOMUWU MOJIYYEHHOro Mocie onepaumu
danna B cneumanbHbi Katasnor Documents, pacnonoXeHHbIM B Nanke nosb3oBaTenAa B KaTanore
./Trusted/CryptoARM GOST/. [OKyMeHTbl M3 [AaHHOrO KaTanora AOCTYMHbl B MYHKTE MEHIO
AOKYyMEeHTbI.

3.13 YNPABNEHUE CMUCKOM DAMNOB A4 BbINO/THEHUA ONEPALUIA

Cnucok ¢aiinoB Ana BbINOJHEHMA onepauuin npeactasaseTr coboit 0AHOYPOBHEBLIA CMUCOK
(PncyHok 96).
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[0 Coxpanunts konuio B JokymeHTax
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PucyHok 96. Cnncok ¢aiinos

®alinbl B CNUCOK MOXHO A06aBUTb ABYMSA cnocobamu: Yyepes KHOMKy [,o6asuTb palinbl («+») nnu
nepetawms ¢painbl MbilKoN B 061acTb popMupoBaHMA cnncKa Gannos.

Mo ymonyaHuio ¢aiinbl B CAUCKE COPTUPYIOTCS NO AaTe CO34aHMA - OT HOBbIX K CTapbIM.
OTtcopTmnpoBatb dpaliaibl MOXKHO MO OOOMY CTONOLY, Ha*KaB Ha Ha3BaHWe cTonbua.

[Nna cnucka AOCTYNHO KOHTEKCTHOE MeHo (PUcyHOK 97), cocTosiLee 13 NyHKTOB:

— Bblgenutb Bce - BblAenATCa Bce A06aBNeHHbIe B CMUCOK daiibl;

— C6pocuTb BbiaeneHue - OTMEHAETCA BblAeieHMe BCeX BbIBPaHHbIX B cnucKe ¢annos;

— Ypanutb Bce U3 CNUCKA - CNUCOK ouumwaeTca. Mpu ouynctke cnucke ¢pamnbl M3 GaiosBoi

CnCTembl HE yOanArTCA.
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PucyHok 97. KOHTEKCTHOE MeHto cnMcKom ¢ainioB

[na Kaxgoro danna cnvcka AOCTYMHbI KHOMKM Oonepauunun, BCM/biBatlowme npyu HaBegeHUM Ha
dain kypcopom mbiwn (PucyHok 98):

-  MpocmoTp - BbINONHAETCA OTKPbITUE dalina yepes NPUNoKeHUe, KOTOpPoe acCoLMUPOBAHO C
ero pacwmpeHmem. laHHasa onuma HeAOCTyNHa AN5 3alWMPpPOBaHHbIX $pannos.

- Nepentn K panny - BbINONHAETCA OTKPbITUE KaTaNora, B KOTOPOM pacnonaraetca dann.

- MpoBeputb nNognucb — A[OCTYNHA TO/MbBKO ANA MNOAMUCAHHbIX ¢annos. lNpuUHYaUTENBHO
3anycKaeT NpoLuecc NPOBEPKU NOAMUCH.

- Ypanutb- ¢aln ypganaetca M3 TeKywero cnucka. MNpu BbINONHEHUMWM 3ToM onepaumn ¢aiin
ocTaeTcA B GpalinoBoM cucteme B HEM3IMEHHOM BUAE.

Crpanuua 78 ns 120



HKTAN. 00101-12 92 01. KpunTolpo CSP. KpuntoAPM. PyKoBoACTBO Nonb3oBaTena

@ KpuntoAPM FOCT - Mognuck 1 wudposaHue
@ O\ Y . MapameTpbl onepauui .
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PucyHok 98. KHonku onepauuii panna

B npunoxeHun peanmsosaH Nouck ¢painos no cMMBOAbLHOMY coBnageHuto (PUcyHok 99)

KpunToAPM IOCT - Moanuck 1 luudposaHme

G\ . MNapameTpbl onepauni
\a) Q doc x Y :
Py A = Mo ymonyaxuo
Wmsa daiina WameHén Paame X
\-EJ * £ Coxpatierio: 12.03.2020, 14:35
(Y E taiin5.pdf.sig.... 12.03.2020, 11:59 269.82 KB
@J Onepauuu
[ ;
= E aiind txt 09.07.2018,11:50  691B [0 Pacwudposakue, pasapxmenpesaue,
b CHATHE NOAMMCH
& ain3 txt.enc 11.03.2020,13:33  3.61KB [ MNoanues
- [0 ApxusuposaHue
hain3.txt 11.032020,11:54  534B O Wudposanne
(@) [ CoxpaHute konuio & JokymeHTax
_J\ thaitn2.docx.sig 27.11.2019, 16:46 2423 KB CoXpaHMTb peaynbTar & Katanore
[
% Mpotokon-10.1.. 10.12.2019,11:.04 14410 KB B
T djpg 11.03.2019,09:40  29.40KB
"
®
I< <11 > 3l
Py | BbLIMNONHUTDL |
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PucyHok 99. Mowuck ¢paitnos

CnncoK daitnos MOXKHO OTOUNBLTPOBATD, 334aB HACTPOMKKN dunbTpaumm (PucyHok 100).
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PykoBoacTBo nosb3osartena

HacTpoiiku dpunbTpauuun

Wma daiina

Tun

O Bee

Hamenén

8

[0 3awudpoearusie hanns
Moanucaunubie dainst

Paamep daiina Gonbuwe yem

Paamep Gaina MeHbIIe Yem

CEPOCHTb

OTMEHA

MPUMEHHTb

PucyHok 100. HacTpoliku Kputepues ¢punbtpa daitnos

anMEHeHMe d)MﬂpraLI,VIVI BbINONIHAETCA MO HAXXaTUK KHOMKHU anMeHMTb. B 3aBucumoctn ot

BbICTAaB/IEHHbIX KpuUTepuesB ¢uabTpa B crnvcke ¢aioB OCTAlOTCA TO/IbKO Te
YAOBNETBOPAIOT (CYMMAPHO) 3TUM KpUTEPUAM.

3anncun, KoTopble

KpuntoAPM IOCT - Moanuck u wudposaHue

(}\

& Q

Cé) Wma daiina -

o
&

ot
et

WameHen

=\
&

Py
W

Pa3smep

)
¢aim2,dncx,sfg 27.11.2019,16:46  24.23KB
2

MapameTpbl onepauui

@. Mo yMon4aHuio o

*‘a.{um‘ehu 12.03.2020, 14:35

Onepauul

[ Pacwudposanue, pasapxusuposakme,
CHATHE NoanucK

D Mognuce

D ApXuBMpOBaHWe

O Wudposanue

[0 Coxpanuts konuio &8 JokymeHTax

CoxpaHuTe pesynbTat 8 katanore

BbINONHWUTL

PucyHok 101 Pe3ynbTaT npumeHeHua ¢unbtpaumm dainnos

Ona cbpoca 3afaHHbIX KpuTepneB GUNLTPALUKN CNYKUT KHOMNKa COPOCUTb B OKHE HaCTPOEeK

¢dunbTpaumm (PucyHok 100).
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3.14 YNPABNEHUE NAPAMETPAMMW OMNEPALLUU

B macTepe Moanucu u wndpoBaHMA BbiIGpaHHbIE ONepauymn U UX NapaMeTpbl MOXKHO COXPaHUTb
M MCNONb30BATb NPU NOCAEAYIOWMX 3anyCcKaxX NPUNONKEHUS, HEe YCTAaHABNMBAA UX KaXKAbli pas.

Mpy nepBOM 3anycKe MNPWUIOMNKEHMA C€O3[atOTCA MNapameTpbl «o yMONYaHUIO» C NYCTbIMU
onuuamM onepauunii n napameTpos onepaunin (PucyHok 102).

@ KpunToAPM IOCT - Mognuck v wndposaHue = ] X
@ q Y . MapameTpsbl onepawui
= Mo ymon4aHuo
\.EJ G CoxpaHeHo: - N
@J Onepauum

= [ Pacwudposatue, pasapxMBUPOBaHKE,
\-h:) CHATHE NoANnnUCcH

[0 Noanucs

[ Apxueuposatue
D Wudposanue
D CoxpanuTb konuio 8 [lokymeHTax

CoxpaHuTe pesynsTar 8 Katanore

PucyHok 102. NapameTpbl onepaymit Mo YMOYaHUIO

@

=

Mpn nobom M3MEHEHMM OMUMUKW OMepaumii UAM NApPaMeTPoB onepauuu CTAaHOBUTCA AOCTYNHA
KHOMKa COXpaHeHns nameHeHnn CoxpaHuTb napameTpbl (PucyHok 103).
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@ KpuntoAPM IOCT - Mognuck u wudposaHue

@ [ Q

=y
B
o
(6]
ot
=/

MapameTpbl onepauuit

M6 YMORYAHUIO .
CoxpaHeHo: -

Onepauun

[ Pacwudposanue, pasapxusuposakme,
CHATHE NOANNCH

D Mognuce

ApXuBMpOBaHWe

O Wudposarue

[ Coxpanuts konuio & JokymeHTax

[ Coxpanute pesynsrar 8 katanore

0

[0 Coxpanuts napamerpbi © HOBbIM UMEHEM

COXPAHUTL MAPAMETPbDI

BLIMNONHKTE

PucyHok 103. KHOMKa coxpaHeHWs U3MEeHEHUI NapameTpoB onepaLuit

Mpu HaXaTMM Ha KHOMKY MNPOMUCXOAWUT COXpaHeHWe BblBbpaHHbIX MapameTpoB B TeKylume
napameTpbl onepaymii. KHonka CoxpaHUTb NapameTpbl CKPbIBAeTCA A0 U3MeHeHUM (PucyHoK 104).

KpunToAPM IOCT - Mognuck u wudposaHue

-
@ Q
=
B
fan
16

ot
e

@

=]

MNapameTpbl onepawui

Mo ymonyaHuw v
CoxpaHero: 12.03.2020, 15:57

Onepauum

X

[ PacwudposaHue, pasapxmMeuposatme,
CHATHE NOANHCH

O Noanuce

ApxuBMpOBaHne

O Wudposanue

[ Coxpanute konuio & JokymeHTax

[ CoxpaHute pesynstar 8 katanore

BLIMNONHKTL

PucyHok 104. CoxpaHeHne U3MeHeHU I B TeKyLLMe napameTpbl onepauui

Ecnm BbIbpaTh onumio COXPaHUTb NapameTPbl C HOBbIM MMEHEM WM HaXKaTb KHOMKYy COXPaHUTb
napameTpbl, TO OTKPbIBAETCA OKHO BBOAA Ha3BaHMA NapameTpoB onepaunin (PucyHok 105).
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CoXpaHUTL MapameTphbl

Hazeauue napameTpos

Megnuce apxwanposauwe|

OTMEHA COXPAHWUTb

PucyHok 105. 3agaHue Ha3BaHUA NapameTpoB onepaumii

Mo KHonke COXPaHUTb MPOUCXOAUT COXpaHeHMe BblbpaHHbIX MapameTpoB B MNapameTpbl
onepaumii ¢ 3a4aHHBIM UMeHeM. BbibpaTb NapameTpbl oNepaunini MoXKHO B BbiNagalowem CrmcKe 13

paHee coxpaHeHHbIX NapameTpos (PucyHok 106).

KpuntoAPM IOCT - Moanuck u wudposaHue

@ | Q | Y : MapameTpbl onepavmit
f‘a\ @ Mo ymonuaHmno 2
&
r_ I'Ionnmcn W 8pxvBrpoBaHue
£y
\'.g._} Onepauun
ﬁ-‘\ [ Pacwudposanue, pasapxusuposakme,
\_J CHATME NOANNCH
Mognuce
ApXuBMpOBaHWe
O Wudposanue
[0 Coxpanuts konuio &8 JokymeHTax
[ Coxpanute pesynstar 8 katanore
Ceprudukat nognMcu
@ WMeaHos MeaH MsaHoBu4
A% Tecrosbii YL, 000 "KPUNTO-NPO"
HacTpoikn nognucu
CTaKgapT nognucu
CMS v
=
&
Fit | BBIMONHUTE
G/

PucyHok 106. Bbibop napameTpoB onepauui

MOHO HaCTPOUTb HECKO/IbKO NAapameTpoB onepaLmii U BblbUpaTb HyKHble U3 cnucKa (PUCYHOK

107).
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@ KpuntoAPM FOCT - Moanuck 1 wudposaHue - (] X
a = MapameTpsl onepauwit
¢ Q Y i
5 Mo ymonuanmnio - b
&/
Mognwmce base64

Gé‘.) Onepauui npucoepuHeHHan
o |:| Pacul nognuck npucoeg + apxue +
\_J . Sl | COXpaHeHuwe B nankax

o Mogni

D Apxue Sign det der no folder

W attach TSP + dir + Docs

[ Coxpe

Coxpi Kaflec OTCOBANHEHHAR C
COXpaHeHWeM

C:\Users 5
wudpoeaHue base64 F

Ceprudui Wudposarue der +ynanesne

wudpoeaque der +apxme +

¥

L yoanexue

Ceprudgui NMoAnMcs+wUdposatve baseb4

@ | NoAnucs, wkdposakue der +

£y KaTanor
e ! i
— ™ noanuceHuMbposanme+yaanenu
=

& ©
=l BLINOAHUTE
G/ |

PucyHok 107. Bbibop coXpaHEeHHbIX NapameTpoB onepaLmit

MapameTpbl onepauMii MOXKHO NepeMmMeHOBaTb MAM YAANUTb 4Yepe3 KOHTEKCTHOE MEHH0
MapameTpos onepauyuii (PucyHok 108).

KpunTtoAPM IFOCT - Moanuck 1 wudposaHue - 0O X
@ Q Y : MNapameTpoi of MepeMeHOBaTE
mY @ MoAF ypanuts o
\J CoXpaHeRD IZUSZUZU TOUZ
Y
@.J Onepauum
fan [ PacwudposaHue, pasapxmMeuposatme,
=) CHATHE MOAMKCH
Moanucs
ApxuBMpOBaHne
O Wudposanue
[ Coxpanute konuio & JokymeHTax

[ CoxpaHute pesynstar 8 katanore

Ceprudukar nognucu

@ Meanos MeaH MeaHoBuUY
LA Tectoesii YL 000 "KPUOTO-NPO

Hactpoiku nognucu

CTangapT nognucu

CMS v

° | BLIMNONHKTL

PucyHok 108. KOHTEKCTHOE MEHI0 NapameTpoB onepauui

@

Ecan B napameTpax onepauuit 6binn caenaHbl USMEHEHUSA MU He COXPaHeHbl, TO MPW MOMNbITKe
BbIOpaTb Apyrve napameTpbl U3 BbINaZAtoWEro CNUCKa UAK NPU 3aKPbITUM NPUIOKEHUA NOABNAETCS
OKHO C NPeaNoXKeHNeM COXPaHUTb CAeNaHHble U3MeHeHMUA, COPOCUTb U3MEHEHUA MU 3aKPbITb 6e3
coxpaHeHus (PucyHok 109).
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,Elﬂ!r'-l BO3MOXHOCTH EbiE!DFIEi NapaMeTpoB, COXPaHUTE TEKYLLWE W3MEHEHWA

CoXpaHUTL MapameTphbl

¥ Bac ecTo HeCcoxpaHéHHbie nameHenun. MNeped eoIBOpoM Apyrux
napameTos cHPOCHTE W3MEHEHMA N COXPAHMTE MX

3.15 JOKYMEHTbI

CBPOCUTbL

PucyHok 109. MpeanoxeHne cOXpaHUTb U3SMEHEHUA B NapameTpax

[na coxpaHeHWA KOMWM pPe3ynbTaToB BbIMNOJIHEHMA OMepauMin MOANWUCK, CHATUA NOALMUCH,
apPXMBUPOBAHMUA, WKNPOBAHNA M pacwmdpoBaHUA MUCMNONb3yeTca KaTanor [okymeHTtbl. Katanor ¢
OOKYMeHTamu  pacnoJsiaraerca
GOST\Documents\. MpocmoTpeTb AOKYMEHTbI B KaTa/siore MOXHO, BbI6paB MyHKT MeHt0 [LOKyMeHTbl

(PvncyHok 110).

B KaTaJjiore

KpunToAPM I'OCT - [JOKYMEeHTb!

nonb3oBartena

\.Trusted\CryptoARM
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dann3_(1).txt.sig

dain2 .docx sig

aiin.xls.sig

thain3.txt.sig.enc

aiin2 _(1).docx.sig.enc

dann1_(1).xlssig.enc

ain3.txt.sig

v

Pasmep
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2431 KB
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30.29 KB
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2179 KB

376 KB

PucyHok 110. CNMCOK AOKYMEHTOB
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Mo ymonyaHuio ¢aiibl B CNUCKE COPTUMPYIOTCA MO AaTe Co34aHuMA - OT HOBbIX K CTapbim.
OTcopTupoBaTtb daiabl MOXKHO No Nt0boMy CToNbLY, HaXKaB Ha Ha3BaHWe cTonbua.

[ns cnncka A0CTYMHO KOHTEKCTHoEe meHto (PucyHoK 111), cocTosiuee U3 NyHKTOB:

— O6HOBUTb — A1 0OHOB/IEHWNA CMUCKA;

— BbiaenuTb Bce - BblaenstoTca Bce Gpainibl B CNIUCKE;

— C6pocutb BblaeneHme — a1a cbpoca BblAeNEHUA AOKYMEHTOB B CMUCKE;
— TepeiiTK B KaTaNor - BbINO/AHAETCA OTKPbITUE KaTaiora AOKYMEHTOB.

@ KpunToAPM IOCT - [lokyMeHTbI = ] X
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@ Q OBHOBHTE
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my B 1203008 encypfies (1 e
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X m 12.03.2020,10:36 encrypt_files.zi ———
e
NSt
e ;
m 12.03.2020,10:11 thann3_(1).txt sig.enc B8.08 KB
Bl .
m 12.03.2020,10:11 thann2 .docx sig.enc 3029 KB
[ W = e i
12.03.2020,10:11 thaan1.xls.sig.enc 21.79KB
-
12.03.2020, 10:11 tharn3_(1).txt.sig 3.76 KB
12
=
12.03.2020,10:11 thann2 .docx sig 19.85 KB
- (@] 5
12.03.2020,10:11 thann1 xls.sig 13.69 KB
li?J 12.03.2020,09:58 thann3.txt.sig.enc B.0BKB
12.03.2020, 09:58 thann2 _(1).docx.sig.enc 30.29 KB
m 12.03.2020, 09:58 thann1_(1).xls.sig.enc 21.79 KB
=
\::_JJ @ 12.03.2020, 09:58 z
, 09 thann3 . txt.sig 376 KB
\

PucyHoK 111. KOHTEKCTHOE MeH0 CnNUCKa JJOKyMeHTOB

[ns Kaxgoro danna cnvcka AOCTYMHbI KHOMKM Oonepauuun, BCM/biBatlowme nNpyu HaBegeHUM Ha
daiin Kypcopom mbiwn (PucyHok 112):

—  MpocmoTp - BbINONHAETCA OTKPbITUE dalina yepes NpuIoXKeHMUe, KOTOPOe accoLMMPOBAHO C
ero pacwmpeHvem. He AocTynHo Ana 3awmnppoBaHHbIX Gpalinos;
— Mepeiitn K daiiny - BbINONHAETCA OTKPbITUE KaTanora, B KOTOPOM pacrnonaraetca ¢paiin.
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PucyHok 112. KHOMKKW onepaunin 4OKyMeHTa

B npunoxeHun peanmsoBaH NomucK JOKYMEHTOB N0 CUMBO/IbHOMY coBnaaeHuto (PucyHok 113)

KpunToAPM IOCT - [JoKyMeHTbl

s »
10 Q, dog x| Y @
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N
® E ;.
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PucyHok 113. MNMounck 4OKyMeHTOB

CNMCOK JOKYMEHTOB MOXHO OTPUIbTPOBATb, 334,38 HACTPOMKK dunbTpaumm (PucyHok 114).
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PucyHok 114. HacTpoliku Kputepmes GuUabTPa 4OKYMEHTOB

OTMEHA

MpumeHeHWe GUNBbTPALMM BbINOJHAETCA MO HaXKaTUIO KHOMKW MpumeHuTb. B 3aBucMmoctn ot
BbICTAaB/IEHHbIX KpuUTepues GpuabTpa B CNUCKE AOKYMEHTOB OCTAlOTCSA TONbKO Te 3amnucu, KoTopble
YAOBNETBOPAIOT (CYMMAPHO) 3TUM KpUTEPUAM.
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2N
¢ Q
(é) Tun  MsmeHEH -
=
‘é‘ 12.03.2020,11:03
&
12.03.2020, 10:36
\f:‘__\ E
12.03.2020,10:11
= 12.03.2020,10:11
e 12.03.2020,10:11
E 12.03.2020, 0958
H 12.03.2020, 09:58
e
& 12.03.2020, 09:58
=
&
s
W

Wma daiina

encrypt_files_(1).zip.enc

encrypt_files zip.enc

dann3_(1).txtsig.enc

tain2 .docx.sig.enc

dannl.xls.sigenc

ann3.txt.sig.enc

dann2 _(1).docx.sig.enc
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PucyHok 115. Pe3ynbTaT npuMeHeHns GpunbTpaumm 4OKYMEHTOB

Ona cbpoca 3afaHHbIX KpuTepres GUNLTPALUKN CNYKUT KHONKa COPOCUTb B OKHE HaCTPOEK

éunbTpaymm (PucyHok 114).

Ons cnucka daiinos B pasaene [JOKyMeHTbl A4OCTYNHbI onepauum (PucyHok 116):
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— OTKpbITb B MacTepe noanucu u WwWndpoBaHUA — BbIbPaHHbIE AOKYMEHTbI OTKPbIBAOTCA B
MacTepe Moanucb U WndppoBaHUe 4NA BbINOJHEHNA APYrMX OnepaLmii

— Ypanutb — npoucxoauT usnyeckoe yaaneHve alnoB M3  KaTasora B nanke
nonb3osaTena \.Trusted\CryptoARM GOST\Documents\.
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PucyHok 116. JocTynHble onepaunm ansa 4OKYMEHTOB

Mpu BblAENEHUM AOKYMEHTOB B CNUCKe B npaBoM obnactu otobparkaetca MHbopmauums o
nocnegHem BblaeNeHHOM AOKymeHTe (PucyHok 116).

Onsa noanucaHHbIX painos otobparkaerca nHpopmauma o noanucu (PucyHok 117).
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PucyHok 117. UHpopmaumsa o nognucu

3.16 CEPTUDUKATDI

Ona ynpasneHua ceptudmKkatamm B NPUNOKEHUM [06aBNEH OTAENbHbIA MNYHKT MEHH
Ceptudukartbl. [pn BbIGOpe [AaHHOrO NyHKTA OTKPbIBAETCA CMUCOK JIMYHbIX CepPTUPUKATOB WU
NnogMeHIo ¢ KaTeropusam ceptuomkaTos (PrucyHok 118).

KpunToAPM IOCT - JIudHble cepTUdUKaTLI

Fr)
¢ Q @
@) Bnageney cepruduxara =
m o —— "

@J CEPTHDMUKATEI 0-nPo P
\@ @; NuuHsle

@, MpomexyTounsie

@g [loBepeHHbIe KOpHeBbIe

@ 3anpocsl

©  Cnmcku oT3biEa

@.ﬁ- Kmouu

=
;JJ °

Y
G

PucyHok 118. CIUCOK NUYHBIX CEPTUPUKATOB C NOAMEHIO

MoAMEHIO COAEPHKUT NYHKTbI:
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— JInuHble — oA ynpaBAeHUA INYHbIMU CepTUPUKATAMM, Y KOTOPbIX €CTb NPUBA3KA K KUYy

a0,

— TpomerKyTouHble - 418 YyNPaBAeHUA NPOMEXKYTOUYHbIMU cepTudUKaTamu;
— KopHeBble goBepeHHble - 414 yNpaBAeHUA 40BEPEHHbIMU KOPHEBLIMU CEPTUDMKATaMK;

— 3anpocbl — ANA ynpaBAeHMA 3aNpocamm Ha CepTUPUKAT;
— CNUCKM 0T3bIBA — 4N1A YNPaBAEHMA CMUCKaMM OT3bIBa CEPTUPUKATOB;

—  Kntoum — ana otobparkeHma KNoYeBbIX KOHTEMHEPOB.

B nesoit o6nacTn npeactaBneHNs oTobpaxKaeTca CNMCOK cepTUdMKATOB BbiIOpaHHOro pasaena, B
npaBoi 06nacTn otobparkaeTca MHGOPMAUUA O BblAENEHHOM cepTUdUKaTe.

Mpu oTobGparkeHUn cepTUPUKATOB, OHM NPOBEPAIOTCA HA KOPPEKTHOCTb (MaTemaTuyecKas
KOPPEKTHOCTb M MNOCTPOEeHME Lenovykn posepua). Ecam Kk ceptudumkaTty npwmsAsaH kawouy 3, TO
oTObOparkaeTcsa 3HaK KAoya. BO3MOXKHO noaBieHMe 04HOMo U3 ABYX CTaTyCOB NPOBEPKM cepTudUnKaTa:
CcepTUPMKAT KOPPEKTHbIN, cePTUDUKAT HE KOPPEKTHBDIN.

Mocne Bbibopa cepTudMKaTa B CNUCKe oTobparxkaeTtca nHbopmayma o Hem (PucyHok 119).

®
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p
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=
9]

KpunToAPM IFOCT - JInuHbie cepTUdUKaTb

Q

Bnapeney ceptudmrara *

©

-
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- 0O x

CBEQEHWA O CEPTUDHKATE LIEMOYKA CEPTUPUKALIA
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L3 N -y ¥

JKCNOpTHpOBaTL YaanuTs OTKpeITE

n

PucyHok 119. OTobpakeHue cBeaeHN 0 BbiIbpaHHOM cepTudmrKaTe

Ha Bknapke Lienouyka ceptuduKaumm oTobparkaeTca ob6WMI CTaTyC NOCTPOEHMUA LEMOYKU
[0Bepus U NnpusoauTca «aepeso» ceptudukaumm (PucyHok 120).
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@ KpunToAPM IOCT - JTn4Hble cepTuduKaThbl
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JKCnopTHpoBaTe

&

Yaanute

PucyHok 120. MpeacTtaBieHue Lenovyku ceptudukaumm (Lenodkm aosepus)

Ona BblbpaHHOro cepTudmMKkata AOCTYMHbI onepaunm IKcnopTuposatb, YAanutb M OTKPbITb

(Tonbko ans OC Windows).

Onepauua OTKpbITb A0CTYNHa ToAbKo Ana npunoxeHun OC Windows M OTKpbIiBaeT NPoOCMOTp
cepTudmKaTa B CTaHZAPTHbIMK cpegcTBamu OC Windows.

& Ceprudmiar

Ofwme  Coctas MyTs ceprudmaum

£ Coenenna o ceprupunare

3TOT CCpTIMKET MPEANAIHANACTCA ANA:

Sawero KonmbioTeps
+ 33WIEET COOBUEHHA SNEKTPGHHOR NOHTS!
* BCE MONMTHIKN Bblaa4m

* MoATEEMHRAGET YAANEHHOMY KOMNBIOTERY MASHTUOMIALUIO

Komy Boipan:  2012-256
Kem Boigan: 2012-25

Deiictenrenen ¢ 26.05.2020 mo 26.05.2021

¥ EcTe sakpeiTeii Kniou AN 3TOr0 CEPTHGMKATA.

SasBNenye NOCTBLKE

3.16.1 WMMNOPT CEPTUDUKATA U3 PANNA

MMMNOPT JINYHOTO CEPTUPUKATA C NPUBAKOW K Kaw4y M. [inA BbINOAHEHWA UMNOPTA HOBOTO

cepTuduKaTa B XpaHUIMLLE BbINOHAETCA KHONKOW A06aBneHna cepTuduKaTa («+»). B oTKpbiBLLEMCA
OKHEe HY)XHO BblbpaTb onepaunio Umnopt us ¢paina (PucyHok 121).
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MmMnopTupoBaTh

% Wimnopr us daiina

b
Q% Cozgate 3anpoc

OTMEHA

PucyHok 121. MeHto Bbibopa cnocoba pobasneHusa ceptudmKkaToB

B nosBMBLUEMCS AMANOTOBOM OKHE HYXHO BblbpaTb dain cepTudurKata. ITo MOXKeT bObiTb dalin
dopmaTa pfx, cogeprkawmii kKnouesyto napy (Katod 3M u cepTuduUKaT), Man obbluHbIN cepTUdUKaT, y
KOTOPOro ecTb Katoy 3.

Mpu ycnewHom BbINOJIHEHUWU onepaLuMu UMMNopTa cepTUUKAT aBTOMATUYECKM NOMeLLAeTcs B
NNYHble cepTudurKaTbl (PUcyHoK 122).

KpunToAPM IFOCT - JInuHbie cepTuduxaTs

@ Q (:) CBEQEHWA O CEPTUDHKATE LIEMOYKA CEPTUDUKALIAK
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&

PucyHok 122. OTtobparkeHne UMNOPTUPOBAHHOIO IMYHOIO cepTudUKaTa

Ecnm npu umnopTte He ByaeT HaraeH Katod I, COOTBETCTBYIOWNIM CepTUPUKATY, TO BOSHUKHET
coobuieHne ¢ npeanorKeHMem YCTAaHOBWUTb AaHHbIA CepTUPUKAT B noaxogdAliee XpaHuUauwe Wuam
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NPUHYAUTENBHO B BbibpaHHoe (PucyHok 123). Ecaun cepTudumkat 6e3 katoya 3N 6yaeT ycTaHOBAEH B
JIMYHOE XPaHWAULLE, TO C UCMNO/b30BaHUEM OAHHOrO cepTudMKaTa Henb3Aa byaeT NoAnUCbIBaTL U
pacwmdposbiBaTh daibl.

®

. MmMnopT B XpaHunuie: JInuHbie cepTUdUKaTbI

& s
Bbl XOTWTE YCTAHOBMT CepTUdMKAT B xpaHunuwe TinuHoe', Ho
A KpunToAPM ofBHapyxun, 4To nyywe nogonget "[pyrue nonbsosatenn”

) ) ¥ ¥ y

“-
MomecTuTh cepTrudmnKkaT B XpaHunuiLe, BoibpaHHoe

. :
\,"J aBTOMATUYECKH

O MNomectuts ceprudukar B Texyuee xpaHunuue

{ OTMEHA ] [ rotoso ]

Ve
Q)

@

Ié
\Z

PucyHok 123. Bbibop xpaHUAULLA AN YCTaHOBKKU cepTudUKaTa

MMNOPT CEPTUDUKATA BE3 MPUBA3KKU K KAOYY 3. nA BbINONHEHMA MMNOPTA HOBOro cepTudmKaTa
B XPaHUAMLLE BbINO/MHAETCA KHOMNKOW aobaBneHus cepTuduKarta («+»)u Bbibopa onuun UmnopT us
daina (PucyHok 124).

@
MMnopTupoBaTh
E\
=)
@, Wmnopr uz daitna
&

b

3 OTMEHA
®

Q)

Ia
o

®

1

PucyHok 124. UmnopT cepTudmkaTa us daina

B noaBmBLIEMCS ANANOrOBOM OKHE HYXKHO BblbpaTh daiin ceptuduKaTa.
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Mpu ycnewHom BbIMOAHEHMM ONepauum MmnopTta cepTMdMKAT aBTOMATUYECKM MOMELLAeTcA B
BblOpaHHOe xpaHuauwe (PucyHok 125).

KpunToAPM I'OCT - lMpoMeXyTouHble CepTUdUKATDI

@ Q | (:) CBEQEHWA O CEPTUOMKATE  LIEMOHKA CEPTMOMKALMK

@) Bnageney cepTndmkara -

ANropuTM NOANMGM
3A0 "KANYTA ACTPAN" rOCT P 34.11-2012/34.10-2012 256 6uT

lonoBHOM YAOCTOSEPAKOWNA LEHTP

3A0 «HaunoHanbHLIA YLOCTOBEPAKILLMA LIEHTD»

A A% MAAKOMCEASE POCCHA Breenc; cepruibuc
5 o . CN = AQ "'N® "CKE Koutyp"
@-} R AR Opranuzaumna = A0 Tid "CKB Kontyp”
MuHkomceases Poccun o
Moapasaenenne = YLoCTOBEPRIOWNA LEHTP
f’q_-“ @ AD TP "CKB KouTyp STREET = MNpocnexT KocMoHasTos, 4omM 56
\) ae lonoBHOM YAOCTOSEPAKOWNA LEHTP Fopog = EKaTEpwHﬁypr
@ AQ "M "CKB KoHtyp" OénacTe = 66 Ceepanosckas o6nacte
F Y lFonosHOR YROCTOBEPAOWMNE UeHTD CrpaHa = RU
@ AD "M "CKB Koutyp' WMHH = 006663003127
A% MuHkomcense Poccun OrPH = 1026605606620
@ AQ "YNOCTOBEPAIOLMA LEHTP" Email = ca@skbkontur.ru
&% Munkomessss Poccun
Wapatens
@ A0 YACCTOBEPAIOUI/ LEEHTP" MUHKOMCBA3S POCCHN
A% [0N0BHOM YLOCTOBEPAIOWMA UEHTD BblaH aKKPeAUTOBaHHbIM YL
@ AQ "UEHTPMHOOPM"
£ i i lopen fo
a%  [onosHON yaoCTOREPRAIOWMA UEHTD
25 nexabps 2034, 12:34
@ BY "MeguumHcKuia nHbOopMaLMOHHO-AHANMTUHECKUA .
e MuHKomMesase Poccun CepuitHblit HOMep
@ BY 4P MMAL 05BF9181000000000385
- YU 1ucryy
2
@

= MuHkomesasb Poccun
Nt 3 R &
3AQ Kanyra Actpan (YL} 889) e "o e

s YL, 1 MC YL
&

&
L.
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PucyHok 125. OTobparkeHne MMNOPTMPOBAHHOIO cepTUdMKaTa

Ecan npyn mnopTe NPUNONKEHME ONPeaenmnno, YTo ANA AaHHOro cepTudUKaTa aydylle nogonaet
Apyroe XpaHwauuie, TO BO3HUKHET cooblleHMe C npeasoKeHMem YCTaHOBUTb cepTUdMKaT B
noaxo4ALWee XpaHUAULLE NN NPUHYAUTENLHO B BbibpaHHOe (PucyHoK 126).

IS
(&)
— MmnopT B xpaHunuile: JloBepeHHble KopHesbie Y1|
& ,

Bbl XOTWTE YCTaHOBKTL cepTudMKkaT B xpaHnnuwe "[osepeHHsie
G\ kopHesbie', Ho KpunToAPM oBHapyxun, 4To nyyile nogoiget
“:} "TIpOMEXKYTOMHBIE LUEHTPEI cepTudmnKkaumn”

£y
\r:_:) . MomecTuTe CCD[MdJHKiJl B XpaHunuuie, BoiBpaHHoe
dBTOMATHYECKH
O MomecTuTb cepTudukar B Tekyllee xpaHunuiie
{ OTMEHA ] [ roToso

=
A
2
16

PucyHoK 126. Bbibop XpaHUAULLA A7 YCTAaHOBKU cepTudmKaTa
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3.16.2 DKCMNOPT CEPTUDUKATA B AN

Ona akcnopTta ceptuduKkata B Gaiin HyXKHO BblAENNUTb CEPTUDMKAT M HaXKaTb KHOMKY onepaumm
dKcnopTtupoBatb (PucyHok 127). Ecnm y cepTtudumrata 3sKcnopTupyembid Katod 3, To Takow
cepTMPUKAT MOXKHO IKCNOPTUPOBATL BMECTe C Katouom I,

KpunToAPM FOCT - JIuuHble cepTuduKaTs
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PucyHok 127. 3kcnopt cepTuduKaTta

Mpun akcnopTte cepTudUKaTa C HE IKCNOPTUPYEMbIM KatodOM Il NOABASETCS OKHO, B KOTOPOM
MOXHO BblbpaTb TONIbKO KOAMPOBKY daina ceptudmkata (PucyHok 128).

IKCMNOpT cepTugmKaTa

dopmart skcnoptupyemoro daina: X509 (.CER) e koavposke BASEG4

DCKNOPTUPOBATL 3aKPbLITHIA KNKY BMECTE © cepTudukaTom?

@ He 3cKnopTMPOBaTh 3aKPbITHI KNKOY
BbibepuTe TUN KOAUPOBKMA ANA NPUMEHEHWA B 3KCNOPTUpyemom daine!

Kogwpoeka

BASE-64

OTMEHA 3KCNOPT

PucyHok 128. Bbibop KoanpoBKM daina ceptudmkaTa
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Mocne HaxKaTus KHOMKM IKCMOPT, B NOABUBLUEMCA AMA/NIOTOM OKHE YKas3aTb NyTb U umsa ¢aina,
KyZa byaeT coxpaHeH cepTuduKaT (no ymonuyaHuto, pann export.cer).

Mpu aKkcnopTe cepTUdMKaTa C SKCMNOPTUPYEMbIM KatodomM Il B NOABMBLLIEMCS AMA/IOTOBOM OKHE
MOXKHO BblbpaTb cnocob akcnopTa ceptTuduKaTa:

9KCNOPTUPOBATb TONIbKO cepTUdMKaT 6e3 Katoua M. B TaKOM cayyae Hy»KHO TONbKO BblbpaTb
KoAMpoBKy daiina ceptudmKkaTa (PucyHok 128).

—  DKcnopTupoBaTb cepTUdMKaT BmecTe C Kaodom M. B Takom cnyyae Hafo yKasaTtb
naposb a8 3awmTbl Katova 3N (PucyHok 129).

2™
&
N
G
(‘n\ dopmar skcnopTupyemoro daina: Gain obMena nuyHoi Hdopmaumein PKCS#12 (PFX)

&

Lo s
A=)

9KCropT cepTudmKaTa

3CcKNOPTUPOBATL 3aKPbIThIA KNKOY BMECTE © cepTudnkaTom?
@ 3cknopTHpoBaTh 3aKPLITHIA KDY

O He acknopTupoBaTs 3aKpbIThIi KNKOY

YKaMuTe Naponb A5 3aMThl 3aKPbITONO KNKYa.

Mapone NogTeepwaexue napona

OTMEHA 3KCNOPT

cd

@

Q)

@
2

PucyHok 129. 9kcnopT cepTuduKaTta BmecTe ¢ Katouom I

Mocne HaxaTua KHOMKWM JKCMOPT, B NOABUBLUEMCS AMA/NIOTOM OKHe yKasaTb MyTb U uma daina,
KyZa byaeT coxpaHeH cepTudumKat (no ymonyanuto, pann export.pfx).

Mo oKoHYaHuM onepaunn BO3HUKHET COO6LLI|EHVIe 06 ycnewHoOM 3KcnopTe CepTMd)MKaTa.

MpumeuaHue: ecnn KOHTEWHEpP 3KCMOPTUPYEMOro cepTMdMKAaTa 3allMLLeH Mnaposem, TO Npwu
aKcnopTe cepTuduMKata BmecTe ¢ Katodom Il Heobxoammo byaeT BBOAMTb MapO/b K KAHOYEBOMY

KOHTEWHepy.
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3.16.3 YAANEHMUE CEPTUDGUKATA

[na ynaneHus ceptudmKaTta Hy>KHO BbIOpaTb onepaumio Yaanutb (PucyHok 130).

KpunToAPM IFOCT - JTuuHble cepTudmkaTs

@ | o\ | (:) CBEQEHWA O CEPFTUOUKATE  LIEMOYKA CEPTHUDMKALIMKA

e .
\a ) Bnapenel ceptudukara

Bnageney ceprudimkata

R WeaHoe MeaH WsaHoBuy P Crpana =RU

@J\ Tecromsiii YL 000 "KPUNTO-IPG" e —
Email = ivanov@test.ru

[en) lopoa = Wowkap-Ona

=)

06nacts = Pecny6nuka Mapui 3n
Opraxuzauua = 000 "MeaHos 1 K'
WHH = 500100732259

CHWNNC = 11223344585

Wapatens
Tectoebiit YL, 000 "KPUIMTO-NPO"

Mogex go
11 ceHtA6pa 2020 r., 08:08

CepMAHbIA HOMED

7C0000F367C7F7D700D101796A00010000F3...

ANropuTsM nognuck

FOCT P 34.11-2012/34.10-2012 256 61t

X3wWw-anropuTs noanucu

FOCT P 34.11-2012 256 61T

ANropuTM OTKDLITOFD KNOYa

® ° & &, &

[\ JKCNOpTHROBATL Yaanute OTKpBITE
&

PucyHok 130. YaaneHue ceptudumKkaTa

B nosBmMBLIEMCA ANANOTOBOM OKHE Ha)kaTb YAanuTb AN NOATBEPXAeHUs yaaneHus (PUcyHOK
131).

Yaanenue ceptuduxara

D YAanuTb CBA3AHHbIA ¢ cepTuduKaToM KoHTeRHep (He pekomeHayeTces)

OTMEHA YOAANUTL

PucyHok 131. MNoatsep:kaeHune yaaneHuns ceptudukata
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Echn y ceptudmKaTa ecTb nNpuBAsKa K Kakody IM, To Npu yaaneHun cepTuduKata BO3MOXKHO
yaaneHuve knwoda IM. Ona yaaneHua ceptuduKkaT BmecTe ¢ Kawoyom Il B AMANOrOBOM OKHE Hago
nocTaBuTb ¢nar YAanuTb CBA3AHHDbIN ¢ cepTUPMKATOM KOHTEMHEP M HaXKaTb KHOMKY YAanuTb.

MpumeyaHue. He pekomeHAyeTcA yAanATb KOHTelHep Katoya IM, TaK KaK OH He Nnoanexut
BOCCTAHOB/IEHUIO.

3.16.4 CoO3AAHME 3ANPOCA HA CEPTUDUKAT

Ona cospaHuAa 3anpoca Ha cepTuduKaT B OKHe AobaBneHus ceptuduKaTa cneayeT BblbpaTb
onepauyuio Cosaatb 3anpoc (PucyHok 132). Co3aaTtbh 3aNpoc MOXKHO CO CNUCKA IMYHBIX CEPTUPUKATOB
(PrcyHok 132) nnm co cnucka 3anpocos (PucyHok 133)

2N
&

*

()
= _'@,: Wmnopr u3 baina
\/ &

Q% Coapate 3anpoc

ot

=

MmnopTupoBaTh

OTMEHA

@

@

PucyHok 132. Co3paHue 3anpoca Ha cepTudUKaT B CNUCKE INYHbIX CEPTUPUKATOB
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PucyHok 133. Co3gaHue 3anpoca Ha cepTudmKaT B CMIMCKE 3anpocoB

Onuun HeobxoAMMbIX CBeAEHWUI ANA TeHepaumn 3anpoca pacnpedeneHbl Ha [ABe BKAAAKM:
CseaeHusA o Bnagenbue ceptudukarta v NMapameTpbl KAkoua.

B napameTtpax cybbeKTa yKasblBaeTca:

— WabnoH ceptndmkata (PucyHok 134);

CospaTb 3anpoc

&y

CBE/IEHMA O BNARENGLUE CEPTHEBMKATA MAPAMETPLI KNIDHA

‘\
\:J LWaénoH cepTadukata

LY LIaBNoH No yMONUaHKD

et

CeprudukaT K31 MHAWBMAYaNBHOrO NPeANPHHUMATENA
Ceptrduxat K30 duanyeckoro nuua

LWa6noH ¢ pacllMpeHHBbIM CMIMCKOM Nonei

lopog Q6nacTe

Crpawa
Email agpec

Poccuitckan Deaepaumn (RU) v

[ Coapats camonoanucanHslii ceprudmkat OTMEHA roToBo

@)

PucyHok 134. Bbibop wabnoHa ceptudmkarta

— OcHoBHasa WHdoOpMmaLMsa, B KOTOPOW, COrnacHo BbIOpaHHOMY Ha npeablayliem Lware
WwabnoHy, HeobxooMMO YKaszaTb WMAEHTUPUKALMOHHYIO MHOOPMAUMIO O Bnajenble

ceptudmkrata (PucyHok 135).
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Cospatk 3anpoc

CBEAEHMA O BNAAENBUE CEPTHOMKATA MAPAMETER! KIID4A

\. WatnoH ceprudmkara
ot WaBnoH No yMonyaHuo
&

WaerTwpmxatop CN *

Eropos Erop Eroposuy

Oprasvaaumra
000 "Eropoe u KomnaHns"

lopon 06nacTe
Mowkap-Ona Pecny6nuka Mapuit 3n
CTpaHa
Email agpec
egorov@test.ru Poccuitckan ®egepauua (RU)
[ Cozaats camonoanucanHsli ceprudukar OTMEHA

PucyHok 135. MHdopmauma o Bnagenbue ceptudunkata

Mpu yctaHoBKe ¢nara Co3aaTb CAaMONOANUCAHHDINA CePTUPUKAT NPOUCXOAUT CO34aHNE
cepTMdMKaTa M ero aBTOMaTMYeCKas YCTaHOBKA B JIMYHOE XPaHW/MLLE NO/b30BaTens.

3aI'IpOCbI Ha CamonoAnucaHHble CepTM(bMKaTbI He CO34al0TCA.

B napameTpax Kntova yKasblBaeTca:

Anroputm Kntoda (PucyHok 136);

Cospatb 3anpoc

I

CBELEHMA O BRALENSUE CEFTHOHKATA NAPAMETPE KNIDHA

ey
‘:} ANropuTM
Kouternep (6yaet coagad HOBbIA) *
\55} Bl L b44174fb-3a34-9960-9c6c-Icccffoc7f55

rOCT P 34.10-2012 512 6t
[ NomeTnTb KNKOYM KAK SKCNOPTUPYEMbIE

Mognuce W wudposaHue v
Mcnonb3oBaHue Kua Ha3aHaueHne cepTuibuxata (EKU)
Wundposanue [0 Nposepka noanuuHocTy cepeepa
CornacosaHmne lNposepka NOANMHHOCTH KNMEHTa
O Noanucs ceprudukaros O Noanucs kopa
Tonbko pacwmdposanme 3almMTa 3NeKTPOHHOI NOYTbI

O Toneko wudpoeaque

Mognuce

HeoTpekaemocTs

[0 AstoHomHoe nognucanme cnucka otasiea (CRL)
O Wudpoeatue knoua

D Co3paTb caMONoOANUCAHHbLIA CepTUdMKaT OTMEHA

PucyHok 136. Bbibop anroputma Katoua

HasHaueHue kntoya (PucyHok 137);
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CospgaTb 3anpoc

COEJEHURA 0 BAARENGUE CEPTHOMKATA NAPAMETPH KNIDYA

)
\T-} Anroputm

Kouteinep (Gyaet coagax HoBeii) *

Moanuce W wAppoBaHMe [ Mposepka noanuHHocT cepeepa

Cornacosasue MpoBepka NOAMHHOCTA KNMeHTa
O Noanuce ceprudukatos O nNoanuce koga
Tonkko pacwmdposanie
[0 Tonsko widposanue
Moanuck
HeoTpekaemocTs
[0 AsteHomHoe noAnMcaHmMe cnucka oTaniea (CRL)
[ Wwdposarne knova

3almTa 3NeKTPOHHON NONTLI

[ Cozaats camMonoanucanHblil ceprudmukar

PucyHok 137. Bbibop HazHayeHuMA Ktoya

— Wcnonb3oBaHue Kntoya (PucyHok 138);

Cospgatb 3anpoc

ﬁ_‘i\ FOCT P 34.10-2012 256 Gt ¥ b44174fb-3a34-9960-9c6c-9cceffoe7f55
=)
Haana4enue kniosa
[ NMomeTuTb KNKOUM KaK 3KCNOPTURYEMBIE
Meannce
Liludposane Hasnauexue cepudmrara (EKU)

OTMEHA

Toneko paclumdposaH1e
[ Tonsko wkdposaHue
Mognuce
HeoTpekaemocTs
[ AetoHomMHoe NOANHCaHKe cncka oTabisa (CRL)
[ Wrdposaxue knwoya

3alnTa 3NeKTPOHHON NONTbI

[ Cozaats camonoanucanHbii ceprdukar

PucyHok 138. Bbibop MCNoab30BaHMA KoYa

L S ——.
&)
\u Anroputm
KouTeinep (GyneT cosgaH HoBoIR) *
@ rQCT P 34.10-2012 256 6ut ¥ b44174fb-3234-9960-9c6c-9cceffbe 755
Haawadenune kniosa
[ MoMeTuTb KNKouM Kak 3KCNOpTURYEMBbIe
Mognuck W WnbposaHue v
Mcnonb3ceanue knoda Haanauenue ceptuiuxara (EKU)
Wudpoearue D lNpoBepka NogNMHHOCTK cepeepa
CornacosaHue MpoBepKa NOAIMHHOCTH KNMeHTa
O Noanuce ceprudukatos O Noanuce koga

OTMEHA

— KoHTeliHep - cepTudUKaT ByaeT co34aH Ha OCHOBE HOBOFO K/to4eBOro Habopa. MoHO
3a4aTb CBOE MMSA KNOYeBOro Habopa MaKM OCTaBUTb CO34aHHOE aBTOMATUYECKM.

— ToMeTUTb KNKUM KaK IKCNopTUPYeMble. ECn OTMEeTUTb 3TOT ¢iar, TO MOXKHO NPOBOAUTb

3KCNopT cepTudUMKaTa BMecTe ¢ Katoyom M.
— HasHaueHue ceptnudmkata (EKU).
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Ha ocHOBe yKa3aHHbIX AaHHbIX Mo KHomnKe FotoBo byaeT cdopmmpoBaH 3anpoc Ha cepTudukart. [na
cepTudMKaTa BbibepuTe KNOYEBOI HOCUTENb ANA XPAaHEHUA KOHTeWHepa (PeecTp, Anck, TokeH). Ha
3anpocC CUCTEMbI YCTAHOBUTE NMapo/ib Ha AAHHbIM KOHTeMHep 1 noaTeepauTe ero. Mocne 3aBeplueHns
onepauum BO3HUKHET OKHO C MHbOpPMaLMel o ee pe3y/ibTaTax

3anpoc coxpaHsaeTtca B paiin «<CN ceptudumkata> <anroputm > <aaTta reHepauum>.req» B nanke
nonb3zosaTena B katanore \.Trusted\CryptoARM GOST\CSR v oTobpakaeTca B noanyHKTe 3anpochbl
pa3sgena Ceptudukartbl (PucyHok 139).

@ KpuntoAPM IOCT - 3anpochl Ha cepTudukar RU - O X
@ Q (:) CBEQEHWA O CEPTUGQHKATE  LIEEMOYKA CEPTUOUKALIMA
&
Eropos Erop Eroposu4 Bnageney ceprudmkara
bl :
— Eropos Erop Eroposuy Eropos Erop Eropoeud
2
\:J Wspatens
Eropos Erop Eropoeuy
b
&
Opraxnaayuna
000 "Eropoe u KomnaHus
Fogen ao
28 pekabpn 2019, 15:51
CepuitHbid HOMED
6967504817148393
ANFOpUTM NOANKEH
rOCT P 34.11-2012/34.10-2012 256 6ut
XawWw-anropuTm NOANKCH
roCT P 34.11-2012 256 6ut
ANropuTM OTKPLITOrD KNKOME
rOCT P 34.10-2012 256 éut
OTneyaTor
7f0cb99aec98653390957ff76a88fbdBc874bBe8
= o8 e, ]
\:;J -y oy
JKCNOPTHPOBATE Yaanute Mepeittn s
fﬁ;\ KaTanor
R

PucyHok 139. dopma npocmoTpa 3anpoca Ha ceptudukar
[nA 3anpoca foCTynHbl cneaylowme onepaunm:
— DKCnopTuUpoBaTb — A/1A COXPaHeHua cepTudmKaTta B pain;

— Ypanutb — ANA yaaneHua 3anpoca M3 Cnucka, npu 3Tom ¢aiin 3anpoca He yaansaercsa us
nanku;

— TepeiTM B KaTtanor — A0a OTKPbITUA KaTanora B ¢ailnoBom MeHeaxepe, rae
pacnonaraetcs ¢aiin 3anpoca.

Co3paHHbIM  danin  3anpoca Ha cepTMdUKaT credyeT HaANpPaBuUTb Ha PaAacCMOTPEHME B
Ynoctosepsowmii ueHTp (YLU). MonyyeHHbit n3 YU, ceptndumkat cnegyet MMNopTUPOBaTh AnA paboTbl
C AaHHbIM CePTUDUKATOM B MPUNOKEHUMN.

3.16.5 Co030AHME CAMONOANUCAHHOIO CEPTUGUKATA

Mpumeyanmne: CamonoanucaHHbIN cepTUPUKAT MOMKET MCNOb30BaTbCA TONbKO B TECTOBbIX
Lensx.

[nsa co3paHua camonognucaHHoro ceptudmkata Ha popme Co3paTtb 3anpoc cneayeT NOCTaBUTb
¢dnar Co3pgaHue camonoanucaHHoro ceptuemKarta (PucyHok 140).
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Cospatk 3anpoc

CBEAEHMA O BNAAENBUE CEPTHOMKATA MAPAMETERI KNID4A

\. WatnoH ceprudmkara
s LlaénoH no yMon4aHu v
.,
L4

WaerTwpmxatop CN *

Muxainos Muxann Muxainosuy

Oprasvaaumra
lopon 06nacTe
Mowkap-Ona
CTpaHa
Email agpec
mikhaylov@test.ru Poccuitckan ®Gegepauwmsa (RU) v

Co3aaTh CAMONOANMCAHHBIA CepTUhUKaT

OTMEHA | roToso |

PucyHok 140. Co3paHue camonoanncaHHoro ceptudukata

Ha ocHoBe yKa3aHHbIX AaHHbIX Mo KHonke FoTtoBo 6yaet copmmnpoBaH camonoanmncaHHbIM
ceptuouKat. na ceptudmkaTa BbibEpPUTE KNHOUYEBOW HOCUTEND A5 XPAaHEHWUA KOHTelMHepa (PeecTp,
OMCK, TOKeH). Ha 3anpoc cuctembl yCTaHOBUTE MapO0J/ib HA AaHHbIN KOHTEMHEP M NOATBEPAUTE €ro.
Mocne 3aBepLUEHNA ONEePaLLMN BOSHUKHET OKHO C UHPOpMaL el o ee pe3ynbtaTax. CepTudumkat
6yanet B cnncke JINUHbIX cepTuduKaTtos (PucyHoK 141)

KpunToAPM FOCT - JluuHble cepTuduraTbl

@ Q (:) CBEJIEHWA O CEPTUOMWKATE LEEMOYKA CEPTUDMKALIMA
@) Brianeneu ceprudukara - Bnapeney ceptudmkata
o @ Weavoe Wean MeaHoamny & CN = Muxaiinos Muxaun Muxainoeny
\@J e Tectoewiid YL, 000 "KPUMTO-NPO Email = mikhaylov@test.ru
@ Muxaitnoes Muxann MuxainoBu4 Fopop = Mowkap-Ona

.Y i =
o, A% Muxainos Maxann Muxainosnd
\"J Wagatens

Muxainos Muxaun Muxaitnoemy

Fopex go
17 wiona 2021 r,, 08:58

CepuiHbii HOMep

606921778280437040

AnNropuTM nognvcu
rOCT P 34.11-2012/34.10-2012 256 Gut

X3W-anropuTm NOANMCH

rOCT P 34.11-2012 256 6ut

ANrOpUTM OTKPBITOMO KNKOYa

FOCT P 34.10-2012 256 6uT

OTnevaTok

1b900643a15be0801611db532cceaa3ef60b03..

WcnonesoBanue knoya

@ 3KcnopTUpoBaTh Yaanuts OTKpbITL

PucyHok 141. Cnncok JInyHbix cepTuduKaTos

an reHepaummn camonognmcaHHoro CepTVId)VIKaTa 3anpocC Ha CepTVId)VIKaT HE CO34a€eTCA.
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3.16.6 CnucKM OT3bIBA CEPTUDPUKATOB (COC)

Ona paboTbl cO cnUcKamu OT3biBa CeEPTUOUKATOB B MYHKT MeHI cepTuduKatbl pobasneH
noAnyHKT CNUCKK 0T3biBa cepTuduKatoB (PUcyHOK 142).

KpunToAPM IFOCT - Cnucok oT3biBa cepTudukaTos

@ [ q J (:) Wapatens
Munkomceaab Poccun
Y Kem BoigaH *
\E) A [leficTauteneH ¢
- 18 nekatps 2019r.,12:04
“
\.?J CEET/ERKATES Cneayrouee o6HOBREHHE
17 auBapa 2020 r., 12:04
7 L JIMuHBle
L= LAl
\'J = W AnropuTm nognuck
‘?;g MpomexyTouHble rocT P 34.11-2012/34.10-2012 256 6uT
@Q [loBepeHHbIe KOpPHEBBIE X3W-anropuTM NoANKCH
@ 3anpocsl OTneyaTor
R 21a456a63499261c2f180ff4114128328fffcad3
{&,  Cnueku otabiea
-~ SMNTO-PO™ (YL 2.0)' WperTudnkaTop knoua
@A Kmouu ¢254f1b46bd44cb7e06d36b42390f1fec33cob06
@ "Tectosbin YL| 000 “"KPUOTO-NPO™ Homep CRL
2019-12-27T07:47-20.000Z 0
@ CRYPTO-PRO Test Center 2
2019-10-04T10:54:30.000Z
g VeriSign Class 3 Public Primary Certification Authority - G5
2019-09-18T00:00:00.000Z
@ TonoBHON YOOCTOBEPRIOWMWA LEHTD
2019-09-23T08:34:24.000Z
@ 3A0 «HaumoHanbHbIA yLOCTOBEPRIOLMIA LLEHTD»
(" 2019-12-27T02:50:00.000Z
~
\_EJJ ﬁ MuHKOMCBA3b Poccumn @l\‘ @
2019-12-18T09:04:35.000Z 3= "‘0
\)
@ BKCNOPTHPOBATE Yaanuts

PucyHoK 142. Bblbop NyHTK MEHIO ANA YIPaBAEHUA CIMCKOM OT3bIBa
CnuncKM oT3biBa MOXHO MMNOPTUPOBATbL, SKCNOPTUPOBATb U YOANATD.

[na umnopTa cnncka oT3biBa HAaZ0 HaXaTb KHOMKy AobaBneHua («+») n BbibpaTtb onumio Umnopt
u3 ¢panna (PucyHok 143). B oTKpbiBLLEMCA OKHE BbIOPaTb $ain cnncka oT3biBa.

)

G/
MmnopTupoBaTh
E\
&
— g%: Wmnopr u3 daina
A

0y

OTMEHA
®

I
@ ®

m~

PucyHok 143. MMnopT cnucka oT3biBa cepTudmKaToB
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Mpu ycnewHom umnopte COC oTobparkaeTca B pasaene CNUCOK 0T3biBa cepTuduKaTos (PrcyHoK
144).

KpunToAPM IOCT - Cnucok oT3biBa cepTudurKaTos

@ Q ‘ (:) Wapatens
z CA2012-256
LY -
\EJ Kemeoigaw= AeicTanTener ¢
Lk 4 centabpa 2019 1, 16:30
@J @ "AQ “Md "CKB KoHtyp™ o &
2019-10-04T04:55:10.000Z s
1 cenTtnbpna 2029 1, 16:30
f-';_‘ "AQ "N "“CKB Kontyp™
\J 2019-12-10T04:55:10.000Z ANropuTmM Nognuck
@ "000 “AdTUKOM™ rOCT P 34.11-2012/34.10-2012 256 61t
2019-12-26T18:10:00.000Z X31-anroputM nopnuck
@ "MAO "BoiMnenko
- . OTneyaTok
2019-12-27T07:50:00.000Z
05b6f3eeleaf6648a36f45f5c084263c4eBe60al
"Tectossiit YL, 000 "KPUMTO-MPO™ (YL, 2.0)"
2019-12-27T08:00:00.000Z Homep CRL
@ "Tectosbiit YL, 000 “KPUNTO-NPO™ z
2019-12-27T07:47:20.000Z
g CA2012-256
2019-09-04T13:30:03.000Z
ﬁ CRYPTO-PRO Test Center 2
2019-10-04T10:54:30.000Z
g VeriSign Class 3 Public Primary Certification Authority - G5
2019-09-18T00:00:00.000Z
@ TonoBHOW YAOCTOBEPAKLLMIA LEHTD
2019-09-23T08:34:24.000Z
p= Q 3A0 «HaunoHaNbHbIA YOOCTOBEPRIOLMA LIEHTP»
0 Z St A
- 2019-12-27T02:50:00.000Z
\EJJ 2-27T02:50 @E“ @
o) (x]
MuHkomMcenR3sb Poccuu A= 2.2k
=2 2019-12-18T09:04:35.000Z JKCnopTHpoBaTe Yaanute
1G]

PucyHok 144. MNMpocmoTp MHbOpMaLmMm o cnucke oT3biBa

9kcnopPT COC. [1na akcnopTa CAUCKA OT3biBA HYXKHO HaXKaTb KHOMKY IKCNOPTUPOBATh.
OTKpbiBaeTca ¢opma Bbibopa KOAMPOBKKM dalina (PucyHoK 145). Mpu HaxKaTUK Ha DKCNOPT cneayeT
BbIOpaTb ANPEKTOPUIO A1 COXPAHEHMA U 3a4aTb nma ¢anna COC.

&
3xcnopt CRL
E\

G -

Mopmar skcnopTupyemoro daina: X509_CRL (.CRL) B kogupoeke BASE64
,@f\
k:} Koaupoeka

BASE-64

OTMEHA SKCNOPT

6)

I
NG

Q)

=

PucyHok 145. Bbibop KoaMpoBKM aKkcnopTupyemoro COC

YaaneHue COC. Ona yaaneHma COC Hago HaxKaTb KHOMKY YAQnuTtb 1 NoaTBepAnTb yaaneHue B

COOTBETCTBYOWEM OKHe (PucyHoK 146).
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PucyHok 146. NoatsepxkaeHue yaaneHma COC

3.16.7 KnNIOYEBBIE KOHTEMHEPDI

OTMEHA YOANUTE

YCTAHOBKA CEPTU®UKATA M3 KAKOYEBOrO KOHTEMHEPA. [NA YCTAHOBKM cepTUOMKATa M3 KAOYEBOrO

KOHTelHepa HYXHO BblbpaTb B MmeHo CepTuduKaTbl

noanyHKT Knioun.

B neso obnactu

npeacTaBneHns oTobpaKatoTCs Bce NOAKNOUEHHbIe XPaHWIMLLA KOHTeHepoB Katodein M. B npasol
obnactn otobparkaercs MHGopmaLma o cepTuduKaTe B BblaeleHHOM KoHTelHepe (PucyHok 147).

s
&

b

&

LY
&

Y

)

y
S

@

KpuntoAPM IOCT - KoHTeiHepbl

Q I

REGISTRY

27086739@2018-12-24-WanaruHa Hatanea Bnagumu...
REGISTRY

R
52985e76-387d-8f5e-718a-ac90f3c95f63
ﬁ REGISTRY
815f20a9-72e9-4765-aff4-6cc7b68671fb
R REGISTRY
ba4174fb-3a34-9960-9c6c-9cccffoe7f55
f ﬁ REGISTRY

cef894c2-a556-c0c6-9bef-10ab584bec3ce
ﬁ.é REGISTRY

b

Yaanute
KoHTelHep

PucyHok 147. XpaHunuuia KoHTeiMHepos Katovelt I
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B Kaxgom M3 XpaHuauw, oTobparkaloTcAa KoHTelHepbl Kawodei M. B cnyyae oTtcyTcTBuMA
KOHTEMHEepPOB B XpPaHUAULLLE, OHO MOKET BbITb CKPLITO KakK nycroe.

MNocne BbibOpa KOHTeNHepa oTobparkaeTca MHPOpMaLMA O HaxoAswemcss B Hem cepTuduKaTe
(PvcyHok 148).

@  KpunToAPM rOCT - Kntoun - O x
@ o\ (:) Bnageney ceprudukata
Crpana = RU
fé‘ CN = MBaHos WMeaH MisaHoBUY
=4 REGISTRY Email = ivanovi@test.ru
ey @  Oeccladh-26b1-1097-Beeb-77a7a564dc11 e e =GR Ui
(7 } P O6nactb = Pecnybnwka Mapuia 3n

Opraum3aymna = 000 "WMeaHos u K"
WHH = 500100732259

o @ Irina-10.06.2020
& A e
CHWIIC = 11223344595

& Ivanov-lvan1106
REGISTRY Wspatene

Tectosbiid ¥ 000 "KPUMTO-NPO"

lNogex go
11 cenradpa 2020 r., 08:08

CepuitHbiih Homep

7C0000F367C7F7D700D101796A0001000..

AnropuTm noagnucu
rOCT P 34.11-2012/34.10-2012 256 6mT

X3W-anropuTm NOANMCH

FOCT P 34.11-2012 256 6ut

ANropuTM OTKPBITOrD KNKYa

FOCT P 34.10-2012 256 6ut

Q) Q
= b b
& ® 0
YcTaHoBuTE Yaanute
a cepTudurat KOHTEAHEp
&

PucyHok 148. UHpopmauusa o cepTuduKaTe B KOHTENHEPE

Mo KHoMKe YcTaHOBUTb cepTUdMUKAT NPOMCXOAUT YCTaHOBKa cepTudMKaTa B JINYHOE XpaHuauLLe
ceptTuduKaToB. [aHHbI cepTUPUKAT CTaHOBUTCA AOCTYNEeH ANA BbINOJHEHWUSA onepauui NoAanucu,
WndpoBaHMA K pacliMPppoBaHUA.

OnAa ypaneHUA KOHTEMHepa HYXXHO HaXKaTb KHOMKY YAanAuTb KOHTeMHep M NoATBeEpAMUTb
onepaumto (PucyHok 149). Ecam yctaHoBUTb piar YAanuTb CBA3aHHDbIN C KOHTEMHEPOM cepTUPUKAT,
TO BMeECTe C KOHTEMHEPOM CcepTUDMKAT yAANNTCA U3 XPaHUAULWA NNYHbIX cepTudukaTos. Ecam dnar
He YCTaHOBNEH, CepTUOMKAT OCTAaHETCA B XPAHWAULWLE JNINYHbIX CepTUPMKATOB 6e3 NpuBA3KKM K
KNto4YeBOMy KoHTeWHepy. C MCNoOib30BaHMEM TaKoro ceptuduMKaTta Henb3A BbIMONHATL onepaumu
nognucu u pacwmndposaHuma.
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Yaanute KOHTelHep

Bbl AEHCTEMTENDHO XOTHUTE YAANMTE KOHTERHED 3aKPbITOrO KNKoya?

D YAanuTe CBA3aHHBIA C KOHTERHEPOM cepTudukar

OTMEHA YOANHUTb

PucyHok 149. YaaneHue KoHTeWHepa

B npunoxeHnn peanrsoBaH NOUCK KOHTEMHEPOB MO CMMBOJIbHOMY COBMAAEHWUIO B Ha3BaHUMU
KOHTeWHepa (PucyHok 150).

KpuntoAPM IFOCT - Knioun

@ Q iv (:) Bnageney ceptudukarta
Crpana =RU
\E) CN = MeaHoe Weax MeaHoBu4
REGISTRY Email = ivanov@test.ru

Topop = Mowkap-Ona

O6nacTe = PecnyGnuka Mapuid 3n
Opranuzaumua = 000 "WMeaHoB n K"
\Ily WHH = 500100732259

CHWJIC = 11223344595

REGISTRY

@ ﬁ Ivanov-lvan1106

Wzpatens

Tectosbiid YL 000 "KPUNTO-NPO"

logex go
11 ceHtn6ps 2020 r., 08:08

CepuitHbli HOMEp

7CO0000F367C7F/D700D101796A0001000...

AnropuTm NOANKUCK

MOCT P 34.11-2012/34.10-2012 256 6ut

XaWw-anropnT™ NOAAMCH

FOCT P 34.11-2012 256 6ut

ANropuTM OTKPBITOrD KAKYE

FOCT P 34.10-2012 256 6uT

® B B

YoTaHoBUTE Yaanute
[N cepTutmkar KOHTeRAHe
=) pTHd p

L34

PucyHok 150. MoncK KoHTeHepa

3.16.8 T1OUCK CEPTUDUKATA

B anemeHTax Nonb30BaTENbCKOrO MHTepdelica, rae NpoLecc BbiNONHEHUA ONepauun yYnTobiBaeT
BbIOOp cepTudMKaTa U3 CnucKa, peannsoBaHa GyHKLUMA NoucKa cepTudukatos (PucyHok 151). Ons
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BK/IIOYEHUA PEeXMMa NOMCKa HYXKHO HaXKaTb Ha KHOMKY MOMCK 1 B CTPOKEe MOUCKa BBECTU KAOYEBYIO
dpasy.

Mouck cepTUPUKATOB peann3oBaH Ha OCHOBE COBMaAeHua Kawo4yeBol ¢pasbl € A0bbim
TEKCTOBbIM CBOMCTBOM cepTUdMKaTa. B pesynbTaTe BMecTo NONHOMO CMCKA B OKHE OCTAlOTCA TO/IbKO
cepTUdUKaTbl, yA0BNAETBOPAIOLLME KPUTEPUIO NOUCKA.

Y106bl OTMEHUTL PUNBLTP NoMCKa TpebyeTca yaanutb Katoyesyto ¢Gpasy MAM HaxKaTb HA KHOMKY
OTmeHa.

MpumeyaHue. B cny4ae HenpaBUNAbHO YKA3aHHOrO KpUTEpMA MOMUCKA CMUCOK CepTUPUKATOB
MOKET OKa3aTbCA NyCTbIM, O YeM DyAeT CBMAETENbCTBOBATb HAANUCH - CepTUdUKaTbl OTCYTCTBYHOT.

@ KpunToAPM IOCT - JiuuHble cepTugukarbl RU - ] X
@ [Q x| o
@) Bnapeney ceptudurara *
Meanos Meax WeaHoBuy
) cernssA Vil GROAEHATC &
- B
s
N
=n
o
&
PucyHok 151. Nownck ceptnudmkara
3.17 KOHTAKTbI

B pasgene KoHTaKTbl npeactaBieHbl cepTuduKaTbl APYrnx nosib3oBaTenei, B aApec KOTopbIX
NPOUCXOAUT WNdpPOBaHUE AOKYMEHTOB.

Mepexon B CMUCOK KOHTAaKTOB NPOMUCXoAMT Npu Bbibope nyHKTa meHto KoHTaKTbl (PucyHok 152).
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KpuntoAPM FOCT - KoHTakThi - O x
P
'\0 O\ (:) CBEOEHWA O CEPTUOMKATE  LIEMOYKA CEPTUSUKALIMA
e B -
\E) TERETIEL CEpT“quaTa Bnageneu cepruduxara
@ AHTOHOB AHTOH AHTOHOBWY CN = AHTOHOB AHTOH AHTOHOBMY
@ 4% Tectoswiit YL, 000 "KPUNTO-NPO Email = antonov@test.ru
@ Apxunos Apxun ApXUnoeny lopop = Netpona?enoeck-Kamya?Tekuin
@ &e  Tectoswit YL, 000 "KPMMTO-NPO 0O6nacTb = KamuyaTckuid kpan
A Metpoe Metp MeTpoBuy Opranusayuna = 000 "AnbT pabo4an CTaHumMsA r...
Ao Tectosmid YL, 000 "KPUMNTO-NPO CHWNC = 11223344595
Wapatens
Tectosbif YL, 000 "KPUMTO-NPO"
lFogex go
11 centabpa 2020 ., 09:35
CepHilHblil HOMep
7C0000F376EB6A61658F323D5B00010000F3...
ARropuTM NOANWCKH
FOCT P 34.11-2012/34.10-2012 256 6uT
X3wWw-anropuTM NOANMCH
FOCT P 34.11-2012 256 6ut
AHI’DDHTM OTKPBITOMND KNO4Ya
FOCT P 34.10-2012 256 6ut
=)
® &g @& @
v o L g
6\ BKCNOpTHPOBATL Yaanute OTKpBITE
N3

PucyHoK 152. CNMUCOK KOHTaKTOB

KOHTaKTbl MOMHO MMNOPTUPOBATb, IKCMOPTMPOBATbL, YAANATb M OTKpbIBaTb (Tonbko ana OC
Windows). Tak e B CUCKe KOHTaKTOB paboTaeT Nouck.

Onepauua OTKpbITb A0CTYNHa ToAbKo Ana npunoxeHun OC Windows 1M OTKpbiBaeT NPoCMOTp
cepTudukaTta B ctaHgapTHbiMK cpeactsamu OC Windows.

# | Ceprudmiar X

Obwwre  Cocras  MyTs ceprudmsaum

§ Coepenms o ceprmpueare

3ToT cepTWdHKAT NpefHasHaYaeTCA Ana:
*MoATBEPHAZET YAANEHHOMY KOMMBIOTERY HAEHTHONKALIIC
BallErD KOMMLIOTEPa
* 3almuaeT cooBlIEHUA SNEKTPOHHOM NOYTHI
+ Bee NORMTIIA BolgaqM

Komy Boinan: 2012256

Kem Boian: 2012-256

AeiicTenrenen ¢ 26.05.2020 no 26.05.2021

7 EcTo sakpbiThii KNKOY ANS 3TOrO CEPTHOUKATA.

SasEneHve NOCTaBLMKE

MMMOPT KOHTAKTA. [lNA BbINOJIHEHUA MMMOPTA HOBOrO KOHTAaKTa BbIMOJAHAETCA KHOMKOW
[06aBneHMA KOHTaKTa («+») 1 BblbpaTbh onunio UmnopT u3 ¢aiina (PucyHok 152). B noasmsiemcs
ANaNoroBOM OKHe HY»KHO BblbpaTh dain cepTudmKara.

MpW ycnewHoM BbINOJHEHUM ONepaLmM MMNOPTa KOHTAKT NoABAseTcs B cnucke (PucyHok 153), a
cepTUdMKaT aBTOMATUUYECKM NOMELLAETCA B XPaHWUMLLE CEPTUDMKATOB APYrnX NONb30BaTENEMN.
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KpuntoAPM INOCT - KoHTakTbl

ar
\,_j) Q (:) CBE[IEHWA O CEPTUPMKATE  LIEMOYKA CEPTUGUKALIMK
":é) Bnagenel, ceprudmrara * . o
napeney ceprudmxata
N @ Anekcees Anekcei Anekceesuy CN = Anekcees Anexceil Anexceesu4
@J A% Tectossi YL, 000 "KPUMTOIPO" Emall = alekseev@test.ru
AHTOHOB AHTOH AHTOHOBKY lopop = KasaHb
\.-'9 Q Tectoswiit YLL 000 "KPUNTO-NPO 06nacTb = Pecnybnuka Tatapetad
@ ApXUnoB Apxun ApXunoBm Opranmsayuna = 000 "Yéyura 20.04"
A% Tectossi YL 000 "KPUNTONPO WHH = 500100732259
Metpoe Metp Metpoeuy CHUWIC = 11223344595
A% Tectossiit YLL 000 "KPUMTO-NPO Wspaten
Tectosbiii YL, 000 "KPUMTO-NPO"
lFogen ao
11 centabpa 2020, 12:22
CepuAHbIA HOMED
7C0000F3A%4C89576F6B882A9700010000F3.
ANropuTM NOANUCH
FOCT P 34.11-2012/34.10-2012 256 6ut
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rOCT P 34.11-2012 256 6ut
AHTODVITM OTKPBITOMO KAKO4E
FOCT P 34.10-2012 256 6ut
6
& _ e e
@ 3KCNOpTHPOBAaTL Ypanuts OTKpbITL
5/

PucyHok 153. OTobparkeHne MMNOPTUPOBAHHOIO KOHTAKTa

JKCMNOPT KOHTAKTA B ®AW/I. [INA 3KCNOPTa KOHTAKTa B Galiil HY)KHO BblAeINTb KOHTAKT U HaxaTb
KHOMKY onepauum IKCNnopTUpoBaTb (PucyHok 154).

KpuntoAPM IOCT - KoHTaKTbI

@ q (D CBEAEHWA O CEPTUOWKATE LIEMOYKA CEPTUDMKALIAA
\.(é) Branenes, CEpTMdJMKaTa . Bnapeney ceprudimkata
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»
»
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logen go
11 centabpa 2020r., 11:45

CepuAHbIi HOMED

7C0000F39853AE17041642309900010000F398
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rOCT P 34.11-2012 256 6ut
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=
g )} {;1
) ° 5 29 )
= 3KCNOPTHPOBATE Yaanute OTKpLITE
C)
Y

PucyHoK 154. DKcnopT KOHTATKa

Mpn 3KcnopTe MNOSABAAETCA OKHO, B KOTOPOM MOXHO BblbpaTb TONbKO KOAMPOBKY ¢aiina
ceptudumkata (PucyHok 155).
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®
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-} Mopmar skenopTupyemoro daina: X509 (.CER) & koauposke BASE64

IKcnopT cepTUdMKaTa

fe)

BCKNOPTUPOBATL 3aKPbITHIA KAKOY BMeCTE ¢ cepTudurarom?

3

&

@ He scknopTMpoBaTL 3aKPLITHIA KDY
BbibepuTe THN KOAMPOBKK ANA NPUMEHEHHA B SKCnopTUpyemom daine:

Koanpoeka
BASE-64

OTMEHA 3KCNOPT

Q]

r
G

@

PucyHok 155. Bbibop KoanpoBKM daina ceptudmkaTa

Mocne HaxKaTus KHOMKM IKCMOPT, B NOABUBLUEMCA AMA/NIOTOM OKHE YKas3aTb NyTb U umsa ¢aina,
KyZa byaeT coxpaHeH cepTuduKaTt (no-ymonyaHuto, dann export.cer).

Mo oKoHYaHUM onepaunn BO3SHUKHET COO6LLI|eHVIe 06 ycnewHOM 3KCnopTe CepTM(bMKaTa.

YIANEHUE KOHTAKTA [1nA yaaneHus ceptudukaTa Hy>KHO BbibpaTh onepaumio Yaanutb (PucyHoK
156).

KpunTtoAPM OCT - KoHTakTbl
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PucyHok 156. YaaneHune KOHTaKTa
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B nosBMBLUIEMCA AMANOTOBOM OKHE HaxKaTb YAANUTb AN NOATBEPXKAEHWUA yaaneHus (PUcyHOK
157).

®

FY
B

YnaneHue cepTudMKaTa

Bbl AEACTBUTENBHO XOTHTE YAANWTL cepTHduKkaT?

'\

L5y
OTMEHA YOAARUTL

A

&

rd

®

f@)

PucyHok 157. MoatsepxaeHne yaaneHna KoHTaKTa

MOUCK KOHTAKTA. [1n MOMCKA KOHTAKTa HYXHO B CTPOKE MOMCKa BBECTM Kawuesylo dpasy
(PncyHok 158).

Mounck peannsoBaH Ha OCHOBE COBMaAeHUA KAo4YeBOM ¢pasbl C Nt06bIM TEKCTOBbIM CBOMCTBOM
ceptudmkata. B pesynbTaTe BMECTO MOJHOMO CMWCKA B OKHE OCTAlOTCA TOJ/IbKO KOHTaKTh,
YA0BNETBOPAIOLLME KPUTEPMIO MOUCKA.

YTobbl OTMEHUTH GUNBLTP MOUCKa TpebyeTca yaannuTb Kaouesyto Gpasy WUAM HaKaTb Ha KHOMKY
OTmeHa.

I'Ipumeanue. B CQlydae Henpasu/ibHO YKa3aHHOIo KpUTepmA NMOUCKA CMUCOK KOHTAKTOB MOXKET
OKa3aTbCA NyCTbiM, O HEM 6y,EI|ET csngeTenbCreoBaTb HA4MUCH - CepTVI(bVIKaTbI OTCYTCTBYHOT.
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KpuntoAPM T - KoHTaKTb!

@ Q neTpos b (‘:) CBEOEHHWA O CEPTU®UKATE  LIENOYKA CEPTUGUKALIMA
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lFogew no
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ANropuTM NOANKUCH
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PucyHok 158 Nounck KoHTaKTa
3.18 O NPOrPAMME

MyHKT meHo O nporpamme coaepKUT NOANYHKTbI:
— O nporpamme — 4719 OTOOpaXKeHUA KPAaTKON MHOOPMALLMK O MPUNOKEHUN U NTULLEH3UAX;

— ypHan onepaumii — 1A 0TOBpaXKEHUA BbINOJHAEMbIX ONepaLnii B NPUIOKEHUY;

KpuntoAPM MOCT - O nporpaMme - m] X
@ CeefieHnA 0 NUUEH3UK KDHI'ITOAPM rocT YnpasneHue nuueHsnen KpuntoAPM rOCT
e Wapartens Jata ucreuerna @ ‘\:,
\_EJ 000 "Uudpossie Texvonorun” 20 mapta 2020 r., 17:43:52 & o
Beop nMUeH3MAK KynuTE AMUEHIHIO
@J NpoaykT CTaTyc NMUEeHIUK
KpuntoAPM FOCT BPEMEHHASA NTULIEH3WA YnpasneHue nuuenaueit KpuntoMpo CSP
o JeidcteutencHa (Octanoch
\-“y AHedn: 8) *
o3 -
CeefeHun o nuueHsuu Kpuntolpo CSP BBOA NuieHsmmm KynuTe nuuensuio
Cepuitheiit nomep Craryc nuuenzun Ynpasnexue nuueHsuein Kpuntolpo TSP
404074301002E6YSULAZ JleiictBuTensHa
+
e W

0 nporpamme

Beog nuueH3KMK KynuTe nMueHsHo
Mpunoxenune KpuntoAPM TOCT npeaHasHa4vyeHo ANA CO3AaHUA

3NeKTPOHHOM NOANKCH W WidpoBaHuA daiinos ¢ Ynpaeneuue nuuensven Kpuntolpo OCSP
npuMeHeHem Lndpoebix cepTuduKaTos 1

KpUNTOrpagu-4ecknx anropuTMoB &
Bepcua KomnaHua-paspaboTynk BBOA NMUEHSHMA KynuTe NMUeH3MI0
KountoAPM rOCT 2.2.4 000 Undpoebie TEXHONOTHUM,
0 NPOFPAMME 424033, PM3, r.Mowkap-Ona,
yn.Metposa, a.1, a/a 67
o
:E?] fporpanme [ info@trusted.ru
Y
Gi‘) 5‘ JypHan onepauui
UEPCHA KpUNTONpOBanaepa TexHn4eckan NogAEPHKE
f[;‘ Bepcua Kpunrtolpe CSP

[ support@trusted.ru

5.0.11635

PucyHok159. MeHto O nporpamme
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3.18.1 O nNPOrPAMME

KpaTkue cBeZeHMA O Nporpamme, CBEAEHUA O NLEH3UAX, @ TaKKe afpec 3NEKTPOHHOMN NoYTbI
ONA NONYYEeHUs AOMNONHUTENbHON TEXHMYECKOW MOAAEPIKKM MOMKHO Y3HaTb, BbibpaB nognyHKT O
nporpamme (PucyHok 160).

@ KpuntoAPM I'OCT - O nporpamme
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CeefieHuns o NnueHsum KpuntoAPM MOCT
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424033, PM3, r.Mowkap-Ona,
yn.Metpoea, a.1, afa 67

B4 info@trusted.ru

Texnuuyeckan nogAepxKa

B4 support@trusted.ru

2 W

Beog nnueHsMnM KynuTe nMuensuo

¥YnpaeneHue nuuenaunei Kpuntolpo CSP

2 W

BBog nuLeHsMuKM KynuTb NMLeH3no

¥Ynpaenexune nuuensuen Kpuntollpo TSP

G} W

Beog nHueHI MMM Kynute AMuensuo

Ynpaenexnue nuueHzunei Kpuntelpo OCSP

0} W

Beog nnueHsMnmM KynuTe nuuensuo

PucyHok 160. UHpopmaLma o nporpamme

3.18.2 }XKyPHAN ONEPALMMA

HypHan onepauuii npegHasHadeH gna 0TobparKeHUs onepaLyii, BbINOAHAEMbIX NOAb30BaTENEM

(PncyHok 161).
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@ KpuntoAPM IOCT - XXypHan onepauumi
=
& | Q Y
ré‘ Oata v epemsn ~ Onepauus Monbaoeatens O6beKT onepaunu Cratyc
&/
CN=M P
2812.2019,1623  YRaneHue CepTMBMK.. AMMH | Miromesnse Foceim (@)
Y
\:'J CN=MuHkomcesse Pocchm
28.12.2019,16:23 WmnopT cepTudukata  AgMUH . @
28.12.2019,16:22 Ypanedue cepTudui...  AQMuH C?Nl=u.lanamﬂa HaraneA Bragumiposka @
CN=LLK H: B
28122019,1622  WMNOPT ceprudukaTa  AwMHH S AL, e ®)
28.12.2019,16:22 Yoanedue cepTuhuk . AOMUH C?N,=AO 11 "CKE Konyp @
28.12.2019,16:22 WMmnopt ceptudmkata  AgmMuH C?N,=AO W ESLT: @
CN=000 "KPUNTO-NPO"
28.12.2019,16:21 Wmnopt ceptndukara  AgmuH ) @
28.12.2019,16:04 WmnopT cepTudukata  AgMUH C?NI=Eropoa Pl rT @
W :
28.12.2019,16:02  YOaneHue KOHTeAHepa AQMMWH R_E,G‘STRYHQHZN @
REGISTRY\\q2222
28.12.2019,16:02 YoaneHwe KoHTeRHepa AgMUH | R @
CN=CA2012-256
28122019,16:00  WmnopT CRL AnMu - @
r_—-_l\ 28.12.2019,15:52 WmnopT cepTudimkata  AQMHH C?N,=MMKaMDB AITEIG TR @
&
CN=M ] M Muxan
28.12.2019,15:52 Wmnopt ceptndukara  Agmus ) Vxarnos Muxann Muxarnosu @
®
Y

PucyHok 161. }ypHan onepauui

B »KypHane oTobparkatoTca caeaytolme TUnbl onepaLuii:

— noanuce;

— CHATME noAanucw;

— wudpoBaHue;

— pacwundpoBaHue;

— reHepauwms ceptTuduKaTa;

— reHepaums 3anpoca Ha cepTUPMKaT;

—  MMMOPT cepTUdUKaTa;

—  umnopT cepTudukaTta B popmaTte pkcs#l2;

— yAaneHue cepTndmrKara;

— yAaneHue KoHTelHepa.

Tekywasn Bepcua XypHana onepaumi 3anucbiBaeTcs B danin
cryptoarm_gost_operations[nopsakoBbii HOMep »KypHanal.log, KOTOpbI HaxoAuTCA B narnke
nosnb3oBaTens B AVpPEKTOPUM \.Trusted\CryptoARM_Gost\ noa, Windows n

\.Trusted\CryptoARM_Gost\ noa OSX u Linux.

Mo mepe HaKOMIeHMA 3anucen B KypHaie onepalmin BbINOIHAETCA aBTOMATUYECKUIM Nepexos, K
HoBoMy dainy }KypHana co cneayowmm NopALKOBbIM HOMEPOM.
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Mpn paboTte c KypHa/soOM onepaumin NpPeaycMOTPEH PEXMM 3arpy3kuM paHee COXPaHEHHOW B
apXMB €ro 4actu Aaa NPOCMOTPa, MOUCKA U GUAbTPaLMK 3anucei. Jaa 3TOro UCNOb3yeTcA MyHKT
3arpy3suTb apXmMBHbINA }KYPHaN KOHTEKCTHOrO MEHH0 KypHana (PucyHoK 162)

@ KpuntoAPM IMOCT - XKypHan onepaumii RU - a X
Y
@ Q 06HOBHTL 5
Larta v epems - Onepauus Monbsoeatens O6bexT onepauumn 3arpy3uTh apXMBHBIA yc
S :
CN=M P HypHan
2812.2019,1623  YRaneHue CepTMBMK.. AMMH MO R ]
ey
\:‘J CN=Murkomcesse Poccum
28.12.2019,16:23 WmnopT cepTudukata  AgMUH L @
28.12.2019,16:22 Ypanexue cepTudui...  AQMuH Cl*f=u.|anarMHa Hara/ibA BAaAnMRpoeHa @
CN=LLK Hi B
28.122019,1622  WMNopT cepTHduMKkaTa  AIMMH e s A ©)
28.12.2019,16:22 Yoanedue cepTuhHe . AOMUH C?N,=AO TTERD Keniiyp @
» Nul
28.12.2019,16:22 WMmnopt ceptudmkata  AgMuH C?N,:AO PRCho Koy T @
> INU
CN=000 "KPUNTO-NPO"
28.12.2019,16:21  MMNOPT cepTudmKkaTa  AmMMH X @
28.12.2019,16:04 WmnopT ceptudukata  AgMUH ?b{iE‘mpDB EropEropoam @
\ ha
28.12.2019,16:02 YoaneHue KoHTERHepa AOMMH R_E,G.‘STHY 022221 @
REGISTRY\\q2222
28.122019,16:02  YAaneHwe KOHTEAHEpa ARMUH e ] @
28.12.2019,16:00  Wmnopt CRL AnMus C_'\f’mzm =20 @
o 28.12.2019,15:52 WmnopT ceptudmkata  AgMUH CSEMMKaMOB Miann Mazannotss @
CN=M A M Muxan
Py 28.12.2019,15:52 Wmnopt ceptndukara  AgmuH 4 AERTIOE R M ecinnie] @
&Y

PucyHoK 162. KOHTEKCTHOE MEHI0 *KypHasia onepauni

Mo KHonKe OBGHOBUTb KOHTEKCTHOrO MEHK NpoucxoguT OBHOBNEHME 3anucelt B KypHane
onepauuii.

Ona BO3BpaTa K TeKyWemy XXypHany onepauui MCNONb3YEeTCA MYHKT KOHTEKCTHOro MEeHto
apPXMBHOTO KypHana BepHyTbcA K TeKywemy KypHany (PucyHok 163)

YypHan onepaumi [29.11.2019, 10:33 - 28.12.2019, 16:23] - KpuntoAPM TOCT  RU

)
@ O\ BepHyTLCA K TeKyLLemy
WypHan
Data v Bpems ~ Onepauus Monezoeatene O06beKT onepaunu B : C
\ P P P ¥
-~ 28.12.2019,16:23 Ypanesue cepTHEMK...  AIMMH EN=Muincoscanas Bocory 3arpyauTs apXuaHE(k )
e T > Nu MypHan
g .
& CN=MUHKOMCER3b Poccim

28.12.2019,16:23 Wmnopt cepTudmkata  AgMUH

=
CN=LLI H: B
28.12.2019,16:22 Yoanedue ceptuui..  AQMUH & Anelutis AT A MamINNRI A

CN-LU H B
28.122019,16:22  VIMNOPT CepTupMKkara  AgmuH e e A R

28.12.2019,16:22 Yoanedue cepTuuk..  AQMUH CN,=AO R

Null
CN=AQ "Nd "CKE Koutyp"

> Nu

28.12.2019,16:22 Wmnopt ceptudmkata  AgMuH

CN=000 "KPUNTO-NPO"
28.12.2019,1621  MMNOPT CepTUdMKATE  ADMHH .

CN=Ei Erop Ei
28.12.2019, 16:04 WMmMnopT cepTudmkata  AgMUH 2 ‘rapoa IOpSRCpOR

\ x
28.12.2019,16:02 Ypanedue KoHTenHepa AQMUH RE.GlISTHY‘\qHZZ“
REGISTRY\\q2222

28.12.2019,16:02  YpaneHe KOHTEMHEPa ANMMH e \\q
2812.2019,16:00  MmnopT CRL Ammu CN=CAZG2-206

CN=Muxainos Muxann Muxainosuy

ONOHMONONGCHONONONMONONONG)

28.12.2019,15:52 (4
f..é']‘ MMOPT cepTudMKaTa  AQMMH 0
\&J
CN=M 7l M M W
28.12.2019, 1552  MMNOPT CepTMOMKATA  AOMMH o AR E R Mhinnie
2 :
&

PucyHok 163. KOHTEKCTHOE MEeHI0 apXMBHOTO XKypaHana onepauui
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MOUCK 3AMUCEN B KYPHAJIE OMEPALMIA. B NpUNOMKEHWMM peann3oBaH MOWUCK 3anucen KypHana
onepauuii No CMUMBOIbHOMY coBnaaeHuto (PucyHok 164)

KpuntoAPM IOCT - JKypHan onepauuia

" .
@ Q,  noanmcy| L ¢
Data u epema ~ Onepauus Monbzosatens O6bEKT onepauuu Cratyc
\ P P P ¥
\"J tainl.xlsx
27.12.2019,9:01 Mopnuce AnpuH ok
5 > thaitn].xlsx.sig
\':J tainl.xlsx
27.12.2019,8:28 Mognuce AaMuH
o = Nul
\Ey tain2.docx.si
27.12.2019,8:27 Moanuce AgMuH Nul X 9
> Nu
27.122019,827  Toanucs Agmus q)a_"”‘z'ducx K
= NUi
tain2.doex
27.12.2019,8:27 I Agpa
L thids e = (hain2.docx.sig
An2.d
27122019,826  Momnvcs Agmis ‘ba\"”‘ o
> Nu
27.12.2019,826  Moanucs Agmus q_)aunzdccx

= Nul

CN=000 "tect KpunTolpo 5+

29.11.2019,13:50 WMmnopT cepTudukata  AgmMus Nul
= MUl

CN=000 "Tect Kpuntofipo 5+"

> Nul

29.11.2019,13:48 lMeHepauwus zanpoca .. AgMUH

TewcT-5.txd.sig

> TereT-5.1xt

29.11.2019,11:06  CHATME NOANMCH AIMUH

CN=CryptoARM Local CA

Nul
Nl

29.11.2019,10:52 YpaneHue cepTUdMK...  AZMUH

CN=CryptoARM Local CA

» Nul

29.11.2019,10:51 HMmnopT ceptnduxkara  Agmux

9

P
o

CN=CryptoARM Local CA I< <8 > 3l

= MNul

(CRONONONCHONONONONONONONG,

29.11.2019,10:50  MMnopT cepTudnkaTa  AgMuH

@

PucyHok 164. Mouck 3anuceit B }KypHane onepauui

GUNbTPALMA KYPHAJIA OMNEPALMIA. [NA OTKPbLITUA OKHA HACTPOeK KpuTepueB ¢GpuabTpa Ha naHenu
yNpaB/ieHNA MMEETCA KHOMKA, NPW Ha)KaTUM Ha KOTOPYH OTKPbLIBAETCA OKHO HACTPOeK GuabTpaumum
(Pucynok 165).

HacTpoiiku ¢unsTpauyum

Onepauua

\?J Monbaosatens

[ Bce
&) [ MNoanuce
e/ B a
D CHsaTHE NognucKH
e x O Wudpoeanne
O Pacwubposatue
Dara D FeHepauws ceptudmkara

[ rexepauwns sanpoca Ha ceptudmrat
[ Wmnopr ceprudukara

m m [ Wmnept CRL
O Wmnopr PKCS12

OBBEKT onepali [0 Yaanenue ceprudmkara
[ Yaanenue kouteiinepa

PeaynsTaT onepaymm

CEPOCUTb OTMEHA MPUMEHHTb

PucyHok 165. HacTpoikun kputepures GpuabTpa KypHana onepauui

CrpaHnua 119 us 120



HKTAN. 00101-12 92 01. KpunTolpo CSP. KpuntoAPM. PyKoBoACTBO Nonb3oBaTena

MpumeHeHWe GUNBbTPALLMM BbINOMHAETCA MO HAXKATUIO KHOMKM MpumeHuTb. B 3aBUCcMMOCTU OT
BbICTAaB/IEHHbIX KpuUTepueB OUAbTPA B JKYpHane OCTAlOTCA TO/IbKO Te 3anucu, KoTopble
YAOBNETBOPAIOT (CYMMapPHO) 3TUM Kputepusam (PucyHok 166).

@ KpuntoAPM IFOCT - XKypHan onepauuid RU = ] X
i)
& | Q ]
\ Oarta v spems ~ Onepauus Monb3osatens 06bexT onepaunu Cratyc
<o 122019,11:40  Moanvcs Amus T @
ey
@ fle10 ¢t i
2 281220191139 Mognves Agmi el ®
"
file10 1t
2 81220191137 Mognmes AgMiH e ®
27.12.2019,9:21 Mognwce AnmuH OCSPD_dem 2 @
i i
2712.2019,904  Tognues Agmus Gaitnl disxsig @
fin xdsx.
27122019,902  Mognves Agmns geii sy ®
27.12.2019,901  Moanucs Agmus ma_"':'?;"_‘“_ @
i i
27122019,828  Mognves Anmi deital xlax ®
inz.d
27122019,827  Mognwes AgMitH aned fock=g ®
27122019,827  Mognuce Anmus el dorx #g ®
2 d
27.12.2019,827  Tognues Agmus d’a_“_'_" A @
inz.d
27122019,826  Mognuce AnmMuH it oo ®
27122019,826  Mognuce Anmus deiinZ docx ®
™
AL

PucyHok 166. Pe3ynbTaT npuMeHeHnsa GUAbTPaLLMn KypHaaa onepauni

Ona cbpoca 3afaHHbIX KpUTepueB OUALTPALMM CAYXKUT KHOMKa COPOCUTbL B OKHE HACTpoek
dunbTpaumm (PucyHok 165).
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