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AHHOTaUuuA

HacToswee pykoBoacTBo cogepxuT obuiee onucanne CK3U Kpuntolpo CSP sepcua 5.0 R2 KC1
ncnonHeHune 1-KpuntoAPM (panee no tekcty — KpuntoAPM TOCT), MHCTPYKUUN U peKoMeHaaumm
no ncnonb3osaHuto CK3N nog ynpasneHnem OC Mac OS.

MHCTpYKUMK aAMMHUCTpATOpa 6e3onacHoCTH u nosib3oBaTens Pa3/INYHbIX
aBTOMATU3UPOBAHHbLIX cuctem, wucnonbsytowmx CK3WN, ponxHbl paspabaTbiBaTbCA € y4eToOM
TpeboBaHMN HACTOALLErO AOKYMEHTa.

YcTaHOBKa, HacTpoiiKa u ucnono3osaHmne CK3U Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHenue
1-Base nog ynpasneHnem OC Windows, BXoaALLEro B KOMMIEKT NOCTAaBKKU, A0AXKHA OCYLLECTBAATLCA
B COOTBETCTBUK C TpeboBaHMAMM M pekomeHaaumammn gokymeHTta KTAN.00101-02 91 07. Kpuntollpo
CSP. PykoBoAacTBO agmuHucTpatopa 6esonacHoct. Mac OS.

O6wue cBegeHUA 0 NPOrpaMMHOM NPOAYKTe

KpuntoAPM TOCT - 3TO yHWBepcCanbHOE MPUIOKEHWE C rpadUUECKMM MO/b30BaTE/NbCKUM
UHTepdencom ANa BbINONHEHUA ONEpauMit NO CO34AHUKD M MNPOBEPKE 3AEKTPOHHOM Mognucu
dannos, wudppoBaHMa U pacwndpoBaHUA, yNpaBAeHUA CcepTUPUKATaMK, pPa3MELLEHHbIX B
XpaHuanuwax Kkpuntonposaaepa Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHeHue 1-Base.

Mpunoxkenne KpnntoAPM IOCT aBnaeTcs KpoccnnatpopmMeHHbIM, U NPeacTaBAEHO Pa3ANYHbIMU
YCTaHOBOYHbIMK AnCcTpmnbytnsamm nog nnatdopmsbl: Microsoft Windows, Linux, OSX. Ha Kaxkgoi u3
nnatdopm peanm3oBaHa NOAAEP)KKA POCCUIACKUX KpunTorpaduyeckmx CTaHAapPTOB MNOCPEeACcTBOM
ncnonb3oBaHUA KpuntonpoBaaepa Kpuntolpo CSP Bepcua 5.0 R2 KC1 ucnonHeHune 1-Base.

B npunoxkeHun noppep:kusaetcAa pabota ¢ KaoveBbiMM HOcUTenAMM PyTokeH u JaCarta yepes
KpuntonpoBanaep Kpuntolpo CSP Bepcma 5.0 R2 KC1 ncnonHeHue 1-Base.

NoapepxnBaembie KPUNTONpPOBAAEpPbI

B npuaoxeHUn ocyllectBaseTca nogaeprkka Kpuntonposangepa Kpuntollpo CSP Bepcua 5.0 R2
KC1 ncnonHenmne 1-Base.

JInueH3na Ha NPorpaMmMHbIA NPOAYKT

Mpy NepBOi YCTaHOBKE NPUIONKEHMUA aKTUBMPYETCA BPEMEHHAA NNLEH3UA CPOKOM Ha 14 gHeM.
Mocne ncteyeHMa O3HAKOMWUTENbHOTO Mepuoaa ANA MNONHOPYHKUMOHANbHOW paboTbl NPUNOKEHMA
TpebyeTca npuobpeTeHme n ycTaHOBKa NNLEH3UW. Be3 yCTaHOBKKU IMLLEH3UM Ha A0CTYN K Katody I
npu onepaumax NoAnMcK n paclundpoBaHUsa ByayT HaNOKEHbI OrpaHNYEHUs.

Onsa npnobpeTteHuna NMUEH3UM Ha NporpaMmmHublin NpoayKT KpuntoAPM FOCT MoKHO 06paTuTbhCs
B KomnaHuto 000 «Lundposbie TexHonormm» nnm 000 «KPUNTO-MPO».

CucremHble TpeboBaHuA

Ana npunoxeHus chopmynmpoBaHbl MUHMMA/bHbIE CUCTEMHbIe TpeboBaHMA K KOHPUrypaumm
obopyaoBaHuAa noa naatpopmy:

Mac OS

— 2Gb onepatusHOM namATu;
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— 200 Mb auckoBoro NnpocTpaHCcTBa A/1A YCTAHOBKU M PaboTbl NPUNOKEHUS;

— TpeboBaHWe K BMAeOadanTepy He KpUTUYHO. [oNKHO MNoaaepKMBaTbCad MUHUMAJIbHOE
paspeweHne 800x600.

MNopaepruBaemblie onepauuoHHbIe CUCTEMDI

KpnntoAPM FOCT pyHKLMOHUPYET NOA yNpaBAeHNEM CAeAYIoLWNX ONepaLMOHHbIX CUCTEM:

— Mac0S10.12, 10.13, 10.14, 10.15, 11.
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1. YcraHOoBKa nporpammHOro npoAaykKra

Ona dyHKunoHmposaHua KpuntoAPM Heobxoamm yctaHoBneHHbid Kpuntolpo CSP Bepcua 5.0
R2 KC1 ncnonHeHne 1-Base, ycTaHOBKA A0MHA NPOM3BOAUTLCA B COOTBETCTBUM C TpeHOBaHMAMM M
pekomeHgaumammn  gokymeHta HKTAW.00101-02 91 07. Kpuntollpo CSP. PykoBoAacCTBO
agMuHucTpaTtopa 6esonacHoctn. Mac OS.

Ounctpnbytns npunoxkeHna KpuntoAPM TOCT noctaBnfetcs B yNakoOBAaHHOM BuAe, UMeeT
¢dopmat .dmg u npeactaBnser coboi obpas AMCKa, COAEprKALLMM NaKeT YCTaHOBKM cryptoarm-
gost.pkg, onncaHne NPUNOXKEHMA, KaTaNor CO CKPUNTaMM YAANEHWUA NPUIOKEHUS.

[na ycTaHOBKM nakeTa yepes3 rpaduyecknii MHTeppenc OTKpOWTe ABOWMHbLIM LLeNYKoM obpa3s
AUCKa ¢ anctpmbytmsom cryptoarm-gost-v2.2.4-darwin-x64.dmg.

CryptoARM GOST +

HMabpannoe

@ HenasHne

<7 iCloud Drive

[l PaBouwii cTon

0 3arpyaxu

‘@ admin

72 Mporpammbl

3 share

@ AirDrop

B3 work

@ OoKyMeHTbl

KpuntoAPM FOCT

VeTpoicTea
Q ane's iMac
@ YOaneHHblA QWUCK
[ cryptoARM G... =

(#) CryptoARM GOST

Puc. 1.1 CocTas obpasa gucka

Ona yctaHoBkM nporpammbl KpuntoAPM TOCT 3anyctuTe Ha ucnosiHeHue ¢ann cryptoarm-
gost.pkg.

YCTaHOBOYHbIN NaKkeT ana npunoxeHna KpuntoAPM TOCT moKeT nocTaBasaTbCA BHe obpasa
AMcKa. B Takom cnyyae Hy»KHO cpasy 3anyctutb ¢ain cryptoarm-gost-v2.2.4-darwin-64.pkg .

Otkpoetca mactep yctaHoBkM KpuntoAPM TOCT. Haxmute KHonky [poaomxute Ana
NPOAO/IKEHUA YCTAaHOBKM. Ha KaKAoM Lwware MOXKHO BEPHYTbCA Ha NpeablAyluvi LWar HaxKaTuem
Hasag.
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[ ] w YcTaHoBka: KpunToAPM FOCT

[o6po noxanosaTs B YeTaHoBWMK «KpunToAPM MOCTx!

KpuntoAPM F'OCT 2.2.4

BeegeHune

WMhdbopmauus MpunoMeHUe ANA BLINONHEHWA opepauwﬁ NOANWMCH K WDPoOBaHKUA
thaitnos.

NuueHauma

Pasmelwenne

Twn yocTaHOBKMK
VeraHoeka

OBaop

000 «Undpossie TexHonorvs, 2020

MpogonkuTe

Puc. 1.2 HayanbHblit War mactepa yCTaHOBKM NaKeTa NPU/IOKEHMUA

O3HaKOMbTECb C OnMcaHWe nporpammbl U Haxkmute MpoaonKutb. Ha JaHHOM 3Tane onucaHue
MOXHO pacneyYaTaTb MU COXPaHUTb B dain.

e

BamHan wHdopMauma

KpuntoAPM IrOCT 2.2.4

BeepeHwve
OnucaHwne:
MHudopmauma
n KpunToAPM TOCT - aTo NpUNoMeHWe ONA BbINCNHEHWA OnNepauwii
HEEELE nognucd W wrdposaHus daidnoe. Mpunoxeduwe paboTaeT ¢
PasmMelLgHue kpuntonpoeaigepon Kpunrolpo CSP 5.0 v noanepxueasT padory
C PRIANMYHBIMK XpaHunuwamy knoveil: USB-TokeHamum, cmapr-
Tun ycTaHoBKW KapTam.
YeTaHoBka
TpeGoBaHWA:
0O63op

+ OnepalpoHHan cucTema Mac 0S X 10.9 wnu soiwe
+ YoTaHosnesHLI kpunTonposainep Kpuntolpo CSP 5.0

YcraHoBka:

+ [lsoitHoid wenyvok Ha dakne CryptoARM-GOST_2.2.4 pkg.

» Cnegosasie MHCTPYKUMAM WHCTANNATOPA.

+ YoTaHoBKa BLINONHASTCR B Karanor JApplications/CryptoARM-
GOST.app

» 3anyck 0OMHAPHEIM LWENYKoM HA MKkoHKe CryptoARM-GOST

Hane4aTaTb... CoxXpaHuTb... Hasan MpooonxuTe

Puc. 1.3 MpocmoTp MHOPMaLMKM O NPOTPAMMHOM MPOAYKTE

O3HaKOMbTECb C YCNOBUAMM NNLEH3MOHHOTO COrnaleHuns, HaxkmuTte NpoaonKutb. Ha faHHOM
sTane NMLEH3MOHHOE COrNalleHne MOXKHO pacneyaTaTb UK COXPaHUTb B daiin.
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NUueH3IWoHHoe cornalleHue

Pycckui b+

Beepeque
Undopmauua INnueH3noHHOe cornawexHve
fnueHsus 1. WckniouvTensHele npasa Ha nporpammy onA 3BM, sknwouan
PaamelleHmne OOKYMEHTALMID B 3NeKTPOHHOM Buae, (ganee — MWapenwe)

npurannexar 000 «Uwdposbie TexHonoruu=, pnanes —
THN YCTAHOBKK Mpasoobnagarens.
YcraHoBka 2. HacTtoAwee cornawexwe ABNARETCA oepTol npasoofinagartenn K
06 EMINHECKOMY MK IDDMOMHECKOMY NMUy, danee - MonsaoeaTent.

Gaop

3. MNons3csaTens B COOTBETCTEMW C HACTOALMM COTNAWESHWEM
nony4aeTt npaeso wcnonezoeate Manenwe Ha TeppuTOpHMM
Poccuitckol Degepaumi.

4, YecraHoeka MapenwR B namATe SBM paccmarpMBaeTCcA Kak
GesycnoeHoe cornacvwe [Monb30BaTenA C YCNOBWMAMKM HACTOAWErD
COTNAIWEHWA.

5. B cny4ae HecOrNacWA ¢ KakuM-MWGo W3 YCNOBMIA HACTOALLEro
cornaweHyA NMonb3oBaTeNs He MMeeT NoABA NDOACMMATE VCTAHOBKY

Hane4ataTb... CoXpaHuTb... Hasag MpogonKuTe

Puc. 1.4 MpocmoTp MHOPMaLMKN O INLEH3UN

Haxmunte KHoMKy MpuHMMato 41a NPOAO/IKEHUS YCTAaHOBKM NPUNOXKeHUA nan He npuHumalo -
ONA OTMEHbI YCTaHOBKM.

Ona npogonXkKeHHA ycTaHoBKH MO Heo6XoAMMO MPUHATE YCNOBKUA
MALEH3MOHHOrO CornaweH .

Bay
HammuTe «MpuHATb», 4ToBbl NPOACMKWUTS, UMK «He NpYHUMaTbL» Ans !
WH OTMEHH YCTEHOBKKW W 3apepweHna YoTaHoBLMKE. f
- ¢
W 3 i
t)
Pa I
MpoYnTars NMUEH 3D He npuHumMmaTh MpUHATL -
Tul
YeraHoeka 2. HacToAwee cornaweHwWe ABNAETCA oepTol npasooBnanarend K
_ DUINHECKOMY MK IOPMOMYECKOMY NMUY, fanee - Monb3oBaTens.
OBaop
3. Mons3geaTens B COOTBETCTBMM C HACTOALWMM COMNALIEHUEM g

nony4aer npaso Wcnonezoeate Manenve Ha TeppuTOpMM
Poccwickoi Denepaumi.

4, YcraHoeka WMapgenwA B namaATe 3BM paccmarpueaeTcR Kak 3
BesycnosHoe cornacwe [MoNb30BATENA © YCNOBWAMK HACTOALLEro
COTNALIEHHA. {

5. B cnyyae HecOTNacHA € KakuM-MWG0 W3 YCNOBWH HacTOALLEro
cornawenna MNonb3oBaTeNs HE MMEET NDaBa NDOACMKATL VCTAHOBKY

HaneuaTatb... COXpaHuTb... Hazag MpopgonxuTe

Puc. 1.5 CornaweHue ¢ ycnoBnuamm AnLEH3Nn

Boibepute AmMck, Ha KoTopbid Oyaer ycTaHOBAEHO npwuaoxeHuwe, (puc. 1.6) M Haxkmwute
MpopaonKutb.
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Beepeque
HMudopmayma
NuueHzua
PaameweHue
Tvn ycTaHOBKMK
VeTaHoBKa

Obzop

' YcTaHoeka: KpunToAPM FOCT

Boifop MecTa YCTaHOBKH

Buibepwre guck ana yetadosxku MO KpuntoAPM FTOCT,

Macintosh HD
177,68 I'B pocTynHe
499,256 (scero)

Ona ycraHoekwu atoro MO Tpebyetca 2498 ME ceobogroro mecra.

Bbl pelIMnyY yCTaHoBWTE 3To MO Ha gucke «Macintosh HDw.

Hasag MpogonKuTe

Puc. 1.6 NHPopmaLma 0 pasmeL,eHNN NPUIOKEHUA Ha KECTKOM ANCKe

Ha chepytowem ware macrtepa

BeepeHue
MHdopmaums
Nuuenzua
PasmelleHune
TN yCTaHOBKKH
YcTaHoeka

O6aop

HaXXMWUTe KHOMKy YcTaHoBUTDb (puc. 1.7).

-
CraHpapTHana ycTaHoBka Ha «Macintosh HD»

371a ycTaHoeka saimMeT 249,8 ME Ha oucke.

HaxmMuTe «¥CT2HOBMTE» ONA BEINONHEHWA CTaHAaPTHOW
yeTaHoBku sToro MO Ha gucke «Macintosh HDs».

V3aMEeHWTL pasMelleH1e YCTAHOBKH...

HacTpouTs Hasag YCTAHOBMTD

Puc. 1.7 NoaTtBeprKAeHWEe YyCTaHOBKM Ha PUIMYECKUNI HOCUTENb

BeeguTe Nnaponb aAMUHUCTPATOPa M HaxkKMmuTe YcTaHoBuTb MNO.

MporpaMma «YcTaHOBLMK» NbITAETCA YCTAHOBUTD

Hosoe MO.
Urobhl pA3pellKTh 3To AeACTEME, BEEOWTE NapoNs.
Mma nonbaosaTens: admin_sch
Mapons:
OTMEHWTE YeTtanoeuTs MO

Puc. 1.8 BBog napona agmuHucTpatopa
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HauyHeTca ycTaHOBKa nMporpammbl Ha KOMMbOTEP. 10 OKOHYAHMWM YCTAHOBKU HAXMUTE KHOMKY
3aKpbITb.

Mocne ycTaHoBKKM nporpammbl B Launchpad noasutca apabik npunoxeHma KpuntoAPM FOCT m B
KaTanore Applications («Mporpammbi») 6yayT co3aaHbl NOAKATaNOMM NPUNOXKEHMS.

Mocne 3aBepLIEHNA YCTAHOBKN MOXHO OTMOHTMPOBATb ANCK CTaHAAPTHbIMM cpeacTBamm OC.
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2. YpaneHue nporpaMMHOro NnpoaykKra

Ona ypaneHnAa nakeTa 4yepes rpaduyeckuii MHTepdeinc oTKponTe ABOMHbIM LWen4Ykom obpas
ANCKa ¢ aucTpmbytnsom (dmg), a 3aTem ABOMHbIM WenYkom no Katanory Uninstall, coaeprkawemy
CKPUNTbI ANA yAaneHusa npunoxenuma (puc. 2.1). Ana yaaneHma npunoxeHuns u3 katanora Application
3anyckaetca ckpunt unistall_cryptoarm_gost. [na nonHoro ypaneHua npunoxeHua (HacTpoek,
Kawa) wucnonbdyetca ckpunt full_uninstall_cryptoarm_gost. 3atem HyHO BBeCTU Mapo/ib
agMUHUCTpaTopa.

Uninstal

HMabpanHoe
G e - -
™ iCloud Drive RTF

=] Pabounii cTon full_uninstall_cryp uninstall_cryptoar Readme_uninstall
toarm_gost m_gost (RU).rtf
0 Sarpyaku

2} admin

:/-\-; Mporpammbl

3 share

@ AirDrop

E work

@ [okyMeHThl
YeTpoicTea

1 ane's iMac

(&) Voanennsiit puck

|| CryptoARM G...
o ©) CryptoARM GOST » Uninstall

Puc. 2.1 Katanor cKpunToB yAaneHusa NpuaoKeHms

Ona ypanenuna npunoxenma KpuntoAPM TOCT Ha onepaumoHHon cucteme Mac OS mOXKHO
BOCNONb30BaTbCA MeHeaxepom Finder. B meHearkepe Bbibepute BKNaaky Mporpammbl M Hangute
npunoxenne KpuntoAPM TOCT. MNepetawumte npunoxeHne KpuntoAPM TOCT B Kop3uHy. Takmm
obpasom, npunoxeHune byaeT yaaneHo M3 onepaumoHHON CUCTEMBI.

Ypanenne Kpuntollpo CSP Bepcua 5.0 R2 KC1 wucnonHeHme 1-Base ocyuwiectsnaetrca B
COOTBETCTBUU C MHCTPYKUMamMM goKymeHTa KTAM.00101-02 91 07. Kpuntollpo CSP. PyKkoBoacTtso
agMuHucTtpaTtopa 6esonacHoctn. Mac OS.
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3. YCTaHOBKa IMLLEH3UM Ha NPOrpaMMHbIi NPOAYKT

Ona nonHoueHHoW paboTtbl npunoxeuna KpuntoAPM TOCT HeobxogmMma yCcTaHOBKa
JNINUEH3MOHHOro Kat4a. JINUEeH3MOHHbIA Koy npeactasndetr cobolt gann, KoTopbin Heobxoanmo
PacnoNOXM1Tb B CNELMANbHO CO34aHHOM KaTanore NpuaoKeHus.

CywecTBylOT ABa BMAA JINLUEH3UM — MOCTOAHHAA W BpeMeHHaA. BpemeHHasa AnuueH3uA
npeaocTaBAAeTca C OrpaHUYEHHbIM CPOKOM AeincTeuA. [ns npnobpeteHMa NOCTOAHHOW INLEH3NN
MOXHO 06paTUTLCA B KOMMNaHMIO pa3paboTumka.

YCTaHOBKa J/IMUEH3MOHHOrO K/o4a MOXET MPOoM3BOAUTLCA KaK yepe3 MNoJib30BaTe/lbCKUiA
NHTepdeENC, TakK U C MOMOLLbIO KOHCO/IbHbIX KOMaH, BbIMOJIHAOLWNX KONMpoBaHue daiiia NNLEeH3Nn
B 3a/laHHbIN KaTasor.

3.1. YCTAHOBKA JIMLIEH3UM YEPE3 NOJIb30BATE/IbCKNIA UHTEPDENC

YcTaHOBKa /IMUEH3MM Yepe3 MNo/Nb30BaTeNbCKUA  UHTepdelic onucaHa B «PykoBoacTtse
no/sib3oBaTensa»

3.2. YCTAHOBKA NULEEH3UWN YEPE3 KOMAHAHYIO CTPOKY

Ecnn ycTaHOBUTbL NM3EH3UIO Yepes MOoJ1b30BaTENbCKUI MHTEPPENC HE NONyYaeTcs, TO BO3MOMKHA
YCTaHOBKa INLEH3UM C MOMOLLbIO KonupoBaHue daina nnueHsuu license.lic B kKatanor:

/etc/opt/Trusted/CryptoARM GOST/.
Ecnu Takoro Katasnora HeT, TO co34aTb.

Mpumeuanue. Ona nocneaytoweir YyCTaHOBKM NULLEH3MM NONb30BATENSAMM KATaNor YCTaHOBKMU
NIMLLEH3UWN OONIKEH MMeTb NpaBa Ha 3anncb, @ MMHUMaNbHO HeobXxoaMMble NPaBa — NpaBa Ha YTeHue
ANA nonb3oBaTtenei Ha paboyem mecre.
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4. AvarHOCTUKA HeNnosaaokK npu 3anycke npuaoxKeHua

Mpu obHapyKeHUM npobnem, 3aTpygHAWMX AanbHeuwyo paboTty npunoxeHns KpuntoAPM
FOCT, 3anyckaeTca MmacTep AMAarHOCTUKM NpunoxeHus. B mactepe noapobHO onucbiBatoTcA
BO3HMKLUME HENOJIAZKM M Cnocobbl NX pelleHuns.

4.1. OTcytcTBYET CK3U Kpuntolpro CSP

MpunoxkeHne KpuntoAPM FOCT He paboTtaeT 6e3 yctaHoBneHHoro B cucteme CK3U Kpuntollpo
CSP Bepcma 5.0 R2 KC1 mucnonHeHune 1-Base. B Takom cnydae npw 3anycke NpPUAOXKeHus obyaet
npeaynpexaatouiee coobuweHune (puc. 4.1)

JuarHocTuka NpUnoXxeHua

O6HapyXeHHble Npo6nemsi Cnoco6bl pelueHus

OteyTeTeyer CK3M Kpuntelpo
csp B cHcTeme OTCYTCTBYeT YCTEHOBNEHHbIA KpUnTonpoeaiaep

KpunTolpo CSP.

[ina peluenra faHHoi NpoBnemsl yeTaHosuTe CK3W KpunTolpo
CSP Bepcuy 5.0 U CHOBa 3anycTUTe NPUNDKEHHE.

[LMeTpuByTrs CK3M KpunTollpo CSP MOXHO CKauaTb No Cebinke
¢ ohMUMaNbHOrO CainTa KomMnakuu KpunTolpo www.cryptopro.ru

MNoapoBHbIE MHCTPYKUMK Mo ycTaHoske CK3W Kpuntolpo CSP
Ha PasNWuHble NNaTGopMbl MOKHO HaWTU B AOKYMEHTALMM no
npoayKTy

3AKPBITE

Puc. 4.1 CoobuweHne 06 otcytctBum CK3M Kpmnntolpo CSP Bepcua 5.0 R2 KC1 ncnonHeHue 1-Base
HdanbHenwan paboTta NPUNOKEHNA HEBO3MOXKHA. [TpnaoKeHne MOXKHO TONIbKO 3aKpbITb.

TpebyeTtca ycraHoBKa KpunTtonpoBanaepa Kpuntollpo CSP Bepcua 5.0 R2 KC1 ucnonHeHune 1-
Base.

4.2, OTCYTCTBYET NMLEH3UA HA KPnTOAPM TOCT

be3 ycTaHOBNEHHON AWLEH3UMM Ha nporpamMmmHbin NpoayKT KpunTtoAPM TOCT npu 3anycke
NPUIOXKEHUs BO3HMKAET Npeaynpexaatowee coobwerue (puc. 4.2).
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[OuarHocTUKa NpUNOXEHUA

O6HapyXeHHble Npo6nemsl Cnocobbl peleHus

OTcyTeTBYeT NMLUEH3HA Ha

Ab KpunoAPM rocT B MpUNOMEHMM OTCYTCTEYET YCTAHOBMNEHHAA MMUEH3UA Ha

nporpaMMHbIia npogykT KpuntoAPM FOCT.

Be3 HanMYMA NMUEH3MM ONEPaUMM, CBA3AHHLIE C AOCTYNOM K
KNKOYEBOMY HOCUTENH, He ByayT BbINONHATbCA. Hanpumep,
onepauuu Noanncu u pacwudpoeaquA hainos. 3ta npobnema He
ABNAETCA KPUTHYHON M NPUNOKEHWE ABNAETCA PaboToCNacoBHbIM
C OrPaHU4EHHBIM HYHKUMOHANOM

[OnA pewieHnna AaHHORA NpoBnaembl MOXKHO NONYYUTL BPEMEHHYIO
NWMUEH3UIO Ha 14 AHeR WK NPUOGPEcTH NOCTOAHHYID NMMLEH3MIO Ha
MPOAYKT B 3NeKTPOHHOM MarasuHe, AOCTYNHOM MO CCblike
cryptoarm.ru

YETAHOBUTE NULIEH3MK MOXHO Uepes uHTepdeic NpUNoKeHusa

NEPEATH

Puc. 4.2 CoobueHune 06 oTcyTcTBMM AnuUeH3nn Ha KpuntoAPM ITOCT

Mo kHonke MepenTn npomcxoauT nepexoq Ha BKAaaky O nporpamme, rae MOMKHO YCTaHOBUTb
JIMLEH3MIO.

MpW 3aKpbITUM MacTepa [AMArHOCTUKU NPUNONKEHME OcCTaeTca paboTocnocobHbIM, HO C
OrpaHUYEHHbIM GYHKUMOHANOM. be3 nuueHsMm He 6yayT BbINONHATLCA ONEpauun, CBA3aHHbIE C
A0CTYNoM K Kntouy 3l (Hanpumep, noanuck 1 paclwmndpoBaHme).

MHCTPpYKUMA NO yCTaHOBKe nnueH3nm B npunoxeHnmn KpuntoAPM IFOCT onucaHa B n. «YCTaHOBKA
JINLUEH3UWN HA NPOrpamMMHbIA NPOAYKT» AaHHOIo PYKOBOACTBA.

4.3.  OTCYTCTBYET IMLEH3UA HA Kpuntolpro CSP

be3 ycTaHOBNIEHHOW NULEH3MM HA NporpammHbliid npoayktT Kpuntolpo CSP Bepcua 5.0 R2 KC1
ncnonHeHne 1-Base npu 3anycke NPUAOXKEHUA BO3HWMKaET npeaynpexaawouiee coobuieHne (pwuc.
4.3).
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[narH ocTMka NpunoxeHna

O6HapyXeHHbIe Npob Nembl Cnocobhbl pelleHna

OTcyTcTBYET NMUeH3uA Ha CK3KW
B cucTeme oTcyTcTBYET KoppekTHaa nMueHsua Ha CK3W
A KpunTolpo CSP -
Kpuntoflpo CSP, Heobxoguman ans  NonHODYHKUMOHaNbHOWM
paboTbl NPUADKEHWS .

ns pewenna AaHHOA Npobnemel MoXHO NpUOBPECTH MLEH3ID
Ha MpoAyKT B 5NEKTPOHHOM MarasuHe, NOCTYTHOM Mo CCbIIKE
cryptoarm.ru

YCTaHOBKTb NALIEH3WI0 MOXHO YEpes UHTEP(EAC NPUNoKeHA

NEPEA TH

Puc. 4.3 CoobuieHune 06 otcyTcTBMM AnueH3snmn Ha Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHeHune 1-Base

Mo KHonke MepeiTn NponcxoauT Nepexos Ha BKAagKy O nporpamme, rae MOMKHO YCTaHOBWUTL
NIMLEH3MIO.

MpM 33KpPbITUM MacTepa AMArHOCTUKM MNPUIOXKEHWe ocTaeTcs paboTocnocobHbiM, HO C
OrpaHUYeHHbIM GYHKUMOHaNoM. be3 nuueH3MmM He GyayT BbINONHATLCA ONEepauun, CBA3aHHble C
A0CTynom K Kntody MM (Hanpumep, NoAnMcb U paclumbpoBaHme).

4.4, HE OBHAPYEHbI CEPTUGUKATDI C MPUBA3KON K KNIFOYEBOMY KOHTEMHEPY

MpX OTCYTCTBMM B IMUHOM XPaHWUIMLLE CEPTUPMKATOB, C NPUBA3KOM K Katouy I, npu 3anycke
NPUNOXKEHUS BO3HMKaET Npeaynpexaatoliee coobuieHune (puc. 4.4)
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[wnarHocTuka NPUNOXeHNA

O6Hapy}eHHble NpobneMbl Cnocobkl pelleHua

He o6HapyxeHbl cepTUdUKaTHI ¢
AL npuBs3KON K KloYEBOMY
KOHTEHHEpY

B npunosmeHnu OTCYTCTBYIOT CepTMOMKATbI € NPUBASKOA K
KNOYeBOMY KOHTeiiHepy. [lnAa nonHoueHHoW paboTel B pexume
NoANMcH W paclndpoBaiA Gainos, NOHaAoBUTLCA YCTAHOBKA
cepTUdHKaTOoB.

LNA pelleHWs JaHHOM NpoGnemMbl BbIMOMHWTE YCTAHOBKY
JINYHBIX CEpTM(IJMKaTOB no waram, oNMCaHHbIM B AOKYMEHTauuu no
NponyKTY

Ecnu y Bac ecTb CepTUhUKaTLI HA TOKEHE MX MOXHO YCTaHOBUTL
€ TpUBASKOW K  KIHOYEBOMY KOHTEHepy Ha  CTpaHuLe
KOHTEWMHEPBI

Takke  BOSMOMHO  CrEHEpMPOBaTb  CaMOMOAMMCaHHble
cepTUdmKaTel Ha cTpaHnue CEPTUDUKATEI

3AKPBITh

Puc. 4.4 CoobueHune 06 oTcyTcTBUM CepTUdUKATOB C NPUBA3KOM K Kitouy 3NN
ﬂ,06aBMTb JINYHBIN cemechKaT MOXHO HECKO/IbKMMW cnocobamu:

—  YCTAHOBWTb CO CTOPOHHEro HOCUTENS;
— CreHepupoBaTb 3aNpocC Ha CePTUPUKAT U YCTaHOBUTb MOJIYYEHHbIN CEPTUPUKAT;
— CreHepuMpoBaTb CaMOMNOANMUCAHHbIN cepTUdUKaT.

4.5, HE 3ArPY}XEH MoAYNb TRUSTED CRYPTO

MpunoxeHne KpuntoAPM TOCT He paboTtaeTt 6e3 moayna Trusted Crypto. B Takom cnyyae npwu
3anycke npunoxeHus byaet npeaynpexaatolee coobuieHune (puc. 4.5)
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[OuarHocTHKa NPUNOKEHHA

OBHapyXeHHbIe NPobnemsl

He szarpyxeH mogyns Trusted
Crypto

Crnocobbl peweHmns

Mpu 3anycke KpuntoAPM TOCT He 3arpyauncs HeoOXogumbli
Ana paGoTsl NpUnoxeHua Moayne Trusted Crypto.

[ina pelieHua naHHoil NpoBnemsl 0TKPOIiTe NaHENs yNpaBneHua
NPHAOXKEHNS W NepelnnTe coobileHns o6 ownbKaX, BLIBEEHHBIX
Ha Br1aaKe KoHconb, B cryxGy TeXHMYeCKoi NoAaep KN,

MoppoGHble MHCTPYKLMK MO OTKPbITUIO NaHENW yNpaseHns nog,
Tpebyemoil nANathopmMoi MOXKHO HAaWTM B JOKYMEHTALuW Mo
NpoayKTy

3AKPBITE

Puc. 4.5 CoobuieHune 06 owmnbke B mogyne Trusted Crypto

[anbHelwan paboTta NPUNONKEHUSA HEBO3MOXKHA. MPUNOKEHME MOMKHO TOJIbKO 3aKPbITb.

[na peweHna gaHHoW npobaembl HEOHXO4MMO 3aNyCTUTb NPUNOKEHNE B KOHCOZIbHOM PEXUME,
ckonupoBaTb MHOpMmaumio 06 owmnbKe U CBA3ATLCA CO CNELMaNNCTaMU TEXHUYECKOM MOAAEPMKKM
npoaykta KpuntoAPM TOCT. UHCTPYKUMA MO BKAKOYEHUID KOHCONBHOIO PEeXKMMa onucaHa B n.
«BKAIOYEHUE pexmma I0rMPOBaHMA U KOHCO1b YNPaBaeHUA» AaHHOIo PYKOBOACTBA.

4.6. OTCYTCTBYIOT YCTAHOBNEHHbIE Moaynun Kpuntolpo TSP CLIENT 2.0/OCSP CLIENT 2.0

Mpu otcytcTBum moaynen Kpuntolpo TSP Client 2.0 nau Kpuntolpo OCSP Client 2.0 Bo3HMKaeT

MHPOpPMaAUMOHHOEe coobuieHune (puc. 4.6)
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JuarHocTuka NPpUNOXeHUA

O6Hapy»eHHble Npobnems!

OTCYTCTBYHOT YCTAHOBNEHHbBIE
AL moaynu Kpuntolpo TSP Client 2.0
w/nnu Kpuntolpo OCSP Client 2.0

Puc. 4.6 CoobuieHune 06 oTCyTCTBUM yCTaHOBAEHHbIX Moaynei Kpmuntolpo TSP/OCSP Client 2.0

MpunoxxeHune OoCTaeTcA pa60TOCI'IOCO6HbIM, HO 6es BO3MOXHOCTU

Cnocobbl peleHus

B cucteme OTCYTCTBYKOT yCTaHOBNEHHble Mogynu Kpuntollpo
TSP Client 2.0 u Kpuntolpo OCSP Client 2.0. Onumu 4N\ cO30aHWA
2NeKTPOHHbIX Noanuceit no cradgapty CAJES-X Long Type 1w ana
noBaBneHns WTaMNoB BPEMEHW Ha MOANMCW HEAOCTYNHbI ANA
BbiBopa

Mocne ycraHoBku mogyneit Kpunrollpo TSP Client 2.0 u
KpuntoMpo OCSP Client 2.0 u nepesanycka NpUAGKeHUs, ONUWK
ANA CO2LEHWA 3M1EKTPOHHLIX NOANMcel no craHaapry CAES-X
Long Type 1 W and AoBaBNeHWA WITAMNOB BpemMeHn Byayt
AOCTYNHbI.

Yeravoska mogyneid. Mogynwm Kpuntollpe TSP Client 2.0 u
Kpuntolpe OCSP Client 2.0 cogepxkatcA B cocraee Kpuntollpo
3UMN Browser plug-in 2.0 wan Kpuntollpe 3UM SDK 2.0, sarpyanTe
KOTOPbIE MOXHO © OMOWUMansHOro  cailta  NpoW3BogMTens
www.cryptopro.ru

3AKPBHITE

ycoBepweHCTBOBAHHYIO NOANMUCb Uan no4anncb CO LUTaMNOM BpeMeHN.

co34aBaTb

Ona co3gaHuAa ycoBepLUIeHCTBOBAHHOM noanucK TpebyeTca yctaHoBKa moaynen Kpuntollpo TSP

Client 2.0 u Kpuntolpo OCSP Client 2.0.
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5. BKaloyeHMue pexkuma 10rmMpoBaHUA U KOHCOJ1b yripaB/ieHuUsA

MpumeyaHue. PexkMm NOrMPOBaAHMUA AOMNYCKAETCA MCNONb30BaTb TO/IbKO B LENAX YCTPAHEHUS
HEeMCnpPaBHOCTEN U He AONKEH UCMONb30BaTbCA NPU 06pPaboTKe peanbHbIX AAHHbIX.

MpunoxeHne KpuntoAPM TOCT noctpoeHo Ha ocHoBe bHpay3epa, B KOTOPOM WCMONHAKOTCA
CKPMNTbI, HanuCaHHble Ha A3blKe JavaScript n otobparkaetcAa MHTepdeinc npunoxeHna. Owmnbkwm,
KOTOpble BO3HMKAOT nNpu pabote MHTEpPdENCHOM 4acTu NPUNOXKEHUA, CBA3aHHble ¢ npobaemamm
NOAKNOYEHNA MOAYNEeN N APYTMX KOMMNOHEHT MOXHO OTC/NIeANTb B KOHCOAWU YMpPaBiEeHUA, KOTOPYHO
npepocrtasnset bpaysep.

OTKpbITb 6pay3epHyto KoHCob nNpuaokeHna KpnuntoAPM FTOCT mMOKHO, 3anMycTUB NPUIoXKeHue
M3 KOMAHAHOW CTPOKM M YyKasaB napameTtp - devtools. [aHHasa KOMaHAA OTKPbIBAET OKHO C
NHCTpYMeHTapuem ana sBeb-paspaboTku, rae ogHOM N3 BKNaJ0K byaeT npeacTtaBieHMe KOHCONMN.

Ona 6onee rnyboKoro aHanusa MPUUYMH BO3HMKHOBEHWMA OWMOBOK MCNONb3YEeTCA BKAKOYEHWUE
PeXMMa IOTMPOBaHUA, TO €CTb COXPAHEHME CNYKEBHOW MHPOPMaLUM O BbINOIHEHHbIX ONEpaunsx B
TEKCTOBbIM ¢ain. [laHHbIM pPeXUM BKIOYAETCA YKasaHMeM napameTpa - logcrypto npu 3anycke
NPWUIOXKEHUA U3 KOMaHAHOM CTPOKM.

5.1. OTCNEXMUBAHMUE OLLMBOK HA NNAT®OPME OS X

Ona nonyyeHma goctyna K AONONHUTENbHOM NaHEeNN yNpaBAeHUA NPUIOKEHUEM U BKAOYEHUEM
peXXuma fiormpoBaHua, B TepmnHane OC OS X BBecTn KomaHay (puc. 5.1):

/Applications/CryptoARM-GOST.app/Contents/MacOS/cryptoarm-gost devtools logcrypto

Last login: Tue Oct 22 11:50:18 on ttys@az =2
anes-imac:~ admin$ AApplications/CryptoARM-GOST.app/Contents/Mac0S/cryptoarm-gost devtools logcryptol

Puc. 5.1 OkHO TepmuMHana

Mpw BbINO/SIHEHMW ONepauun, NPUBOAALLEN K OLINOKE, B OTKPbIBLUEMCA AOMNO/NHUTENIbLHOM OKHE
Ha BK/aake Console oTobpa3nTca TeKeT owmnbKkn (puc. 5.2).
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[ ] @ Developer Tools - file:///Applications/CryptoARM-GOST.app/Contents/Resources/app/resources/index.html

% ﬂ Elements Console Sources Network Timeline Profiles Application Security Audits a1 H

® ¥ top ¥ Preserve log

& » Uncaught Error: addPkiObject Error add certificate to store pkistore.ts:289
- ./deps/wrapper/src/store/pkistore.cpp:412
addPkiObject Error add certificate to store
- ./deps/wrapper/src/store/provider_cryptopro.cpp: 484
addPkiObject CertAddCertificateContextToStore failed. Code: -2147824891
.. /deps/wrapper/src/store/provider_cryptopro.cpp: 449

at PkiStore.addCert (pkistore.ts:2@9)

at ue.value (store.ts:258)

at store.ts:265

at cert.ts:81

at fApplications/CryptoARM-GOST.app/Contents/Resources/app/node modules/async/dist/async.js:468

at iteratorCallback (/Applications/CryptoARM-GOST.app/Contents/Resources/app/node modules/async/dist/async.j
5:1834)

at fApplications/CryptoARM-GOST. app/Contents/Resources/app/node modules/async/dist/async.js:044

at cert.ts:73

at WriteStream.<anonymous> (download.ts:26)

at emitNone (events.js:B6)

>

Puc. 5.2 OKHO ¢ BKNagKoW KOHCOM yNpaBAeHns

Mpw BbINONHEHMW ONepaLyMn, NPUBOAALLEN K OWNOKe, B OTKPbIBLUEMCA AONONHUTENIBHOM OKHE
ynpasneHua Ha Bknaake Console oTtobpasmnTca TeKCT oWwnbKM.

KypHan norvpoBaHusa npeacTaBnsetr cobon TekcToBbIM dann cryptoarm_gost.log, KoTopbin
pacnonaraeTcA B KaTasiore nosib3oBaTend B nanke .Trusted.
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