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AHHOTaUuuA

HacToswee pykoBoacTBo cogepxuT obuiee onucanne CK3U Kpuntolpo CSP sepcua 5.0 R2 KC1
ncnonHeHune 1-KpuntoAPM (panee no tekcty — KpuntoAPM TOCT), MHCTPYKUUN U peKoMeHaaumm
no ncnonb3osaHuto CK3N nog ynpasneHmem OC Linux.

NHCTpYKLUMK aAMUHUCTpaTOopa 6e3onacHoCTH Z no/sib3oBaTens Pa3INYHbIX
aBTOMATU3NPOBAHHbLIX cUCTeM, ucnonb3yowmnx CK3U, [omKHbl paspabatbiBaTbCd C  yYeTOM
TpeboBaHMN HACTOALLErO AOKYMEHTA.

YcTaHOBKa, HacTpoiika un ucnono3osaHmne CK3U Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHenue
1-Base nog ynpasneHnem OC Linux, Bxo4AalLero B KOMMNAEKT NOCTAaBKU, AO/IKHA OCYLLECTBAATLCA B
cooTBeTCcTBMU C TpeboBaHUAMM M peKkomeHaaumaMmmn aokymeHTta KTAN.00101-02 91 03. Kpuntollpo
CSP. PykoBoACTBO agmuHMcTpaTopa 6e3onacHocTu. Linux.

O6wue cBegeHUA 0 NPOrpaMMHOM NPOAYKTe

KpuntoAPM TOCT - 3TO yHMBEpCasbHOE MPUIONKEHNE C FpadMyYecKMM M0JIb30BATENbCKUM
nHTepdericom [NA BbINOJHEHWA oOMNepauMi NO CO34aHMI0O M MPOBEPKE 3/EeKTPOHHOW noAnucu
dannos, wudppoBaHMa U pacwMdpoBaHUA, yNpaBAeHUA CcepTUPUKATaMK, pPa3MELLEHHbIX B
XpaHunuwax Kpuntonposanaepa Kpuntolpo CSP Bepcusa 5.0 R2 KC1 ucnonHeHune 1-Base.

MpunoxeHune KpuntoAPM TFOCT asnaeTtca KpoccnanatpopMeHHbIM, U NpeacTaBAeHO Pa3INYHbIMU
YCTaHOBOYHbIMU AncTpmnbytnsamm nog nnatdopmsbl: Microsoft Windows, Linux, OSX. Ha Kaxkgoi u3
nnatopm peanusoBaHa NoaaeprKKa POCCUMCKUX KpunTorpaduyeckmx CTaHAapToB MOCPeacTBOM
ncnosnb3oBaHMA Kpuntonposaaepa Kpuntolpo CSP Bepcum 5.0 R2 KC1 ncnonHeHune 1-Base.

B npunoxkeHun noppeprkmsaetcAa pabota ¢ KawouyeBbiMM HocuTenamu PytokeH u JaCarta yepes
Kpuntonposaraep Kpuntolpo CSP sepcua 5.0 R2 KC1 ncnonHeHne 1-Base.

NoapepxuBaembie KPUNTONpPOBaAEpPbI

B npunorkeHnn ocyuwiecTsaneTca nogaepkka Kpuntonposangepa Kpuntolpo CSP sepcua 5.0 R2
KC1 ncnonHeHue 1-Base.

JInueHsuna Ha NPOrpaMMHbI NPOAYKT

Mpy NepBOi YCTaHOBKE NPUIONKEHUA aKTUBMPYETCA BPEMEHHAA NNLEH3UA CPOKOM Ha 14 gHeM.
Mocne ncteyeHUAa O03HAKOMWUTENbHOTO Mepuoaa ANA NONHOPYHKUMOHANbHOW PaboTbl NPUNONKEHMUA
TpebyeTca NnpuobpeTeHne M YCTaHOBKA INLEH3UN. Be3 yCTaHOBKM IMLEH3UN HA AO0CTYN K Kawody 3
npu onepaumax NoAnNMcK n paclundpoBaHUsa ByayT HaNOKEHbI OrpaHUYEHUs.

Ana npnobpeteHma nMueH3nm Ha nporpaMmHbii NpoayKT KpuntoAPM FOCT moxHO obpaTtuTbes
B KomnaHuto 000 «Lundposbie TexHonormmn» nam 000 «KPUMNTO-MPO».

CuctemHble TpeboBaHuA

Ana npunoxeHus chopmynmpoBaHbl MUHUMA/bHbIE CUCTEMHbIe TPeboBaHMA K KOHUrypaumm
obopyaoBaHuAa noa nnatopmamm:

— 2Gb onepaTt1BHOM NamATH;
— 200 Mb anckoBoro NnpocTpaHCTBa A1A YCTAHOBKU U PabOoTbl NPUNOKEHUS;
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TpeboBaHMe K BMAeOoaganTepy He KPUTMUHO. [OMKHO NoAAeprKMBaTbCA MWHMMaNbHOE
paspeweHne 800x600.

NopaepruBaembie onepauuoHHbIe CUCTEMDI

KpunToAPM TOCT ¢yHKUMOHMPYET NOA yNpaBieHUEM CIeAYIOLNX ONePaLMOHHbIX CUCTEM:

CentOS 7/8 (x64)

OCb (OS-RT) (x64)

PE/L OC 7.1/7.2 (x86, x64, ARM64)

Ubuntu 19.10/20.04 (x64)

Astra Linux Special Edition, Common Edition (x64)

AnbT Paboyana CtaHuus 8/9, Anbt Cepsep 8/9, AnbT 8 CM, AnbT ObpasosaHue 8/9 (x64)
ROSA Enterprise Desktop (RED X4) (x86, x64)

ROSA Enterprise Linux Desktop, Enterprise Linux Server (x64)

POCA KOBANDbT (x64)
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1. YcraHoBKa nporpamMmmHOro npoAyKra

Ona dyHKuMoHupoBaHua KpuntoAPM Heobxogum yctaHoBneHHbi Kpuntolpo CSP Bepcua 5.0
R2 KC1 ncnonHeHne 1-Base, ycTaHOBKA A0MHA NPOM3BOAUTLCA B COOTBETCTBUM C TpebHOBaHMAMM M
pekomeHgauuamm  gokymeHta KTAW.00101-02 91 03. Kpuntollpo CSP. PykoBoactso
agMuHucTpatopa 6esonacHocTu. Linux.

YcTtaHoBKa npuaoskenua KpuntoAPM TOCT Ha onepaumoHHyio cuctemy Linux moxet ObiTb
BbIMOJIHEHA B rpadPUUECKOM peXUME Yepe3 MacTep YCTAHOBKM NAKETOB, Yepe3 TEPMUHAN B PEXUME
KOMaHOHOMW CTPOKM W 0ObIMHOM pacnakoBKOW M3 apxuBa. [0 ymMONYaHUIO NPUIONKEHUE
yCTaHaBAMBaeTcAa B KaTtanor /opt/cryptoarm_gost/.

— B pexume rpaduueckon yctaHoBKM_npunoxeHna KpuntoAPM IFOCT 3anycTute Ha MCNONHEHWe
dann:

cryptoarm-gost-v2.2.4-linux-x64.rpm ans 64-pa3pagaHbix OC, ocHoBaHHbIX Ha RPM;
cryptoarm-gost-v2.2.4-linux-x64.deb gna 64-paspagHbix OC, ocHoBaHHbIX Ha DEB.

OTKpoeTCcsA MaKeTHbI MeHeayKep, B KOTOPOM HY)KHO HaKaTb YCTaHOBWTb. TaK KaK yCTaHOBKa
npousBogMTCA OT MMEHW aAMWUHUCTPATOpPa CUCTEMbI, TO MOABUTCA AWanor BBOAa MaposA
agMuHucTpaTopa cuctemsl (Root).

— Brtopoi cnocob ycTaHOBKM MPUNOMKEHWUA BbINONHAETCA C MOMOLLbIO KOMaHAHOM CTPOKKU. OnA
3TOr0 HYXXHO 3anyCTUTb TEPMUHAN U BBECTU KOMaHAY:

sudo dpkg - i cryptoarm-gost-v2.2.4-linux-x64.deb - gna OC, ocHoBaHHbIX Ha Debian
(Debian/Ubuntu);

sudo rpm - i cryptoarm-gost-v2.2.4-linux-x64.rpm - ana OC, ocHoBaHHbIX Ha RPM;
MNocne ycTaHOBKM NPUAOKEHUA B MeHIO NoABUTCA ApAablK KpunTtoAPM IOCT.

— B TOm cnydyae, Korda He NOAAEP’KMBAETCA MAKETHbIM PEXMM YCTaHOBKWU MPUIOXMEHUA, ero
MOHO YCTaHOBUTb W3 MNPeAOoCTaB/NEHHOr0 apxuMBa, PacnakoBaB COAEPXKMMOEe B KaTasor
/opt/cryptoarm_gost/. PacnakoBky apxvBa HeobxoAMMO MPOM3BOAUTL C NpaBamu
aAMMHUCTpaTOpa.
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2. YaaneHue nporpaMMHOro npoayKra

YpaneHue npunoxeHua KpuntoAPM TOCT Ha onepauuoHHbIX cucTemax Linux sbinonHaeTcA
yepes rpaduyeckuin uHTepdeic (NakeTHbIM MeHeaKep), NMbo uepes TepMUHAN B peXUMe
KOMaHAHOM CTPOKM.

— VYpanenne npunoxenua KpuntoAPM TOCT yepe3s rpaduyeckmin uHTEpdeinc BbINOAHAETCA
cnepyowmm obpasom. HyXKHO OTKpPbITb MeHeaKep NpPorpamm (MaKeTHbI MeHeaKep) U HaANTK
npunoxeHne KpuntoAPM FOCT. HaigeHHOe npuaoXKeHue cnegyet NOMETUTb ANA YAANEHUA U
Ha)kaTb Ha KHonky Ypanutb. MNocne 3toro nporpamma KpuntoAPM TOCT 6yaet yaaneHa ¢
KomnbloTepa.

— Brtopoi#t cnocob yaaneHmMa ocCHOBaH Ha 3anycKe KOMaHA B TepMUHaNe:
sudo dpkg -P cryptoarm-gost - ana OC, ocHoBaHHbIX Ha Debian (Debian/Ubuntu);
sudo rpm -e cryptoarm-gost - ana OC, ocHoBaHHbIX Ha RPM;
Mocne BbINONHEHMA KOMaHAbl NPUIOXKEHME ByaeT yaaneHo U3 onepaunoHHOM CUCTEMbI.

Ypanenne Kpuntollpo CSP Bepcua 5.0 R2 KC1 wucnonHeHme 1-Base ocyuwiectsnaetrca B
COOTBETCTBUU C MHCTPYKUMamMmM goKymeHTa KTAM.00101-02 91 03. Kpuntollpo CSP. PyKkoBoacTtso
agMuHucTpatopa 6esonacHocTu. Linux.
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3. YcTaHOBKa AMLEH3MM Ha NPOrPamMMHbI NPOAYKT

Ona nonHoueHHoW paboTtbl npunoxeuna KpuntoAPM TOCT HeobxoguMma yCTaHOBKa
JNINUEH3MOHHOro Ka4a. JINUEeH3MOHHbIA Koy npeactasndet cobolt gann, KOTopbin Heobxoanmo
PacnoNOXM1Tb B CNELMANbHO CO34aHHOM KaTanore NpuaoKeHus.

CywecTBylOT ABa BMAA JINMLUEH3UM — MOCTOAHHAA W BpemMeHHaA. BpemeHHasa AnuueH3uA
NPefoCTaBAAETCA C OFPAaHUYEHHbIM CPOKOM AelcTBuA. Ona npuobpeTeHnAa NOCTOAHHOM AULEH3UU
MOXHO 06paTUTLCA B KOMMNaHMIO pa3paboTumka.

YCTaHOBKa /IMUEH3MOHHOrO K/o4a MOXKET MPOoM3BOAUTLCA KaK 4epe3 MNOoJib30BaTe/lbCKUiA
NHTepdENC, TaK U C NOMOLLbIO KOHCO/IbHbIX KOMaH4, BbIMOJIHAOLWNX KONMpoBaHue daiiia NNLEH3NN
B 3a/laHHbIN KaTasor.

3.1. YCTAHOBKA JIMLIEH3UM YEPE3 NOJIb30OBATE/IbCKUIA UHTEPDENC

YCTaHOBKa /MUEH3MM Yepe3 NOoNb30BaTeNbCKMI UHTepdeilc onucaHa B «PykoBoacTBe
nosb3oBaTens».

3.2. YCTAHOBKA NNMLEEH3UWN YEPE3 KOMAHAHYIO CTPOKY

Ecnn ycTaHOBUTb NIN3EH3UIO Yepe3 MNO/b30BaTeNbCKUI MHTepdenc He nonyyaeTcAa, TO BO3MOMKHA
YCTaHOBKa /INLLEH3MM C NOMOLLbIO KoNMpoBaHue dpaiina anueHsum license.lic B kKatanor:

/etc/opt/Trusted/CryptoARM GOST/.
Ecnu Takoro Katasnora HeT, TO co34aTb.

Mpumeuanume. [lna nocneayrolen YyCTaHOBKU IMLEH3UN NOAb30BAaTENAMMU KaTanor YyCTaHOBKM
NIMLLEH3UWN O0NIKEH MMEeTb NpaBa Ha 3anncb, @ MMHUMaNbHO HeobXxoaMMble NpPaBa — NpaBa Ha YTeHue
ANA nonb3oBaTtenei Ha paboyem mecre.
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4. AvnarHoctnka HenonagokK npu 3anycke npuaoxKeHuma

Mpu obHapyKeHUM npobnem, 3aTpygHAWMX AanbHelwyo paboTty npunoxeHns KpuntoAPM
FOCT, 3anyckaeTca MmacTep AMArHOCTUKM NpunoxeHus. B mactepe noapobHO onucbiBaloTcA
BO3HMKLUME HENOJIAZKM M Cnocobbl NX pelleHuns.

4.1. OTcytcTBYET CK3U Kpuntolpro CSP

MpunoxkeHne KpuntoAPM FOCT He paboTtaeT 6e3 yctaHoBneHHoro B cucteme CK3U Kpuntollpo
CSP Bepcma 5.0 R2 KC1 mucnonHeHune 1-Base. B Takom cnydae npw 3anycke NPUAONKeHWs obyaet
npeaynpexaatouiee coobuieHne (puc. 4.1)

[unarHocTuka NpUNOXEeHUA

OGHapy*eHHble Npobnembl Cnocobbl pelieHus

OteyreTyeT CK3M KpunTolpo
csp B cucTemMe OTCYTCTBYET YCTAHOBIEHHbIA KDWUNTONpoBaiaep
Kpuntolpo CSP.

JnA pelieHun faHHoi npoénemel yeTaHoBMTe CK3KM Kpuntolpo
CSP sepcum 5.0 1 cHoBa 3anycTUTE NPUACHEHKE.

LMcTpubyTie CK3M KpunTolpo CSP MOXHO CKa4aTb Mo CCbiKe
¢ oMLManbHOro canTa KoMmanuk KpunTollpo www.cryptopro.ru

MoapoBHble MHCTPYKUMM Mo yeTaHoske CK3W Kpuntollpo CSP
Ha PasnuuHble NAaTHOPMbI MOXKHO HaWTH B JAOKYMEHTALMM no
nponyKTy

3AKPBITE

Puc. 4.1 CoobuweHune 06 otcytctBum CK3U KpuntolMpo CSP Bepcua 5.0 R2 KC1 ncnonHerHune 1-Base.
HdanbHenwan paboTta NpUNOKEHNA HEBO3MOXKHA. [TpnaoKeHne MOXKHO TONIbKO 3aKpPbITh.

TpebyeTca ycTaHoBKa Kpuntonposahgepa Kpuntolpo CSP Bepcua 5.0 R2 KC1 ucnonHenue 1-
Base.

4.2, OTCYTCTBYET NMLEH3UA HA KPnTOAPM TOCT

be3 ycTaHOBNEHHON NWMLEH3UMM Ha nporpamMmmHubin NpoayKT KpunTtoAPM TOCT npu 3anycke
NPUIOXKEeHUs BO3HMKAET Npeaynpexaatowee coobwerue (puc. 4.2).
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[OuarHocTUKa NpUNOXEHUA

O6HapyXeHHble Npo6nemsl Cnocobbl peleHus

OTcyTeTBYeT NMLUEH3HA Ha

Ab KpunoAPM rocT B MpUNOMEHMM OTCYTCTEYET YCTAHOBMNEHHAA MMUEH3UA Ha

nporpaMMHbIia npogykT KpuntoAPM FOCT.

Be3 HanMYMA NMUEH3MM ONEPaUMM, CBA3AHHLIE C AOCTYNOM K
KNKOYEBOMY HOCUTENH, He ByayT BbINONHATbCA. Hanpumep,
onepauuu Noanncu u pacwudpoeaquA hainos. 3ta npobnema He
ABNAETCA KPUTHYHON M NPUNOKEHWE ABNAETCA PaboToCNacoBHbIM
C OrPaHU4EHHBIM HYHKUMOHANOM

[OnA pewieHnna AaHHORA NpoBnaembl MOXKHO NONYYUTL BPEMEHHYIO
NWMUEH3UIO Ha 14 AHeR WK NPUOGPEcTH NOCTOAHHYID NMMLEH3MIO Ha
MPOAYKT B 3NeKTPOHHOM MarasuHe, AOCTYNHOM MO CCblike
cryptoarm.ru

YETAHOBUTE NULIEH3MK MOXHO Uepes uHTepdeic NpUNoKeHusa

NEPEATH

Puc. 4.3 CoobueHune 06 oTcyTcTBMM AnueH3nn Ha KpuntoAPM TOCT

Mo kHonke MepenTn npomcxoauT nepexoq Ha BKAaaky O nporpamme, rae MOMKHO YCTaHOBUTb
JIMLEH3MIO.

MpW 3aKpbITUM MacTepa [AMArHOCTUKU NPUNONKEHME OcCTaeTca paboTocnocobHbIM, HO C
OrpaHUYEHHbIM GYHKUMOHANOM. be3 nuueHsMm He 6yayT BbINONHATLCA ONEpauun, CBA3aHHbIE C
A0CTYNoMm K Kntouy 3 (Hanpumep, noanuck 1 paclwmdpoBaHue).

MHCTpYKUMA NO yCTaHOBKe nnueH3nm B npunoxeHnmn KpuntoAPM IFOCT onucaHa B n. «YCTaHOBKA
JINLUEH3UWN HA NPOrpamMMHbIA NPOAYKT» AaHHOIo PYKOBOACTBA.

4.3.  OTCYTCTBYET IMLEH3UA HA Kpuntolpro CSP

be3 ycTaHOBNIEHHOW NULEH3MM HA NporpammHblii npoayktT Kpuntolpo CSP Bepcua 5.0 R2 KC1
ucnonHeHne 1-Base npu 3anycke NPUAOXKEHUA BO3HWMKaET npeaynpexaatouiee coobuieHue (pwuc.
4.3).

CrpaHunua 9 mns 17



KTAN.00101-12 91 02. Kpuntolpo CSP. KpuntoAPM. PykoBOACTBO aaMMHUCTPaTOpa. Linux

[narH ocTMka NpunoxeHna

O6HapyXeHHbIe Npob Nembl Cnocobhbl pelleHna

OTcyTcTBYET NMUeH3uA Ha CK3KW
B cucTeme oTcyTcTBYET KoppekTHaa nMueHsua Ha CK3W
A KpunTolpo CSP -
Kpuntoflpo CSP, Heobxoguman ans  NonHODYHKUMOHaNbHOWM
paboTbl NPUADKEHWS .

ns pewenna AaHHOA Npobnemel MoXHO NpUOBPECTH MLEH3ID
Ha MpoAyKT B 5NEKTPOHHOM MarasuHe, NOCTYTHOM Mo CCbIIKE
cryptoarm.ru

YCTaHOBKTb NALIEH3WI0 MOXHO YEpes UHTEP(EAC NPUNoKeHA

NEPEA TH

Puc. 4.4 CoobuieHune 06 otcytctBMM AnueHsumn Ha Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHeHue 1-Base.

Mo KHonke MepeiTn NponcxoauT nepexos Ha BKAagKy O nporpamme, rae MOMKHO YCTaHOBWUTL
NIMLEH3MIO.

MpM 33KpPbITUM MacTepa AMArHOCTUKM MNPUIOXKEHWe ocTaeTcs paboTocnocobHbiM, HO C
OrpaHUYeHHbIM GYHKUMOHaNoM. be3 nuueH3MmM He GyayT BbINONHATLCA ONEepauun, CBA3aHHble C
A0CTynom K Kntody MM (Hanpumep, NoAnMcb U paclumbpoBaHme).

4.4, HE OBHAPYEHbI CEPTUDUKATDI C MPUBA3KOMN K KNIFOYEBOMY KOHTEMHEPY

MpX OTCYTCTBMM B IMUHOM XPaHWUIMLLE CEPTUPMKATOB, C NPUBA3KOM K Katouy I, npu 3anycke
NPUNOXKEHUs BO3HMKaET Npeaynpexaatollee coobuieHune (puc. 4.4)

CrpaHuua 10 ns 17



KTAN.00101-12 91 02. Kpuntolpo CSP. KpuntoAPM. PykoBOACTBO aaMMHUCTPaTOpa. Linux

[wnarHocTuka NPUNOXeHNA

O6Hapy}eHHble NpobneMbl Cnocobkl pelleHua

He o6HapyxeHbl cepTUdUKaTHI ¢
AL npuBs3KON K KloYEBOMY
KOHTEHHEpY

B npunosmeHnu OTCYTCTBYIOT CepTMOMKATbI € NPUBASKOA K
KNOYeBOMY KOHTeiiHepy. [lnAa nonHoueHHoW paboTel B pexume
NoANMcH W paclndpoBaiA Gainos, NOHaAoBUTLCA YCTAHOBKA
cepTUdHKaTOoB.

LNA pelleHWs JaHHOM NpoGnemMbl BbIMOMHWTE YCTAHOBKY
JINYHBIX CEpTM(IJMKaTOB no waram, oNMCaHHbIM B AOKYMEHTauuu no
NponyKTY

Ecnu y Bac ecTb CepTUhUKaTLI HA TOKEHE MX MOXHO YCTaHOBUTL
€ TpUBASKOW K  KIHOYEBOMY KOHTEHepy Ha  CTpaHuLe
KOHTEWMHEPBI

Takke  BOSMOMHO  CrEHEpMPOBaTb  CaMOMOAMMCaHHble
cepTUdmKaTel Ha cTpaHnue CEPTUDUKATEI

3AKPBITh

Puc. 4.4 CoobLeHune 06 oTcyTCTBUMN CePTUUMKATOB C NPUBA3KOM K Katouy I
ﬂ,06aBMTb JINYHBIN CepTMd)VIKaT MOXHO HECKOJIbKMMW cnocobamu:

—  YCTAHOBWTb CO CTOPOHHEro HOCUTENS;
— CreHepupoBaTb 3aNpocC Ha CEPTUPUKAT U YCTAaHOBUTb MNOJIYYEHHbIN CEPTUPUKAT;
— CreHepuMpoBaTb CaMOMNOANMUCAHHbIN cepTUdUKaT.

4.5, HE 3ArPY}XEH MoAYNb TRUSTED CRYPTO

MpunoxeHne KpuntoAPM IOCT He paboTtaeT 6e3 moayna Trusted Crypto. B Takom cnyyae npwu
3anycke npunoxeHus byaet npeaynpexaatollee coobuieHme (puc. 4.5)
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[OuarHocTHKa NPUNOKEHHA

OBHapyXeHHbIe NPobnemsl

He szarpyxeH mogyns Trusted
Crypto

Crnocobbl peweHmns

Mpu 3anycke KpuntoAPM TOCT He 3arpyauncs HeoOXogumbli
Ana paGoTsl NpUnoxeHua Moayne Trusted Crypto.

[ina pelieHua naHHoil NpoBnemsl 0TKPOIiTe NaHENs yNpaBneHua
NPHAOXKEHNS W NepelnnTe coobileHns o6 ownbKaX, BLIBEEHHBIX
Ha Br1aaKe KoHconb, B cryxGy TeXHMYeCKoi NoAaep KN,

MoppoGHble MHCTPYKLMK MO OTKPbITUIO NaHENW yNpaseHns nog,
Tpebyemoil nANathopmMoi MOXKHO HAaWTM B JOKYMEHTALuW Mo
NpoayKTy

3AKPBITE

Puc. 4.5 CoobuieHune 06 owmnbke B mogyne Trusted Crypto

[anbHelwan paboTta NPUNONKEHUSA HEBO3MOXKHA. MPUNOKEHME MOMKHO TOJIbKO 3aKPbITb.

[na peweHna gaHHoW npobiembl HEOHXO4MMO 3aNyCTUTb NPUNOKEHNE B KOHCOZIbHOM PEXKUME,
ckonupoBaTb MHOpMaumio 06 owmnbKe M CBA3ATLCA CO CNELMannUCTamMm TEXHUYECKOM MOAAEPMKKM
npoaykta KpuntoAPM TOCT. UHCTPYKUMA MO BKAKOYEHUIO KOHCONBHOIO pPEeXKMMa onucaHa B .
«BKAtOYEHUE pexmma I0rMPOBaHMA U KOHCO1b YNpaBaeHUA» AaHHOIo PYKOBOACTBA.

4.6. OTCYTCTBYIOT YCTAHOBNEHHbIE Moaynun Kpuntolpo TSP CLIENT 2.0/OCSP CLIENT 2.0

Mpu otcytcTBum moaynen Kpuntolpo TSP Client 2.0 nau Kpuntolpo OCSP Client 2.0 Bo3HMKaeT

MHPOpPMaUMOHHOEe coobuieHune (puc. 4.6)
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JuarHocTuka NPpUNOXeHUA

O6Hapy»eHHble Npobnems! Cnocobbl peleHus

OTCYTCTBYHOT YCTAHOBNEHHbBIE
AL moaynu Kpuntolpo TSP Client 2.0
w/nnu Kpuntolpo OCSP Client 2.0

B cucteme OTCYTCTBYKOT yCTaHOBNEHHble Mogynu Kpuntollpo
TSP Client 2.0 u Kpuntolpo OCSP Client 2.0. Onumu 4N\ cO30aHWA
2NeKTPOHHbIX Noanuceit no cradgapty CAJES-X Long Type 1w ana
noBaBneHns WTaMNoB BPEMEHW Ha MOANMCW HEAOCTYNHbI ANA
BbiBopa

Mocne ycraHoBku mogyneit Kpunrollpo TSP Client 2.0 u
KpuntoMpo OCSP Client 2.0 u nepesanycka NpUAGKeHUs, ONUWK
ANA CO2LEHWA 3M1EKTPOHHLIX NOANMcel no craHaapry CAES-X
Long Type 1 W and AoBaBNeHWA WITAMNOB BpemMeHn Byayt
AOCTYNHbI.

Yeravoska mogyneid. Mogynwm Kpuntollpe TSP Client 2.0 u
Kpuntolpe OCSP Client 2.0 cogepxkatcA B cocraee Kpuntollpo
3UMN Browser plug-in 2.0 wan Kpuntollpe 3UM SDK 2.0, sarpyanTe
KOTOPbIE MOXHO © OMOWUMansHOro  cailta  NpoW3BogMTens
www.cryptopro.ru

3AKPBHITE

Puc. 4.6 CoobuieHmne 06 oTCyTCTBUM YCTaHOBAEHHbIX moayneit Kpuntolpo TSP/OCSP Client 2.0

MpunorxkeHune OCTaeTcA pa60TOCI'IOCO6HbIM, HO 6e3 BO3MOXHOCTU CO0344aBaTb
ycoBepweHCTBOBAHHYIO NOANMUCb Uan no4anncb CO LUTaMNOM BpeMeHN.

Ona co3gaHuAa ycoBepLUIeHCTBOBAHHOM noanucK TpebyeTca yctaHoBKa moaynen Kpuntollpo TSP
Client 2.0 u Kpuntolpo OCSP Client 2.0.
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5. BknwoueHue pexnuma 10rmposaHnAa U KOHCO/J1b ynpasseHnA

I'IpumeanMe. Pexxnm IOrMpoBaHMA AoNyCcKaeTcA UCNOoJ1Ib30BaTb TOJZIbKO B UENAX YCTPaHEHUA
HeMCI'IpaBHOCTeﬁ M He JONXKeEH NCMO/1b30BaTbCA Npu o6pa60TKe peanbHbIX OaHHbIX.

MpunoxeHne KpuntoAPM TOCT noctpoeHo Ha ocHoBe bHpay3epa, B KOTOPOM WCMONHAOTCA
CKPMNTbI, HanuCaHHble Ha A3blKe JavaScript n otobparkaetcAa mMHTepdeinc npunoxeHna. Owmnbkum,
KOTOpble BO3HWMKAIOT Mpu pabote MHTEPdENCHON YacTU NPUIOXKEHUA, CBA3aHHble ¢ nNpobiemamu
NOAKNOYEHNA MOAYNEeN N APYTMX KOMMNOHEHT MOXHO OTCNIeANTb B KOHCOAWU YMpPaBiEeHUA, KOTOPYHO
npepocrtasnsnet bpaysep.

OTKpbITb Bpay3epHyto KoHCob NpuaokeHua KpuntoAPM FTOCT MOXKHO, 3anycTMB NPUIOXKeHue
M3 KOMAHAHOW CTPOKM M YyKasaB napameTtp - devtools. [aHHas KOMaHAA OTKPbIBAET OKHO C
NHCTpYMeHTapuem ana Beb-paspaboTku, rae og4HOM N3 BKNaJ0K byaeT npeacTtaBieHMe KOHCONMN.

Ona 6onee rnyboKoro aHanusa MPUUYMH BO3HMKHOBEHWMA OLWIMOOK WMCNONL3YETCA BK/OYEHUE
PeXMMa IOTMPOBaHUA, TO €CTb COXPAHEHME CNYKEBHOW MHPOPMaLUM O BbINOSHEHHbIX ONEepaunsx B
TEKCTOBbIM ¢ain. [laHHbIM pPeXUM BKNOYAETCA YKasaHMeM napameTpa - logcrypto npu 3anycke
NPUIOXKEHUA U3 KOMaHAHOM CTPOKM.

[na nonyyeHns focTyna K AOMNONHUTENbHOW NaHEeNM YNPaBAEHNA NPUNOKEHUEM U BKAKOUYEHMEM
peXuMma nornposaHua, B TepmuHane OC Linux Hy»KHO BBeCTM KomaHay (puc. 5.1):

/opt/cryptoarm_gost/cryptoarm-gost devtools logcrypto

osboxes : bash — Konsole =

@aidn  Npaska Buag 3aknagkw  HacTpoiika

oshoxes@oshoxes-VirtualBox

Cnpaeka

oshoxes : bash

Puc. 6.1 OkHO TepmmHana

Mpw BbINOJIHEHUM ONepauuKn, NPUBOAALLEN K OWMOKe, B OTKPbIBLUEMCS AOMONHUTENBHOM OKHe
Ha BKnaake Console oTobpasnTca TeKCT owmnbku (puc. 5.2).
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Developer Tools - file:///opt/cryptoarm_gost/resources/app/resources/index.html

[w ﬂ Elements Console Sources Metwork Timeline Profiles Application Security Audits @144
Q@ ¥ top ¥ Preserve log

Failed to decode downloaded font: file:///opt/cryptoarm gost/resources/app/dist/® index.html#/encrypt? k=siBBws:1
9a71fbl2cdbe3312ef8f7Bab537b5a%. woff2

0TS parsing error: Failed to convert WOFF 2.8 font to SFNT index.html#/encrypt? k=s5iBBws:1

Failed to decode downloaded font: file:///opt/cryptoarm gost/resources/app/dist/a index.html#/encrypt? k=siBfws:1
38957a3c0641a479ddb6bbahB37dbB47 . woff

0TS parsing error: incorrect file size in WOFF header index.html#/encrypt? k=s5iBBws:1
@ P Uncaught Error: addPkiObject Error add certificate to store pkistore.ts:289

. ./deps/wrapper/src/store/pkistore. cpp:412

addPkiObject Error add certificate to store
../deps/wrapper/src/store/provider_cryptopro.cpp:483

addPkiObject CertAddCertificateContextToStore failed. Code: -2147024891
. ./deps/wrapper/src/stere/provider_cryptopro.cpp: 448

at PkiStore.addCert (pkistore.ts:269)

at ue.value (store.ts:256)

at store.ts:265

at cert.ts:81

at fopt/cryptoarm gost/resources/app/node modules/async/dist/async.js:460

at iteratorCallback (fopt/cryptoarm gost/resources/app/node modules/async/dist/async.js:1034)
at Jopt/cryptoarm gost/resources/app/node modules/async/dist/async.js:044

at cert.ts:73

at WriteStream.<anonymous> (download.ts:26)

at emitNone {events.js:86)

Puc. 6.2 OKHO C BKN1aZAKOWN KOHCO/IM yNpaBaeHns

Mpw BbINOJIHEHUM ONepauuKn, NPUBOAALLEN K OWMOKe, B OTKPbIBLUEMCS AOMONHUTENLHOM OKHE
ynpaBneHus Ha Bknaake Console oTobpasunTca TEKCT OWNBKMN.

*ypHan norupoBaHusa npeacTaBnseTr coboin TekctoBbi danin cryptoarm_gost.log, KoTopbii
pacnonaraeTtca B KaTasiore nosb3oBaTena B nanke .Trusted.
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6. Ucnonb3oBaHue NPUNOXKEHUA B 3aMKHYTOM nporpammHoii cpege OC Astra Linux
Special Edition

Ona yctaHoBkM KpunToAPM TOCT B 3aMKHyTOM nporpammHon cpege (3MC) OC Astra Linux

SpecialEdition Heobxoanmo:

- cKonupoBaTtb Katod trusted_pub_key.gpg B nanky /etc/digsig/keys (0T umeHu yueTHoM
3anucyM aaAMMHUCTPAToOpPa Yepes mexaHusm sudo);

- 0OHOBWUTb AWUCKM ONEPaATUBHOM NAaMATM C MOMOLLIO CieAyIoLen KOMaHAbI:
sudo update-initramfs -u -k all

- BbINO/IHUTL NepPe3arpy3ky CUCTembl.

MpumeuaHme. Hactpoika 1 mucnosnbsoBaHne 3MC AO0NXKHbI OCYLLECTBAATLCA B COOTBETCTBUM C
aKcnayaTauMoHHoM aokymeHTaumen Ha OC Astra Linux Special Edition.
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7. Yacro BcTpevatowmeca npobaemol

7.1. HE 3ANYCKAETCA NPUOKEHUE HA DEB CUCTEME

Hapo yctaHoBuTb 61MbanoTeky libgconf-2.s:0.4

sudo apt-get install libgconf-2-4

7.2.  KpunToAPM IOCT 3ABUCAET HA CTATYCE «MOXANYICTA, NOAOKAMUTE...»

Mporpamma 3aBucaeT Ha cTaTyce «[lloxanyihcra, nogoXxAauTe..» NpPU NOMbITKE AocTyna K
pasgenam «MNoanucb u wndpposaHue» nnmn «CeptudukaTbi». JIMLEH3UU NPU STOM AENCTBUTENbHbIE.

BO3MOXHO yCTaHOBMAM (MOTOM yAQNAUAWU WUAW HET) APYro KpMnTonpoBalAep, OT/IUYHbIA OT
Kpuntolpo CSP Bepcua 5.0 R2 KC1 ucnonHeHune 1-Base — 6yaetr KOHOAMKT. Hy»KHO yaanuTb gpyrom
KpunTonpoBsaiaep, NOTOM yaanuTb ¢ann HacTpoek. [aa 3TOro Hy»KHO 3aKpbiTb Nporpammy ("Bbixos"
B MEHIO WKW B Tpee), Nnepentu B KaTanor nonb3osaTtena B nanky .Trusted\CryptoARM GOST\ wu
yaanutb dann settings.json.

7.3. HE MMNOPTUPYIOTCA KOPHEBbIE, MPOMEXYTOYHbIE CEPTUGPUKATbI, COC HA IMHYKC:

OcobeHHOCTb anA nonb3osatenent OC Ha nnatpopme AnbT 64bit- AnbT Pabouas CtaHums 8/9,
AnbT Paboyas CraHuus K 8/9, . AnbT 8/9 CIl, Anbt ObpasoBaHue 8/9.

Hy»KHO ycTaHOBUTb cepTudUKaTbl yepe3s KomaHabl Kpuntollpo CSP Bepcua 5.0 R2 KC1
ncnonHeHune 1-Base.
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