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AHHOTaUMA

Hactosuwee pyKOBOACTBO COAEPXKMUT UHCTPYKUMIO No ucnosb3osaHuio CK3U Kpuntollpo CSP
Bepcua 5.0 R2 KC1 ucnonHernue 1-KpuntoAPM (ganee no tekcty — KpuntoAPM FOCT).

NHCcTpyKummn aaMUHUCTpaTopa 6e3onacHoCTH n nosb3osaTens Pa3NnNYHbIX
aBTOMATU3UPOBAHHbIX cucTem, ucnonb3yowmx CK3U, ponxHbl paspabatbiBaTbCA € y4yeTom
TpeboBaHMN HACTOALLErO AOKYMEHTA.

Ucnonb3osaHue CK3UN Kpuntollpo CSP Bepcua 5.0 R2 KC1 ucnonHeHune 1-Base, Bxogsawero 8
KOMMNEKT NOCTABKM, JONKHA OCYLLECTBAATLCA B COOTBETCTBMM C TPe6OBaHMAMMU U PEKOMEHZALMAMM
3KCnyaTauMOHHOM AoKyMeHTauum Ha CK3U (BKTAKN.00101-02).

1. 06LI.I,VIe cBeaeHuAa o NporpaMmmMmHOM NPOAYKTe
KpuntoAPM TOCT - 3TO yHMBepcanbHOE NPUAOXKEHWE C rpadMyYecKMm MNONb30BaATENbCKUM
UHTepdencom AN BbINONHEHUA ONEpauMint NO CO34AHUKD M MNPOBEPKE 3AEKTPOHHOM Mo4nucCK
dannos, wuPpoBaHNA U paclwnPpoBaHUA, YNpPaBAeHMA CepTUPMKATaMKU, pPa3MELLEHHbIX B
XpaHunuwax Kpuntonposanaepa Kpuntolpo CSP Bepcusa 5.0 R2 KC1 ucnonHeHune 1-Base.

Mpunoxkenne KpuntoAPM TOCT saBnaeTcs KpoccnnatpopmeHHbIM. Ha Kaxkaoi n3 nnatpopm
peannsoBaHa noagepXKa  POCCUNCKUX  KpunTorpapuyeckMx  CTaHO4aApTOB  MOCPeACTBOM
ncnosnb3oBaHMA Kpuntonposalaepa Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHenue 1-Base.

B npunoxeHun noppep:kmaetcA pabota C  KAOYEBbIMM  HOCUTENAMM PyToKeH 4epes
Kpuntonposairaep Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHeHne 1-Base.

1.1 ®YHKLUNOHANBLHOCTb BEpCUMn
MpunoxeHne TeKyLLEN BEPCUN PACCHUTAHO Ha BbINONHEHWE ONepaLmii:

DNeKTPOHHaA NoANUCb

3NEeKTPOHHaa nognucb ¢aiinos pasmepom o 50 M6 Ha

nogaeprknsaemblx nnatpopmax; pasmep daina He MoXKeT ObITb

6onblue, Yem cBOOOAHAs onepaTUBHan NamaATb;

— T[posepka 3N pasmepom 50 M6 Ha noaaepxMBaembix
nnatbopmax; pasmep ¢anna He MoXKeT ObiTb bonblie, yem
cBobogHas onepaTMBHaA NaMsATb;

— pobaBneHWe 3/1EKTPOHHOM MNOAMUCU K YXKEe CYLLEeCTBYHOWMM
(dyHKUMA co3paHms conoanucu) pasmepom Ao 50 M6 Ha
nogaeprknsaemblx nnatpopmax; pasmep dana He MoXKeT ObITb
6onblie, yem cBoboaHAA onepaTMBHAA NAMATD;

— Cco34aHMe Kak MNpPUCOeAMHEHHOW, Tak W  OTAEeNeHHOM

3NEKTPOHHOM nognucu.

WndposaHue — wundposaHMe n pacwmndposaHne pannos pasmepom Ao 50 M6
Ha noagepXMBaembix NaaTPopmax; pasmep dana He MoXKeT
6bITb 60/bLIE, YeM cBODOAHAA onepaTUBHaA NamaATb;

— wudpoBaHUe AaHHbIX No cTaHaapTy PKCSH7/CMS.

YnpasneHue — oTobpaxkeHne cepTUPMKATOB N NPUBA3AHHBIX K HUM Katouelt I
cepTudUKatTamm " OTHOCUTENbHO XpaHWAWW, KpuntonpoBaiaepa Kpuntolpo CSP
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KAKO4Yamum Bepcma 5.0 R2 KC1 ncnonHenune 1-Base;

— TMNpOBEpKa KOPPEKTHOCTM  BblbpaHHOro  cepTUdPMKaTa C
NOCTPOEHMEM LLEeMOYKN O0BEPUA U CKAaUMBAHUEM aKTya/lbHOro
CMUCKa OT3bIBa;

— XpaHeHue Kaodel 3N Ha HocuTenax PyTtokeH (AKTuB) npu
YCNOBUKM UCNOAb30BaHUA Kpuntonposahgepa Kpuntollpo CSP
Bepcma 5.0 R2 KC1 ncnonHenume 1-Base;

— CO34aHue 3anpocoB Ha CePTUPMKAT;

—  MMNOPT cepTUPMKATOB C NPUBA3KOM K Katouy IT;

—  3KCMNOPT CeEPTUPUKATOB;

— ydaneHwe cepTMPUKaToB.

MpocmoTp n — oTtobpaxkeHune pe3ynbTaTos onepaumn, KoTopble
ynpaB/ieHNE }KyPHAIOM NPOU3BOAUNUCH B MPUNOKEHUN.
onepauui

Pabota ¢ darinammn B

COXpaHeHne BCeX pPe3ynbTaTtoB BbINOJIHEHUA onepau,mﬁ C
KaTanore [JJOKymeHTbl d)aﬁl'laMVl B LeHTpaNM30BaHHOM KaTanore JJOKyMeHTbl

1.2 MNoapaepknBaembie KpUNTonpoBsagepbl

B npunorkeHun ocyuiecTsafeTca nogaeprkka kpuntonposaraepa Kpuntolpo CSP Bepcua 5.0 R2
KC1 ncnonHeHue 1-Base.

1.3 JluueH3ua Ha NPOrpaMMHbIA NPOAYKT
Mpwn NepBoOI YCTAaHOBKE MPUIOKEHUA aKTUBUPYETCA BpeMeHHaA anueH3na Ha KpuntoAPM TOCT
cpokom Ha 14 aHelr n Ha Kpuntollpo CSP Ha 93 gHA. MNocne ucteyeHMa 03HAaKOMUTENBHOTO Neproaa
ANA NONHODYHKUMOHANbHOW paboTbl NpuaoKeHUs TpebyeTca NnpuobpeTeHne 1 YyCTaHOBKA NLEH3UMN.
be3s ycTaHOBKM AuMUEH3UM Ha onepauum poctyna K kKawody 31 npu onepaumax noanucu wu
pacwndpoBaHma ByayT HANOKEHbI OTPAHNYEHUA.

Onsa npnobpeTteHuna NMUEH3UM Ha NporpaMmmHbli npoayKT KpuntoAPM FTOCT mo»KHO o06paTtuTbhes
B8 KomnaHuto 000 «Lndpposbie TexHonornmn» nam 000 «KPUMTO-MPO».

1.4 YcTaHOBKA U HacTpouKa npunoxkeHua KpuntoAPM FrOCT
MHcTannauma, peuwHcTannaums u  obHoBAEeHWe cpeacTBa KpunTtorpaduyeckolr 3awuTbl
nudopmaumm Kpmuntolpo CSP Bepcua 5.0 R2 KC1 UcnonHeHue 1-KpnuntoAPM (nanee — KpuntoAPM
FOCT) npoucxoguT 4epe3 MarasvH npunoxeHui App Store. OnAa 3Toro HeobxogMmo HaUTm
NPUIOKEHNEe B MarasmHe 1 YyCTaHOBUTb.
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2. padunuecknit nonb3oBaTeNbCKUU MHTEpdEnC NPUNOIKEHUA

2.1 Hauano pabotbi c KpuntoApm roCT

Pabota ¢ npunoxeHnem KpuntoAPM TOCT HaumHaeTca co cTpaHuubl Mactep noanucu m

wudposaHua (Puc. 2.1.1).

Het SIM =

Mognwuce U wunpposaHne Q E

®ANNLI ANF NOANUCH W LIM®POBAHMA

MAPAMETPbI OMEPALLUIA

Mapametpbl #1
18 meppans 2020, 1044017

CoxpaHuTL NapaMeTPbl C HOBbIM MMEHEM D

- »
="'b CoxpaHuTe NapaMeTpsl onepalinii

g
x ® &) @ @

L4

Puc. 2.1.1 FnaBHOe OKHO NpW 3anyCKe NPUIOKeHUA

B mactepe nognucu u wndpoBaHMa BbibpaHHble 41a onepauum A0KYMEHTbl 06beAUHEHbI CO

3HAaYEHUAMU MapamMeTpoB onepauuin. ITU NapameTpbl MAYT NOCNeAoBaTe/IbHO W pasgesieHbl Ha

610KU:

MapameTpbl onepaumii - BbIOOP COXPaHEHHbIX MapamMeTpoB oOnepauui, CoXpaHeHue,
co34aHue Konuu u 1.4,

Onepauum - Bbibop Tpebyembix onepaumnin U PeKMMOB COXPaHEHUA, OTMPABKU Pe3ynbTaToB
(opurnHanoB 4OKYMeHTOB).

Ceptudpukar nognucn n Ceptudpukar wndposaHna - cepTUPMKaTbl U3 YUCNA AINYHbIX
cepTUPUKATOB M KOHTAKTOB, KOTOPblE MCNONL3YIOTCA AN Onepaunii Nognncu L4OKYMEHTOB U
nx WndpoBaHms.

MNapameTpbl noanucu - HeobxoaMmble HACTPOMKW ANA BbINOSHEHMA ONepauun NoanucK
AOKYMEHTOB.

NapameTpbl WMPpPOBAHUA - HACTPOWNKM ANA BbINONHEHWUA onepaunm WnudpoBaHUA.

2.2 NMoUCK B NpUNOXKEHUN
B anemeHTax nosb3oBaTenbCcKoro nHtepdelica peannsoBaHa ¢yHKUMA noucka ¢ainnos (Puc.

2.2.1). BKNIOYEHUSA PEXKMMA HYXKHO HaXKaTb Ha KHOMKY MOUCK 1 B CTPOKe BBECTU K/toueByto ppasy.
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Her SIM =

Q of

@AW NS NOANUCK W LLIWGPOBAHUA

L Oryerno 3akynkam.gdoc
43KD | 26 ©reppans 2020, 082412

s OTy4eT 0 ABUXKEH...HbIX cpencTe.gdoc
T20.7KEG | 268 despans 2020, 0824113

+

MAPAMETPbI OMEPALIMIA

Puc. 2.2.1 Nounck B Mactepe nognucu n wndposBaHma

Mouck ¢alinoB peannsosBaH Ha OCHOBE COBMAAEHMA KAo4eBoM Pppasbl ¢ HazBaHMem dalina. B
pe3y/ibTaTe BMECTO MOJIHOTO CMUCKA B OKHE OCTAOTCA TONbKO $alinbl, yA0BNETBOPAIOLLNE KPUTEPULD
noucKa.

Y106bI OTMEHUTL GUABTP NOUCKA TPebyeTCA yAaNUTb KNOYEBYIO dpa3y UM HaXKaTb HA KHOMKY
OTmeHa.

MpumeyaHue. B cnyvyae HENPaBUAbHO YKAa3aHHOIO KPUTEPMA MOUCKA CMUCOK $GalnoB MoXKeT
OKa3aTbCA NycTbl, 0 Yem byaeT cBMAETeNbCTBOBATL HAANUCH - «HUYero He HaAMAEHOY.

2.3 Co3paHue 3N1eKTPOHHOM noanucu
[na noanucun dpannos Hy*kHo B Mactepe nognucu v wnudpoBaHUA BbiIOpPaTb NoANUCbIBAEMblE
dalinbl, cepTndMKaT NnoANUCK 1 3a4aTb NApPaMeTPbl NOANUCH.
Bbi6op noanucbiBaembix ¢paitnos

B KpuntoApm TOCT MOXHO noAanucbiBaTb OAVMH WMAKM cpa3sy HecKonbKo ¢annos. Pasmep
noanucbiBaemoro ¢anna 3aBUCUT OT moaenn tenedoHa, He peKoMeHAyeTcA noanucbiBaTb ¢ainbl
6onbwe 50 M6.

daninbl pobasnatotca B pasgen Panbl gna noanucu n wnppoBaHMA. B gaHHOM pasgene

- y
HeobXxo4MMO HaxKaTb Ha KHOMKYy AobaneHuA UAn MMNopTUPOBaTb dainbl Yepes CTOPOHHee
NPUAOXKEHMe.
daiinbl oTobpasartca B pasgene (Puc. 2.3.1).
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®AMMbI ANA MOAMUCU W LINDPOBAHMS

Checklists.xlIs
59.5KB | 03 Mapta 2020, 16:16:44

Jorosop N2159.docx
12 .7Kb | 03 mapTa 2020, 16:16:44

aNeKTPOoHHas nognuck.docx
476Kb | 03 mapta 2020, 16:16:44

MP OP MEP

+

Puc. 2.3.1 Bbibop daiinos ana nognmcu

[na paHHOro cnucka AO0CTYMNHbI NOWUCK, ynpasneHue dannamm B CMUCKE Yepe3 KOHTEKCTHOe
MEHIO 1 cBaunn ana Kaxaoro ¢anna (Puc. 2.3.2).

Her SIM 5

Moanuck u wngpoaHne Q ese

®ANBI AN NOANWCH W LWMOPOBAHUS

ecklists.xls -
K& | 03 mapra 2020, 161644 © |

EL [oroeop N2159.docx

g 17 746 | 03 wapa 2020, 161644

=8 3NeKTPOHHaA NoANUCh.docX

% A76KE | 03 mapta 2020, 16716144

NAPAMETPbI OMEPALLARA

4©» [MpocMoTpeTt AOKYMEeHT
Zhd Omnpaeuts
T
"0 ‘nanuTh
(& —
Q== BhinenuTb BCE
e"

CHATb BblAeneHue

Puc. 2.3.2 Onepauuu Hag cnuckom daitnos

Bbibop cepTudUKaTa noanucu

[na Toro, 4tobbl BbLINOAHUTL NOAMUCL HEOBXOAMMO BbIbpaTh cepTUdUKaT C Katoyom M um3
N

Y

cnucka JInuHbIxX CepTMd)VIKaTOB. JT1a onepauna nponsBoanTCA HaXKaThem Ha MKOHKY KapaHaalla B

pasgene Ceptudukar nognucwm (Puc. 2.3.3).
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CEPTN®UNKAT NOAMNCIK

[obasbTe cepTUdUMKaT Nnoanmcu

Puc. 2.3.3 CepTndukat noanucu He BbibpaH

B nossuBLEMCA NpeacTaBieHnM oTobparkatoTca JInuHble ceptudumKatbl (Puc. 2.3.4).

Het SIM &

x NuyHble cepTudukaTobl Q

@ raspunoea Ana...cus AnexceesHa ﬂ@a
4

3anpoc )

f A
MeaHoB MBaH iBaHOBUY

A 20 «Tlimes F’-}
MNuporoe Oner HMeaHoeu4 )

v A

CrenaHoB AnekcaHgp MeaHoBMY F’A

&,
»

s S
&) (8 \n ’ B) (8

Puc. 2.3.4 CnnCoOK NNYHbIX cepTUdMKaToB
Boibop cepTuduMKaTa nopnucu OCywecTBaAeTca ero BblaeneHnem. Ecnm 6bin BbibGpaH

HenpaBUAbHbIM CePTUPUKAT, TO €r0 MOXKHO 3aMEHUTb MOBTOPHbIM HaXKaTUEM Ha UKOHKY

Echn B XpaHuAuLe NUYHbIX CepTUPUKATOB HeT cepTudmKaTta ¢ Katodom Il1, TO ero MOXKHO
€034aTb AN UMNOPTMPOBATL B pasaesne CepTuduKarbl.

Mocne ycnewHoro Bbibopa cepTudumkaT oTobparkaetca B pasaene Ceptudukar nognucm (Puc.
2.3.5).

CEPTUOUKAT NOANMCKH

@ MeaHoB MBaH MBaHOBWY
YA AO «ITtime»

Puc. 2.3.5 Ceptudukat noanucv BbibpaH

YcTaHOBKa NapameTpoB Nnoanucu

MapameTpbl noanucuK 3agatotca B pasgene Napamerpbl nognucu (Puc. 2.3.6).

CrpaHnua 8 us 57



KTAU. 00101-12 92 02. KpunTtolpo CSP. KpuntoAPM. PykoBoacTso nonb3osatens. i0S

MAPAMETPbI NOAMKUCK
CMS
CTaHgapT noanucu
BVUJ, noanucu npucoegnHeHHas
BASEG4
Kogupoeka nognucu
PexuM aBTOMaTUYECKO#H NPOBEPKM MOAMUCH (%]

Puc. 2.3.6 MNapameTpbl nognucu

B napameTpax MOXKHO HAaCTPOUTb:
— Crangapt noanucm - CMS gna co3gaHua KnacCMYecKkom noanucu.
— Bua nognucu — npncoeaMHEHHAA NN OTCOEANHEHHAA.
— KoaupoBKa - coxpaHeHuMe noanmcu B o4HOM M3 ABYX KoanposoK BASE64 nan DER.
— PeXXMm aBTOMaTMUECKO NPOBepKU NOANUCU — KOPPEKTHOCTb NOANUCK NpoBepseTcs
Cpasy e nocne AobaBAeHUA UK co3haHMA NoAnucaHHoro gamnna.

Noanucb dainos

Ona nognucu ¢annos B pasgene Onepauum HeobXO4MMO YCTAaHOBUTb MNeEpeKatoYaTesb
Nognucb ¢ainos (Puc. 2.3.7).

OMEPALNU

Moanwvch dannos E/|
LLnpposaHue daiinos D
CoxpaHeHWe apX1BHOM KONUKM B [LOKYMEHTbI E/|

Puc. 2.3.7 Bbibop onepaumin B Mactepe noanucu u wmdposaHmns

Mocne BbINONHEHMA BCEX YC/IOBUIA:

- pobasneH xoTA 6bl 0ANH dain;

- BblbpaH cepTnduKat nognucy;

- ycTaHoBneH nepekntoyatens Mognucb (ecnm HeobxoAuMMO TONIbKO noanucaTb ¢ainbl,
nepeknatoyatens LngpposaHue Ao01KeH ObiTb HE aKTUBEH);

NoABAAETCA KHOMNKa BbINONHUTL .

Ha)kaTtne Ha KHONKY BbINONHUTB 3anyCKaeT NpoLecc NnoanucK.

MognucbiBaeMble daiinbl 06583aTeNbHO HEOHXOAMMO NPOCMOTPETL Nepes onepaunen. anee
nosBAAETCA AMaNoroBOe OKHO C BOMPOcOoM: «JlOKYMEHTbl MPOCMOTPEHblI nepesd MnoAnucaHUem?»
(Puc. 2.3.8). Ech gOKYMEHTbI NMPOCMOTPEHbI, TO HeobxoaMMO HaxKaTb [la M HauyHeTca npouecc
nognucu. B npoTMBHOM cnyvae, peKomeHAayeTca HaxKaTb OTMeHa U NPoCMOTPETb A0KYMEHTbI.
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MopaTeepXXaeHue npocMoTpa

[OKYMEHTbI NPOCMOTPEHbI Nepep,
nognucaHuem?

OTMmeHa Ha

Puc. 2.3.8 NoatsepraeHne NpocMoTpa AOKYMEHTOB

BbibpaHHble daiinbl noanncbiBaloTCA NO odepeam. Ecam cepTnduKat 3awmweH naposiem, npum
noAnucu NosiBUTCA AManoroBoe OKHO ANA NoATBepKAeHusa napona (Puc. 2.3.9). MNo KHonke OTMeHa

onepauna noganmcum He BbINOJIHAETCA.

HeT SIM &

see [

Moagnuck K WudpoBaHme Q

Authentication -
CryptoPro CSP

Crypto-Pro GOST R 34.10-2012 KC1
CSP requests password

Remember

OTmeHa OK

MAPAMETPbI OMNEPALIVIIA

MapameTpbl #1 Vi

18 despang 2020, 10:44:17

CoxpaHuTb NapameTphl C HOBBIM MMEHeM D

CoxpaH1Tb NapameTpel onepaumit

0

OMNEPALIMA
ROV NONO
Puc. 2.3.9 Beog napons

[Onsa nognucaHHbIX paiioB MeHAETCA MKOHKA, HAaMMEeHOBaHWe, AaTa Co34aHuA.

Echu B paspgene Onepauum ctouT dnar CoxpaHeHMe apXuBHOWU Konuu B [loKymeHTbl (Puc.
2.3.7), To noanucaHHble ¢ainbl coxpaHAlTCcA B npeacTaBneHne JLOKymeHTbl. HesaBucumo oOT
HaNM4YMA COXPaHEHMA B AOKYMEHTbI, pe3ynbTaT onepaumn noanucaHmMa oTobparkaeTca B pasgene

Mactep nognucu u wudpposanua (Puc. 2.3.10).
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Mopnuce u WwudpoBaHue Q E

GAWNBI 4N NOANUCK WU LUNOPOBAHNA

@ 3aMeKTPOHHag nognMcb.docx.sig

674K | 03 maoTa 2020, 1619:26

Ooroeop N2159.docx.sig

200G | 03 vapTta 2020, 167928

Checklists.xls.sig

83.5KE | 03 mapTa 2020, 168719:26

Checklists.xls
58 5KE | 03 mapta 2020, 1571644

Ooroeop N2159.docx

12.7K5 | 03 mapre 2020, 16:16:44

3NEKTPOHHaA nognuch.docx
47645 | 03 maora 2020, 1816:44

+

@ B =

Puc. 2.3.10 Pe3ynbTaT noanucu

MpumeyaHue: Mo KHonke COXpaHUTb NapameTpbl onepauuii MOXKHO COXPaHWUTb TeKyliue
HaCTPOMKMK, ANA Noc/ieAyoLero noanucaHns gokymeHtos (Puc. 2.3.11).

MAPAMETPbI OMNEPALLAIA

MNapameTpbl #1 7
18 ¢pespana 2020, 10:44:17
COXpaHMTb napameTpbl C HOBbIM UMEHEM B

-—— by
=¢ COXpaHVITb NnapaMeTpbl onepaunni

Puc. 2.3.11 Tekywan HacTpoiiKa

Ecnn ycTtaHoBNeH nepekntoyatens Hanpotue COXpaHUTb NapameTpbl ¢ HOBbIM MMEHEeM, TO
OyaeT co3gaHa HOBaA HACTPOMKA, rae CoOXpaHeHbl M3MeHeHns U3 pasaenos Onepauuun, Ceptudmkar
nognucn, Ceptudukar wudposaHua, MapameTtpbl nognucu, Mapamerpbl wudposaHma (Puc.
2.3.12).
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BBepuTe UMA HAaCTPOMKKH

Hanoroeas

OTmeHa MNpogonXxuTe

Puc. 2.3.12 CoxpaHeHMe HaCTPOMKKN Noa HOBbIM MMEHEM

2.4 MNposepKa 3N1eKTPOHHOW Nognucm
Ona npoBepKkM NOANMCU AOCTAaTOYHO BblAENUTb Galnbl C paclIMpPeHnem .Sig, KoTopble

CoA4EepPHKaT INEKTPOHHYO no4NNCh. B pe3ynbrate MKOHKa NOoANNMCAaHHOTO (baf/‘lﬂa MEeHAETCA Ha MKOHKRY C

oTobparkeHnem cTaTyca noanucu.
Pe3ynbTaTom NpoOBEPKU NOANUCKU ABASETCA oTobpaxKeHue nHdopmaumm o NOANUCU AOKYMEHTA B

&
BMAE U3MEHEHMA MKOHKM nognucaHHoro ¢anna Ha MKOHKY, coaepralyyto ctaTyc noanucu (Puc.
2.4.1). Bce BO3MOXHble CTaTyCbl NPOAEMOHCTPUPOBaHbI B Tabauue 1.

Tabnumua 1. OnucaHuWe cTaTycoB nognucei

3. Crarty
c noanucu

4. OnucaHue

Moanuce KoppeKTHa.

MoAnnCb HEKOPPEKTHA.

HeBo3MoOXXHO npoBepuTb noanucb. CTaTyc BbICTAaBAAETCA B TOM CAay4ae,
Hanpumep, Korga NpoBepKy ocylwecTeaseTca Yepe3 APl BHewHero cepsuca u B
TEKYLWNI MOMEHT BpPEMEeHM HeobXoAMMbIM OTBET He MOoAy4YeH WAN He
YCTAHOB/IEHO COeAMHEHME.

JaHHbIN CTaTyCc nosABAsAeTcA, ecnn NOAMWUCH - OTCOeAMHEHHAA W B CMUCKe
MmacTepa OTCYTCTBYET OPUIMHANbHbIA  OOKYMEHT, HeobxoaAuMbin  AnA
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NpPOBEPKMU.

Moanwch n wWwKndpoBaHue Q E

©AANBI A5 NOANUCK Y WIA®POBAHAS

ﬂ OnncaHue Tepputopuun.docx.sig
285KE | 26 despans 2020, 09:31:25

@ Tabnuua N2005.gsheet.sig
30166 | 26 despana 2020, 08:30:30

OTYeT 0 OBUXEH...cpeacTe.gdoc.sig
1668 .5KE | 28 deppans 2020, 08:30:20

OtueT no 3akynkam.gdoc.sig
613%G | 26 ©espans 2020, 08:30:30C

daiin2.docx.sig

19656 | 26 oespans 2020, 08:30:30

dann2.docx
12 246 | 26 Gespans 2020, 08:24113

OTyeT no 3akynkam.gdoc

£3¢5 | 268 enpana 2020 082473

Otueto r X cpeacte.gdoc

@ B) (@

-~

Puc. 2.4.1 Pe3ynbTaT NpoBepPKKN Noanucu

Echn B cnucke BblgeneH oAMH NOAMNWUCAHHbLIN Gann, TO NPU BbI3OBE KOHTEKCTHOIO MEHIO,
cpeaun AOCTYyMHbIX onepaunin umeetca onepauna CBOMCTBa NOANUCU, KOTOPaa OTKPbIBAET pe3yabtaTt
NPOBEPKN NOAMUCU B OTAENbHOM npeacTaBneHun. Ha Puc. 2.4.2 nokasaHo npeactaBneHue Ana
oTObOparkeHmna cBOMCTB NoAnNMcKU AOKYMeHTa. CBOMCTBA NognMcKM OTOOparKatoTca eANHbIM CMTUCKOM C
NOSI0COM NPOKPYTKU.
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Her SIM &

X Ceoiictea noanucu

PESYNbTAT NPOBEPKK NOANUCK

Mopnuce gencTeuTensHa

@ CraHpapt noanucu: CMS
MNpoeepexa: 26.02.2020, 09:32:32

@ CepTudukaT geicTeuteneH
A9 Uenouka cepTudrmkaumm: AEeACTBUTENbHA

WMapaTenb v Bnagenel,

Wma: Mearoe Mean UearoBu4
Orpanuzaums: AO «ITtime»
CrpaHa: RU
lopoa: HwxHWiIA Hosropog,
CeptndpukaTr

CepuiiHblit Homep: 507682752722370837
MopeH go: 24.02.2021,14:09:31

oD oA ~0ST R 34.10-2012 with
nirop A 34,11-2012 256-bit

L) ) W B &

Puc. 2.4.2 OtobparkeHne cBOMCTB NognucaHHoro danna

Ecnv AOKYMEHT NoAnucaH HeCKONbKMMM NOANUCAMM (MMeeT conoanucu), To An8 NpocMoTpa
MHGOpMaLMM 0 NOANNCK HYKHO BbIBpaTb cepTudmKaT nognucu (Puc. 2.4.3).

Her SIM &

¥ BbiGop noanucu

|— -I MBaHOB VIBaH MBaHoBMY
o Al 10k ieepa 202

| I I'Imporos Oner MBaHOBMH
o e ucm: 26 de 1

L) (8) W B &

Puc. 2.4.3 OtobparkeHne CBOMCTB conoanucu
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5.1 CHATME 31eKTPOHHOM Nognucu
Onsa cHATUA NoANUCK A0CTAaTOMHO BbIBpPaTbh NOANUCaHHbLIA $alin - pann ¢ pacliMpeHnem .sig,

KOTOprVI COAEPHKUT SNEKTPOHHYHO NMOANMNCb U HaXaTb Ha KHOMRY CHATb noannucb B KOHTEKCTHOM

meHio (Puc. 2.5.1).

Her SIM 7

Moanuce U WwndpoeaHue

OAMNbI 419 NOANWUCK W LUIMGPOBAHUS

H@ $annb.pdf.sig
190.4KB | 27 Gespans 2020, 1318:12

EL  4aiins.pof
% 138.4KG | 27 deepana 2020, 12:471:23

€& [pocMOTPETh AOKYMEHT
& o
B CeoicTea noanmcu
/
y‘ CHATL NoANVCH
Zhd Ornpaents
i
Ir'o YaanuTb
== BhigenuTb BCE

Q== CHATb BbifeneHue

Puc. 2.5.1 Bbl30B KOHTEKCTHOIO MEHIO 419 CHATUA NO4NNCK

Mpn cHATUM nognucu y GannoB MeHsieTcA MKOHKa, HaMmeHoBaHWe, adaTa cosgaHus (Puc.

2.5.2). Y oTgeneHHon noanucu npu BbiNOJHEHMM ONepaLmMn CHATMA NOANUCU BO3HUKAET coobuieHue

06 oLwwmnbKe.

Het SIM =

Moanucb U wndposaHne

DAL AN NOANUCK U WIMDPOBAHMS

daiins(1).pdf

A<k | 27 haapana 2020134122

daiins.pdf.sig

S04KE | 27 deppans 2020, 1318112

daiins.pdf

1384KE | 27 despara 2020, 12:41:23

MAPAMETPbI OMEPALINIA

MNapameTpbl #1

26 dheapans 2000, 11:02:02
CDXDEHMTb napameTpel C HOBbIM UMEHEM

-— )
Sgp  CoxpannTe Napamerpsl onepauni

Ca

» ® \&) @

=

Puc. 2.5.2 NMoanuck ¢ 4OKYMEHTOB CHATA
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5.2 JobaBneHne nognucu

Mpunosxkenne KpuntoAPM TOCT no3sondetr [06aBAsATb 3/1EKTPOHHbIE MOAMUCU K YXKe
nognucaHHomy ¢anny. JobasneHve NoANUCKU OCYLLECTBAAETCA MO HaXKaTUIO Ha KHOMKY BbINOAHUTL

" . Ona Toro, 4To6bl KHOMKA BbINOJIHEHUA CTana AOCTYNHOM HEOOXOAMMO BbINOJIHEHWE CAEAYIOLNX
YCNOBWIA:

- pobasneH xoTa bbl 0AMH noanucaHHbI daiin (Puc. 2.6.1);

Her SIM =

Mopnucek n wWMppoBaHne Q L3

GANANBI ANA NOANWCH W LWNGPOBAHKS

(@] [orosap N2159.docx.sig
22.2KB | 27 cespans 2020, 11:36:50

OTueTHOCTb No 3akasam.xIsx.sig
42.3KE | 27 penpars 2020, 13650

MHCTPYKLMSA MO WK...30BaHUI0.doCX.Sig
2

16Mb | 27 Geppans 2020, 11:36'60

NMAPAMETPbI OMEPALIMIA

MapameTpol #1

26 cespana 2020, 1102:02
COXpaHNTL NapaMeTpbl C HOBLIM UMEHEM D

- "
=“'¢ CoxpaHnTh NapaMeTpsl onepauuii

&) (8 B (=

Puc. 2.6.1 BbigeneHbl noanuncaHHble dpaibl

- BblbpaH cepTudUKaT noanucy (Puc. 2.6.2);

CEPTNOWKAT NOArnmcu

@ MBaHoB BaH IBaHOBUM
N9 AQ «|Ttime»

Puc. 2.6.2 BbibpaH cepTudUKaTt nognucu

- yCTaHoBneH nepekntoyaTens Mognucb. Ecnm HeobxoanMmo ToNbKO noanucate daiinbl,
nepeknodatens LndposaHue aonxKeH bbiTb He akTuBeH. (Puc. 2.6.3);

OMEPALIMN

Mopnwvcek dalinos E

Wnpposarne paiinos

O

CoxpaHeHue apxMBHOM KONUM B [lOKYMEHTbl B

Puc. 2.6.3 Bbibop onepauuu
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Ona Bcex pobaBneHHbIX MNognuceilt HACTPOMKM MOAMUCK, TaKMe KaK KOAMPOBKA U BUA
NoAMNNUCK, UCMOAB3YIOTCA NO YMOJIHAHUIO, KaK ANsA NepBon noanucu.

MoanucbiBaemble daiinbl 06a3aTeNbHO HEOOXOAMMO NPOCMOTPETL Nepes onepauuein. danee
NnosBAAETCA AMaNoroBOe OKHO C BOMPOCOM: «JlOKYMEHTbl MPOCMOTPEHbI nepesn MnoAnucaHUem?»
(Puc. 2.6.4). Ech pOKyMeHTbl NPOCMOTPEHbI, TO HeobxoaMmo HaxKaTb [la M HayHeTcA npouecc
nognucu. B npoTMBHOM cny4Yae, peKkomeHAyeTcsa HaxKaTb OTMeHa M NPOCMOTPETb AOKYMEHTbI.

MopTeBepXXaeHue npocMoTpa

[OKyMeHTbl NPOCMOTPEHbI nepen,
nognucaHmem?

OTMeHa Ha

Puc. 2.6.4 MNoatsepraeHne NPOCMOTPa AOKYMEHTOB

PesynbTtaT AobaBneHMsa noanucu otobpaxkaertca TyT e B MacTtepe noanucu u wndposaHua.
Echm B paspene Onepauum BbibpaHo CoxpaHeHMe apXMBHOM KonuM B [LOKYMEHTbl, TO
OOMNONHUTENIbHO pe3ynbTaT noanucu AobasadaeTca B KOMNOHEHT [JoKymeHTbl (Puc. 2.6.5)

Her SIM &

¥
OOKYMEeHTbI Q :

[
z>
B
Bl
[ &
&

MHCcTRyKUMA No w...aHuio(1).docx.sig

TOME | 27 deepans 2020, 1142158

OT4eTHOCTbL No 3akasam(1).xlsx.sig
A23KG | 27 dhempara 2020, 11:49:48

Horoeop N2159(1).docx.sig

22.2¢b | 27 ceppana 2020, 119095

[oroeop N2159.docx.sig

2228k | 27 Geppang 2020, 113601

OT4YeTHOCTb No 3akasaM.xIsx.sig

42 3KB 77 herpar 2070, 11.36:0

VHCTRYKLMSA MO W...30BaHu1I0.doCX.Sig
1.6M5 | 27 dpeepans 2020, 11:36:5]

MepeHoc koHTel...doHa hh.docx.sig

SKG | 27 oeroana 2020, 0058731

MepeHoc koHTel...Tenedora hh.docx

292.3K6 | 27 perpane 2020, 09163131

&@"%ﬂ

Puc. 2.6.5 OTobparkeHune pesyabTaTa onepaumii B JOKYMeHTax

Ecnm uma pobasnaemoro daiina B LOKYMEHTbI HE YHUKANbHO, TO NOABAAETCA OKHO A1 BBOAA
HOBOTrO Ha3BaHUs AoKymeHTa (Puc. 2.6.6).
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KonupogaHue B [JOKYMEHTbI

®aiin ¢ uMeHeM MHCTPpYKLMA No
nenonb3osaHuo.docx.sig yxe
cylwecTByeT B [lokymMeHTax. Beeaute
HOBOE WMSA AN COXPaHeHs

AHCTRYKLMA N0 ncnonb3osaHmio(1)

MpUMeHUTL

Puc. 2.6.6 BBog HOBOro Ha3BaHWA AOKYMEHTa

B nHpopmauum o noanucuM coaepskaTcs cBedeHMs O Bcex nognucax. Ytobbl nocmoTpeTb

MHOOPMALMIO O KOHKPETHOM NOANUCHK, HYXKHO BblbpaTb cepTMdUKaT U3 CNUCKA, Ha*KaB Ha CBOMCTBA
nognucu (Puc. 2.6.7).

Her SIM =

X BuiGop noanmen

=y MeaHoe MeaH MeBaHoBKY
° Oaiz nognacu: 27 deepans 2020,
aee

1926

—— [laBpunoea AHacTacus

=
@ M|  AnekceeBHa

o Nate nopnacs: 27 despans 2070,
113848

v
wn @ N @ @

Puc. 2.6.7 OTobparkeHune cBOMCTB A06aBNeHHOM noanucu
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5.3 lWUndposaHue Ppainnos
Onsa wudposaHua dpannos Hy»kHO B Mactepe noanucu v wndposaHna BbIOpaTh Wndpyembie
dannbl, ceptTudPuKat WndpoBaHMa U 3a4aTb NapameTpbl WMPpPoBaHUA.
Bbi6op wnudpyemobix ¢paitnos

B KpuntoApm TOCT wudpoBaTtb MOXKHO OAMH WM CPa3y HeCcKonbko ¢annos. Pasmep
wuodpyemoro danna 3aBUCUT OT moaenun TenedoHa, He pekomeHayeTca WwndposaTtb danabl bonbe

50 M6. ®aiinbl gobasnaioTca B pasgen Panbl gna noanucu u WwWndpoBaHUA * nnn pobasuTb
banbl U3 CTOpoHHEero npunoxeHuns. Painbl 4ONKHbI 0TOBpaXkaTbeA B pasaene dainbl 4N noaNUCU
u wudposanua (Puc. 2.7.1).

Her SIM &

Mopnuck 1 wupposaHne Q 5
®AANbI 0N NOANKMCK W LIM®POBAHS

s $aiinb.pdf

% 245 | 03 mapTa 2020, 16:35

EL.  3a3q8nenve Ha BO....no Bunetam.docx

% 12.7KG | 03 Mapra 2C20, 16:34:48

B Horosop N2159.docx

é 127K | 03 MapTa 2620, 163431

+

MAPAMETPbI OMEPALIMIA

MapaMeTpbl #1

26 Gepparns 2020, 11:02:02
CoxpaHuTe NapamMeTpbl C HOBbIM UMEHEM D

- .
E& CoxpaHnTb NapaMeTpbl ONepaumnin

N3
) @ \&) a @

~

Puc. 2.7.1 BoigeneHue ¢aiinos ana wWnpposaHUs

[na paHHOro cnucka AO0CTYMNHbl NOWUCK, ynpasneHue dainnamm B CMUCKE Yepe3 KOHTEKCTHOe
MEHIO 1 cBamnn ana Kaxaoro ¢anna (Puc. 2.7.2).
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Her SIM &

Mognuce 1 wudpoeaHme Q oo

®AIBI 415 NOANUCY W LUIMOPOBAHWA

An5.pdf

-
.
WKE | 27 dompana 2020, 12:41:23 © Ib

EL  33mnenve Ha Bo....No Gunetam.docx
% 12.7K5 | 27 thespana 2020, 12:40:56

=8 Loroeop N2159.docx

% 12.7K6 | 27 despany 2020, 12:40:40

MAPAMETPbI ONEPALIVIA

4©» [pocMOTPETb OKYMEHT
54 Otnpasuts

i
"'0 Ynanutb

(G —
Q== Bpigenutb Bce
-

Omm
8— CHATb BblENEHNE

Puc. 2.7.2 Onepauuu Hag cnuckom daiinos

Bbibop ceptuduKaTta wmndposaHua

[na Toro, YTo6bl BbINONHUTL WKPPOBAHME HEOBXOAMMO BblIbpaTh cCEPTUPUKATLI NONyYaTeENEMN.

3Ta onepaums NPOM3BOAMUTCA HaXaTMEM Ha MKOHKY KapaHaallua B pasgene Ceptudukar
wudposaHua (Puc. 2.7.3).

CEPTUOUNKATDI LLMDPOBAHUA

[obaebTe cepTUdUMKaTbl LN POBAHNSA

Puc. 2.7.3 Ceptudmkatsl WnMdpoBaHNa He BbIOPaHbI

Bboibop cepTudmKaToB WKPpPOBaHMA OCyLLecTBAAETCA M3 cnMcka KOHTaKTbl, B cocTaBe
KOTOpOro otobpaxkatoTca M andHble ceptudukatbl (Puc. 2.7.4). B cnucke KOHTaKTbl BO3MOXeEH
MHOXEeCTBEHHbIN BblIOOp cepTUdMKATOB, NOSTOMY OKOH4YaTesNbHbIM Habop 3anemeHTOB PUKCUpyeTcA

kHonkoit ¥ u nepepaetcs 8 Mactep noanMucK n WUgpPOBaHUA.
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Her SIM &

X KoutakTbl Qv

3
@ anpoc
©

N
3anpoc
-y

<

VeaHoB MBaH MBaHoBUY
AL «ITtimes

&,
»

MHAMBMA, NPeanpuH

&,
»

Muporoe Oner KMieaHoBWY

e
»

MNuporoe Oner MisaHOBWY

&,
b

Crenanog AnekcaHgp Meanoeny

&
»

IOpugnyeckoe nMuo

000 «pce oenas /,‘,

oS
MORONON

&
»

Puc. 2.7.4 Boibop ceptnudmKaTos wndpoBaHua

Echn 6bin BbIGpaH HenpaBuAbHLIN CEPTUPMKAT, TO €ro MOMNKHO 3aMEHUTb MOBTOPHbIM

7
Ha)aTuem Ha MKOHKY .

Ecnn B XpaHuauWe OTCYTCTBYIOT cepTUdUKaATbl, TO UX MOXKHO CO34aTb UAM MMMNOPTUPOBATL B
pasgene CeptudpuKkartbl.

Mocne vycnewHoro Bblbopa cepTUdPUKaTbl oTObOparkatoTca B pasgene CepTuduKkarbl
wudposaHua (Puc. 2.7.5).

CEPTUOUKATBI LUIMOPOBAHMS -
@ Muporoe Oner ViBaHOBMY 2
LA )

tOpuanyeckoe n1uo 2
000 «Bce gena»

(]

MBaHoB VMBaH MBaHOBWY 2
AO «ITtime»

&
»

Puc. 2.7.5 Ceptudukatbl wndpoBaHUa BbIGpaHbI

YcTaHOBKa napameTpoB WwndposaHUa

MapameTpbl WndppoBaHUa 3aaatoTca B pasgene Napamertpbl wudposaHua (Puc. 2.7.6).
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NAPAMETPbI LULM®POBAHUA

ANropuTM LIMPPOBaHNS rOCT 28147-89

Koavposka wndpoBaHus BASE64
ApxuBupoBaTb dainnbl nepes, 0
WndpoBaHNeM

MNpoBepsaTb keyAgreement O

Puc. 2.7.6 NapameTpsbl WndpoBaHua

B napameTpax MOX¥HO HacCTPOUTb:

KoaupoBKa - coxpaHeHue 3awmndpoBaHHOro ¢arna B OAHOM M3 ABYX KOAMPOBOK
BASE64 nnun DER.

ApxuBupoBaTb nepea wudpoBaHuem - ¢annbl apxusupytotcs (ZIP) nepep
BbINO/IHEHMEM onepaunun wudposaHua. LUndpyetca cosaaHHbin ZIP-apxums.
MpoBepatb keyAgreement - npu yctaHoBAeHHOM dnare npu onepaymm WnPpoBaHmA B
cepTuduKaTax NpoBepaeTcs Haanume B pacwmpeHnn keyUsage ncnonb3oBaHune Karoua
keyAgreement (cornacoBaHue Kawoudein). Ecnn B cepTuduKaTte HET MUCMNO/b30BaHUA
Kntoda «CornacoBaHue Kawuen», To Npu BKAOYEeHHOM dnare onepauma wndpoBaHua
B aZpec Takoro ceptuduKata npomssoamutca He byaet. [pu BbikAOYeHHOM dnare
wudpoBaHMe byaeT BbINOAHATLCA B aapec cepTudmnkatoB 6e3 MCnonb30BaHUA KatoYa

«CornacoBaHMe KN4Yen».,

BHumaHue: wndpposaHmne 6e3 yctaHoBneHHoro ¢nara «lMposeputb keyAgreement gna

KNntoueln wndpoBaHMa» BOSMOXKHO TONbKO B TECTOBbIX LIENSAX.

WudposaHue dainnos

Ana wndposaHua dainos B pasgene Onepauum HeobxoaMMO YCTaHOBUTL MEPEKNOYaTeNb

WudposaHue dpainos (Puc. 2.7.7).

OMEPALIMN

Moanuch dainoe D
WLndpoBaHne dainnos E'
CoxpaHeHve apxXUBHOM KOMUKU B [LOKYMEHTbI E

Puc. 2.7.7 Bbibop onepauun

Mocne BbINONHEHMA BCEX YC/IOBUIA:

yCTaHOBNEH nepekatoyatens LLndposaHue;
nobasneH xota 66l oanH pann;
BblbpaH XoTA 6bl 0AMH CEPTUDUKAT WNDPOBaAHUSA

NOABJIAETCA KHOMKa BbInONHUTL .
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HaxaTne Ha KHOMKYy BbINOAHMUTL 3anyckaeT npouecc wuopoBaHUA. BbibpaHHble dainbl
wuopytoTca no ouvepean. Ana 3awmdpoBaHHbIX PaMNOB MEHAETCA MKOHKA, pacliupeHue, paTta
cosganusa (Puc. 2.7.8).

Her SIM &

Mognuch 1 WUdpoBaHue Q
GAMANBI 419 NGANUCA W LIMSPOBAHWA
Moroeop N2159.docx.enc
14.4KE | 27 dheppansa 2020, 12:45:51
3asBneHue Ha Bo...MneTam.docx.enc
144KE | 27 beapans 2020, 12:45:5]
dainb.pdf.enc
TA0KR | 27 dieppana 2020, 12:45:51
EL  4aiin5.pdf
% 128.4K5 | 27 Gaspana 2020, 72147123
EL.  3aqenenve Ha BO....No Bunetam.docx
% 12.7K5 | 27 deppans 2020, 12:40:56
=S Horoeop N2159.docx
g 12.7K5 | 27 derpanyg 2020, 12:40:40
s
& @ ’ B 5

Puc. 2.7.8 Pe3synbTat onepauunm wndppoBaHus

Echn B pasgene Onepauumn ctout ¢pnar CoxpaHeHUe apxXxMBHOW Konuu B [LoKymeHTbl (Puc.
2.7.7), 70 3awmndpoBaHHble daiinbl coxpaHATCA B npeacTtasneHne JoKymeHTbl. He 3aBucumo ot
HannuMA coxpaHeHMA B [LOKYMeHTbl, pe3y/nbTaT onepauun noanucaHua otobpaxkaetca B pasgene
Macrtep noanucu u WMPpoBaHMUA.

MpumeyaHue: Mo KHonke COXpPaHUTb MapameTPbl Onepaunii MOXKHO COXPaHUTb TeKyliue
HaCTPOWKK, ANa nocneaywolero wndposaHns 4okymeHTos (Puc. 2.7.9).

MAPAMETPbI ONEPALLMIA
MNapameTpbl #1
18 ¢peppana 2020, 10:44:17

CoXpaHWTb NapaMeTpbl C HOBbIM UMEHEM E

] “
= CoxpaHUTb NapameTpbl onepauuit

Puc. 2.7.9 CoxpaHeHMe TeKYLMX HACTPOEK

Ecnn ycTtaHoBNeH nepekntoyatens Hanpotue COXpaHUTb NapameTpbl ¢ HOBbIM MMEHEeM, TO
OyaeT co3faHa HOBaA HACTPOMKa, rae CoOXpaHeHbl U3MeHeHMa U3 pasaenos Onepauyuu, Ceptudukar
nognucn, Ceptudukatr wudposaHua, Mapamerpbl nognucu, Mapamerpbl wudposaHua (Puc.
2.7.10).
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BBepuTe UMA HAaCTPOMKKH

Hanoroeas

OTmeHa MNpogonXxuTe

Puc. 2.7.10 BBoa HOBOro MMEHW HaCTPOIKK

5.4 PacwumndpoBaHue Ppaiinos

[na pacwmndpoBaHMA A0CTAaTOUYHO BbIObpaTh Gakin € paclIMpPeHNEM .eNnc, U HaXKaTb Ha KHOMKY
Pacwuoposatb ¢pain (Puc. 2.8.1). Pasmep 3awmndpoBaHHOro daina 3aBMcUT OT Mogenun TenedoHa,
He pekomeHayeTca pacwmdposbiBaTb dpannbl 6onbwe 50 M6.

Her SIM %

Moanuck W WKUppoBaHue Q se

@AW ANS NOANUCH U LUIMOPOBAHNS

daiins.pdf.enc
188.3%h | 27 dpeapana 2020, 13:48:38

daiins.pdf

TEEAKS | 27 dheapany 2020, 12:47:23

MAPAMETPbI CMEPALIAIA
e. PacwudposaTts daiin

Zhd Otnpasuts
‘. v,

"0 ‘NANUTb

§: BbigenuTh BCE

QO
8— CHSATb BbifieneHue

Puc. 2.8.1 Bbibop dalina ana pacwmdppoBaHus

Ecnm B XpaHuauvuLe cepTUOUKATOB He OKarKeTca cepTudMKaTa ¢ Katoyom 31, KoTopblit Bbin
BblIbpaH B KauyectBe cepTuduKaTa nosnyyatensa npu wudpoBaHUK, pacwmdpoBaHMe He byaeT
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BbINONIHEHO. Ecnn cepTudmKat ¢ Kaouom 3N B XpaHUAWLLE NPUCYTCTBYET, TO Aasnee HeobxoAMmo
BBECTM Napo/b OT KOHTelHepa (Puc. 2.8.2).

Her SIM &

|
| Mognuck U wugposaHne Q e

DAMBI 4NA NOAMUCH U LIMDPOBAHMSA

Authentication -
CryptoPro CSP

Crypto-Pro GOST R 34.10-2012 KC1
CSP requests password

Remember

OTMeHa OK

i./

MAPAMETPbI OMNEPALAR

MNapameTpbl #0

~
20 tperpann 2020, 08:36:01 4
CBXPBHMTH napameTpbl C HOBbIM MMEHEM D
?a, COXpaHWTb NapamMeTpbl onepaLyia
(8¢ ) [ \ \ { \
&) B \B)

Puc. 2.8.2 Beog napons

Mpn pacwundpoBaHnn y GannoB MeHseTcs MKOHKA, HauMeHOoBaHMe, AaTa co3gaHusa (Puc.
2.8.3).

Het SIM &

Moanuck W WnppoBaHue Q

®AMNBI AN NOANUCK U LIMDPOBAHMS

daiins(2).pdf

138.4K5 | 27 dheapana 2000, 13150077

daiins.pdf.enc

8836 27 dheapan 2070, 13148056

dainb.pdf

138.4KE5 | 27 deapana 2020, 12:41:23

0P @R [P

MAPAMETP I OMEPALIVIA

MNapamer,

20 herpans -

CoxpaH1Th NapamMeTpsbl ¢ HOBbIM UMEHEM D

- =
E& CoxpaH1Tb NapameTpbl onepaumii

(“\"
a{é}@éﬁ

Puc. 2.8.3 daiin pacwundposaH
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5.5 YnpaBneHue cnuckom ¢pannos gnAa BbiNOIHEHUA onepauui
darinbl B Mactepe nognucu u wndpoBaHUA MOXKHO A06aBUTb ABymA cnocobamu: yepes

KHoNKy [o6aButb daiinbl AN OTKPbITb GaiN U3 CTOPOHHEro NPUNOXKEHUA (HaNPUMEpP, OTKPbITb
dalin yepes auck, noyty, ranepeto) (Puc. 2.9.1).

Her SIM =

Moanwvch u wudpposaHue Q E
®AANbI AN NOAMUCH W LUIM®POBAHWSA

e dannb.pdf

% 384K | Z7 deepann 2020, 12.47:23

EL  3338nenme Ha Bo....no Bunetam.docx

% 12.7KG | 27 deepana 2020, 12:40:56

EL Oorosop N2159.docx

% 12.7KB | 27 Gespana 2020, 124040

+

MAPAMETPbI OMEPALMIA

MapameTpbl #1

26 ceppay 2020, 11:02:02
COXPaHUTL NAPAMETPbI G HOBBIM UMEHEM [

- "
E& CoxpaHnTb NapaMeTpel onepaumi

\ 3
) @ \Z) B &

L

Puc. 2.9.1 OtobpakeHne gobasneHHbIX painnos
ANnAa cnucKka AOKYMEHTOB AO0CTYMHO KOHTEKCTHOE MEeHID, OTKpblBatoweeca Npu HaxaTum Ha

KHOMKY * . B mMeHI0 npeaocTaB/eHbl onepalmn, onucaHHble B Tabanue 2.
Tabnnua 2. CNCcoK onepaunin B KOHTEKCTHOM MEHHO

6. Onepauu 7. Deicreune

MpouncxoanT BblaeneHne Bcex 3/1eMeHTOB CNUCKa JOKYMEHTOB.

-
-

8 o
Bbigenuntb BCe

Qe

o= Mpu Bblbope onepauuun BblaeneHne c ¢anioB B cnmucke cbpacbiBaeTca.
°= CHATb BblaeneHne P P patl A ¢ P

MeHio onepaumit 3akpbiBaetca. [locne cbpoca BblaeneHUa B MEHIO
oCTaeTcA To/IbKO onepauna BoiaenuTs Bce.

£» MpocmoTpeTb BbinonHAeTcAs nepefaya [AOKYMEHTA Ha MNPOCMOTP  CTOPOHHEMmy

[LOKYMEHT NPUNOMXKEHUIO Yepe3 aAnanor Bbibopa. Onepauuns oTobparkaeTca TO/NbKO B
TOM C/y4Yae, ec/i B CMIMCKE BblAeNeH OAMH AOKYMEHT.

] [aHHas onepauua OCyLecTBAAET nepepadyy BblBPAHHOIO [AOKYMEHTa

OTnpasutb .
nobomy npunoxKeHuto n3 oTobparkaemoro CnucKka ANA nocnepytouien
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T
Il Ypanutb

A

[

CsoicTBa noanucu

CHATb nognucb

PacwundposaTb
OOKYMEHT

0bpaboTKku.

Onepauua no3BONSAET yAaNUTb BblOpPaHHbLIN AOKYMEHT W3 TEeKyLLero

CMUCKa.

BbinonHseTcs OTKpbITUE NpeacTaBaAeHMA ¢ oTobparkeHnem nHGopmaunm o
nognucu. dTa onepauma B MEHIK [AOCTyNHa TONbKO MPU BblAENEHUU
04HOro NOANUCAaHHOIO AOKYMEHTA.

Mpouecc CHATUA MOANMUCUM C AOKYMeHTOB 6onee noapobHO onucaH B
nyHKTe 2.5 CHATME 3/1eKTPOHHON noAnucK

Mpouecc pacwndpoBaHma 4OKYMeHTOB bonee NnogpobHO onncaH B NyHKTe
2.8 PacwuoposaHue dpaiinos

Mpumep BbI30Ba KOHTEKCTHOrO MEHIO AN 04HOro noanucaHHoro ¢aiina (Puc. 2.9.2):

Her SIM = 13:18

Moanuce 1 wngpoBaHne

@AM A5 NOANWVCKA W WUOPOBAHMS

£y
J
ra
Zid
=
e
(S
-
G

Om
o™
O

dalins.pdf.sig

190.4KB | 27 Geepans 2020, 1311812

daiins.pdf

1384KE | 27 dreppana 2020, 12:41:23

MpocMoTPETh OKYMEHT
CeoicTBa Noan1cu
CHATL Nognuck
OTnpasuT

Yaanutb

BbipenuTe BCE

CHATb BLlOEneHne

Puc. 2.9.2 Onepauuu gns ogHoro nognucaHHoro eanna

Mprmep BbI30Ba KOHTEKCTHOrO MEHI0 A5 04HOro 3alwmndpoBaHHoro ¢aiina (Puc. 2.9.3):
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Het SIM =

Mognuce 1 wndpoeaHue

@AW 4K MOAMNCK 1 LM®POBAHUA

dainb.pdf.sig.enc

1921KE | 27 dpespana 2020, 13:18:39

1401KE | 27 dharpana 2020, 13:18:38

o &
caiinb.pdf.enc
(@)

dainb.pdf.sig

12 190.4KE | 27 ceppana 2020, 1311812

EL  saiins.paf
% 1384K5 27 despans 2020, 12:47:23

ﬁ\ Pacwudposate daitn
Zhd OTnpasuTh
‘I v
anuTh
s
Q== Bbinenntb Bce

Qm==  CHATb BblfeneHve

Puc. 2.9.3 Onepauuu gns ogHoro 3awmnpoBaHHOro daina

[na Kaxkaoro ¢akina cnmMcka AOCTYyNHblI KHOMKW onepauuu, NosBAAOLWMECA NPU CBaline BNeBO

(Pnc. 2.9.4):

MpocmoTp
ACCOLMMPOBAHO C €ro paclimpeHmnem;

BbIMONHAETCA OTKpbITME ¢danna

Het SIM T

daiin octaeTca B $pannoBom cMCTemMe B HEM3MEHHOM BUAE.

Mopnwnck U wWndpoeaHue

GARMNG! AN NOLMUCH W LWMOPOBAHAS

o @ dannb.pdf.sig.enc

192Kk | 2/ donpans 2020, 1315130

daiins.pdf.enc

M0KE | 27 despans 2020, 1515:30

n5.pdf.sig

KD | 27 dhespans 2020, 13718112

EL daitns.pdf

13B.4KS | 27 diepann 2070, 12.41.23

NAPAMETPLI OMEPALIMIA

MapamMeTpbl #1
26 ¢espans 2020, 11:02:02

CoxpaHnTe NapameTpbl C HOBbIM MMEHEM

2 ® @) G

(]

=

Puc. 2.9.4 Onepauumn Hag, O4HUM KOHKPETHbIM 31EMEHTOM

yepes

npunoxXeHume, KoTopoe

Yaanutb - ¢ain yaanaetca u3 TeKywero cnucka. lNpu BbINOAHEHUM 3TON onepaumm
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8.1 [loKymeHTbI

B )
Mo HaXaTMIO Ha KHOMKY ' OTKpbIBaeTcA npeactasneHne [LokymeHTtbl (Puc. 2.10.1).

Her SIM 7 65 %54 )

[LOKYMEHTBI Q

QOTueTHOCTE No 3akazaml.xlsx.sig

A42.3K5 | 28 cespans 2020, 08:45:53

$aiin5.pdf.sig

190.4Kb | 27 dzapann 2020, 1318113

Horoeop N2159(1).docx.sig

72 265 | 27 deapana 2020, 11:45:45

Ooroeop N2159.docx.sig

22245 | 27 Dezpang 2020, 11:36:51

WMHCTPYKUMS MO W...30BaHMI0.dOCX.Sig

TOMB | 27 cerpans 2020, 11:36:4

MepeHoc KoHTel...ooHa hh.docx.sig

BKE | 27 ¢eppara 2020, 085831

MepeHoc KoHTeN...TenedoHa hh.docx

293.3KE | 27 despansd 2020, 09:58:31

QOTyeT no 3akynkam.gdoc.sig

G13Kb | 76 derpans #0920, 0830031

T —
) @ \F) (B @

24

BP OF BF P OF CF BP P

Puc. 2.10.1 OTobparkeHune npeacraBneHns JOKYMEHTbI

[LOKYyMeHTbl — 3TO cnNMCOK $ailnoB M3 NpeaycTaHOB/AEHHOrO KaTasnora NPWUAOMKEHUA, Kyda
COXPaHAIOTCA pe3ynbTaTbl oOnepauuit - noAnucaHHble U 3aWMdPOBaHHbIE [AOKYMEHTbI, MNpwu
BK/IIOYEHUM pexkmma CoxpaHeHUe apXMBHOM Konuu B [LOKyYMeHTbl B NapameTpax onepaumin macrepa
noanucu n wneposanus (Puc. 2.10.2).

ONEPALIMN

Moanuce ¢aiinoe F_/l
WndpoBaHue daiinos ¥
CoxpaHeHue apx1BHOM Konuu B [LOKYMEHTbI B

Puc. 2.10.2 Bbibop pexknma "CoxpaHeHue apxmBHOW Konmn'"

B katanore J[LJOKYMeHTbl He/b3A BbIMNOAHATL Kakue-nMbo onepauum no noAnUCcU W
wuoposaHuto, aobasneHnx B Hero ¢annos, mmHya Mactep nognucu M wudposaHua. Cpeau
aBTOMATUYECKM BbIMOJIHAEMbIX ONepaLmii — 3TO NPOBEPKA NOANUCU NOA, LOKYMEHTAMMU.

Bce d¢aiinbl npepcrtaBneHva JOKYMeHTbl MOXHO nepegatb B Mactep nognucn u
WnppoBaAHUA 414 BbINONHEHUA ONepaLui.

Onepaunn B nNpeactaBneHnn [LOKYMeHTbl Npu BblAeNeHUN NOAMUCAHHOIO AOKYMeHTa (Puc.
2.10.3) npeacTtaBneHbl B Tabnumue 3.
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Tabnuua 3 Onepaunu Hag AOKYMEHTaMMU

9. Onepauyusa 10. OnucaHue
MpouncxoanT BblaeNEHNE BCEX 3/IEMEHTOB CNMCKA AOKYMEHTOB.
=
11. Bbigennts
BCE

= CHATb BbloeneHune

Mpw BbIGOpE Onepaunn BblaeneHne c AOKYMEHTOB cbpacbiBaeTca.

£ NpOCMOTPETb AOKYMEHT

MpocmoTp AOKymeHTa. [OCTynHO npwm oAHoro

[LOKYMEHTa.

BblaeNeHNN

., Y
B~ CeoiicTBa noanucu

MpoBepKa NOANUCK BbIAENEHHOTO AOKYMEHTA O3Ha4YaeT OTKpbITUE
npeacTaBieHus ¢ MHGopmaumeint o noanucu.

L:I OTKpbITb B MacTepe
nognucu u WwndposaHmA

Bbi6paHHbIM AOKYMEHT NnepeaaeTca B macTep noanucu u
WNPPOBaAHUA ANA BbINONAHEHMA ONepaLymi.

N1
— OTnpasuTb

[daHHaa onepauua  ocywecTBAAeT nepegadyy  BblbGpaHHOro
[OKYMEHTa Nt060MY NPUNONKEHMIO U3 OTOBPaXKaeMoro cnucka ans
nocneayouieit obpaboTku.

m
I Yaanutb

Onepauns No3BONSAET YAANUTb BblIOPaHHbINA AOKYMEHT U3 TEKYLLEro
CMUCKe.

Her SIM = 65 % )

Oleis

[ OKYMEHTbI

OTyYeTHOCTb No 3akasaml.xlsx.sig

42 3KG | 28 despana 2020, 08:45°53

$aiinb.pdf.sig

18046 27 deppana 2020, 1318712

HOorosop N2159(1).docx.sig

22 2K5 | 27 deppana 2020, 11489145

HOorosop N2159.docx.sig

22.2¢5 | 27 ¢espana 2020, 1138151
MpocmoTpeTb JOKYMEHT

CsolicTBa NoAnucH

KOHMDUBaTb B Mactep noanvcu

S ERY B N N

OTnpaeuth
T
/na
"0 nanuTh
€==  BbigenuTb BCe

Q== CHsTb BbifieneHne

Puc. 2.10.3 KOHTEKCTHOE MeHIO B [JOKYMeHTax
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11.1 YnpasneHue ceptupmukatamm

@)

!

Ana ynpasneHua ceptudukatamm B NPUNONKEHUN A00ABNEH OTAENbHbLIN MYHKT MEHH

>

Ceptudukarbl. NMpu BbibOpe AAHHOTO NYHKTa MEHIO OTKPbIBAETCA CMMCOK INYHbIX cepTuduKaTos. Mpwu
OoTObBparkeHUn cepTUUKATOB, OHWN NPOBEPAIOTCA HA KOPPEKTHOCTb (MaTeEMaTUYECKAn KOPPEKTHOCTb U
nocTpoeHue uenodkn gosepus). Ecam K ceptudmKkaty npusasaH Kawou IM, To oTobparkaeTcs 3HaK
KNto4a. BO3MOMKHO nosBAEHME OAHOrO M3 ABYX CTAaTyCOB MPOBEPKU cepTudMKaTa: cepTudukaT
OEeNCTBUTENbHbIN, CepTUPUKAT He AencTBUTeNbHbIN (Puc. 2.11.1).

Het SIM =

= Q
JIn4Hble cepTUdMKaTbI *

@ FaBpnnoBa AHa...cua AnekceeBHa Fﬁ

e
3anpoc

v P A
MBaHOB MBaH MBaHoBWY F;

He AD«Tlme»
Muporoe Oner MBaHoBUY

e . ﬁa

CrenaHoB AnekcaHap MBaHoBMY ?’3

&
»

S
2 B (&

@)

Puc. 2.11.1 Cnuncok nnuHbix cepTudurkaTos

Mo HaXKaTuIo Ha KHOMKY BblbOpa pasaena OTKpbIBaeTcs MeHto pasgenos (Puc. 2.11.2).
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Her SIM & 34 % (8% )

x CepTuduKkaTbl

@o INuyHble cepTdUKaTs
e

(0‘ SMEKYTOUHBIE Y

'"% MpomexyToyHbie YL

@Q [oeepeHHbie KopHesbie Y1
~¥

QR KoHTenHepb!

3anpockl Ha cepTUdMKaT

(&

(%)

Cnvicky oT3biBa

>
=) &) \ &) @ &

Puc. 2.11.2. MeHto cepTuduKaTos

Mpn 3TOM KHOMKa MEHIO 3aMeHAETCA Ha KHOMKY X , MO HAXATMIO HA KOTOPYIO MPOUCXOAMUT
BO3BpPAT Ha3aA K CANCKY IMYHbIX CEPTUPMKATOB. MeHIO COAEPKUT NYHKTbI:

— JlnyHble cepTMduUKaTbl — A1A YNPaBAEHUA ANYHbIMU cepTUdUKATaMM, Y KOTOPbIX €ecCTb
npmeAsKa K knto4y M.

— [MpomexkyTouHble YLl — pasgen ¢ npomexxyTouyHbiMU cepTudUuKaTamn, HeobxoaumbIMM ANA
KOPPEKTHOIO NOCTPOEHMUA LLEMOYEK cepTUDUKALUN.

— KopHeBble paosepeHHble YL, — pasgen c AOBEpPEHHbIMU KOPHEBbIMU CepTUdMKATAMM, T.e.
cepTUdUKATaMM  KOPHEBBLIX YAOCTOBEPAKOWMX LUEHTPOB. B aAaHHOM pasgene TakxkKe
oTobparkatotca cepTuduKatbl cepsucos YL, (Hanpumep, Kpuntolpo YL 2.0) co cratycamu
CO34aHHbIX NOAKNOYeHUI. Mpy nonydyeHnn ceptTndmrKkaTos cepsmcos YL, oHM aBTOMaTUYECKM
YCTAHAB/IMBAIOTCA B AaHHbIM pa3gen.

— KoHTeiiHepbl — pasgen c KAYEeBbIMW KOHTelHepamu. B aaHHOM pa3sgene oTobparkatoTcs
KNoYeBble KOHTEMHEpPbl NoKanbHoro xpaHunuwa Kpuntollpo CSP Bepcua 5.0 R2 KC1
ucnonHeHue 1-Base, NOAKAOYEHHbIX YCTPONCTB C BO3MOXHOCTbIO YCTaHOBKU CePTUPUKATOB
N3 KOHTelHepa.

— 3anpocbl Ha cepTUPUKAT — COAEPKUT CO3AaHHbIE B MPUNOKEHNM 3aNPOChl Ha cepTUdUKaT.

— CnucKM 0T3blBa — pas3fgen Co CNUCKaMM OT3blBa Ha cepTuduKaTbl. Heobxoammbl ana
BbIMOJIHEHUA IOKA/IbHON NPOBEPKN CEPTUPUKATOB Ha AENCTBUTENBHOCTD.

11.2 Onepayuu Hag ceptuduKatamm

NpocmoTp cepTuduKara.
Onsa npocmoTpa cepTudMKaTa Npu cBamne Uam B KOHTEKCTHOM MeHH Heobxoaumo BbibpaTb

onepauuto NMpocmoTp ceptudukara (Puc. 2.12.1).
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OTKpbiBaeTca popma NpocmoTpa cepTudurKaTa, CoaepKaLlasn NyHKTbI:
CepTudUKaT - COAEPXKUT CBeAleHMA O BRadenble cepTuduKarta, usgatene M Camom

JKcnopTt ceptndmKara.

Het SIM = 54 %% )

e

3anpoc

&,
»

MeaHos MBaH MBaHOBKM

AD «[TLime»

5

»

porosB Oner MiBaHOBWY ﬁ& ©®

OB6HOBWTbL CNMCOK CepTUPGHKATOB

216)
@

.©0

MpocmoTp cepTudrkaTa

X

JKCNopT cepTudmrkaTa

Ay
2

»

¥
400

Yaanutb ceptupukar

cepTudmKare;
Lenouka poBepua - oTobparkaeT obOLWMIA CTAaTyC MOCTPOEHUA LENOYKM A0Bepua U

H T Q
—
JlnuHble ceprudgukaTsl see

@ FaBpunoea AHa...cua AnekceesHa ?‘

A
A

Ils

@ CrenaHos AnekcaHap MieaHoBuY f’%

NPUBOAMUTCA «AepeBo» cepTUdMKaLNU.

Puc. 2.12.1. Onepayumm Hag CNMCKOM cepTUdMKaTOB

[na skcnopTa cepTMdMKaTa B KOHTEKCTHOM MEHI0 HeobxoAMMO BbibpaTb onepauunio IKCNopT

ceptudumkara (Puc. 2.12.1).

OTkpbiBaeTcs dopma Bbibopa HacTpoeKk dopmaTa daiiia aKcnopTUpyemoro ceptuduKaTa.

CepTUdUKAT IKCMOPTMPOBATL MOXKHO ABYMA cnocobamu:
1) He akcnoptupoBatb Kaod 3N (Puc. 2.12.2). B Takom c/ydae HYy»KHO TONbKO BbibpaTb

KoAMPOBKY daiina cepTudmKaTa.
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Her SIM &

X 3kcnopr ceptupukara v

Mdopmar akcnopTMpyemoro dpanna: X509 (CRT) 8
kopmpoeke BASE-64

cTe ¢

He aKCnopTHPOBaTL 3aKPbITbIA KNIOY v

RHIfANUTA TUN KANUNNRKI NNA ANUMAHAKMA R

BASE-64

DER

CoXpaHnTb Kak:

Muporee Oner MeaHoBUY

a"a@

Puc. 2.12.2 3KcnopT cepTuduKaTa 6e3 Katova I

2) 3JkcnoptupoBaTb KAty IM. B Takom caydyae HaAo yKasaTb Naponb ANA 3awuThbl

3aKpbITOro Katoya (Puc. 2.12.3). NpumeyaHue: sKCNopTMpoBaTb cepTuduKaT BMecTe C
KNto4oM Il BO3MOXKHO TO/IbKO, ECIN K/THOY SKCMOPTUPYEMbIN.

Her SIM =

¥ 9kcnopr ceptndukarta [V

QopmaT akcnopTUupyemoro dainna: ®aiun obmena
NNYHOW MHbopmaLmeid PKCS#12 (PFX)

3KCMOPTUPOBATL 3aKPLITLIA KoY hd

YKaxuTe Nnaponb ANA 3alnTbl 3aKPbITOrO KNKoYa:

Maponb

MoATBePKAEHWE Napons

CoxpaHuTb Kak:

Muporoe Oner MBaHoBUY

\
x (@ &) (B (&

Puc. 2.12.3 dkcnopT cepTudmKaTa C Katoyom 3N
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Mocne Ha)KaTMA KHOMKM IKCMOPTMPOBAT’ OTKPbIBAETCA MEHI0 BblIOOpa MPUNONKEeHWUs, Kyaa

byaet coxpaHeH daiin cepTuduKaTa. o OKOHYaAHUM onepaLmmn BO3SHUKHET coobuleHme 06 ycrnewHom

aKcnopTe cepTudMKaTa.

Ypanenue ceptudumkara.

Ona YAaneHuAa CepTVId)VIKaTa npu cBaiine MaMm B KOHTEKCTHOM MEHI0 HeO6XOAVIMO Bbl6paTb

onepaumto Yaanutb ceptupumkar (Puc. 2.12.1).

B nosBuBLIEMCA AMANOrOBOM OKHE HaxKaTb (Puc. 2.12.4):

— Hert - ana yaaneHus ceptnudmkaTta 6e3 KNKYEBOro KOHTENHepa;

— Da (He peKomeHayeTca) - Ana ypaneHusa ceptudMKata BMECTE C  K/HOYEBbIM
KOHTelHepoB. [lpumeuyaHue: He pekomeHOyemca ydaname KoHmeliHep Kawova 31,
MAaK KaK OH He Moos1exum 80CCMAHO8/1eHUIO.

— OTmeHa - AnA OTMeHbI onepauunn yganeHumAa.

Yaanute cepTdUKaT U KOHTenHep?

Het

[Halwe pexomenayetcs)

OTMeHa

Puc. 2.12.4 YpaneHue ceptuduKkarta

11.3 Mmnopt ceptudpukara us ¢panna

MmnopT cepTMdMKATOB MOXKET NOHAA06MTHCA ANA BbINONHEHUA CeAyoLmMX 3a4a4:

YcTaHOBKa IMYHOTO CePTUDUKAT C MPUBA3KOM K KIOYEBOMY KOHTEMHEPY 415 BbINOJHEHMUA
onepauuit noanMcK n pacwndpoBaHus;

YcTaHOBKa cepTMdUKaTa, KOTOpbIA Obln  OTNpaBAeH ApPyrMm  MoAb30BaTesiem,
KOMMbIOTEPOM MU LEHTPOM CEPTUDUKALUM.

MmnopTt aAnyHoro ceptudmrKata ¢ NPUBA3KOM K Katouy M.

MmnopT HoBoro cepTUdMKaTa B XpaHUAULLE BbINONHAETCA KHONKOM fob6aBneHuna ceptudukaTa

(«+»). B OTKpbIBLIEMCA OKHE HY)KHO BblbpaTb onepauuio UmnopTuposatb ceptuduKkart us ¢aiina
(Pnc. 2.13.1).

CtpaHuua 36 us 57



KTAU. 00101-12 92 02. KpunTtolpo CSP. KpuntoAPM. PykoBoacTso nonb3osatens. i0S

HNob6aBneHue cepTudpukara

<°®L MmMnopTupoBaTbh cepTudukaTt u3 danna
N

A
9% Co3pgaTbh 3anpoc Ha cepTudukar

OTMeHa

Puc. 2.13.1 lo6aBneHune ceptudmkata

Echv B npunoxeHun paHee Obln cO34aH KAKOYEBOW KOHTelHep, M obpaboTaH 3anpoc Ha
ceptudukat B Yaoctosepsatowem UeHTpe (YL), To B KayecTBe daina cepTudurKaTa Hy»KHO BbibpaTb
ceptuduKat, nonydeHHbin n3 YU. Ceptndumkat otobparkaerca B Kateropuum JInuHble cepTuduKarbl.
JaHHbIM cepTUPMKATOM MOXKHO NOANMUCHIBATL U pacliMdpoBbIBATL OKYMEHTI.

Echv y nonb3osaTtensa ectb ceptudukat ¢ kawodom I B dopmaTte PKCS #12 (.pfx), To B
KauyecTBe ¢aina cepTnduKaTa HyKHO BblbpaTb AaHHbIM cepTudMKaT. Ha 3anpoc BBoAa Naposia BBECTH
naposib K KNo4eBOMY KoHTelHepy (Puc. 2.13.2).

Her SIM =

.,
i — .
= JInYyHbIE CEPTUPUKATDI Q 5

Q FaBpunoBa AHa...cus AnekceesHa ﬁ

Q 3anpoc &
BseauTe naponb gns

Q cepTudpuKara &
g OTMeHa BeecTn ﬁ

Q CrenaHoB AnekcaHap MeaHosuY ﬁ

@

2® @ @&
Puc. 2.13.2 Beog napona

[anee 3agaTb HOBbIM Naponb. CepTMdMKAT yCTaHaBAMBaeTCA B XpaHuauwe JIMYHbIX
ceptudpukaros (Puc. 2.13.3). Y paHHoro ceptuduMKaT ecTb KOHTelHep C Katodom M. [daHHbim
cepTMPUKATOM MOXKHO NOANUCHIBATL U PaclMdpOBbIBaTb LOKYMEHTDI.
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Het SIM &

&
&

o
»

3@ 306

== JIUYHbIE CePTUDUKATBI Q

FaBpWnoBa AHa...cUs ANleKCeeBHa ﬁ

3anpoc f‘ﬁ

WMeaHoe MiBaH MBaHOBKY ﬂ
MO el Ttimes

Muporoe Oner ABaHoBWUY ﬁ

CrenaHoB AnekcaHap UsaHoBUY Fﬁ

+

S
®® ®6

Puc. 2.13.3 CepTudmkat gobasneH B CNUCOK JINUYHbIX CEPTUDUMKATOB

Ecnam npu umnopTe He 6yaeT HaaeH Ktod M, COOTBETCTBYIOWMI CEPTUPUKATY, TO BOSHUKHET

coobuieHne 06 ownbke (Puc. 2.13.4). Echn ceptnudmkat 6e3 Kntoya I byaeT ycTaHOBAEH B /INYHOE

XpaHUAULE, TO AaHHbIM CepTUOUKATOM Henb3a ByaeT noanucbiBaTh U pacwndposbiBaTb Galinbl.

Het SIM =

@

&
»

e e

E Jnunbie cepTuduKaTbl Q

+
.
.
®

laBpunoBa AHa...cus AnekceeBHa ﬁ

3anpoc ﬁ

WeaHoe MeaH MeaHoBuUY ﬁ
AD «[Ttime»

[aHHbIN cepTUdUKAT He ﬁ

npegHasHayeH Ana JaHHoiA
KaTeropuu. NMpogomKuTb?
4 ﬁ

Oa OTMeHa

+

g ® @

Puc. 2.13.4 CoobuieHune 06 owmnbke npu gobasneHnmn ceptudurKkaTa 6e3 katova I
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Umnopt ceptudukara 6e3 npmsea3KM K Kawouy M.

MmnopT HoBOro cepTudurKaTa B XPaHWUIMLLE BbINONHAETCA KHOMKOW AobaBneHua cepTudmKaTa

(«+»). Janee HeobxoaMMO HalTn daiin B XpaHUAULLE U BblIbpaTb ans gobasneHua. Mpu ycnewHom

BbIMNOJ/IHEHNN oONnepaunn UMMNOpPTa CepTVId)VIKaT dBTOMaATU4YeCKU

XpaHunuuwe (Puc. 2.13.5).

Her SIM 7

66 %% |

x MpomexyTo4Hble YL Q s

30

& &, & &, &
» » » » »

e
»

Revoked 2001

Qg 2001

User2012-256-revoked
s

AQ "MN® "CKB KoHTyp"

"AQ T "CKE KokTyp™™

TecTosblid YL, 000 "KPUMNTO-MNPO"
000 "KRANTO-TPO"

TecToBbIM ronoeH...CT 2012 (YL 2.0)

"D0C KRN TO-TTRO"

TecTosblit ronoeH...CT 2012 (YL 2.0)

JO0 KRANTO-TRPO"

TecToBblid Noaun...CT 2012 (YL, 2.0)

JOC KRN TO-TTRD"

S
(@& B B) (&

Puc. 2.13.5 Cnucok npomexyTouHbIX YL,

nomeuiaeTca B BblOpaHHOe

Echm npu vmnopTe npunoXKeHue onpeaennno, 4To Ans AaHHoro ceptudukaTa nydwe

noaonaeT Apyroe XpaHuauuie,

TO BO3HWKHET coobuleHne 06 olnbKe,

NPUHYAUTENLHOW YCTAaHOBKM B BblbpaHHOE xpaHuauie (Puc. 2.13.6).

C BO3MOXHOCTbIO
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Het SIM &

X MpomexyTouHsie YL Q

Revoked 2001
0rg 200

User2012-256-revoked
o7

AQ "Md "CKB KoHTyp"
A IS EKE KorTyp®

DaHHbIiA cepTUPUKAT He 17

npeAHasHaYeH Ans AaHHON
KaTeropuu. MNpopomKuTeL?
12.0)

Da OTmMmeHa

TecToBbIA ronoeH...CT 2012 (YL, 2.0)
"O00 MKEHNTO-T1PO"

TecTosbin nogyn...CT 2012 (YL 2.0)
OO0 KA PO

@ 3@ 0 0@ 0@ @ ©

®

\z)

Puc. 2.13.6 CoobluieHMe O NPUHYAUTEILHOM YCTaHOBKE cepTUdUKaTta

114 Co3paHue 3anpoca Ha cepTudpukar

Co3aaTb 3anpoc Ha cepTUUKAT MOXKHO, HaxKaB KHONKy [lo6aButb (“+”):
- Ha popme JInuHble ceptudukartbl (Puc. 2.14.1);
- Ha dopme 3anpocbil.

No6aeneHune cepTudukara

MmnopTupoBaTth cepTudukaTt ua

O  odaiina

h
Q% Coz3paTtbh 3anpoc Ha cepTudukar

OTtmeHa

Puc. 2.14.1 MeHto gns pobasneHnn ceptudukata

OTKpbiBaeTcA ¢opma co3gaHuMA 3anpoca Ha cepTudMKaT, copeprkawas nons pna cbopa
HeobxoAMMbIX CBEAEHUN.

B 3aBMCMMOCTM OT HasHauyeHua cepTudUKaTa BblOMpaeTca Tun Bnagenbua cepTudUKara,
Anroputm u HasHaueHue Kntoua (Puc. 2.14.2);
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Her SIM = 68 % ([ )
X CospaHue sanpoca v
MonbzosaTesnb

GOST R 34.10-2012 256-bit

[lognuchb n WKposaHne

CospaTb Kak camMonognucaHHbli ceptudukar

3KCMOPTUPYEMBII KoY O

Puc. 2.14.2 MapameTpbl cepTudmKaTa

Mpu BKAOYEHUM onunm Co3AaTb KaK CaMmonoANUCaHHbIN cepTUPUKAT NPOMCXOAUT CO3aaHMe
camonoAnucaHHOro ceptudpuKata M €ro aBTOMATUYECKaA YCTaHOBKA B JIMMHOE XPaHUAULLE
nonb3oBaTenss W B  XpaHWAULWLE [OBEPEHHbIX KOPHEBbIX CepTudMKaToB. 3anpocbl Ha
camonoanucaHHble cepTUdMKaTbl He CO34at0TCA.

Mpu BKAKOYEHUM ONUMN IKCMOPTUPYEMbIN KAKOUY MOXHO NPOBOAUTb 3KCNOPT cepTudmKaTa
BMecTe C Kato4om Il1.

B pasgene MNapameTpbl cybbeKra ykasbiBaeTcA MWAeHTUOUKAUMOHHAA UWHPopmaumsa o
B/laZeNble cepTudmKaTta cornacHo BbibpaHHOMY TUNY BAagenbla ceptudukaTa (Puc. 2.14.3).
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Het SIM =

X Coszpanne 3anpoca v

NAPAMETPbI CYEBLEKTA

Obuiee nma*:

BaHOB VBaH lNeTpoBKY

CTpaHa/pervnon*;

RU ~

Obnactb*:

Bonrorpapgckas

lopop™:

NeHnHek

Apnpec E-Mail:
Ilvanov56785@time.ru

Appec:
¥n. WisaHoea 120

CHWNC*:
00000000000

.-.-."a@

Puc. 2.14.3 NapameTpbl CybbeKTa

HasHaueHue ceptudukata (EKU) (Puc. 2.14.4).

HasHavyeHue ceptudukaTta ”~

Mpoeepka NOAMHHOCTH cepeepa

MpoBepka NOASIMHHOCTU KNWeHTa O

Mopnuchk Koda

3awmnTa aneKTPOHHOM No' ()
s

Puc. 2.14.4 HasHauyeHue cepTuduKata

Mo kHonke FanouKa B NpaBom BepxHem yray 6yaeT oTKpbiTa ¢opma reHepauum KA4YeBoro
KOHTelHepa (Puc. 2.14.5).
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Tap to generate random data

Cancel

Puc. 2.14.5 FeHepauus KNHOYEBOTO KOHTEMHEpPA

Ha 3anpoc cuctembl, yCTaHOBMTE MapO/ib Ha AAHHbIA KOHTeMHep M noarteepauTte ero (Puc.
2.14.6).

Crypto-Pro GOST R
34.10-2012 KC1 CSP
requests new authentication
properties for container

Cancel

Puc. 2.14.6 YcTaHOBKa Napons Ha KNHOYEBOWN KOHTENHEpP

Mocne 3aBepluieHMA oOnepaLyuuM BO3HUKHET OKHO C MHbopmauuelnt o ee pesynbTaTax W,
chopmupoBaHHbIA 3anpoc, 0Tobpa3nTcAa Ha BKAagKe 3anpocbl Ha cepTMdUKAT B pasaene
Ceptudukarnbi (Puc. 2.14.7).
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Het SIM &~

L OTKNOHEH
R%é 20 dHBe0w 20

9% dranyeckoe NULLO
e 707 o

L HOpuauyeckoe nuuo
= e i

Q% crl
& e

L 2001 test
= I SR

L [Muporoe Oner MBaHOBWMY
g [lworos Oner Uean

+

% WBaHoe MBaH MNeTpoBuy
gag /feanos Ve P

S
» (8) 2 B) (@

Puc. 2.14.7 Cnncok 3anpocos

[na 3anpoca AOCTyMHbI cheaylowmne onepaumm:

- MpocmoTp — A4nAa NpocmMmoTpa CBOMCTB 3anpoca;

- dKCNopTUpPOBaTb — AN1A COXPaHeHUA cepTudukaTta B pain;

- YpanuTtb — oA yaaneHma 3anpoca u3 CNuncka.

Co34aHHbIM 3anpocC Ha cepTUPMKAT caemyeT HanpPaBUTb Ha PAacCMOTPeEHUE B Y40CTOBEPAOLWMNIA
ueHTp (YU). MonyyeHHbin m3 YL cepTudukat cnegyetr MMNopTUpoOBaTb AnA pPaboTbl C AaHHbIM
cepTUOUKATOM B NPUJSIOKEHUMN.

11.5 Cnucku ot3biBa ceptudukatos (COC)
[na paboTbl CO CNMCKamu OT3biBa CEPTUOUKATOB B MYHKT MeEHI0 cepTudMKaTbl aAobasneH
noAnyHKT Cnucku oT3biBa ceptudukatos (Puc. 2.15.1).
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Her SIM =

XK Cnuckn otzbiBa Q :

(9@ "TectoBblid YL OO..."KPUNTO-MPO"""

LA CTOr ol PATTIE

@. CA TAXCOM
A TAXCOM

@@ (;ZA__201 2—:256

Lo@ AnMuHucTpaTop T...oro YL MHpoeTeKC
) Tex <

¥ DAV wa YL Mo ek

@@ [ONOBHOW YA0CTOBEPSIOLLUIA LIEHTP

LA SNOBRDA YOOCTOEED

@; MuHKoMCBS3b Poccun
LA e ( y P W

@® ®enepanbHoe Ka3HavyencTBo

Puc. 2.15.1 Cnucok COC

Mo KHonKe MOKHO YCTaHOBUTb CMUCOK OT3bIBa U3 XpaHWUAMLWA. Mpu ycnewiHom MmnopTe
dain otobparkaetca B pasgene CNMCok 0T3biBa cepTUdUKaTOB.
[na cnuckoB 0T3biBa MOTYT BbITb Cieaytowme 0603HaYeHUA:

»
‘f\o — CMNCOK OT3blBa CepTVId)MKaTOB C KOppeKTHOH noanuncblo,

|
719 — cnncok 0T3bIBa CEPTUDUKATOB C HEKOPPEKTHOMN NOAMUCHIO.

O6HoBAEHME CNUCKaA OT3bIBa

,U,J'Iﬂ OBHOBNEHMA CMUCKA OT3blBA B KOHTEKCTHOM MEHI0 HGO6XO,CI,VIMO Bb|6paTb onepauunto
O6HOBUTb CMNUCOK OT3bIBOB. I'Ile Bbl30Be& KOHTEKCTHOIo MeHK onepauna noAsnAeTcAa Bcerga (PMC.
2.15.2).
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Her SIM

X Cnucku otabiea Q ---

@@ "TectoBblid Y1, 0O..."KPUMNTO-NPO""

NV BCTOR LI {

@@ CA TAXCOM

o

@@ CA2012- 256

oV

@é AgmuHuctpatop T...oro YL UHdoTeKC
- L R AL op Tacokoro VI | T

NOBHOM YAOCTOBEPSIOLLMIA LIEHTP ® iE'.
O ¥10C 10BEPSIOLLIAT |ier

©.. MuHkomceasb Poccum
LA (L] o I

@. ®denepancHoe KazHa4eicTBo
H»@ { ' BHCT

{95 OBHOBWTL CMIMCKK OT3bIBA
e

.(?gi) MPOCMOTR CNKcKa GT3biBa

O v,
@NTNTb CNWCOK OT3bIBa
ﬂ:o =

Puc. 2.15.2 Onepaumn gna COC

JaHHaA onepaunAa no3sBosiAeT CHOBaA MNpPOBEPUTb KOPPEKTHOCTb CMWMUCKa OT3biBa, WU, e€Cau

NPOM30LLIN USMEHEHMUA, TO OHWN OTPAXKAKOTCA B U3SMEHEHUN CTAaTYCOB MKOHOK.
MpocmoTp cNUCKa OT3biBa

Ana npocmoTpa CBOWCTB CNUCKa OT3bIBa CepTMd)MKaTa npu CcBaMne Uan B KOHTEKCTHOM MEHHO

HeobxoaMmo BbibpaTh onepauyuto MpocmoTp (Puc. 2.15.2).

I'Ile BblaeneHnn MmHOXecCTBa 3/1eMeHTOB

onepauma NPoCMoTpPa CBOMCTB CMMCKa OT3biBa CKpbiBaeTcA. CBOMCTBA OTOBPaXKaloTCa B OTAE/NbHOM

KomnoHeHTe (Puc. 2.15.3).

Het SIM 7

X TMpocmoTtp cnucka oT3biBa

@@ CnuCcoK 0T3blBa J@MCTBUTENeH
e

CeoiicTBa crnMcka oT3bIBa

FonoeHoOM yaocToBe paloLLvit
Wapatens: YA pAoL|

LEHTP
OelAcTBUTENeH C 31.12.2019, 11:37:42
QO6HoBneHWe: 17.07.2027, 11:37:42
ANropuTM NOANMUCHK: FOCT P 34.11/34.10-2001
Xaw-anroputM
neanmch:
Orhevartok: 2245e40ee0bdad53d18a43d
7f6aladb43d7d3f18
Homep CRL: 0

.
» @ \&) B @

\"/

Puc. 2.15.3 MpocmoTp ceoiicte COC
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YaaneHue COC

Ona ypaneHua cnucka OT3biBa cepTMdPUKaTa MNpu cBaliNe WAM B KOHTEKCTHOM MEHIo
HeobxoamMmo BbibpaTb onepaymio Yganutb (Puc. 2.15.2). YaanaTb MOXKHO OANH 3N1EMEHT UK Cpasy

HeckonbKo. Mpu yaaneHun HeobxoaMmo NoATBEPAUTb AENCTBME B COOTBETCTBYHOLLIEM OKHe (Puc.
2.15.4).

¥nanenve CRL

Bbt ﬂeﬁCTBMTeﬂbHO XOTUTE YyOanuTb

CRL?

OTtmeHa

Puc. 2.15.4 Ypanernune COC

11.6 YnpaBnieHue KOHTelHepamm
Mpun oTKpbITUM NpeacTaBneHnAa KoHTenHepbl oTobpaxKaeTca CNMCOK KOHTEMHEPOB, KOTopble
YyCTaHOBNEHbI B IOKanbHoe xpaHuauue Kpuntolpo CSP Bepcua 5.0 R2 KC1 ncnonHeHne 1-Base (Puc.
2.16.1). B npeacTaBneHUM KpoMe KHOMKM BO3BpATa Has3ag, (3aKpbiTMA) M MOMCKA MMEETCs KHOMKA

BbI30Ba MEHI0 onepauuin .
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npu:

Her SIM 5

¥ Knoumn Q

b
b i}
b
A
b
A
b
bi3
A

KQHUMOY-t3nw-29GC-WFR3-ELObBSESOf3K
DAGE

7SSYYLTY-Flyu-UEXX-aWUS-LKaBLO71IKxX
IDINVAGE

1e18c5c4-33ed-d376-5d59-822beaada340
DINAGE

38203847@2020-01-14-Ta...noBa AHacTacuA AnekceeBHa
1DIMAGE

niBWWAr8-0pFU-ZIDE-talv-RKjBffNF3jbV
D S

WQO3X5/-jaXs-DelUo-0LrQ-dYp2YoqGZmO2
1DINAGE

fnOsPARN-MIXu-SKuN-RabF-IT8pfELzPwX9
{DIMAGE

ztip5WMh-ByDx-rnwJ-2RCh-X004U8KfbYcj
DI AGLE

EAHRNvbO-YFgt-uE30-L3xf-ACgz4c2rmwG. I
DIRAGE

D‘a@

Puc. 2.16.1 OTobpaxkeHune npeacrasneHns KoHtelHepbl

O6HoBAEHME CNUCKa KAtoYel

[na nepeynTbiBaHUA KOHTEMHEPOB M3 IOKANIbHOTO XpaHUAULLA HEOBXOAMMO BbiGpPaTb MYHKT
O6HOBUTb CNUCOK KAtouen B MmeHo onepauunit (Puc. 2.16.2). O6HOBUTb CNUCOK KAto4Yel HeobxoaMmo

NOAKNOYEHUN PYTOKEHA;

[06aBneHnM HOBOro cepTudMKaTa.

Her SIM &

X Knoun

A

ybTY-Flyu-uExX-aWUS-LkqiBLO71IKx
AL

A

i

% OBHOBWUTL CNUCOK KNIOYer

¥

@ YCTaHOBUTH cepTuduKar
@ [P

% YoanuTtb KoY

<é}b MHbopMauusa o ceptudukate

G

KQFtUM9Y-t9nw-Z9GC-WFR3-ELO9bBs550f3K
DA AG

@ |5

1e18¢5¢4-33ed-d376-5d59-822beaa9a340
DIMAGE

38203847@2020-01-14-Ta..noBa AHacTacka AnekceesHa

niBWWAr8-0pFU-ZIDE-talv-RK]BffNF3jbV
ARG

WQOd3X5l-jgXs-Delo-0LrQ-dYp2YoqGZmO2
e

fnOsPARN-MIXu-SKuN-RabF-IT8pfELZPWXS
1D

Puc. 2.16.2 Onepaumn Hag KOHTEMHepamm
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MpocmoTp nHPopmauumu o cepTuduKare

Echn B KOHTelHepe ecTb cepTUOMKAT, TO MOXKHO NOCMOTPETb MHPOPMALMIO O HEM, HaXaB
MHdopmauma o ceptudmKate B MeHO onepaumii uam npu ceamne (Puc. 2.16.2). JaHHbINA MNYyHKT
oTObOpaKaeTca B MEHI0 TONbKO B TOM C/yyae, eC/n B KOHTelHepe WmeeTca cepTuduKat
nosb3oBaTens.

Mo HaXKaTUO Ha KHOMKY onepauuu OTKpbiBaeTca ¢opma npocmoTpa WHPopmauum o
ceptudukare (Puc. 2.16.3)

Her SIM =

x MpocmoTp cepTudukaTa

@ CepTudukaTt aeilicTBUTENneH
e

3paTens n Bnagenew,

CTenaHos AnekcaHap

Wmsa:
MeaHoBWY

Email: StepanovAlek638337@time.ru
CrpaHa: RU
lNopop: Bomxck
CeptudukaTt

CepuiAHbIA HoMep: 807754549898397821
FopeH po: 24,02.2021, 14:04:58

GOST R 34.10-2012 with
34.11-2012 512-bit

ANropUTM NOAMKUCH:
X3LW-anropuTm: GOST R 34.11-2012 512-bit
3aKpbIThIf KtoY: npucyTCTBYET

= [ =5
2 ® \F) @ @

Puc. 2.16.3 IHpopmauma o cepTudUKaTe B KOHTEMHepe

YcTtaHoBKa ceptudumKaTa U3 KOHTenHepa

Echn B KOHTeliHepe ecTb cepTUOMKAT, TO €ro MOXKHO YCTaHOBWUTb, HaXaB YCTaHOBUTb
ceptuduKaTt B MeHo onepaunin (Puc. 2.16.2). [laHHbIA NYHKT OTOOParKaeTcs B MEHIO TOJIbKO B TOM
Cny4yae, ecnn B KOHTeMHepe umeetca cepTudKMKaT. Mo HaxKaTUIO Ha KHOMKY onepauuu npoucxoauT
yCTaHOBKa cepTudmKaTa B pasgen JinuHole ceptuduKaTbl.

YpaneHue KoHTeliHepa

Mpu BbibOpe onepaumy YAanutb KAKOY B MEHIO onepauuii uau npu csamne (Puc. 2.16.2)
BO3HMKaeT AManoroBoe OkKHO ans Bbibopa cnocoba yganeHns KoOHTeHepa, BMecTe ¢ cepTUdUKaTOM,
CBA3AHHbIM C KOHTEWHepom, unu 6e3 ceptudukata (Puc. 2.16.4). Ecnm ypanutb KoHTeliHep 6e3
CBA3QHHOIO C HUM cepTUPUKATA, TO B XpaHUAULWeEe cepTUPUKATOB oOcTaHeTca cepTudukaT Hes
KNOYEBOro KOHTelHepa. TakMm cepTUOMKATOM HeNb3A BbIMNONHATL OMepauum noanucu W
pacwmndpoBaHus.
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Ypaneuue KoHTeliHepa

¥YpanuTh N0 BO3MMKXHOCTH BMeCTe C
cepTudrkaTom

OTtMeHa NpUmeHUTL

Puc. 2.16.4 YaaneHue KNOYEBOro KOHTeNHepa

11.7 KoHTaKTbl
B pasaene KoHTaKTbl NnpeacTaBieHbl cepTUdUKaTbl APYrnx NOAb30BaTENEN, B aApec KOTOPbIX
NPoOUCXoAuT WndpoBaHNE AOKYMEHTOB.
Mepexon, B CMMCOK KOHTAKTOB NPOUCXOAMUT Npu Bbibope NyHKTa meHto KoHTaKTbl (Puc. 2.17.1).

Het SIM = 17:27 93 % (%

KoHTakTbl Q H

@ 3anpoc

e

Q NHanBwa, npeanpuH

@ Muporoe Oner MiBaHoBKY
r

@ WanarnHa Hatanes BnagnmunpoBHa
q

@ Opuanyeckoe n1uo
-

000 «ree fena»

» &) ® @

Puc. 2.17.1 OTobpakeHue npeacraBneHns KOHTaKTbl
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KOHTaKTbl MOXHO MMMNOPTUPOBATb, MPOCMAaTPMUBATb, IKCMOPTUMPOBATb U yaAanATb. TaK Xe ana

CMCKa KOHTAKTOB pa60TaeT NOUCK.

MMnopT HOBOro KOHTaKTa

MMnopT HOBOro KOHTAKTa BbINOAHAETCA KHOMKOM gobaBneHun * . U3 XpaHuManwa HyxHo
BbIOpaTb daiin cepTudMKaTa C paclmMpeHnem .cer unm .crt.

Mpy1 ycnewHoM BbINOAHEHUN ONnepaLmmn MMNOPTa KOHTAKT noasaseTca B cnucke (Puc. 2.17.1).

NpocmoTp CBOMCTB KOHTAKTA

[na npocmoTpa CBOMCTB KOHTAKTa NpW CBaline uamM B MeHo onepaunin HeobxogmMmo BbibpaTb
nyHKT MpocmoTp ceptudumkara (Puc. 2.17.2).

Het SIM F

KoHTakKTb! Q sse

@ 3anpoc

P38

@ MHAMBKUA NpeanpuH
S

oros Oner MBaHoBUY -
P ©® K
@ WanarvHa Hatanbs BnagnMmnpoBHa

KOpwandeckoe nuuo
AP 000 «ace genar

@- OBHOBUTL CMUCOK CEPTUDUKATOB
e
EO}D [NpocmoTp cepTudukata

g@:‘@ 3KcnopT cepTUdUKaTa

@.‘o Yoanute ceptudunkar

Puc. 2.17.2 Onepaumn Hag KoHTakTamm

JKcnopT KOHTaKTa B dann

[na 3KcnopTa KOHTAaKTa B MEHK onepauuin HeobxoaMmo BbibpaTb NYHKT JKcnopr
ceptudumkara (Puc. 2.17.2).

Mpw aKcnopTe noABAAETCA NpeacTaB/leHMe, B KOTOPOM HYXKHO BblbpaTb KOAMPOBKY M 3a4aTb
nma ceptudmrKaTta (No ymonyaHuio 3agaetca Tekywee uma ceptudukarta) (Puc. 2.17.3).
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Het SIM 5

X 3xenopr ceprudukara v
Qopmar skcnopTupyemoro daiina: X509 ((CRT) B

koauposke BASE-64

BKENOPTMPOBATE 3aKPLITHIH KNG BMECTE ¢ CEPTUbHKATOM?

He 3KCNopTHPOBATh 3aKPLITHIA KoY .

RuAeNuTe TIAN KNNMNNRKIA NN ANAMAHEHIAG R

BASE-64

DER

CoxpaHWTb Kak:

Muporoe Oner VBaHoBKY

® &) ®

Puc. 2.17.3 9KcnopT KOHTaKTa

YaaneHue KOHTAKTa

[nA yaaneHus KOHTAKTa Npu cBaline MAM B MEHIO onepauuii Heobxogumo BblbpaTb MYHKT

Ypanutb ceptudukar (Puc. 2.17.2). B nosasmsBwemca AMaNoOroBOM OKHe NOATBEPAUTb OMepauuto
yaanenua (Puc. 2.17.4).

YoaneHue cepTiduKaTa

=] ﬂeﬁCTBMTSﬂhHO XOTUTe yaanuTe
cepTudukaT?

OTmeHa Oa

Puc. 2.17.4 YpaneHune KOHTaKTa
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11.8 TnyeHsumn
Pasgen /inueHsnu npeHasHayeH A1A YCTaHOBKU NNLLEH3UM Ha npunoxeHue (Puc. 2.18.1).

Her SIM &

E NuueH3nu v

KpuntoAPM FOCT

gepcua 2.1.0

000 Uudpossle TexHONOrMA

IMueHsna: gencTenTensHas

OeiicTeyet no: 6eccpoyHas
KynuTs nvueHaumio

Kpunrtolpo CSP

sepcua 5.0.11457

Q00 "KPUMTO-MPO"

NvueHswa: nencTeUTENbHAS

Oeitcteyet no 30 mapra 2020

KynuTb AnUeHsunio

D -
x) ®) &) B (3

Puc. 2.18.1 OTobparkeHune KypHana onepauui

Mpu ycTaHOBKe MNPUAONKEHUA AOCTYNHbl BpeMeHHble TecToBble nuueH3un: Ha KpunToAPM
FOCT Ha 14 aHein, Ha KpunTolpo CSP Ha 93 aHs.

bes nnueH3snmn Ha npunoxkeHne KpuntoAPM ITOCT goctynHbl onepauum nNpoBepKku Noanmucu m
wuodposaHuA. [na BbINOSHEHMA onepaunin NoAnucKu, pacwndpoBaHUA M reHepauumn ceptudukarta
[O/IKHA 6bITb YCTAaHOBNEHA IMLLEH3UA HA NPUNOXKEHME.

be3 nnueHsmm Ha Kpuntollpo CSP gocTynHbl onepauuu NpoBepku noanucu, WudposaHus,
reHepaumm ceptuéduKata. [Ina BbINONHEHUA onepauui NOANUCK U paclwiMdpoBaHMA AOKHA ObiTb
yCTaHOBAeHa nuueH3na Ha Kputntollpo CSP.

Mpn HaxaTnm Ha B pa3gene JInueH3sum oTKPbIBAETCA MEHIO CO C/IeAYIOWMMN NMYHKTaMM
(Pnc. 2.18.2):

— JlnyeH3snun — Bo3BPAT B KOMNOHEHT JINLLeH3MY;

— ypHan onepaumii — Ana oTobparkeHns BbINOAHAEMbIX ONepaLnii B NPUNOKEHUN;

— CnpaBo4yHas nNOMOLWb — A4/ OTKPbITMA MNOJHOIO PYKOBOACTBA MN0O/b30BaTE/NA

NPUNOXKEHUA.
— KOHTpOAb LEeNoCTHOCTU — 415 NPOBEPKU LLE/IOCTHOCTU MPUNOKEHMUS.
— MNopknioueHne K Kpuntollpo YL 2.0 — gna co3gaHuAa M OTNPaBKM 3anpocoB Ha

cepTMduKaT U NnoayveHua cepTudmrKkata yepes Kpmuntolpo YL, 2.0.
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11.9
ypHan

Puc. 2.18.2 MeHto onepaumit B IMLLEH3UAX

onepauui

nonb3zosatenem (Puc. 2.19.1).

< TestFlight ¥ 10:51

X nNuuensun

©

JNueHsnm

KypHan onepaumii

=

“

CnpasoyHas nomoLlb

KoHTponb LenocTHoCcTH

21 @ ®

Mopkniovexue k Kpuntollpo YL 2.0

npeaHasHayeH

ypHan onepauyui

ans

Her SIM &

¥ >KypHan onepaumii

03 mapra 2020

Ynanenwe gaiina
OTCORAMHEHHaA base Naponk ¢.docx.sig

Ypanenue daina
WHCTPYKUMA MO NCMONb30BaHNID.docX

Ypanexnune daina
MepeHoc koHTeliHepa...enb TenedoHa (1).docx

YnaneHue daina
MepeHoc koHTeliHepa...Tenedona fhi.docx.sig

YnaneHue baina
aiinsj.pdf.sig

YnaneHue baina
daiinsjgh.pdf.sig
Ynaneuue dabina
mertoauuka.crt.gdoc.sig
NoBaeneHue cepTudukata

rootca.cer

NoBaeneHue dalina
MPOMEXYTO4HLIA HeAeRCTBMTeNbHbIR2.cer

@ NoBasneHue cepTudikata

QBLeCTBO C OrpaHuy...(UNK YTo To Takoe).cer

NoBaeneHue paiina
mail.pptx

[obaeneknune paiina
mail.pptx.sig

Ynanenwe daina
3NEKTPOHHAS NCAMNK

P
x) @ &) (&

oTobparkeHus

15:39:36
15:39:36
15:39:36
15:39:27
15:39:18
16:39:18
15:39:18
14:55:16
13:34:26
13:24:36
12:57:14
12:57:14

12:57:06

Puc. 2.19.1 ¥ypHan onepauyuii

B »KypHane oTobparkatoTca cneaytowme TUnbl onepauuii:

pobaBneHne nognucu;

onepauuu,

BblIMNO/IHAEMDbIX
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— CHATWe noanucw;
— wundpoBaHUE;
— pacwndpoBaHUe;
— apXMBMpPOBaHWE;
— pa3apxuBUpPOBaAHMUE;
— pobasneHue panna;
— yaaneHue ¢aiina;
— 3KcnopT ¢aina;
— pobasneHue cepTudUKaTa;
— pobasneHue pkesl2;
— ypaneHue ceptudukarta
— reHepauua cepTudmKaTta
— TeHepauma 3anpoca;
— 3KCNOPT 3anpoca;
— yAaneHue 3anpoca;
— yCTaHOBKa cepTudmKaTa;
— yAa/NieHne KoHTelHepa;
— ycTaHoBKa crl;
— ypaneHwe crl.

[ns 3anucel B XXypHane onepauui npegycmoTtpeHa ¢unbtpauma (Puc. 2.19.2).

Het SIM = 76 % )

Y Hacrpoiika dbunstpa “' v
HaumerosaHue daina:

Bua oGopyacsaHus

[ata co3paHua (M3MeHeHns):

@ 01 AnBaps 2020 - @ 06 mapTa 2020

Tunel onepaumii

Monnuce v
HoBaeneHue Noanucu v
CHATHE NOANMCH

g posarme v

Pacwudpposarue v
APXUBUPOBAHHE

PazapxvsnpoBanne

LHobasnexue gaina v
Yaanexve daina

BkenopT daiina

‘ .
S o T

-~

Puc. 2.19.2 HacTpoiku punbTpa KypHana onepauymi

MpumeHeHue d)VIﬂpraLI,MM BbIMNO/IHAETCA NO HAXaTUK HA KHOMKY V. B 3asucumocTtn ot
BbICTAaB/IEHHbLIX KpPUTEpPUEB d)vmpra B XXypHane OCTaklTCA TOJIbKO Te€ 3anncu, KOTopble
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ya0BNeTBopAoT (cymmapHo) 3tum Kputepuam (Puc. 2.19.3). Ana cbpoca ¢unbTpa mMcnonb3yertca
KHOMKa cbpoca Ha opme HacTpoeK GpUNbTpaLUM.
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Her SIM = 09:24 76 o
¥ KypHan onepauwmii QvY
06 mapta 2020

Wndposarne dpaidna

Bug o6opynoeaHua.docx 09:43:40
Mopnucek daiina .
Bua o6opynoeaHus.docx 09:43:33
Mopnwes daiina 09:43:23
Bupa o6opynoeaHug.docx

NoBaenenwe daina 09:43:11

Bua o6opynosaHua.docx

&:a@"a

Puc. 2.19.3 NpumeHeHne PunbTpa KypHana
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