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AHHOTaUuA

Hactosauwee pykosoactso coaeput obuee onuncaHne CK3MN Kpuntollpo CSP Bepcua 5.0 R3
KC1 ncnonHexnne 1-KpuntoAPM TOCT 3 (ganee no Tekcty — KpuntoAPM TOCT 3), MHCTPYKUUKN M
pekomeHaaumu no ncnonb3osaHuio CK3U nog ynpasneHnem OC MacOS.

MHCprKLI,MM AOMUNHNCTPATOpPA 6e3onacHoCcTH n nonb30BaTenA Pa3NNYHbIX
dBTOMATU3NPOBAHHbBIX CUCTEM, WUCNONb3YHOLWNUX CK3H, AO0J/1KHbI pa3pa6aTblBaTbCﬂ C Yy4dyeTom
Tpe6OBaHMﬁ HacCToAWEero 4OKymMmeHTa.

YcTaHOBKa, HacTpoika M wucnonb3osaHne CK3U Kpuntollpo CSP Bepcua 5.0 R3 KC1
(ucnonHeHne 1-Base) nop ynpasneHvem OC MacOS, BxoAAWEro B KOMMAEKT MOCTAaBKU, O0/KHA
OCYLLECTB/IATLCA B COOTBETCTBMMU C TPebOBaHUAMM N peKoMeHZaumaAMn gokymeHTa «KTAN.00101-03
91 07. Kpuntolpo CSP. PykoBoACTBO agAMUHUCTPaTOpa besonacHocTn. Mac OS».

OGLI.I,ME cBegeHuna o nporpaMmmMmHOM NMpoAYyKTe

KpuntoAPM TOCT 3 — 370 npuaoxKeHue pns paboTbl C 3/1EKTPOHHOM Mo4YTOM 4epes
NOAKNIOYEHME aKKAYHTOB MOYTOBbLIX CAYXKO, ONA CO3L4aHMA M NPOBEPKU 3NEKTPOHHOW MoANUCH
daiinos, wndppoBaHMa u pacwmndpoBaHUs, ynpaBaeHUA cepTuduKaTamm, pasMeLLEHHbIMU B
XpaHunuwax Kpuntonposangepa Kpuntolpo CSP. B KpuntoAPM TOCT 3 peanu3oBaHa paboTa ¢
NoANUCAHHBIMW U 3aWIMGPOBAHHBIMW MUCbMaMMU.

Mpunoxenne KpuntoAPM TOCT 3 saBnsetca KpoccnaaTGOpMeEHHbIM, W NpeacTaB/IEHO
Pas/INYHbIMWU YCTAaHOBOYHbIMK aucTpubytneamm nog OC: Windows, Linux, MacOS, Aspopa, iOS,
Android. Ha Kaxgoi n3 OC peannsoBaHa NogfepsKKa POCCUNCKUX KpUNTorpapuyeckmx CTaHaapTos
nocpeacTBOM UCNonb3oBaHua Kpuntonposanaepa Kpuntolpo CSP sepcum 5.0 R3 KC1 (ucnosHeHune
1-Base).

MoaaepkuBaemble KpUnTonposaaepbl

B npunoxeHnun ocyuiectsaseTcs noaaeprka Kpuntonposangepa Kpuntolpo CSP sBepcun 5.0
R3 KC1 (ucnonHeHune 1-Base).

JInueH3una Ha NPOrpaMmMHbIN NPOAYKT

Ona paboTbl B NPUAOKEHUN C KpUNTOrpaduUyecKMmu onepaumamm HeobxogmMma NMLeH3us
(BpemeHHas, rogoBas unu 6eccpoyHas).

BpemeHHas AnuuUeH3MA BbIAAETCA NONb30BATENO, 3aNoNHMBLIEMY GOPMY Ha CTpaHuue
https://cryptoarm.ru/cryptoarm-gost3/, Ana 3HaKomMcTBa C NPOAYKTOM Cpokom Ha 30 pgHei.
BpemeHHas nnueH3na moxeT 6biTb NpeaocTaBaeHa OANH pas.

MNocne wcTeyeHUA O0O3HAKOMWUTENIBHOrO nepuoda AAa MNOAHODYHKUMOHANbHOW paboTbl
npuaoxeHus Tpebyetca npnobpeTeHne U yCTaHOBKA IMLLEH3UN. be3 yCTaHOBKM NMLLEH3UKN HA AOCTYN
K Katouy MM npu onepaumsax nognucu n pacwmndposaHma byayT HaNOXKEHbI OFPaHUYEHMA.

vueHsna Ha MO KpuntoAPM TOCT 3 no3BonAeT noAanucbiBaTb, 3allMppoBbIBaTb W
pacwmdpoBbIBaTb 3NEKTPOHHbIE AOKYMEHTbI, UCNO/Ib30BaTb NPUIOXKEHME B KaYecTBe 3alULLEHHOTO
MOYTOBOrO K/AMEHTa — MNOANWUCbIBaTb, 3aWMPPOBbIBaTb M PaCcWKUPOBbLIBAaTL CaMM MOYTOBbIE
coobLeHus.

Ona npuobpeTeHUa NULEH3MM HA NporpamMMHbIn  NpoayKT KpuntoAPM TOCT MOXKHO
06paTUTLCA B YNOJTHOMOYEHHYIO OpraHU3aLmio.

CrpaHuuya 3 ms 12
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CuctemHble TpeboBaHuA

Ona  npunoxeHuna  cHOpMynMpPoOBaHbl  MUHUMANbHbIE  CUCTEMHble  TpeboBaHMA K
KoHoUrypaunmn obopyaosaHua nog OC Mac OS:

- 2Gb onepatvMBHOM NamATK;
- 500 Mb gu1ckoBOro npocTpaHCcTBa A5 YCTAaHOBKM U PaboTbl MPUIOKEHUSR;

- Mpougeccop Intel Pentium 4 nnn 6onee No3gHMN, KOTOPbIN Nogaep*knsaet SSE2.
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NMoppeprkuBaemble onepayMoOHHbIe CUCTEMDI
KpnnToAPM FOCT ¢yHKLMOHMPYET NOA yNpaBJAeHUEM CAEAYIOWNX ONEPALMOHHBIX CUCTEM:
- Mac 0S X 12 Monterey (x64)
- Mac0S X 13 Ventura (x64)

- Mac 0OS X 14 Sonoma (x64)

CtpaHuuya 5ms 12
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1. YcTaHOBKA NpPOrpaMmmHOro npoAaykKra

Ons dyHKUMOHMpoBaHua KpunTtoAPM IFOCT 3 Heobxoamm yctaHoBneHHoe CK3U «KpunTtollpo
CSP» Bepcum 5.0 R3 KC1 (McnonHeHue 1-Base), ycTaHOBKa A01KHA NPOU3BOAUTLCA B COOTBETCTBUM C
TpeboBaHMAMM W peKkomeHaaumamum pokymeHta «KTAM.00101-03 91 07. Kpwuntollpo CSP.
PykoBoACTBO agMUHUCTpaTopa 6esonacHocTn. Mac OS».

Onctpnoytns npunoxkenns KpuntoAPM TOCT 3 nocTaBnAeTca KaK MaKeT YCTaHOBKM
cryptoarm-gost-vx.x.x-darwin-x64.pkg.

Onsa ycTaHOBKM nakeTa yepes rpaduyeckuii nHtepdeinc 3anyctute Ha MUCNoNHeHue dann
cryptoarm-gost-vx.x.x-darwin-x64.pkg

OTKpoeTca mactep yctaHoBkM KpuntoAPM TOCT 3. Haxmwute KHOnKy Mpopomxutb anA
NPOAONKEHUA YCTAaHOBKM. Ha KaX4oM Lwware MOXKHO BEpPHYTbCA Ha MNpeablaywui LWar Haxatuem
Hasag.

[ ] & YctaHoBka: KpuntoAPM FOCT B

[o6po noxanosaTtb B YcTaHOBLWMK «KpunToAPM TOCT»!

® BeepgeHue KpMI'ITOAPM rocCT 3.7.32

NHbopmaLuus MpunoxxeHue AnA paboTbl C NOYTOA WU BLINONHEHWA Onepauwi NoANUCH
W wugpposaHuA ainnos.

000 «Uuncpposbie TexHonorum», 2024

MpoponXxuTb

Puc. 1.1 HayanbHbIM War mactepa yCTaHOBKU NaKeTa NPUJIOXKEHNUs

O3HakombTeCcb € oOnucaHue nporpammbl 1 Haxmute [Mpogonmkutb. Ha pgaHHOM 3Tane
ONMUCaHNe MOXHO pacnedyaTtaTtb N COXPaHUTDb B cba|71n.
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[ ] & YctaHoska: KpuntoAPM FOCT B

BaxxHas nHdopmauuns

KpuntoAPM IOCT 3.7.32

BBeneHue
® UHdopmauus OnucaHue:

KpuntoAPM TOCT - ato npunoxkenve AnA paboTbl € NOYTON W
BbIMOSIHEHWA onepauniA NoanucK u wudpoeaHuA dainos. Mpunoxexue
pa6oTaeT ¢ kpunTonposaiaepom Kpuntolpo CSP 5.0 v nopnepxveaet
paboTy C pa3nM4HbIMK XpaHunuwamu koyein: USB-TokeHamu, cmapT-
KapTamu.

Tpe6oBaHuRA:

+ OnepauvonHan cuctema Mac OS X 10.15 wnu Boiwe
+ YcTaHoBneHHblid kpuntonposainep Kpuntolpo CSP 5.0

YcraHoBKa:

+ [1BOiAHOM LWeN4OoK Ha thaiine cryptoarm-gost-3.7.32-darwin.pkg.

+ CnepoBaHWe UHCTPYKLIMAM MHCTanNATopa.

+ YcrtaHoBka BbinonHAetcA B katanor /Applications/CryptoARM-
GOST.app

+ 3anvck oauHapHLIM WenykoM Ha ukoHke CrvptoARM-GOST

Haneuartartb... CoxpaHuTb... Hazag MpoponkuTtb

Puc. 1.2 NpocmoTp MHPOpMaUUM O NPOrPaMMHOM NPOAYKTE

O3HaKomMbTeCb C ycnosnammn NUUEH3NOHHOINO CcCornaweHna, Haxmute npO,D,OII)KMTb.

AaHHOM 3Tane TMUEH3NOHHOE CornawleHne MOXKHO pacnedyaTaTb Ui COXPaHUTDL B d)aﬁn.

) & YcraHoeka: KpuntoAPM FOCT B

JInueH3noHHoe cornaleHue

Pycckui &
BBeageHue
UHpopmauums NLIEH3WOHHOE COMMALIEHUE
® JluueHsus 1. UckntouutenbHble npasa Ha nporpammy ans 3BM “KpuntoAPM

[OCT", Bknioyas AOKyMEHTaLuIo B 3NeKTPOHHOM Buae (nanee —
W3penue), npuHagnexat OO0 «LiudpoBblie TexHonornm», aanee —
MpaBoobnaparens.

2. Hactosiwee cornawuesue sensietcs odpepTon npaBoobnagarens k
usnyeckomy unu rpuandeckomy nuuy, aanee - MNonb3oearens.

3. Monb3oBatenb, B COOTBETCTBUM C HACTOSLLUM COrnalLeHneMm,
nony4yaet npaeo ucnonb3oBath Magenue Ha Tepputopun Poccuitckoi
depepaumu.

4. YcraHoeka Uapenusa B namsitb 9BM paccmartpusaetcs kak
6e3ycnosHoe cornacue Monb3oBarens ¢ yCnoBUsIMA HacTOSILLErO
cornatlueHus.

5. B cny4ae Hecornacus ¢ kakum-nubo 13 ycrnosuii HacTosLLEro
cornawueHus, Monb3oBatenb He UMeeT NpaBa NPOAOINKaTb YCTaHOBKY
Wapenus B namsate 3BM, a B cnyyae yctaHoBku M3nenus B namsaTb
3BM, o6s13aH yganuts Uagenve us 3BM.

6. Monb3oBaTtens MMeeT NpaBo ucnonb3oBaTth U3genve B
HEKOMMEepYEeCKUX LieNnsix U ¢ Lenbio 03HakoMneHus ¢ Magenvem u

HaneyvaTartb... CoxpaHuTb... Hasapg MpogonxunTb

Puc. 1.3 MpocmoTp MHbOPMaLMKN O TNLEH3UN

Ha

Haxmunte KHonky MpUHATL ANA NPOAOAXKEHUA YCTAHOBKW NpUNoXKeHna uan He npuHumarsn -

AnAa OTMeHbl YCTaHOBKN.
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Lns npoponxeHusi yctaHoBku MO Heo6X0AUMO NPUHATD YCNOBUS
NULLEH3UOHHOTO COrNalleHus.

HaxmuTe «[puHATb», 4TO6bI MPOAOMXKUTD, NN «He NpUHUMaTb» Ans
OTMEHbI YCTAaHOBKU U 3aBepLUEHUs YCTaHOBLUMKA.

MpoynTaTbh NUUEH3NIO He npuHumatb MpuHaTL

Puc. 1.4 CornaweHue c ychoBUAMMU NNLEH3NN

Ha cnepylowem ware mactepa Ha)KMuTe KHOMKy YcTaHoBUTb (OwubKa! HeussecTHbiN
aprymeHT Kawua.5).

® & Ycranoska: KpuntoAPM FOCT fa
CraHpapTHas ycTaHoBKa Ha «Macintosh HD»

JTa ycTaHoBKa 3aiiMet 371,5 MB Ha gucke.

BBeneHue

MHdopmauma HaxmuTe «YCTaHOBUTb» NS BbINONHEHWUA CTaHAAPTHON
NuueHsns ycTaHoBkM aToro MO Ha gucke «Macintosh HD».
PasmelueHue

® Tun ycTaHOBKMW

M3MeHUTb pa3melleHne YyCTaHOBKM...

HactpouTtb Hazap YcTaHOBUTb

Puc. 1.5 NoaTtBeprKaeHWe YyCTaHOBKM Ha PUINYECKUI HOCUTEND

Beegute napoab agMMUHUCTPATOpa U HaxkmuTte YctaHosutb 0.

—~

YcTaHOBLMK

MpunoxeHne «YCTaHOBLLMK» MbiTaeTcs
ycTaHoBUTbL HoBoe MM0O.

Y706kl paspewnTb 3TO LEeNCTBME, UCMNONb3YyNTe
Touch ID unu BBEQMTE NApPONb.

Mcnonb3oBaTh Naporb...

OTMeHUTb

Puc. 1.6 Beoa naponsa agmMmmHUCTpaTopa
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HauyHeTca ycTaHOBKa NporpaMmbl Ha KOMMblOTeP. 10 OKOHYAHUKM YCTAHOBKU HAXXMUTE KHOMKY
3aKpbITb.

[ ] & YcraHoBka: KpuntoAPM roCT a8

YcTaHoBKa ycneLHo 3aseplieHa.

BeepeHune
MHpopmaums
Jnuenszna

Pa3amMmelieHue

Tun yCTaHOBKM YcTaHoBKa npoLusa ycnelwHo.

YcTaHoeka
MO ycnewHo ycTtaHoBNEHO.

® Ceopka

Puc. 1.6 Bsog naponsa agMmnHUCTpaTopa

Mocne yctaHoBKKM nporpammbl B Launchpad nossutca apabik npunoxkeHmna KpuntoAPM ITOCT
3 u B KaTanore Applications («[porpammbi») 6yayT co3gaHbl NOAKATANOMM MPUNOKEHUS.
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2. YpaneHue nporpamMmmHOro npoaykKra

Ona yoanenua npunoxenma KpuntoAPM FOCT 3 Ha onepauunoHHoi cucteme Mac OS MOXKHO
BOCMO/Ib30BaTbCA MeHeaxepom Finder. B meHeakepe Bbibepute BKAaAKy Mporpammel 1 Haliante
npunoxeHne KpuntoAPM TOCT 3. lMepeTtawmTte npunoxerHne KpuntoAPM TOCT B Kop3auHy. Takum
o6pa3om, npunoxeHune byaeTt yaaneHo U3 onepaLoOHHOM CUCTEMBI.

Ypanenne Kpuntolpo CSP Bepcum 5.0 R3 KC1 (McnonHeHue 1-Base) ocyuiectBnserca B
COOTBETCTBUM C MHCTPYKUMAMM aokymeHTa «KTAN.00101-03 91 07. Kpuntollpo CSP. PykoBoACTBO
agMuHucTpaTtopa 6esonacHoct. Mac OS».
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3. YcTaHOBKA IMLEH3UM Ha NPOrpamMmMHbIii NPOAYKT

Ons nonHoueHHoW paboTbl npunoxkeHma KpuntoAPM TOCT 3 Heobxoauma ycTaHOBKa
NNUEH3MOHHOrO KAkya.

YCTaHOBKa /IMUEH3NOHHOIO K/Ao4a MOMKET MPOM3BOAUTLCA KaK Yepe3 MNoAb30BaTeNbCKUM
NMHTepdeNc, Tak U C NOMOLLbI KOHCO/IbHbIX KOMaHA, BbINOJHAKOLWMX KoNupoBaHue daina AMueH3um
B 3aZaHHbIl KaTanor.

3.1. YcTaHOBKA IMLEH3UM Yepes No/1b30BaTeIbCKui MHTepdeiic

YCTaHOBKa /NNLEH3MKN Yepe3 NO0/b30BaATENbCKMN MHTepdenc onucaHa B «KTAN.00101-13 92
01. Kpuntolpo CSP. KpuntoAPM IOCT 3. PyKoBOACTBO MN0OAb30BaTENAN.

3.2 YCTaHOBKa IML,EH3UM Yepe3 KOMaHAHYIO CTPOKY

Echan ycTaHOBUTb /NIMUEH3MIO Yepe3 MNOo/b30BaTE/NIbCKMM MHTepdeinc He nosyyaetcs, TO
BO3MOKHa YCTAaHOBKa /IMLEH3MK C MOMOLLLbIO KonupoBaHue daiina nuueHsuu license.lic B kaTtanor:

/etc/opt/Trusted/CryptoARM GOST 3/.
Ecnn Takoro Katanora HeT, TO ero HeobxoAMmo co3aaThb.

MpumeyaHue. Ana nocneanytowei yCTaHOBKN NMLLEH3MM NONb30BATENAMM KaTasor YCTAaHOBKM
JIMLEH3UWN O0MKEH MMETb NpaBa Ha 3anucb, a MUHMMA/IbHO HeEO6XoAMMble NpaBa — Npasa Ha YTeHue
ONA nonb3oBaTtenei Ha paboyem mecrte.

CtpaHuuya 11 mn3 12
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4. BKnoyeHue pexkmma 10rmpoBaHMUA U KOHCONb ynpaB/ieHUaA

Ons 6onee rnybokoro aHanuMsa MNpPUYMH BO3HMKHOBEHMA owunboK B KpuntoAPM TOCT 3
MCMONb3YeTCA BKOYEHME PEXMMA NOTMPOBAHUA, TO €CTb COXPAaHEHME Cay»KebHol MHPopmauum o
BbINO/IHEHHbIX ONEepaunax B TEKCTOBbIN dann. [laHHbIN peXMM BK/IOYAETCA YKaszaHMemM napametpa
-logcrypto npu 3anycke NpuNoXKeHUA U3 KOMAHLHOM CTPOKM.

Ona nonyyeHus p[octyna K AOMONHUTENbHOW MNaHENW YNpaB/ieHUA MNPUNONKEHUEM W
BK/IIOYEHMEM pPEXMMa NormposBaHus, B TepmuHane OC MacOS BBeguTe KomaHay (OwwubkKa!l
Heun3BecTHbIN aprymeHT Katoya.):

/Applications/cryptoarm-gost-mail.app/Contents/MacOS/cryptoarm-gost-mail --logcrypto

(@] % alex — -zsh— 80x24

Last login: Thu Jun 8 13:12:16 on ttys@ee
alex@MacBook-Air-Alex ~ % /Applications/cryptoarm—gost-mail.app/Contents/Mac0S/c
ryptoarm-gost-mail --logcrypto

Puc. 4.1 OKHO TepMmMHana

B pe3synbTaTe BbINOAHEHWUA 3TOM KOMaHAbl OTKpoeTca npuaoxeHme KpuntoAPM TOCT 3, a B
nanke nonb3osatens /home/User/.Trusted/CryptoARM GOST 3 6yaeT co3aaH XKypHan 10rMpoBaHus,
KOTOpbI NpeacTaBaseT coboit TekcToBbl daiin cryptoarm_gost_crypto.log
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