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AHHOTaUuA

Hactosauwee pykosoactso coaeput obuee onuncaHne CK3MN Kpuntollpo CSP Bepcua 5.0 R3
KC1 ncnonHeHne 1-KpuntoAPM TOCT 3 (ganee no Tekcty — KpuntoAPM TOCT 3), MHCTPYKUUKU M
pekomeHgauum no ncnonbsosaHuto CK3U nog ynpasneHnem OC Windows.

MHCprKLI,MM AOMUNHNCTPATOpPA 6e3onacHoOCTH n nonb3oBaTenAa Pa3nNYHbLIX
dBTOMATU3NPOBAHHbBIX CUCTEM, WUCNONb3YHOLWNUX CK3H, AO0J/1KHbI pa3pa6aTbIBaTbCﬂ C Yy4dyeTom
Tpe6OBaHMﬁ HacToAWero JOKymMeHTa.

YcTaHOBKa, HacTpoika M wucnonb3osaHne CK3U Kpuntollpo CSP Bepcua 5.0 R3 KC1
(ncnonHeHne 1-Base) nog ynpasneHnem OC Windows, BxoAAWero B KOMMNIEKT NOCTABKM, AOXKHA
OCYLLECTB/IATLCA B COOTBETCTBMMU C TPebOBaHUAMM N peKoMeHZaumaAMn gokymeHTa «KTAN.00101-03
91 02. Kpuntolpo CSP. PykoBoACcTBO agMUHUCTPaTopa 6esonacHoctn. Windows».

Ob6wue cBeaeHMA 0 NPOrpaMMHOM NPOAYKTe

KpuntoAPM TOCT 3 — 370 npuao)KeHue pns paboTbl C 3/1EKTPOHHOM MOo4YTOM 4epes
NOAKNIOYEHME aKKAYHTOB MOYTOBLIX CAYXKO, ONA CO34aHMA M NPOBEPKM INEKTPOHHOM noanucu
daiinos, wndppoBaHMa u pacwmndpoBaHUs, ynpaBaeHUA cepTuduKaTamm, pasMeLLEHHbIMU B
XpaHunuwax Kpuntonposangepa Kpuntolpo CSP. B KpuntoAPM TOCT 3 peanu3oBaHa paboTa ¢
NoANUCAHHBIMW U 3aWIMPPOBAHHBIMW MUCbMAMMU.

MpunoxkeHne KpuntoAPM TOCT 3 sasnsetrca KpoccnnatGOPMEHHbIM, W MNpPeAcTaB/iEHO
Pas/INYHbIMWU YCTaHOBOYHbIMK aucTpubytusamm nog OC: Windows, Linux, MacOS, Aspopa, iOS,
Android. Ha Kaxgoi n3 OC peannsoBaHa NogfepsKKa POCCUNCKUX KpUNTorpapuyeckmx CTaHaapTos
nocpeacTBOM UCMNoNAb30BaHMA KpuntonpoBanaepa Kpuntolpo CSP Bepcum 5.0 R3 KC1 (ucnosHeHune
1-Base).

MoaaepkuBaemble KpUnTonposaaepbl

B npunoxeHnu ocyuiecteaseTcs noaaeprka Kpuntonposanaepa Kpuntolpo CSP sBepcun 5.0
R3 KC1 (ucnonHeHune 1-Base).

JInueH3una Ha NPOrpaMmMHbIN NPOAYKT

Ona paboTbl B NPUAOKEHUN C KpUNTOrpaduUyecKMmu onepaumamm HeobxogmMma NMLeH3us
(BpemeHHas, rogoBas unu 6eccpoyHas).

BpemeHHas AnuuUeH3MA BbIAAETCA NONb30BATENO, 3aNoNHMBLIEMY GOPMY Ha CTpaHuue
https://cryptoarm.ru/cryptoarm-gost3/, ona 3HaKoOMCTBa C NPOAYKTOM CpPOKOmM Ha 30 AHew.
BpemeHHas nnueH3na moxeT 6biTb NpeaocTaBaeHa OANH pas.

MNocne wcTeyeHUs O3HAKOMWUTENIbHOrO nepuoga Ans NOAHOPYHKUMOHANAbHOW paboThbl
npuaoxeHus Tpebyetca npnobpeTeHne U yCTaHOBKA IMLLEH3UN. be3 yCTaHOBKM NMLLEH3UKN HA AOCTYN
K Katouy M npu onepaumsax nognucu n pacwmndposaHmna byayT HaNOXKEHbI OrPaHUYEHMA.

vueHsna Ha MO KpuntoAPM TOCT 3 no3BonAeT noAanucbiBaTb, 3allMppoBbIBaTb W
pacwmdpoBbIBaTb 3N1EKTPOHHbIE AOKYMEHTbI, UCNOJIb30BaTb NPUIOXKEHME B KaYecTBe 3alMLEHHOTO
MOYTOBOrO K/AMEHTa — MNOANWUCbIBaTb, 3aWMPPOBbIBaTb M PacWKUPOBbLIBAaTL CaMM MOYTOBbIE
coobLeHus.

Ona npuobpeteHMA NMUEH3UM Ha nporpammubiii npoayKT KpuntoAPM TOCT 3 MOXKHO
06paTUTLCA B YNOJIHOMOYEHHYHO OpraHU3aLmio.
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CuctemHble TpeboBaHuA

Ona  npunoxeHus  chopMynMpoBaHbI
KoHduUrypaumm obopyaosaHua nog OC Windows:

- 2Gb onepatvMBHOM NamATK;

MWUHWUMa/IbHbIE

CNCTEMHDbIE

TpeboBaHMA K

- 500 Mb gu1ckoBOro npocTpaHCcTBa A5 YCTAaHOBKM U PaboTbl MPUIOKEHUSR;

- Mpougeccop Intel Pentium 4 nnn 6onee No3gHMN, KOTOPbI Noaaep*knsaet SSE2.
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NMoppeprkuBaemble onepayMoOHHbIe CUCTEMDI
KpnntoAPM FOCT 3 pyHKUMOHUPYET NoA yNpaBAeHNEM CNeAYOWMX ONepPaLNOHHbIX CUCTEM:
- Microsoft Windows 7*/10 (x86, x64)
- Microsoft Windows 11 (x64)
- Windows Server 2019 (x64)

*Bepcusa Embedded/Embedded POSReady
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1. YcTaHOBKA NpPOrpaMmmHOro npoAaykKra

Ons  dyHKumoHmpoBaHua KpuntoAPM TOCT 3 Heobxogmmo ycTaHoBneHHoe CK3U
«Kpuntolpo CSP» Bepcum 5.0 R3 KC1 (ncnonHeHune 1-Base), ycTaHOBKA AO/IKHA NMPOU3BOANTLCA B
COOTBETCTBMM C TpeboBaHMAMM U peKoMmeHaaunaAMn gokymeHTa « KTAN.00101-03 91 02. Kpuntollpo
CSP. PykoBoACTBO agmuHUCTpaTopa 6e3onacHocTn. Windows».

Ona ycraHoBku npunoxeHna KpuntoAPM TOCT 3 Ha OC Windows npegnaratotca aBa
ANCTpubyTMBa — nog 64-6uTHyt0 u 32-6UTHyO nnatdopmbl. B 3aBUCMMOCTM OT BblGpaHHOM
pa3pALHOCTM 3aNyCTUTE Ha UCNONHEHWe dalin:

cryptoarm-gost-x.x.x-x64.msi (rae x.x.x — Homep Bepcumn) gns 64-paspsgHoin OC;
cryptoarm-gost-x.x.x-x86.msi (rae x.x.x — Homep Bepcun) ana 32-paspagHoi OC.

OTKpoeTcs macTep ycTaHOBKU npunoxkeHns KpuntoAPM FOCT 3, HayanbHbIN War KOToporo
npeacrtasneH Ha puc. 1.1,

L

Bac npuBeTCTBYET MacTep YCTaHOBKM
KpuntoAPM FOCT 3 (Bepcua 3.7)

MogocxauTe, NoKa MACTED BbINONHAET NOArOTOBKY K
YCTaHOEKE.

BriyucneHne Tpefyemoro MeCTa

KpnntoAPM [TOCT

Puc. 1.1 HayanbHbIii War mactepa yCTaHOBKM NPUIONKEHNA

Ha cnepytowem ware mactepa npegiaraercd 03HaKOMUTBLCA C YCAOBUAMMU JIMLEH3UOHHOTO
cornawenuns (puc. 1.2), U B cnyyae cornacusa NPUHATb YCAOBUA M NEPEUTU K Creaytlowemy Lary
MmacTepa, HaxaB KHonky [anee.
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ﬁ YcTanoeka KpunmoAPM TOCT 3 —

NMuueHznoHHoe cornaweHme

BHuMaTensHo HDOHMTBﬁTE CNeQYHOWEE NMLUEHSMOHHOE COrnalweHHe

NULUEH3WOHHOE COMAIIEHWE

1. VickmwouwTenkHele npaBa Ha nporpammy anAa 3BM
‘KpunroAPM  TOCT", BKMO4YasA  JOKYMEHTALWW B
ANeKTpoHHOM Buae (nanee — Magenue), npuHagnexat OO0
«UnchpoBble TexHonorkke, nanee — MNpaeoobnajatenk.

2.  Hactoswee  cornaweHwe  ABMAETCA  odiepTol
npasoobnagaTenA K (QU3MYECKOMy WNK  HOPHOWYECKOMY
nuuy, aanee - None3oeatenk.

I:‘ A MPHUHKMMEID YONOBKMA NMLEHSMOHHOrD COrnaleHnA

Mevats Hazag Nanee OTmeHa

3. Tlone3oeBaTens, B COOTBETCTBMW C  HACTOAWMM .,

x

Puc. 1.2 YcnhoBmA AMLEH3UOHHOIO cornalleHusa

Ha cnepyowem ware mactepa Bbibepute KaTtasnor gna yctaHoBku KpuntoAPM TOCT 3 (no
YMONYaHUIO NPUAOMKeHMe ycTaHaBnmsaetca B Kartanor C:\Program Files\CryptoARM GOST 3\) u

HaxkmuTe Oanee (

puc. 1.3).

ﬁ ¥cranoeka KpunmodPM MOCT 3 —

KoHeuHas nanka

HammuTe kHonky “danee”, 4Tobbl BEINONHWTE YCTEHOBKY B NaNKe No
YMOMYEHUID, UMK KHOMKY M3MEHKTL ™, YTobbl BLIDPETE APYTyHO NanKy.

YeTaHoeuTe KpunToAPM MOCT 38!

|C: \Program Files\CryptoARM GOST 33

W3MEHWTE. ..

Hazan Hanee OTmeHa

Puc. 1.3 Bbibop KaTanora yCTaHOBKU MPUIOXKEHUA

Ha ware BbIGOPOYHOM YCTAaHOBKU MOXKHO OTK/AHOUUTb CO34aHMe sip/iblka Ha paboyem CTone,
YCTaHOBKY MoZy/el ANA CO34aHWUA YCOBEPLUIEHCTBOBAHHOM NOAMUCU U YCTAaHOBKY AOMONHUTENbHbIX
KOMMNOHeHTOoB (puc. 1.4).
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=

BoibopouHan yCTaHOBKa

YKEHMTE KOHBMM YPALMKD YCTEHOBKM KOMNOHEHTOE,

[AnA M3MEHEHWA NAPAMETPOE YCTAHOBKK KEKOro -MBi0 KOMAOHEHTS WENKHUTE
EDDTBETL_TB‘_,I'ICILLI.Hﬁ 3HAHOK B pacnoNoEHHOM HIHE QEDEBE,

KpunToAPM MOCT 3 Eaz0Ban YacTk NPoOAYKTa
Co3A&aTe APNbIK Ha pabodem cT KpunToAPM MOCT 3.

Mogyne “YCoBEepleHCTEOBaHHE
Moayne "PacnpocTpaHAEMEI K

Ana komnoHeHTa TpehyeToa 30MB
Ha HECTKOM AHCKE,

Obzop...

Chpoc Mcnonb30BaHWE AWCKa Haszan OTmMeHa

Puc. 1.4 Bbibop KOMMNOHEHT ANA YCTaHOBKM

Ha 3aKnouMTenbHOM LWlare mactepa Ha*XmuTe KHonky YcraHoButb (puc. 1.5). YcTaHOBKa
BbINOJIHAETCA C NpaBaMu agMUHUCTPaTopa.

ﬁ YcTanoeka KpuntoAPM FOCT 3 — x

Bce roToBo K ycraHoexke KpunTtoAPM INOCT 3

HamMiuTe KHOMKY “YCTaHoBMTE ", 4To0bl HEYATE YCTAHOBKY. HammuTe kHomky "Hazan ™,
YToObI MPOBEPHTE MM MEMEHWTE NEPAMETPEI YCTAHOBKK. HammuTe kHonky "OTmera”,
yTobkl BEIATH M3 MACTEDE.

Hazan 1. YCTaHOBUTE OTMeHa

Puc. 1.5 MNoateeprkaeHne yCcTaHOBKMU

MNocne ycnewHOW YCTAaHOBKM MPWJIOXKEHUA B [NaBHOM MEHIO NOABUTCA HOBAA rpynna
KpuntoAPM TOCT 3, KoTOpasa CoaepUT Ap/blK 3anycka npuaoxeHna KpuntoAPM TOCT 3 u apabik
3aMycka mactepa yAaneHua nporpammbl. B yKazaHHOM Mpu ycTaHOBKe KaTasiore (N0 yMOAYaHWIo -

katanor C:\Program Files\CryptoARM GOST 3\) 6byayt pa3mewatbca aiabl NPUNOXKEHUA
KpuntoAPM IOCT 3.
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2. YpaneHue AporpamMmmMHOro NnpoAyKrta
Yaanutb npunoxkeHme KpuntoAPM FOCT 3 moKHO chegytowmm obpasom:

1. Bocnonb3oBaTbCA CTaHAAPTHLIMKU CPEeACTBAMMU yaaneHWe NPorpaMmm B onepaLMoOHHOM
cucteme Windows. Yepes kHonKy Myck oTkponte [laHenb ynpasneHua. B okHe HacTpoWka
napameTpoB KOMMbIOTEpPA aKTMBM3MPyNTe Apablk [porpammbl M KOMMOHeHTbl. OTKpoeTcA
OOHOMMEHHOE OKHO, B KOTOPOM MepeyunucneHbl MNporpammbl, YCTAaHOBNEHHble Ha KOMMblOTEpE.
Bbibepute B cnncke nporpammy KpuntoAPM TOCT 3, HakmuTe Ha KHOMNKY YAanuTb, U noatsepaute
peweHne 06 yaaneHnn. BoinonHeHne npouecca yaaneHuns byaet otobpaxkaTbca B BUAE MHOMKATOPA
nporpecca B cneunanbHOM OKHe. 1o 3aBeplueHUM npouecca nporpamma KpuntoAPM TOCT 3 6yaet
yAaneHa c KOMMNbTEPA U U3 CIINCKA 31eMeHTOB YCcTaHOBAEHHbIE NPorpammbl.

2. Ypanutb NpunoXeHue 4yepes rNaBHOE MEHI0 OMepaunoHHOM cucTembl. B rnasHom
MEHIO HarauTe pasgen c npunoxkeHmem - Myck, Bce nporpammbl, KpuntoAPM TOCT 3. B cnucke
HarguTe Yaanutb KpuntoAPM IFOCT 3 (cm. puc. 2.1) 1 aKTUBU3UPYIATE KOMAHAY.

BB <panroaPMIOCT 3

KpunroAPM MOCT 3

ir@ Y¥panute KpunTodPM FOCT 3

Puc. 2.1 YpaneHue npuioxeHuna

HauHeTca npouecc yganeHma npunoxeHua KpuntoAPM TOCT 3. BbinonHeHune npouecca
oTobparkaeTca B BUAE MHAMKaTopa nporpecca. lNocne 3aBepleHUs 3TOro npouecca NpuaoXKeHue
KpunTtoAPM IOCT 3 6ygeT yaaneHo 13 onepalmoOHHON CUCTEMBI.

Yaanenne Kpuntolpo CSP Bepcum 5.0 R3 KC1 (McnonHeHue 1-Base) ocyuiecTBnserca B
COOTBETCTBUM C MHCTPYKUMAMM aoKymeHTa «HKTAN.00101-03 91 02. Kpuntollpo CSP. PyKkosBoacTeo
agMuHucTpatopa 6esonacHoctn. Windows».
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3. YcTaHOBKA IMLEH3UM Ha NPOrpamMmMHbIii NPOAYKT

Ons nonHoueHHoW paboTbl npunoxkeHma KpuntoAPM TOCT 3 Heobxoguma ycTaHOBKa
NNUEH3MOHHOrO KAkya.

YCTaHOBKa /IMUEH3NOHHOIO K/Ao4a MOMKET MPOM3BOAUTLCA KaK Yepe3 MNoAb30BaTeNbCKUM
NMHTepdeNc, Tak U C NOMOLLbI KOHCO/IbHbIX KOMaHA, BbINOJHAKOLWMX KoNupoBaHue daina AMueH3um
B 3aZaHHbIl KaTanor.

3.1. YcTaHOBKA IMLEH3UM Yepes N0/1b30BaTeNbCKUN UHTepdeiic
YCcTaHOBKa /INLEH3UM 4Yepe3 MNONb30BaTENbCKMMA UHTepdenc onucaHa B AOKYMeHTe
«KTAN.00101-13 92 01. KpunTollpo CSP. KpuntoAPM TOCT 3. PyKOBOACTBO NONb30BaTENAN.

3.2. YCTaHOBKa IML,EH3UM Yepe3 KOMaHAHYIO CTPOKY

Echan ycTaHOBUTb /NMLEH3UIO Yepe3 Mo/b30BaTENbCKUIM MHTepdeinc He nosyyaetcs, TO
BO3MOMKHA YCTaHOBKa JIMLIEH3UM C MOMOLLbIO KonupoBaHus ¢daina nuueHsum license.lic B Katanor
YCTaHOBKMU:

C:\Users\<ums nonbsosatena>\AppData\Local\Trusted\CryptoARM GOST 3.

Ecnm Takoro Katanora HeT, To ero HeobxoaMmo co3aaThb.

CtpaHuya 10 s 11



TAN.00101-13 91 01. KpuntoMpo CSP. KpnntoAPM IOCT 3. PykoBoACTBO agmuHUcTpaTopa. Windows

4. BKnoyeHue pexkmma 10rmpoBaHMUA U KOHCOb ynpaB/eHUaA

Ons 6onee rnybokoro aHanuMsa MNpPUYMH BO3HMKHOBEHMA owKnb60K B KpuntoAPM TOCT 3
MCMONb3YeTCA BKOYEHME PEXMMA NOTMPOBAHUA, TO €CTb COXPAaHEHME Cay»KebHol MHPopmauum o
BbINO/IHEHHbIX ONEepaunax B TEKCTOBbIN dann. [JaHHbIN peXMM BKIOYAETCA YKaszaHMemM napametpa
-logcrypto npu 3anycke NpuNoKeHNA U3 KOMAHLHOM CTPOKM.

[ns 3anycka KOMaHAHOW CTPOKM Heobxoaumo Haxatb Win+R. BBectn kKomaHay cmd mn OK
(puc. 4.1):

= BLINoAHWTE *

= BeeauTe nma nporpamMmbl, NankK, AOKYMEHTa WKW pecypoa
—_ WMHTepHeTa, KoTopsle TpebyeTca OTKPBITE.

OrkpbiTs: | emd| w

¥y 370 3apaHue ByAeT CO3AAHO € NPaBaMK AAMHUHWCTPATOPA

Puc. 4.1. nanor ans 3anycka NpuUaoKeHuin
B OTKpbIBLIEMCA OKHE BBECTU KOMaHAY 3anycka npunoxenuna KpuntoAPM IOCT 3 (puc. 4.2):

"C:\Program Files\CryptoARM GOST 3\cryptoarm-gost-mail.exe" --logcrypto

B Asuurmcrpatop: CAWindows\system32iemd exe _ o %

poration). Bce npaea auMweHul.

OARM GOST Mail\cryptoarm-gost-mail.exe™ --logcrypto

Puc. 4.2. Juanor KOMaHAHOWN CTPOKM

B pesynbTaTe BbINONHEHWUA 3TOM KOMaHAbl OTKpoeTca npuaoxeHue KpuntoAPM TOCT 3, a B
nanke C:\Users\User\.Trusted\CryptoARM GOST 3 6yaeT co3gaH KypHan /JIOrTMPOBaHMA, KOTOPbIN
npeacTasndaeT cobon TeKCToBbIN pann cryptoarm_gost_crypto_back.log
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