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U3BeILEeHUs 00 U3MEHEHUSX
IPUUMHA OOHoBnEHME TIO pe3yIbTaTaM KOHTPO/IbHBIX KO/
TEMaTUYEeCKUX HUCCIIeIOBaHu 3
YKA3AHUSA O BAAEJIE | He otpaxaercs
i A ITocne npoBeneHHs: KOHTPOJIS
BHEJIPEHUM
[MPUMEHAEMOCTbD AKTAN.00101-13
PA3OCIJIATH ®OCB Poccun, OO0 «KPUIITO-TTPO»
I[TPHUJIOXKEHHUE be3 npunoxkenus
H3M: COIAEPXAHHWE USMEHEHHMA
B pmokyment «KTAM.00101-13 30 01. Kpunrollpo CSP. KpunroAPM. ®opmynsp» u3 cocrapa
OKCIUTYaTallMOHHOM JOKYMEHTALMU BHECEHbI CIEAYIONINE N3MECHEHHUS.
Paznen «5 AmnnapatHo-nporpamMmHoe cpenctBo 3auurthl o HCJ/I» mepeumenoBan B «5 Momyinb
1 | moBepeHHOI 3arpy3Kkiy», ¥ IepBbIi ab3all 9TOr0 pasaena U3I0MkKeH B PeJaKIUH:

«H3nenne «Kpunrollpo CSP» Bepcus 5.0 R3 KCI1 (ucnonnenue 1-KpuntoAPM TOCT 3)
(OKTIH.00101-13) ykoMIJIEKTOBAaHO MOYJIEM JOBEPEHHOM 3arpy3KkH (CPEACTBOM 3alUThI HHPOPMALMH
OT HECAaHKLIMOHUPOBAHHOT'O TOCTYIIA).)»

B nokyment «KTAM.00101-13 95 01. Kpunrollpo CSP. KpuntoAPM. [lpaBuia mojib30BaHHA» W3
COCTaBa SKCIUTyaTallMOHHOW JOKYMEHTALIMN BHECEHbI CIIEAYIOIINE U3MEHEHMS.

B paznen «6 Tpebopanus no kpunrorpaduueckoi 3ammre» J00aBIeH MyHKT 7 C TEKCTOM CJIELYFOIIETO
coIep KaHusL:

«7) Ipu ucnonezopanru CK3U mnst 3ammtsl TLS-coenunenwii B posiu TLS-cepeepa o ynpasieHueM
OC Windows mocne ycTaHOBKM HEOOXOJMMO BBITIONHUTH CIIEAYIOIIHE [EWCTBHS IO HACTPOMKE
UCIIOJIb3YEMBIX KPUIITOrpapUUECKUX arOPUTMOB:

1. ITpoBepuTh, 4YTO OTK/IIOYEHO HCIOJIb30BAHHE YCTapeBLIMX KpHUNTOHaOOpoB (cipher suite-oB),
nocMoTpeB 160 B koHTposbHO# nanenu CK3U Kpunrollpo CSP (Bknanka «Hacrpoiiku TLS», cexuus
«Cepsep»), nubo 3HaueHHWe Kimouda tls_server disable legacy cipher suites B BeTke peectpa
HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]\Crypto Pro\Cryptography\CurrentVersion\

2 Parameters\ (qoymkHO 6bITh paBHO 1).

2. BoimonHuTh nepesarpy3ky KOMIbIOTEpa.

[Tpu ucnons3osanun CK3U s 3amurer TLS-coenunenuit 8 ponu TLS-cepBepa mox ynpasieHuem
OC Linux/Unix mnocjie yCTaHOBKM HEOOXOAWMO BBIMOJHUTH CIICAYIOIIHE NEHCTBHS IO HACTPOMKE
UCIIOJIb3YEMBIX KPUNITOTpaguIECKUX alrOpUTMOB:

1. OTKJIIOYUTH HKCIOJIB30BAaHUE YCTApPEBIUMX KPUNTOHAOOPOB, YCTAHOBHMB 3HAYEHHE ITapaMeTpa
tls_server_disable legacy cipher_ suites paBHbIM 1 KOMaHIOM
./cpconfig -ini '\config\Parameters' -add long tls_server_disable_legacy_cipher_suites 1

2. BeInonHuTh nepesarpysKky cepBrca cprocsp KOMaHaoi
systemctl restart cprocsp
»
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