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AHHOTauuA
HacToAllee pyKOBOACTBO COAEPKMUT MHCTPYKLUIO No ncnonbsosaHuto CK3U Kpuntollpo CSP Bepcus
5.0 R3 KC1 ucnonHenue 1-KpuntoAPM IOCT 3 (manee no tekcty — KpuntoAPM IOCT 3).

NHCTpYKUMN agMUHUCTPaTOpa 6€30MNacHOCTU M NOJIb30BaTENS PA3/IMYHbIX aBTOMAaTU3MPOBAHHbIX
cuctem, ncnonbyowmx CK3U, gomkHbl pa3pabaTbiBaThCs € y4eToM TPeboBaHMI HACTOALLLErO AOKYMEHTA.

HacTtpoika u mncnonbsoBaHme CK3U Kpuntollpo CSP Bepcusa 5.0 R3 KC1 (ucnonHeHne 1-Base),
BXOAAWErO B KOMMAEKT MOCTaBKWU, [OO/KHA OCYLLECTBAATLCA B COOTBETCTBUWM C TpeboBaHMAMMU U
peKoMeHAaUMAMM SKCNyaTaLMOHHOM AoKymeHTaumm Ha CK3U (AKTAKW.00101-03).

1. O npoaykre

KpnntoAPM TOCT 3— 31O npuaoxeHue ¢ rpadpuyeckum nosib30BaTeIbCKUM MHTepdencom ans
BbINO/IHEHUA OMepauui NO CO3LAHUID M NMPOBEPKE 3NEKTPOHHOM noanucu ¢amnos, WKPpPoOBaAHUA U
pacwndpoBaHma, ynpasaeHns cepTudMKaTaMm, pasmeL,eHHbIX B XPaHUIMLWAX KpUNTonposanaepa.

MpunoxkeHne KpuntoAPM TOCT 3 npeacrtasneHo nop nnatoopmy Android. PeannsosaHa
noagep’Kka  POCCUMMCKMX  KpUMTOrpaduuyeckMx  CTaHO4APTOB  MOCPeACTBOM  MCMO/b30BaHUA
KpuntonpoBaiaepa Kpuntolpo CSP.

B npunoxkeHnn nopaepkumBaeTca paboTa C KAKOYEBbIMU HOCUTENAMM 4Yepe3 KpunTonposanaep
Kpuntollpo CSP.

1.1. ®DYHKLUUOHANBbHOCTb BEpCUMn

MpuNoXKeHMe TeKyLLEel BEPCUM PACCUMTAHO HA BbINOJIHEHME ONepaLmii:

Onepauusa

dNeKTPOHHaA NoANUCH 3NEKTPOHHAA MOANWUCbL NPOU3BO/bHbLIX aloB pasmepom
0o 10 M6 Ha nopaep)kuBaembix nnaThopmax; pasmep
daiina He MoxeT OblITb 6bonblwe, 4Yem cBoHOAHAnA
onepaTMBHaA NamATb

NnpoBepKa 371eKTPOHHON nognucu ¢annos pasmepom go 10
M6 Ha nogpeprkmBaemMblx nnatpopmax; pasmep ¢anna He
MOKeT bbITb 60nbLIe, YemM cBOBOAHAA onepaTUBHAA NAMATb

co3paHue npuUcoeaMHEHHOM n oTCOeANHEHHOM
3NEeKTPOHHOM noAnucK

co3gaHne nognmncn Co WTamnom BpemMeHu Ha noanncb u
nognuvcobiBaemble aHHblE

Co3gaHune yCOBepLIJeHCTBOBaHHOIZ nognucu

[obaBneHne 3N1eKTpoHHOW nognucu (yHKUMA conoanmucim)

Wn¢posaHue/ wudposaHue n pacwmndpposaHme ¢ainos pasmepom go 10
M6 Ha nogpeprkmBaemMblx nnatpopmax; pasmep ¢anna He

pacwudpposaHue
MOXKeT bbITb bonblle, Yem cBOOOAHAs onepaTUBHaA NamATb
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wndposaHue no ctaHaapty PKCS#7/CMS

YnpasneHue oTobparkeHne cepTUOUKATOB UM MPUBA3AHHBIX K HUM
ceptudpukatamu M | 3aKpbITbIX  KAKOYEW  OTHOCUTE/NIbHO  XpPaHuUAuW, AnA
KAK4Yamm noAAeprKMBaAeMbIX KPMNTONPOBANAEPOB

NPoOBepKa KOPPEKTHOCTM BblIbpaHHOro ceptudmKkata ¢
NOCTPOEHMEM LLEMOYKM A0BEpPUA

XPaHeHME 3aKpbITbIX KAtouel Ha Hocutenax PytokeH (AO
«AKTUB-CODTY) npwu yC/0BUN MCNOo/Ib30BaHMA
Kpuntonposangepa Kpuntolpo CSP

CO34aHne 3anpocoB Ha CepTMd)MKaT

MMNOPT CepTUPUKATOB C MPUBA3KOM K 3aKPbITOMY KoYy

aKCnopT cepTndmKaToB

yaaneHue cepTndukaTos

nmnopT ceptudmkatos Yyepes QR-koa

KoHTaKTbI CO3[aHMe KOHTAKTOB C cepTUdMKaTamMu U3 XpaHUAMLWa
NnyHble ceptuduKaTthbl M U3 daina

CO34aHNe KOHTAaKTOB Ha OCHOBEe AadHHbIX CepTVId)VIKaTOB

co3gaHune rpynn ¢ KOHTakKTamu

3KCNOPT/MMNOPT KOHTaKTOB B popmate vCard

co3gaHve MoW KOHTaKT, C MPUKPENNEHHbIMU IMYHBIMM
ceptudmKaTamm

Pa6ota c YKYpHaiom oTobpakeHue cnmMcka cobbITMIA NO YPOBHAM AeTanm3aumm
cobbiTnin 7]
yBeAOMIEHUAMMU

NPOCMOTP YBEAOMJIEHWUI O COBBLITUAX

Pabota ¢ daiinamm B | coxpaHeHMe Bcex pe3y/bTaToB onepauuin ¢ dannamu B

Katanore Apxus KaTanore Apxus
YnpasneHue CNUCKOM yrnpaB/iEHNE CMMUCKOM AOMEHHbIX UMEH CalTOB, C KOTOPbIX
AOBepeHHbIX CepBUCOB paspelueHa 06paboTKa 3aNpocoB NPUNOKEHNEM

1.2. MNoapepxnBaemblie KpUntTonposanaepbl

B npunoxeHunn ocyulectsaseTca noaaepKa kpuntonposaingepa Kpuntollpo CSP Bepcun 5.0 R3
KC1 (ncnonHeHne 1-Base).

1.3. NoapaepKusBaemble KAoUYeBble HOCUTENU

B npunoxeHun nopaepuBaetca pabota € KAOYEBbIMM  HOCUTENnsmuM  PyTokeH uyepes
Kpuntonposanaep Kpuntolpo CSP.
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1.4. JlnueH3ua Ha NporpaMmMHbIA NPOAYKT

Mpn nepBON yCTaHOBKE MPUNOXKEHUA aKTUBUpPYeTCcA AnueH3sna Ha Kpuntolpo CSP cpokom Ha 90
AHeln. Ons paboTbl ¢ npunoxkeHmem KpuntoAPM FOCT 3 Heobxoguma AnuUeH3uA (BpeMeHHasn, rogosasn
nnmn 6eccpoyHas).

BpemeHHaa nuueH3ns Ans 3HAKOMCTBA C MPOAYKTOM BblAAETcA nosb3oBatento Ha 30 aHen
OAHOKpPATHO, Mo 3anpocy Ha canTe: https://cryptoarm.ru/cryptoarm-gost3/.

Mocne ncrtevyeHMAa 03HAKOMUTENIbHOTO Nepuoaa A1Aa NONHODYHKLMOHANbHON PaboTbl MPUNOKEHUA
TpebyeTtca npuobpeTeHne n ycTaHOBKA rogoBoOMN nan 6eccpoyHOn NnLEH3NK. be3 ycTaHOBKM INLEH3NK
onepauum noanucu, pacwndpoBaHUA BbINONHATLCA He ByayT.

Onsa npnobpeTeHnAa NNUEH3NIN HA NporpamMmMHbIn NpoaykT KpnuntoAPM FTOCT 3 n Kpuntollpo CSP
MOKHO 06paTUTLCA B YNONTHOMOYEHHYH OpraHM3aumio.

1.5. YcraHoBKa npunoxeHua KpuntoAPM FOCT 3 Ha nnatdpopme Android

YcTaHOBKa 1 06HoBneHue npunoxeHuns KpuntoAPM IF'OCT 3 npoucxoauT yepes .apk dain, marasuH
npunoxeHuit Google Play, AppGallery, RuStore.

[nA ycTaHOBKM NpunoxKeHns yepes .apk ¢daiin Hy»KHo:

1. MepenaunTe Ha CTPAHULY C AUCTPUOYTUBOM NPUIOKEHUA

CKavavTe Ha MOBUAbHOE YCTPOMCTBO NPUIOXKEHME.

OTKpoiTe BCTPOEHHOE npunoxKeHne «Panbi» Ha MOBUABHOM YyCTpOCTBE
MepenguTe B «3arpyskmn»

HaxkKmuTe Ha CKauyaHHbI dpann

Bbibepute «YCTaHOBUTLY

Mocne ycTaHOBKM NpuaokKeHne 6yaeT AOCTYNHO B 06LLeM nepeyHe A0CTYMHbIX
NPUNOXKEHUA.

NouhkwnN

1.6. CuctemHble TpeboBaHuA

Ona npunosxkeHua cPopmyinMpoBaHbl MUHUMAJIbHbIE CUCTEMHbIE TPebOBaHMA K KOHUrypaLmuu
obopypnosaHusa nog nnatpopmy Android:

e OnepaumoHHas cuctema: Android 10, Android 11, Android 12, Android 13;
e OnepaTtmBHasa NamaATb: 476 u Bblwe;

e BctpoeHHaa namATtb: 3216 u Bblwe;

e [lnaroHanb sKkpaHa: 5.5" n Bbllue;

e [lopgpepxkKa 3G, 4G, LTE: pekomeHayem;

e PoTO-Kamepa: pekomeHayem, 8MIT u Bbile;

e Hanuuue ¢pyHkummn USB-host.
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2. Hauano paboTtbl c npuaoKeHunem

Pabota c npunoxkeHnem KpuntoAPM IFOCT 3 HauMHaeTcs ¢ BKNaaKu JJOKYMEHTbI.
Yepe3 oCHOBHOE MEHI0 NPUIOXKEHUA OCYLLLEeCTBAAETCA NEPexos B pasaensbl:

e O NPUNOKEHUN — COAEPKUT CBEAEHMNA O NLEH3MAX U UX NpaBoobiagaTensax, pykoBoACTBO
noab3oBaTenNA, MO KAWKY Ha KOTOpPOe OTKPbIBAETCA CAaMT C AOKYMEHTAUMeMn, U HACTpoiKa
keyAgreement (CornacosaHue Katoden).

L4 )KypHan onepau,uﬁ - CoOAepXKUT CBeAEHNA O BCEX ONeEPALUNAX B MPUNITOKEHUMN.

e [IOKyMeHTbl — OCYLLECTBAAETCA Nepexo[ K mactepam onepauuii u paboTta C apXMBHbIMU
KONMUAMM OOKYMEHTOB.

e KOHTaKTbl — wucnonb3yetcs ANA BeAEeHMSA CMMCKA KOHTAKTOB, B aApec KOTOPbIX MMeeTcA
BO3MOKHOCTb LWINDPOBATb AOKYMEHTbI.

e CepTudUKaTbl — MCNONb3YETCA ANA YNPaBAeHUA cepTUPUKaTaMu.
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3. JOKyMEeHTbI

Pabota ¢ npunoxxeHnem KpuntoAPM FOCT 3HaumHaeTca ¢ pa3gena [JoKyMeHTbl.

B BepxHei naHenu pacnonorkeHbl KHoMka MeHto, Ha3BaHue pasgesna, GyHKLUUS NOUCKA U UKOHKa
OnoseleHunid.

Bnok OenctBns cocTouT n3 4 BUAKETOB M NpeaHasHayeH ana gobasneHns AOKYMEHTOB B Apxus,
co34aHuA Npoduna, HACTPONKM M yNpaBAeHUA NapameTpamum onepaunii (nognuce, wWndposaHue, BbIbop
cepTuduKaToB 1 T. 4.) n nepexoaa B mactepa Moanucb n wudpposaHue, NMposepKa u pacwmdppoBaHue.

Huxke pasmelwéH 610K ApxuB. 3aecb NpeacTaBieH CNMUCOK AOKYMEHTOB, KOTOPbIe MO/b30BaTE/Nb
CoXpaHaeT npu noanucaHun/wndpoBaHnn/apxmsmposaHnn ¢annos. [aa  3TOro  aBTOMATOM
aKkTuBMpoBaHa ¢yHKumA Co3aatb Konuu $paiinos B ApXuB. ECNM OTKAOUMTL TOMN pesynbTaTbl onepauun
He ByayT AOCTYNHbI NOCAE 3aKPbITUA NPUNOXKEHMUA. TakKe B 610K APXMB N0/b30BaTe/lb MOXKET A06aBUTb
dalinbl € yCTpOMCTBA, HaKaB Ha BuAKeT [l06aBUTb LLOKYMEHT.

3.1. Co3paHue npoduna nognucu

Ona nognucanuna n wunedposaHua ¢ainnos Heobxoammo cosgaTb NnpodPpuab nognmcu.

Mpodunb noanmucn — WabAOH HACTPOEK ANA BbIMNOJIHEHUA OMepaLui NoannucK, apxXmeBmMpoBaHUA 1
WndpOoBaHUA AN1A pa3HbIX cuTyauuit. Ina obmeHa AOKYMEHTaMKU C ByXranTepom Bbl MOMKETE YCTaHOBUTD
N UCNOJIb30BaTb OAMH NPOPU/Ib, C NAapTHEPAMMN — BTOPOM, C KIMEHTAMWN — TPETUN.

3.1.1. Kak co3gatb npodunab nognucu

=

BbibpaTh B MeHI0 pa3aen loKyMeHTbI.

2. HakaTb Ha Buaxet Co3patb npodunb. OTKpoeTcs BKNaaka Hosblit npodunb.

w

BBecT Ha3BaHMe npoduna U HaxkaTb Ha MON3YHKM Heobxoammbix onepauuit (Moanucs,
ApxunsuposaHue, LLindposaHme). HUKe OTKPOKOTCS HAaCTPOMKKN ANA KaXKA0ro BMAa onepaLnii.

4. Hakatb Ha KHONKy COXpPaHUTb B NPaBOM BEPXHEM Yray.
3.1.2. OnucaHue noneit npopuna

¢ HassaHue npoduna — Ha3BaHue Npoduns NnoanucKn ana yaobcerea noncka.

e OnepauuMmM — MOAMMUCb, apXMBMPOBaHME, WWUPPOBaHWE, APYrMMKU CAOBaMW, Onepauum,
KOTOpble HYXHO BblbpaTh.

B 3aBMCMMOCTM OT BbIBpPaHHbIX MapamMeTPOoB CTaHYT A0CTYMHbI A40MNO/JIHUTENbHbIE NOAA:
e Onepauyua Mognucb, 4OCTyMNHbIE NOAA:

- CoxpaHeHue pe3yNbTaTOB Ha YCTPOMCTBE — MO3BO/NAET CO34aTb Konuu ¢aiinos B 610Ke
Apxus.

- Ceptudukar nognucu — anA Bblbopa AOCTYNHbI IMYHbIE CePTUPUKATbI C NPUBA3KON K
3aKpbITOMY KHOYY.

- Cranpapt nognucu — CAdES-BES anqa co3paHus knaccudeckon nognucu nam CAJES-X Long

Type 1 n CAdES-T — a5 ycoBeplueHcTBoBaHHOM noanucu. MNpu Bbibope ctaHaapTa CAJES-
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X Long Type 1 u CAdES-T TpebyeTcsa 3anonHuTb none Cnyxba wramnos Bpemenu (TSP). Ona
ctaHgapTa noanucu CAdES-T nonsyHok Ha LUtamn BpemeHM Ha NoAgNUCb aKTMBMPOBaH
asTomaTom. lMpwn Bbibope cTtaHgapta nognucn CAJES-X Long Type 1 nonsyHok LWtamn
BPeMeHM Ha NOANUCb TaKXKe aKTUBMPOBAH aBTOMaToM, nosie MapameTpbl cayXx6bi online
cratycos (OCSP) 3anosiHAeTCcA No HEOH6XOAMMOCTH.

KoaupoBKa nognucu — coxpaHeHMe Noanucm B 04HON U3 AByX KoauMpoBok BASE64 nan
DER.

dopmar daiina noanucu — BbIGOp pacliMpeHus Ans NoAnUcbIBAEMbIX AOKYMEHTOB B
dopmarax .sig, .p7s, .sgn, .sign, .bin.

DeiicTBUA Npmn conognuck - npeaHasHavyeH gNsa COXPaHEHMA CONOAMNUCU B UCXO4HbIM danin
b0 B KONuio ncxoaHoro dainna.

LlUtamn BpemeHU Ha NOANUCb — MNpeAHasHayeH ANA CO34aHMA MOAMNUCU CO LUTaMMOM
BpeMeHn Ha noanucb. Mpu BKAOYEHUM onuuu TpebyeTca 3anosHUTbL none MapameTpsbl
cnyb6bl wtamnos BpemeHu (TSP), BBeaA aapec.

LWtamn BpemeHM Ha AaHHble — npeaHa3HayYeH A/1A CO34aHMA MOAMWUCK CO LITAMMNOM
BPEeMeHM Ha AaHHble. [Mpu BKAOYEHUM onunmn TpebyeTcs 3anonHUTb none Cny»kba wramnos
BpemeHu (TSP).

MapameTtpbl cnyx6bl wWTamnoB BpemeHun (TSP) — agpec cnyKbbl WTaMMNOB BPEMEHM,
KOTOPbI MOMHO Yy3HaTb Yy NOCTaBWMKa ycnyr. Hanpumep, ycnayru cnykbbl WTamnos
BPEMEHM MOTYT NPeAOoCTaBAATb YA0CTOBEPAIOLWME LEHTPbI.

NapameTpbl cny6bl oHNaH cratycoB (OCSP) — apgpec cnyx6bl OCSP. Mone
oTobparkaeTca, ecnm BbibpaH ctaHaapT nognucn CAJES-X Long Type 1 u nonsyHok Wrtamn
BPeMeHM Ha noanucb. [JaHHoe nosie He 06A3aTeNbHO ANA 3anNO/IHEHMA, Yalle agpec
nponucaH B Camom cepTudurKaTe, KOTOPbIM CO34aeTCA NOAMUCH.

Onepauua ApXxuBupoBaHuUe, LOCTyNHAsA HACTPOMKa:

CoxpaHeHue pe3yNbTaToOB HA YCTPOMCTBE — MO3BOJIAET CO34aTb Konuu darinos B 61oke
Apxus.

Onepauus LUndposBaHue, 4OCTyNHbIE NONA:

CoxpaHeHu1e pe3yNbTaToOB Ha YCTPOICTBE — NO3BO/SAET CO34aTb KONMK Gpaiinos BO BKIAAKE
Apxwus.

MNone Monyuyatenu — pns Bbi6Opa AOCTYMHbI KOHTaKTbl, Y KOTOPbIX €CTb MpMBA3KA K
cepTudUKaTy, 1 Mol KOHTAKT, K KOTOPOMY MPUBA3aHbl IMYHbIEe cepTUdUKaTbI

Anroputm wudposaHua — dann wudpyetca no ogHomy 13 anroputmos: FOCT 28147-89,
FOCT P 34.12-2015 Marma, FTOCT P 34.12-2015 Ky3Heuuk.

KopupoBsKa ¢painnos — coxpaHeHue 3awmdpoBaHHOro dpanna B 04HOM U3 ABYX KOAUPOBOK
BASE64 nnu DER.
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Mpumeuanue. [na nognucu QOKYMEHTOB co wTamnamu BpemeHn Ha OC Android Heobxoanmo
YCTaHOBUTb B TNPWU/IOKEHME KOPHEBOM W NpPOMENKYToYHble cepTudukaTel YL n  nepesarpysutb

NPUOXKEHME.

3.2. PepaKktuposaHue npoduna nognucu

3.2.1.

4.

PepaktuposaHue npoduna nognucu us cnucka npoduneii nognucm

B 6n10Kke Mpodunn HaxaTtb Ha Bee.
HaaTb Ha PeaakTMpoBaTb y HY>KHOro npoduns.
MN3MEHUTb Hy}KHble NapameTpbl.

HaaTb Ha HacTpoiiku npodpuna (BepHyTbCA Ha NpeablAyLLyo BKAAAKY).

3.3. YpaneHue npodpuna nognmucu

3.3.1.

3.3.2.

Yaanenue npopuna nognmucu us cnucka npoduneit nognucu

B 6n10ke Mpodunn HaxaTtb Ha Bee.

Ha)KaTb Ha KHOMKY YAanuTb y Hy}XHOro npopuns.

X

YpaneHue I'IpOCbMI'Iﬂ noanucu B raBHOM OKHe pasaena AOKyMeHTbI

B 610Ke Mpoduamn HaxKaTb Ha KHOMNKY YAaAUTb y HYyXXKHOro npoduns.

3.4. NMoanucaHune JOKYMEHTa

YT06bl NOANUCHIBAaTL AOKYMEHTbl 3/IEKTPOHHOW MOAMMUCBIO, HYMKHO YCTaHOBUTb B JIMYHOE
XpaHunAuwe cepTMdmKaT c NPUBA3AHHBIM K HEMY 3aKPbITbIM KHOYOM.

MoanucaTtb AOKYMEHTbI Bbl MOXKeTe B macTepe Mognucu u wudpoBaHua B paszene JOKYMEHTHI.

Bbl MoXKeTe nognucatb AOKYMEHTbI, BblopaB dalinbl U3 BKNagKn ApxuB unu Bbibpas npodunb
noanucu B 6noke Mpodunmn nognucu.

3.4.1.

Kak nognucaTb AOKYMEHT, UCMOJIb3yA Npoduab nognucu

CospaTtb I'IpOd)VIJ'Ib noanucu, B KOTOPOM 3aaHbl HYXKHble HaCTpOl\;IKVI noanucu.

OTKpbITb pasgen [OKyMeHTbl — Hy)XHbI npodunb noanucu. Mpu Bbibope npoduna B
MacTepe aBTOMATUYECKMU 3anonHAITCA HacTpoiiku onepauun, coxpaHeHne pesynbTaToB
Ha YCTpOWMCTBE.

Bbi6paTb cepTUPUKAT U3 CNIUCKA INYHBIX CEPTUDUKATOB.

[o6aBUTb AOKYMEHTbI.
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3.4.2.

3.4.3.

Ha»kaTb KHOMNKY BbINOAHUTD.

Haxmute MoarseprKparo ONA NOATBEPMKAEHUA O3HAKOMIEHUA C AOKYMEHTOM nepes
noanucaHuem.

BeecTn naponb M HaxkaTb Ha OK.
Kak nognucatb AOKyMeHT, ucnonb3ya macrep Moanucb 1 wnpposaHue

HakaTb Ha uKoHKy Moanucb n wudpposaHue.
HaxkaTb Ha Moanucb B HacTpoiKax npoduna.

HacTpouTb Hy)KHble MapameTpbl (onepauuu, COXpaHeHUe pe3ynbTaToB Ha YCTPOMCTBE,
napameTpbl NOANUCK).

BepHyTbCA Ha NpeablAyLLMA SKPAH, HaXKaB HA CTPE/IKY BNEBO B JIEBOM BEPXHEM YTy PALOM
¢ Hactpoikamu npoduns.

BoibpaTtb cepTudmKaTt. OTKPOETCA CMUCOK NIMYHbIX CepTUPMKATOB. BblbpaTb HYXKHbIA U
HaaTb Ha KHOMNKy Bbl6paTb.

[06aBUTb JOKYMEHTbI.
HaaTb KHOMKY BbInONHUTD.

Haxxmute MopgrBeprkaal A4 NOATBEPKAEHMA O3HAKOMIEHUS C AOKYMEHTOM nepen,
NoAnNucaHneMm.

BeecTn naponb u Haxkatb Ha OK.
Kak nognucatb AOKYMEHT C NOMOLLbIO KOHTEKCTHOrO MEHIO

OTKpbITb pasgen JOKyMeHTbI.
[
v ]
BbI3BaTb KOHTEKCTHOE MEHIO Y HY}HOro daina B 610ke ApxuB. =

BbibpaTb OTKpbITb B... — Moanucb 1 wudpposaHme.

HacTpouTb Hy)KHble MapameTpbl (onepaumn, COXpaHEeHWe pes3y/ibTaToB Ha YCTPOMCTBE,
napameTpbl NOANUCK).

BepHyTbcA Ha NpeablayLLMiA 3KPaH, HaXKaB Ha CTPEsIKY BIEBO B /IEBOM BEPXHEM YTy PALOM
¢ Hactpoitkamu npoduns.

Bbi6patb cepTuduKaTt. OTKPOETCA CMUCOK NIMYHBIX CEPTUPMKATOB. BbibpaTb HYKHbIMA U
HayKaTb Ha KHOMKY Bbi6paThb.

Ha)kaTb KHONKY BbINOJAHUTD

Haxmute MoarseprKparo ONA NOATBEPMKAEHUA O3HAKOMIEHUA C AOKYMEHTOM nepej,
noAnucaHuem..

BBecT naponb M HaxkaTb Ha Ok.
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3.4.4.

Kak co3aartb nognucb co wrtamnom spemenu (TSP)

Cnyxkba WTaMnoB BPEMEHU UCNONb3YETCA AN NPOCTAaHOBKM LUTAMMNOB BPEMEHU Ha AOKYMEHTbI.
[aHHble, 3alMUEHHbIE 3N1EeKTPOHHOM nognucbto Cay:KObl, coaepaT HageKHyt MHbopmauuio O
BPEMEHW CYLLECTBOBAHMA 3/IEKTPOHHOTO AOKyMeHTa. LLTtamnbl BpemMeHU MUCMoMb3yoTca AN NPUBA3KMK
daKTa CcyLLeCcTBOBaHMA KaKUX-TMBO AaHHbIX KO BPEMEHMN.

1.

2.

10.

3.4.5.

OTKpbITb pa3gen [OKYMeHTbl.

Cosgatb npoduab nognucu UM OTKPbITb Mactep Mognucb M wudposBaHue. YKaszaTtb
cnepytolme napameTpbl NOANUCH:

ctaHgapT — CAdES-X Long Type 1 nnn CAdES-T, BuAa, KogMPOBKY, COXpaHEHME pe3yibTaToB
B ApXuB,;

onuusa LLITamn BpemeHM Ha NoANUCh BKAOYEHa aBTOMAaTOM;
BKNOYUTL onuuio LLTamn BpemeHu Ha noanucbiBaemble AaHHbIE He/b3s;

3anonHUTb B none Cnyxxba wrtamnos BpemeHn (TSP) agpec cnybbl, KOTOPbIA MOXHO
y3HaTb Yy MOCTaBLWMKa ycnyrn. Hanpumep, ycayru cay»Kbbl LWITamMnoB BPEMEHW MOTyT
npeaocTaBAATb yAocToBepstowme LEHTPbI. dopmart agapeca:
<npoTtokon>://<cepsep>[:nopT][/nyTb]. B KauecTBe NPOTOKO/Ia MOKET bbITb yKasaH "http"
n "https".

[06aBUTb LOKYMEHTDI.
HakaTb Ha KHOMKY BbINONHUTD.

Haxxkmute I'Iop,'rBep)Kp,alo Aana noatrBepxaAeHnA O3HaKOMAIEHUA C OOKYMEHTOM TMepen
noannucaHmnem.

BeecTn naponb U Haxkatb Ha OK.

Kak cospatb ycoBepLleHCTBOBaHHYIO NoANMUCb

YcoBeplIeHCTBOBaHHAA KBanMOUUMPOBAHHAA 3/1EKTPOHHAsA MOAMWUCb MOMOXET J0Ka3aTb
IOPUAMYECKYIO 3HAYMMOCTb IOKYMEHTa B CMOPHbIX CUTyauuax. Hanpumep, Korga NnomMMmMo aBTOPCTBA U
LLeIOCTHOCTU AOKYMeHTa (KoTopble aaeT 0bblyHaa KIMM) HeobxoaAMmMo NoATBEPANTb, YTO cepTUDMKAT Bbin
AEeNCTBUTENEH B MOMEHT NoANMCaHNUA AOKYMEHTA.

1.

dopmaT ycoBepLIEHCTBOBAHHOW MOANUCK NpeayCMaTPUBAET BKIKOYEHNE B 3/IEKTPOHHYO
noanuce MHGopmaummM o BpeMeHu co3gaHua noanucku (TSP) u o ctaTyce cepTudmkara
aneKkTpoHHol noanucu (OCSP) B MOMEHT noanmncaHums.

OTKpbITb pa3aen [,OKYMeHTbl.

Co3gaTtb nNpoduab nognucu uMnum OTKpbITb mactep Mognucn u wundpoBaHua. YKasaTb
cneayrouime napameTpbl NOAMNUCK:

ctaHaapT — CAdES-X Long Type 1 unn CAdJES-T, BuA, KOAMPOBKY, COXpaHeHWEe pe3y/ibTaToB
B ApXus;

onuna Wtamn BpeémMmeHUu Ha NnoAnNUnUCb BK/IKOYEHA, OTKNIIOYUTb HENb3A;
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7.

BK/IIOUMTb onuuio LitTamn BpemeHu Ha noanucbiBaemble AaHHblIe HeNb3A;

3anonHMTbL B nosie Cnyxba wramnoB BpemeHn (TSP) agpec cny»bbl, KOTOPbIA MOMXHO
y3HaTb y MOCTaBLMKa ycayrn. Hanpumep, ycayru cay»Kbbl WTamnos BpemeHW MoryT
npesocTaBATb yAocToBepstoume LEeHTpbI. dopmart agpeca:
<npoTtokon>://<cepsep>[:nopT][/nyTb]. B KauecTBe NPOTOKONA MOKET bbITb YKa3aH "http"
n "https";

ansa ctaHgapta nognucn CAdES-X Long Type 1 3anonHuTtb B nosie Cayxba oHNaliH cTaTycoB
(OCSP) agpec cny»6bl OCSP. Yalue Bcero aapec nponuncaH B Camom cepTuduKaTte, KOToOpbiM
CO34a€éTcA Nnoanuchb.

[06aBUTb LOKYMEHTbI.
HaaTb Ha KHOMNKY BbINOAHUTB.

Haxkmute nOATBep)KAaIO ana noarsepXageHnA O3HaKOMIEHUA C AOKYMEHTOM nepes
noanmMcaHnem.

BeecTn naponb u Ha*katb Ha OK.

3.4.6. Pe3ynbTtart BbINO/IHEHUA onepaLun

B oKkHe pe3ynbTaToB onepaumin mactepa Moanucu u wudposBaHua byayT nognucaHHble dpainbl.
]

|_|pl/1 HaXXaT Ha KOHTEKCTHOEe MEeHI0 MOXKHO: :

L4 OTKprTb - OTKPOETCA OKHO C MHd)OpN\aLI,VIGH o nognncn m 06 MCXOAHOM AOKYMEHTE,;

¢ MoKa3aTb cBOMCTBA — OTKPOETCA OKHO C MWHpopmauuen o [OKymeHTe (nosiHoe

HanmMmeHOBaHWME OOKYMEHTa, TUN, padmep, 4aTy Co34aHNA U 0aTy USMEHEHUA AOKyMeHTa),'

e MMoAennUTbCA Yepes MecCeHOKep, NEKTPOHHYIO MoYTy, coumanbHble cetu, Bluetooth nau

COXpPaHNTb B 061'IaKO, d TAKXe KOMNMpPoBaTb Ha yCTpOVICTBO,’

e Mpodunu: MNoanucb u wudposaHue, MpoBepka M pacwmppoBaHUe - [OKYMEHT

3arpyrkaeTca B yKasaHHbIN npodub.

3.5. WndposaHme AOKYymeHTa

WndpoBaHne AOKYMEHTOB AOCTYMHO B a4pPEC KOHTAKTOB M/IM TPyNMn KOHTAaKTOB C NPMBA3AHHbIMM
ceptTudmKatamm wndposaHmsa.

3awundpoBaTb AOKYMEHTbl Bbl MoOXXeTe B MacTepe Mognucu u wupposaHua B pasgene
JokymeHTbl. 106aBUTb AOKYMEHTbI B MacTep MOKHO, Bbibpas dalinibl U3 610Ka ApXuUB, 3arpy3mBe ¢ainbl c
ycTponcTea, nmbo aobasutb dpaiinbl B npunoxkeHne KpuntoAPM F'OCT 13 gpyroro npuioKeHnsa no KHomnke

Mopenutbea.

3.5.1. Kak 3awudpoBatb AOKYMEHT, UCNONb3YA NPpOoduab NoaNUCcH

1.Co3aatb npodmab NOANNCHK C 3aAaHHBIMU HACTPONKaMM Ana WndpoBaHmA.

e BBecTM Ha3BaHMe HOBOro Npodpuns.

® V3ameHuTb onepauumio MNognuce Ha onepauuto LindposaHme.
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® HacTpouTb HyXHble napameTpbl (CoOXxpaHeHWe pe3ynbTaToB Ha YCTPOMCTBO,
anropuTm WndpoBaHMA U KOAUPOBKA dainnos)

® BbibpaTb KOHTakTbl B none Monyyatenn. Ona Bbibopa [OCTYNHblI KOHTAKTbl C
NPUBA3aHHbIMKU cepTUdUKATAMM U TPYNMbl, cogepKalme OAUH WUAM HECKObKO
TAKMX KOHTAKTOB, a TaK»Ke Mo KOHTaKT.

e |lUndposaHue byaet npomsBeaeHO B agpec cepTuduKaTa KOHTaKTa, BbIBpaHHOro no
ymon4yaHmo. [ns nameHeHua ceptuduKkata WMPPOBAHUA HAXKMUTE HA KOHTAKT B
none MNonyyatenm n B KOHTEKCTHOM MeHI0 BbibepuTe BoibpaTb ceptudukar.

2.0TKpbITb pasgen [OKYMeHTbl — HY)HbI npodunb noanucu. Mpu Bbibope npoduna B
MacTepe aBTOMaTU4YeCKM 3anonHaTca HacTpoiku onepaumii, coxpaHeHne pe3ynbTaToB Ha
yCTpOWMCTBE.

3.106aBUTb AOKYMEHTbI.

4.HaaTb KHOMKY BbINOAHUTD.
3.5.2. Kak 3awundpoBatb AOKYMEHT, Ucnoib3ya macrep Moanucb n wudpposaHume

1.HaxaTb Ha BuaKeT Moanucb u wndpposBaHue.
2.Mepentn B HacTpoiiku npodpuna.
® /3meHuTb onepaumio NMognucb Ha onepauuio LndposaHue.

e HacTpouTb HyXHble NapaMeTpbl (COXpaHeHWe Pe3yabTaToOB Ha YCTPOMCTBE, aITOPUTM
WwrdpoBaHUA M KOAUPOBKA $GaltnoB) N BEPHYTbCA Ha NpeablayLiniA SKpaH.

3.BblbpaTb KOHTaKTbl B nosie Nonyyatenn. [ina Bbibopa AOCTYMNHbI KOHTaKTbl C MPUBA3AHHbIMMU
cepTuduKaTaMmmn 1 rpynnbl, COAEPKaLLME OAUH WU HECKONbKO TaKMX KOHTAKTOB, a TaKKe
Mol KOHTaKT.

4.lUndpoBaHne byaet npousBedeHO B agpec cepTMdPUKaTa KOHTaKTa, BblOpaHHOroO Mo
ymonyaHuto. [nAa MameHeHuAa cepTUdMKaTa WNPPOBAHUA HAXKMUTE Ha KOHTAKT B Mnose
MonyyaTenu n B KOHTEKCTHOM MeH!0 BbibepuTe BolbpaTb cepTuduKaTobl.

5.[106aBUTb AOKYMEHTbI.

6. HaxaTb KHOMKY BbINONAHUTD.
3.5.3. KakK 3awmndpoBatb JOKYMEHT C NOMOLLbIO KOHTEKCTHOrO MEHI0

1. OTKpbITb pasgen JOKYyMeHTbI.
[
9 ]
2.BbI3BaTb KOHTEKCTHOE MEHIO Y HYXHOro daina B 610ke ApxuB. =

3.BbibpaTtb Moanucb 1 wudposaHue.
4.MepeiTtn B Hactpoiiku npoduna.
® M3meHunTb onepauumto Mognuce Ha onepauuto Lndpposarue.

® HacTpouTb Hy)XHble NapameTpbl (COXpaHeHWe pe3ynbTaToB Ha YCTPOMCTBE, aNfOPUTM
WMPpPOBaHUA N KOAUPOBKA $aiNoB) U BEPHYTbCS Ha NpeablayLiniA SKPaH.
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5.BbibpaTb KOHTaKTbl B none Monyyatenn. Ana Bbibopa AOCTYMHbI KOHTAKTbl C NPMBA3aHHbIMU
cepTudUKaTaMu 1 rpynnbl, COAEPKaLLME OAMH UM HECKONIbKO TaKMX KOHTAKTOB, a TakKe Mo
KOHTAaKT.

6.lLlnppoeaHne OyaeTr npomsBeaeHO B agpec cepTuduMKata KOHTaKTa, BblOpaHHOro no
yMON4YaHuo. [na m3MeHeHua cepTuduKata WKdPOBaHUA HaXKMMUTE Ha KOHTAKT B none
MonyyaTtenu n B KOHTEKCTHOM MeHto BbibepuTe BblibpaTb ceptuduKar.

7.HaxaTb KHONKY BbINOAHUTD.

8.BBecTn naponb U Haxkatb Ha OK.
3.5.4. Pe3ynbrart BbINONHEHUA ONepaLun

B okHe pe3ynbTaToB onepauunii mactepa NMognucu u wnudposBaHmua yayT 3awmndppoBaHHbIe anbl.
[

MpPW HaKaTUM Ha KOHTEKCTHOE MEHIO MOXKHO: s

e n3yunTb CBOMCTBA AOKYMEHTa (Ha3BaHWe AOKYMeEHTa, TWUM, pasmep, AaTa CO34aHuA, AaTta
N3MeHeHuA);

e o HaxaTuio Ha Mognucb n wndpposaHue/MposepKa u pacwmdpposaHme 3aWwndPOBaHHDIN
[LOKYMeHT fobasnseTca B BbIOpaHHbI macTep.

e MoAennUTbLCA Yepe3 MEeCCEeHAMKep, 3/MEKTPOHHYH MNoYTy, coumanbHbie cetu, Bluetooth man
CoXpaHuUTb B 06/1aK0, a TaKXKe KONMMpPoBaTb Ha YCTPOMCTBO.

3.6. ApxuBupoBaHMe AOKYMEHTA

ApxvMBMPOBaTb LOKYMEHTbI MOXHO B macTepe Mognucu u wndpoBaHUA Man co3aas Npodunb
NoOANMCK C onepaLmein ApxMBUpPOBaHHUeE.

3.6.1. Kak apxusupoBaTb AOKYMEHT yepe3 mactep Moanucb n wndpposaHue

1. OTKpbITb pasgen JOKYMeEHTbI.

2. HaaTb Ha MKOHKY macTepa Moanucb u wnudpposaHue.

3. Haxatb Ha Mognucb B Hactpoiikax npoduna.

4. BbibpaTb onepaunio ApXxuBmpoBaHue.

5. MNpu HeobxoammocTn aeaktuemnposatb Gpaar Co3paatb Konuu ¢paininos B Apxus.

6. BepHyTbCA Ha NpeAblAYLLINIM SKPAH, HAaXKaB Ha CTPE/IKY B/IEBO B IEBOM BEPXHEM YTy PALOM
¢ Hactpoiikamu npoduns.

7. [o6aBuUTb AOKYMEHTbI.

8. HakaTb Ha BbInONAHUTD.
3.6.2. Kak apxuBupoBaTb AOKYMEHT C NOMOLLbIO Nnpodpuna noanucu

1. OTKpbITb pasgen LOKyMeHTbI.

2. BbibpaTtb paHee co3aaHHbIN Npoduab nognuck ¢ onepaunein ApXxmsuposaHue.
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3. [06aBUTb AOKYMEHTbI.

4. HakaTb Ha BbInONAHUTD.
3.6.3. Pe3ynbTtart BbINO/IHEHUA OoNepaLun

B okHe pesynbTaToB onepauuii mactepa Mognucn u wudposaHua 6yayT 3aapXMBUPOBaAHHbIE
.

daiinbl. MpW HaXKaTUM Ha KOHTEKCTHOE MEHIO MOXHO: &

¢ MokasaTb cBoOWCTBA — OTKPOETCA OKHO C WHpopMauMeirt O [OKymeHTe (nosiHoe
HaMMeHOBaHWE AOKYMEHTA, TUM, pasmep, AaTy CO34aHUA U AaTy U3MEHEHUA AOKYMEHTA);

e MoAennuTbCA Yepes MecCeHOKep, 3NEKTPOHHYIO MoYTy, coumanbHble cetu, Bluetooth naun
COXpaHUTb B 06/1aK0, a TaKXKe KONMMPOBaTb Ha YCTPOMCTBO;

e Mpodunu: Nognuco m wudposBaHue, [poBepKa u pacwmndpoBaHue - [AOKYMEHT
3arpyrKaeTcsa B yKasaHHbIN Npodub.

3.7. MpoBepKa noanucu AO0KYMeHTa

[na NnpoBepKM Nognucy A0CTaTOYHO BblAeNUTb Gaiin paclmpeHmem .sig, .p7s, .sgn, .sign nau .bin,
KOTOPbI COAEPHKUT INEKTPOHHYIO NOANUCH. HUKAKMX LOMNONHUTENbHBIX HACTPOEK NPY NPOBEPKe Nognucu
NPOU3BOAMUTL HE HYXKHO.

1. OTKpbITb pasgen JOKYMeHTbI.

2.BbibpaTtb mactep MpoBepKa u pacwmndpoBaHue.

3.06aBNTb AOKYMEHT.

4.Pe3ynbTaTbl NPOBEPKU OyayT Ha aKpaHe (Mognucb noaTBepKaeHa unv OwnbKa).

Haanvcb OwmnbKa 03HayaeT, YTo NOANUCH HE NOATBEPKAEHA.
3.7.1. Pe3synbtaTt onepauuu

B oKHe pe3ysibTaToB Oonepawumii mactepa NposepKu u pacumndposaHua byayT 3arpyKeHHble Gannbi.
]
MPW HaXaTUM Ha KOHTEKCTHOE MEHIO MOXKHO: &
e OTKpbITb - OTKPOETCA OKHO C MHPOPMaLMen 0 MOAMNUCU U UCXOAHOM AOKYMEHTE;

e MoKa3aTb cBOMCTBA — OTKPOETCA OKHO C WHpopmauuent O [AOKyMeHTe (nosiHoe
HaMMeHOBaHWe AOKYMEHTA, TUM, pa3mep, AaTy CO3A4aHUA U AaTy U3MEHEHUA AOKYMEHTa);

e MoaennuTbCA Yepes MecCeHOKep, NEKTPOHHYIO MoYTy, coumanbHble ceTu, Bluetooth naun
COXpaHWTb B 061aK0, @ TaKKe KONMPOBaTb Ha YCTPOWUCTBO;

e Mpopunn: Noanucb u wudpposaHme, [poBepka U pacwmuppoBaHue - [OKYMEHT
3arpyrkaeTca B yKasaHHbIN Npodub.

3.8. PacwmndpoBaHme AOKyMeHTa

Ons pacwndpoBaHMa y Bac B XxpaHunuwe JIMYHbIX cepTUOUKATOB [0NMKEH ObiTb cepTUdMKAT C
NPUBA3aHHbIM K HEMY 3aKPbITbIM KAHO4YOM, KOTOPbIN Bbln BbIOpPaH B KayecTBe cepTUdmMKaTa nonyyatens
npu WnppoBaHUN.
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[na paclwmndpoBaHUA HYKHO BbIOpaTh 3awmndpoBaHHble aibl C pacluMpeHnEM .enc.
1.O07KpbITb pasgen [LOKymeHTbl.
2.BbibpaTtb mactep MpoBepKa n paclumpoBaHue.
3.006aBnTb AOKYMEHT. HauHéTcA onepayma pacwmdpoBaHus.
4.BBecTn Naponb 1 HaxkaTb OK.
Pe3ynbTaTbl NpoBepKM ByayT Ha aKpaHe (pacwmdpoBaHHbIN dpaiin nam OwnbKa).

OwwnbKa 03HaYaeT, YTO Ha YCTPOMCTBE OTCYTCTBYET NINYHbIMA CEPTUPMKAT C NPUBA3AHHBIM K HEMY
3aKPbITbIM K/IKOYOM, B a4pec KOTOPOro NPoncxoanao WwudposaHue.

B oKkHe pe3ynbTaToB onepauuii mactepa MpoBepku u pacwmndposaHma 6yayT paclimPppoBaHHble
[
dalinbl. MpyU HaXKaTUM Ha KOHTEKCTHOE MEHIO MOXKHO: &

e 13yuntb CBOMCTBA AOKYMEHTa (Ha3BaHWe [AOKYMEHTa, TUMN, pa3Mep, AaTa CO34aHMA WU
N3MeHeHuA);

¢ MpocmoTpeTb JOKYMEHT — OTKPbITb Paitn C NOMOLLbIO NPUIOXKEHUSA Ha yCTpoKcTee (bpaysep,
KpunToAPM IOCT 3, TeKcTOBble peaakTopbl);

e OTNpaBUTb Yepe3 MecCeHAXKep, SNEKTPOHHYI MOouTy, couuanbHble ceTu, Bluetooth uam
COXpaHuUTb B 06/1aK0, a TaKXKe KONMpPoBaTb Ha YCTPOMCTBO.

3.9. Conognucb (gobasneHune nognucu K daiiny)

Y106bI NOANMUCLIBATL LOKYMEHTbl 3/1EKTPOHHOW MOAMWUCBIO, HYXHO YCTaHOBUTb B JIM4YHOe
XpaHuauwe cepTUdUKaT C NPUBA3AHHBIM K HEMY 3aKPbITbIM K/TFOYOM.

Bbl MmoxeTe 06aBnATb NOANUCH K YXKe noanucaHHomy danny.

[Ona atoro B mactep Noanuck u wudpoBaHue 3arpysuTe ¢anibl C pacliMpPeHNEM .Sig C YCTPOMCTBA.

Ona Bcex Aob6aBneHHbIX NOANUCEN HACTPOMKKM, TaKMe KaK KOAMPOBKa M BUA, MCNONL3YHOTCA MO
YMONYaHMIO, KaK A5 NepBon NOAMUCH.

CTaHAapT NOANWMCKU, UCNONb30BaHWE LITAaMMOB BPeMeHU, cepTUdMKaT nognucu, Katanor ans
COXPaHEHUs NOAMUCAHHOTO AOKYMEHTA Bbl MOXKETE HAaCTPOUTb B Npoduae NOANUCK UM B HACTPOMKAX
onepauuii B mactepe.

Hactpolika [ieicTBMUA Npu conoanucu nos3sonseT Ao6aBaATb conognucb B UCXOAHbIM ¢ann nmbo B
KOMWIo ucxoaHoro ganna.

3.9.1. Kak go6asutb noanucb, ucnonbsysa npodpuab noanucu

1. OTKpbITb pasaen JOKYMeEHTbI.

2.BbibpaTb HY»KHbIM Npoduab nognucu.

3.BbibpaTtb cepTUdUKAT Nnoanucw.

4.106aBuUTb y}Ke NoANUCcaHHbIe OKYMEHTbI C yCTPOMCTBA.

5.Ha)aTb Ha BbInOAHUTL.
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6.Haxmnte MoAarBepKpar AN MNOATBEPKAEHWA O3HAKOMNEHUS C [AOKYMEHTOM nepep,
noAnucaHuem.

3.9.2. Kak ao6asutb noanucb, ucnonbsya macrep Noanucb u wndpposaHue

1.O07KpbITb pasgen [LOKymeHTbl.

2.HaxkaTtb Ha macTtep Mognucb u wndposaHue.

3.3apaTtb HacTponku npoduna (onepauns MognUcb M UHbIE MapPaMeTpbl).

4.BblbpaTb cepTnudMKaT noanucu.

5.006aBuTb yXKe NognucaHHble AOKYMEHTbI C YCTPOMCTBA.

6.HaxkaTb Ha BbINONAHUTD.

7.Haxkmute MoarBepxpato ONA NOATBEPKAEHUA O3HAKOMAEHMA C AOKYMEHTOM nepej,
NoANUCaHMEM.

3.9.3. Kak gobasutb nognucb K ¢aiiny, pacnonoxkeHHomy B 6/10Ke Apxus

1.O07KpbITb pasgen LOKymeHTbl.
]
2.Ha)aTb Ha KOHTEKCTHOE MEHIO MOANUCAHHOTO JOKYMEHTa. s

3.HaxaTb Ha OTKpbITH B....

4.Bblbpatb NMognuce n wudposaHue.

5.YKa3aTb HaCTPOMKKM npodumnsa nognucu 1 Bbibpatb cepTUPUKAT NoaNUCH.
6. BbINONHUTD.

7.Haxmute MoartBepKpar AN NOATBEPXKAEHWA O3HAKOMNEHUS C [AOKYMEHTOM nepej,
noAnucaHuem.

8.BBecTtu napoib.
3.9.4. Pe3ynbtart BbINONHEHUA onepauun

B oKHe pe3ynbTaToB onepaumin mactepa MNoanucu n wneposaHma 6yayT nognmucaHHble dainbl. MNpu
[

Ha*XaTUN Ha KOHTEKCTHOEe MeHI MOXHO: :
L4 OTKprTb - OTKPOEeTCA OKHO C VIH(I)OpMaLI,Mel‘;I O noagnncn m 06 NCXOO4HOM AOOKYMEHTE

¢ MNokasaTb cBOUCTBA — OTKPOEeTCA OKHO CO CBOMCTBAMM O noaAnNMCaHHOM OOKYyMEHTE (I'IOJ'IHOG
Ha3BaHWE OOKYMEHTa, TUN, pa3mep, AaTa CO34aHNA N aTa USMEHEHUA.

e MoAennuTbCcA Yepes MeCcCEeHAMKep, /IEKTPOHHYI NoYTy, coumanbHblie ceTu, Bluetooth nau
COXpPaHWTb B 061aK0, @ TaK¥Ke KONMPOBaTb Ha YCTPOMCTBO.

¢ Mpodunu:Nognuco n wnudpposaHme/nposepka U pacwmdppoBaHme - NoANUCAHHBIN dalin
006aBUTbCA B BbIOpaHHbIN MacTep

CrpaHnua 20 ns 40



KTAN.00101-13 92 03. KpunTtollpo CSP. KpuntoAPM FOCT 3. PykoBoacTBo nonb3osatens. Android

3.10. CHsatme nognucu c Ppaiina

Onsa cHATMA noanucu A0CTAaTOYMHO BblbpaTb dalnbl ¢ pacwmpeHuem .sig, .p7s, .sgn, .sign, .bin,
KOTOpble COAEep)KaT 3NEeKTPOHHYI NoAnUcb. HWKaKMX AOMNONHUTENbHbIX HACTPOEK MNPOU3BOAUTbL He
HY»HO.

1. OTKpbITb pasgen LOKyMmeHTbl.

2. OTKpbITb KOHTEKCTHOE MEHI0 Yy NOAMWCAHHOIO AOKYMEHTA, PAcnoO/IONEHHOro BO BKAagKe
Apxwus.

3. Bbibpatb MpocmoTpeTb AOKYMEHT.
4. OTnpasuThb.
5. BblbpaTb cnocob oTnpaBKuM (KONMPOBATb Ha YCTPOMCTBO, COXPaHUTbL B 0b6/1aKe, OTNPaBUTb MO
3NEeKTPOHHOM NouTe, B COLMAbHbIX CeTAX Man no Bluetooth).
3.11. T[pAamble rpynnosble onepayuu
Bbl Mo}KeTe BbIMOAHATb NOANUCb, aPXMBUPOBAHME M WNdpPOBaHME 3a O4HY onepaumio. 310 byayTt
npAamble rpynnosble onepaunun. OHM BbINONIHAIOTCA B macTtepe |_|O,CI,I'IVICb n LLIMd)pOBaHMe.
Bbl moxkeTe KoOMBMHMPOBATb onepaumm 1 BbibpaTb 0O4HY M3 KOMBUHALMNA:
ﬂO,CI,I'IMCb N apxXxmnBnpoBaHMe — JOKYMEHT CHA4Ya/s1la NOANNCbIBAETCA, 3aTEM aPXUBUPYETCA,
ﬂO,CI,I'IMCb n LIJVId)pOBaHMe — AOKYMEHT CHa4a/z1a noAnnCbiBaeTCA, 3aTEM u.lmd)pyeTcn;
ApXxnBMpoBaHUE U LWNPPOBAHNE — AOKYMEHT CHavyana apxmBUpyeTca, 3aTem WwWnodpyeTcs;

Moanucb, apxMBuMpoBaHME U WKPPOBAHME — [AOKYMEHT CHAyana MnoANUCbIBAETCA, 3aTeM
apxuBMpyeTca, NOTOM WwndpyeTca.

BAXKHO! YTo6b1 nognucbiBaTh M 3awmndpoBbIBaTb AOKYMEHTbI, Y BaC A0/XKHA 6bITb AeNCTBUTEIbHAA
NueH3na Ha Kpuntonposangep Kpuntollpo CSP.

Y1066l NOAMMCHIBAaTL AOKYMEHTbl 31E€KTPOHHOM MOAMNUCbIO, HYXHO YCTaHOBUTb B JIMYHOe
XpaHunuue cepTuPUKaT C NPUBA3AHHBIM K HEMY 3aKPbITbIM K/THOYOM.

Y106bl WKdPOBATL AOKYMEHTbI, HYKHO YCTaHOBUTb B XpaHunuuwe [pyrne nonb3oBaTenu
cepTMdUKaT U NpUBA3aTb CEPTUDUKAT K KOHTAKTY, B afipec KOToporo 6yaeTt nposoauTca WndpoBaHue.

3.11.1. MpAamble rpynnosbie onepauumn B macrepe NMoanucb 1 wnpposaHme

1. OTKpbITb pasgen JOKYMEHTbI.

2. OTkpbITb macTep Mognucb U wndposaHume.

3. OTKpbITb HACTPOMKKN NPOPUASA, YKa3aTb HYXKHble ONepaLnm U UX NapameTpbl.

4. Bbibpatb cepTuduKat/cepTndumKaTtbl (cepTudurKaTt Ans noanncaHna 4OKYMeHTOB, cepTuduKkat
ANna WndpoBaHUA LOKYMEHTOB).

5. Jlo6aBUTb JOKYMEHTbI C YCTPOMCTBA.

6. HaxXaTb Ha BbinOAHUTD.
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7. Haxmute Moareep)kaal ANA MOATBEPXKAEHUA O3HAKOMJIEHUMA C OOKYMEHTOM nepej
noAnucaHMem, eciv BbibpaHa onepaums NoAnmcu.

8. BsecTtn naponb 1 HaxkaTb OK.
3.11.2. Mpamble rpynnosbie onepayumn B npopuae nognucu

1.O07KpbITb pasgen [LOKymeHTbl.
2.BbIbpaTb HYXKHbIM NPodUIb NOANMUCK, B KOTOPOM 334aHbl OMepaLyMm U HACTPOMKKN onepaLmi.

3.Bbibpatb cepTuduKaT/cepTnduKathl (cepTnduKaT gnsa noanMcaHna 4OKYMEHTOB, cepTudukaT
ANna WndpoBaHUA JOKYMEHTOB).

4.106aBUTb OKYMEHTbI C YCTPOMCTBA.
5.Ha)kaTb Ha BbInONAHUTD.

6.Haxkmute MoarBep)KAal A1 NOATBEPXKAEHUA O3HAKOMIEHMA C AOKYMEHTOM nepej,
noAnucaHuem, ecan BbibpaHa onepauma Nnoanucu.

7.BBectn naposb 1 HaxaTb OK.

ABTOMaTOM ycTaHoBNeH Torrn Co3aatb Konuu $paiinoB B APXMB - KONUA LOKYMEHTOB COXpPaHAETCA
BO BK/IaaKe ApxuB. ECAn AaHHbIM dnar He akTMBEH, TO NoanucaHHble/3awndpoBaHHblie daiabl byayT
HeA0CTYMHbI.

3.12. O6paTHble rpynnosbie onepauum
Bbl MOKeTe BbINOAHATb pacwndpoBaHne, pa3apXMBUPOBAHME, MPOBEPKY U CHATUE NognucK. 4na mnx
BbIMNO/IHEHMA NpegHa3HavyeH macTep MpoBepKM 1 paclumndpoBaHmA.

BAXHO! YTo6bI NnpoBepATb Nognnch U pacimdpoBbiBaTb 4OKYMEHTbI, Y BaC Ha YCTPOMCTBE A0/1XKHA
ObITb AeCTBUTENbHAA NMLUEH3MA Ha KpunTonpoBsaiaep Kpuntolpo CSP.

YT106bl pacwndpoBbIBaTb AOKYMEHTbI, HYXKHO YCTaHOBMTb B JIMUHOE XpaHUAULWE cepTUPMKAT C
MPUBA3AHHBIM K HEMY 3aKPbITbIM K/OYOM.

Mo ntoram nposepKkn NOANNCAHHBIX AOKYMEHTOB B CMUCKE BbIBOAUTCA VIHd)OpMaLLMﬂ O noganucwu.

Ona BbinonHeHns obpaTHbIX onepaunii Bbibop npodwuna NoANUCU N HACTPOMKa NapameTpoB
onepaunii He TpebyeTca.

1.O07KpbITb pasaen LOKymMeHTbl.

2. OTKpbITb MacTep MpoBepKa u pacwumndpoBaHue.
3.BbibpaTb 4OKYMEHT.

4.BBecTy Nnaponb 1 HaxaTtb OK, ecnu daiin 6bin 3aMdpoBaH.

Ha Bknaake [MpoBepKa M pacwmndpoBaHMe oTobOpaxKaloTca Xo4 W pe3ynbTaTbl BbINOJAHEHUA
onepauuii:

¢ Moanucb NOATBEPXKAEHA O3HAYAET YCMNELIHYO NPOBEPKY NOANMCK — Nnoanuchk bbina cosgaHa
ANA NPOBEPAEMOro AOKYMEHTA, B MOC/NeAYIOLEM AOKYMEHT He Bbl/l USMEHEH.
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e OwmnbKa 03Ha4aeT, YTO HA YCTPOMCTBE OTCYTCTBYET /INYHbINA CEePTUPMKAT C NPMBA3AHHBIM K
HeMy 3aKpbITbIM K/JHOYOM, B aApec KOTOPOro NPOoUCXoAuIo WnudpoBaHMe, AMb6o noanuce He
noATBEPXKAEHaA.

B oKHe pe3ysibTaToB Oonepavmii mactepa NposepKu u pacumnposaHus byayT 3arpykeHHble Gannbl.
[

|_|pl4 BblI30BE KOHTEKCTHOIO MEHKO MOXHO! H

e OTKpbITb - OTKPOETCA OKHO C MHPOopMaLMen 0 nognucm u o6 MCXOQHOM OOKYMeHTe Anbo
OTKpoeTcA Gaia ¢ NOMOLLbIO MPUIOXKEHUA HA YCTPOICTBe (Bpay3ep, TEKCTOBbIE peaaKTopbl)

e MoKasaTb CBOWCTBA — OTKPbIBAETCA OKHO CO CBOWCTBAaMM O [AOKyMeHTe (monHoe
HauMeHOBaHMe JOKYMeHTa, pasmep, AaTa Co34aHuNA U AaTa U3SMEHEHUs)

e MoaennUTbCA Yepes MecCeHAMKep, /IEeKTPOHHYH MNOoYTy, coumanbHble cetu, Bluetooth man
COXpaHWUTb B 06/1aK0, a TaK»Ke KONMPOBaTb HA YCTPOMICTBO.

e Mpopunu: MNognucb u wudpposaHue/lNMpoBepka U pacwmndppoBaHUe - OTKPbIBAETCA
BbIOpPaHHbLIN NPOPUNbL C 4O6ABNEHHBIM AOKYMEHTOM
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4. KOHTaKTbI

JaHHbI pasaen KOHTaKTbl npeaHa3HayeH ANA YNpaBAeHWA KOHTAaKTaMM: CO34aHWE KOHTAKTOB,
MMNOPT/3KCNOPT KOHTaKTOB B BuAe ¢ainos vCard (pain pacwmpeHus .vcf), npuBasKa K KOHTaKTam

cepTMdUKATOB, 3aN0/IHEHME PEKBU3UTOB KOHTAKTA HA OCHOBE AaHHbIX cepTUdUKATA M OPraHN30BbIBaHME
KOHTAKTOB B rpynnbl.

4.1. JKCNOPT KOHTAKTOB

[na Toro, 4yTo6bI SKCNOPTUPOBATL BCIO AAPECHYIO KHUTY, HYXKHO:
1. Nepeiitn B pa3aen KoHTaKTbl

2. HaxaTb Ha BUAXKeET IKCNopT B dain

3. BbibpaTb npunoxeHne/ampektopuio, Kyaa byaer otnpasneH/coxpaHeH daiin.

[na Toro, yTObbI 3KCNOpPTNPOBaATbH OANH NN HECKO/IbKO KOHTAaKTOB HYXXHO!

1. Nepeiitn B pa3aen KoHTaKThbI.

2. NepenTn B MeHI0 BblbOpa KOHTAKTOB. [1A 3TOro Ha)KMUTE Ha KHOMo4yky “BbibpaTtbh” wmam
MCNO/b3YWTE AOTOe HAXKATUE MO KOHTAKTY.

3. BblaenuTb 4ek-60Kcom HeobxoaMmble A5 SKCNOPTa KOHTaKTbI.

4. HaxkaTb Ha BuayKeT IKCNopTUpoBaTb B ¢pann nnbo Knvk Ha Mopenutbca B HUMKHEN naHenm
AencTBun.

5. BbibpaTb NpunoxeHme/ampektopuio, Kyaa byaer otnpasneH/coxpaHeH daiin.

4.2. MMmnopTt KOHTaAKTOB

MMI'IOpTVIpOBaTb KOHTAKTbl MOXXHO KaK B MPOCMaTpuUBAEMYIO rpynny, Tak U B rpynny KOHTaKTbI.

Mpu nmnopte daina vCard, copeprKalero rpynnbl C KOHTAKTaMK, B YKa3aHHOW nanke byaeT cosgaHa
CTPYKTypa rpynn 1 KOHTaKTOB B COOTBETCTBUM C palinom.

[na Toro, 4yTob6bl UMNOPTMPOBATL KOHTAKTbI, HYXKHO:
1. NepeiiTn B pa3aen KoHTaKTbI.
2. HaxaTtb Ha Buaxet MmnopT n3 dpaina.

3. Bbibpatb dain vCard (paiin dopmara .vcf)
4.3. JeicTBMUA C KOHTaKTaMu

MOKHO BbINONHUTL C/ieAyoLne AENCTBUSA C KOHTAaKTOM:
® M3MeHUTb KOHTAKT - OTKPOETCA OKHO AN U3MEHEHUA AaHHbIX KOHTAKTa;

e Mopenutbca - OTKpPOETCA OKHO AnA Bblbopa npuaoXKeHua, B KoTopoe OyaeT HanpasieH
cbopmMmupoBaHHbIi dpaiin ¢ gaHHbIMU KOHTaKTa B dopmare vCard;
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e [lo6aBuTb B U36paHHOe - U3OpaHHbIM KOHTAKT AobaBnseTcs B rpynny M3bpaHHoe, y KOHTAKTa
nosBAAETCA 3HAYOK M3OPaHHOrO;

® Y6partb us N3bpaHHOro - KOHTAKT yaaneH M3 nanku M3bpaHHoe, 3HAa4YOK M3OPaHHOIO KOHTAKTa
ybpaH;

e MepemecTUTb - OTKPOETCA OKHO CO CMIUCKOM Fpynn 418 nepemelleHus;

e Ypanutb - nocine nNoATBEP)KAEHMA YyAaNeHUA KOHTAKT nponagaeTr M3 Cnucka uyaansaerca
HaBceraa.

4.4, Mo# KOHTaKT

Mpw ycTaHOBKE MPUIOKEHNA aBTOMATUYECKM co3gaeTca Mot KOHTaKT. K KOHTaKTy NpuBA3bIBatOTCA
BCE /INYHble cepTUdUKATbI, HaxoaaLwmeca B XxpaHuauiue JinuHole ceptuduKaTbl.

MOXHO coBepwnTb cneaytowme aenctema ¢ Mot KOHTaKT:

elpocmoTpeTb CBeAEeHUA - MO OANHOYHOMY K/IMKY Ha KOHTAKT OTKPbIBAETCA OKHO C MPOCMOTPOM
NNYHOM MHGOPMALMM O KOHTAKTE M MPUBA3AHHBIX K KOHTAKTY cepTUdUKaTax;

o 3MEeHUTb KOHTAKT - OTKPOETCA OKHO ONA U3MEHEHUA AaHHbIX KOHTAKTa. Henb3a nameHuTb
rpynny pacnonoxXeHMA KOHTaKTa,

elopgennTtbcAa - OTKPOETCA OKHO A/1A BblbOpa NPUIONKEHMA, B KOTOpoe OyaeT HanpasieH
cbopMupoBaHHbIn paiin ¢ gaHHbIMKU KOHTaKTa B dopmate vCard;

e [106aBuTb B N36paHHOe - KOHTAKT gobasBnsetca B nanky M3bpaHHoe, y KOHTaKTa nossaseTcs
3HaYOoK U3bpaHHoro;

eY6paTtb U3 U36paHHOro - KOHTAKT yAa/eH M3 nankm M3bpaHHOe, 3HAYOK M3BPAHHOrO KOHTAKTa
ybpaH.

Henb3s yaanuts Moid KOHTaKT.

4.5, Co3paHuMe KOHTaKTa

Bbl MoXKeTe co34aTb KOHTAKTbl A5 WNPPOBaAHMA B UX afpec, AN XPAaHEHUS UMEH, aipecoB
3/IEKTPOHHOWM MOYTbl, HOMEPOB TeNePOHOB U APYIrUX AAHHbIX.

MoxHo npunBa3aTb cepTUdUKaT APYroro Noab30oBaTesNA K KOHTAKTY A1A WNPPOBAHUA JOKYMEHTOB B
ero agpec.lpueAzatb cepTUPUKAT MOXKHO 13 pa3aena Jinuuoie ceptudukatbl 1Mb0 3arpysnTb C
ycTpoiictea ¢aiin pacwmpeHus .crt/.cer.

CepTnduKaTtbl, NPUBA3AHHDbIE K KOHTAKTY C YCTPOMACTBA, HE COXPaHAIOTCA B XpaHuauwe JInuHole
cepTudUKaTbl M NPU yaaNneHUN KOHTAKTa bByayT yaaneHbl BMmecTe C HUM

Mpw BbIGOpE cepTUPMKaTa MOXKHO 3aNONHUTb AaHHbIE KOHTAKTa Ha OCHOBAHMM AAHHbIX
cepTudmKaTa:

e TonbKoO nycTble NoAA;
e [lepe3anonHutb BCe;
e Her.

4.5.1. Co3paHue KOHTaKTa 6e3 cepTuduKaTa B pasgene KOHTaKTbI

1. OTKpbITb pa3gen KoHTaKTbl;
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2. Haxatb Ha Bnaxet Co3parb;

3. B KOHTEKCTHOM MeHt0 BblbpaTb Co34aTb KOHTAKT;

4. Bo BKknagKke [JaHHble 3aM0/HUTbL HEOOXOANMbIE MOASA;
5

Haxatb Ha CoXpaHUTb.
4.5.2. Co3paHue KOHTaKTa ¢ ceptudukatom uns ¢aina B pasgene KoHTaKTbl

. OTKpbITb pasgen KoHTakTbl;

. Haxkatb Ha BuaxeTt Co3paThb;

. B KOHTEKCTHOM MeH!0 BbiIbpaTb CO3AaTb KOHTAKT

. Bo BKnaake [laHHble 3an0/HUTb HeobxoanMble nons

. Bo Bknaake CepTuduKaTtbl HaxkaTb HA TEKCTOBYHO KHOMKY [lo6aBuTb ceptudukar
. B okHe [06aButb ceptuduKar Bbibpat Umnoptuposartb U3 daiina

. 3arpy3utb ¢aiin paclumpeHus .cer/.crt

. B Ananorosom okHe BbIGPATH /1060 N3 HYXKHbIX BAPMAHTOB 3aMO/IHEHMA NOEN KOHTaKTa

O 00 N O U b W N

. HaxaTtb Ha CoxpaHuTb

4.5.3. Co3paHue KOHTAKTa ¢ cepTudpUKaTomM U3 pasgena JinuHblie ceptuduKaTtbl B pasgene
KOHTaKTbI

. OTKpbITb pa3gen KoHTaKkTbl

. Haxatb Bugxet Co3naTtb

. B KOHTEKCTHOM MeH!0 BbIObpaTb CO34aTb KOHTAKT

. Bo BKnaake JaHHble 3aN0nHUTb HEObX0AMMblE NOAS

. Bo Bknaake CepTuduKaTtbl HaxkaTb Ha TEKCTOBYHO KHOMKY [l06aBuUTb ceptuduKar

. B okHe [06aButb ceptuduKar sbibpats [,obaButb U3 “J/inuHblie ceptudpukarbl”

. BbibpaTb HeobxoaAnMbIN cepTUdMKAT M HaxKaTb Ha BbibpaTb

O N oo U B W N

. HaxkaTb Ha KHOMNKy CoXpaHUTb
[Ons co3paHns KOHTaKTa U3 cepTuduMKata HeobXoAMMO COXPAHWUTb Ha YCTPOMCTBO OAMH WM
HecKonbKo dalinos ¢ cepTudukaTamum .cer/.crt.

4.5.4. Co3paTb KOHTAKT U3 ceptuduKaTa B pasgene KoHTaKTbl

1. OTKpbITb pa3gen KoHTaKTbl
2. HaxkaTb Ha BuaxKet Co3gartb
3. B KOHTEKCTHOM MeH!0 BbibpaTb Co3AaTb KOHTAKT U3 cepTudMKaTta

4. BbibpaTb dpain pacwumpeHun .cer/.crt
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4.5.5. OnucaHue noneut Gopmbl CO34aHNA KOHTAKTA

Mona crpynnupoBaHbl No BKAagKam [AaHHble n CeptuduKarol.

Bo BK/1lagKe [laHHble 0TOOpaXKatoTCA IMYHbIE AaHHble KOHTaKTa: MMA, daMnansa, oT4ecTBo, gaTta
poxaeHus, TenedoH, agpec 1 ap.

Bo BKkiagke CeptuduKkartbl 0TOOparkaeTcsa CNUCOK NPMBA3AHHbBIX K KOHTAKTY cepTudmKaToB. MOXHO
NPOCMOTPETb CBOMCTBA cepTUdUKaTa, nepesblibpaTb cepTUdMKaT, KOTOPbIM ByaeT Ncnonb3oBaTbCA NpU
onepauum WndposBaHMe, SKCNOPTUPOBATL M OTBA3ATb CEPTUOMKAT OT KOHTAKTA.

4.6. MpocmoTpeTb cBegeHUA 0 CO34aHHOM/MMNOPTUPOBAHHOM KOHTaKTe

[na Toro, yto6bl NPOCMOTPETH MHPOPMALMIO O KOHTAKTE, HYXHO:

1. OTKpbITb pasaen KoHTaKTbl;
2. HarKaTb Ha HYHbIA KOHTAKT.

Ecnm nHdopmauma o KoHTaKTe 3ano/iHeHa (YKa3aHbl daMuans, ot4yectso, Homep TenedoHa, e-mail,
WHble AaHHble, a TaKXKe NPUBA3aH cepTUPUKaT), TO 3Ty MHGOPMALUIO MOXKHO YBUAETb COOTBETCTBEHHO
BO BK/1aZKax [laHHble v CepTuduUKarhbl.

Ecnu 3ano/iHeHbl TO/IbKO IMYHbIE AaHHble, TO ByAeT BUAHA TONIbKO O4HA BKIagKa ¢ UHopMaumen
DaHHble (TenedoH, 3/1eKTPOHHasA noyTa U T.4.)

Ecnn 3anosiHeHbl IMYHbIE AaHHbIE U NPUBA3aH cepTUdUKaT, To byayT oTobparkaTbca obe BKNaaKu ¢
cooTBeTcTBYtOWEN MHPOpMaLmel (AnYHble AaHHble U MHGOPMaUuA o cepTudmKaTe).

B oKkHe npocmoTpa MHPOPMALMKM O KOHTAKTE eCTb KHOMKAa PefaKTMpOoBaTb KOHTAKT, NMPW HaXKaTum
Ha KOTOPYIO OTKPbIBAETCS OKHO, B KOTOPOM MOKHO 3aNO/IHUTb UM Nepe3anoHUTb HeobxoaMMblie Nons
C IMYHBIMM AAHHBIMW KOHTAKTa UK NPUBA3ATb UK OTBA3ATb CEPTUPUKAT.

4.7. PepaktupoBaHMe KOHTaAKTa
MoXHO OTpeAaKTMPOBaTb KaK CO34aHHbIN KOHTAKT, TaK U UMMNOPTUPOBAHHbIN.
4.7.1. PepaktupoBaHUeE KOHTAKTa Yepe3 KOHTEKCTHOEe MEHI0

. OTKpbITb pa3sgen KoHTakTbl.
. BbI3BaTb y KOHTaKTa KOHTEKCTHOE MEHH0 MO K/MKY Ha KHOMKY Ewe (Tpu Toukn).
. B KOHTEKCTHOM MeH!0 BblIbpaTb UISMEHUTb KOHTAKT.

. U13meHunTb HyXKHble nonA.

v A W N

. CoxpaHUTb U3MeHeHuUA.

4.7.2. Pe,anTMpOBaHMe KOHTaKTa 4epe3 OKHO NpocMmoTpa MHd)OpMaU,MM O KOHTAKTe
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1. OTKpbITb pa3gen KoHTaKTbl.

2. Mo Ha*KaTUIO Ha KOHTAKT OTKPbITb OKHO MPOCMOTPa MHPOPMALMKN O KOHTAKTE.

3. MepenTn B OKHO peaakTUPOBAHUA KOHTAKTa No K/AMKY Ha KHOMKY PepgakTtupoBaTb
(KapaHaal) B NpaBoOM BEPXHEM YrAy.

4. '3MEeHUTb HYXKHble NoNA.

5. COXpaHUTb U3MEHEHMUS.

4.8. Co3paHue rpynnbl KOHTAKTOB

[na opraHn3aummn xpaHeHUs KOHTAKTOB Bbl MOXeTe C034aTb N0/b30BaTe/IbCKME Pynbl U
noArpynnsi.

MpW yCTaHOBKE NPUNOMKEHNA aBTOMATUYECKM YCTaHOBAEHbI rpynnbl KOHTaKTbI, Bce KOHTaKTbI 1
U36paHHbIe.

B rpynne Bce KOHTaKTbl OTO6PaXKatoTCA BCE KOHTAKTbl, COXPAaHEHHbIE B NPUNOXKEHUK, be3
nepapxmu.

B rpynne U36paHHble 0TOOpaKatoTCA KOHTAKTbl, OTMEYEHHbIE KaK M3BpaHHble.

4.8.1. Co3aaTtb NoNb30BaTeNbCKYlO rpynny (Yepes Buaxer Co3pathb)

. OTKpbITb pasgen KoHTakTbl.
. Haxkatb Ha BuaxeT Co3aaTh.
. B KOHTEKCTHOM MeH!o BbibpaTb Co3aaTthb rpynny.

. 3anonHuTb None HaseaHMe rpynnbl 1 PacrnonoKeHue.

u A W N

. Haxkatb Ha CoxpaHuTb.

4.8.2. Co3aaTtb N0Nb30BaTENbCKYIO rpynny (Yepes meHio rpynn pasaena KoHTaKkTbl)

1. OTKpbITb pa3gen KoHTakTbl.

2. OTKpbITb OKHO MPOCMOTpPA CIMCKA FPynmn No KAMKY KHOMKY Bbl30Ba CMMCKA rpynn
(kapTnHKa)

3. B OKHe cnu1cKa rpynn KAnK Ha KHonky Co3aaTb rpynny B NpaBoOM BepXHEM yriy.
4. 3anonHnTb Nnone HassaHue rpynnbl 1 PacnosioKeHune.

5. HaxkaTb Ha COXpaHUTb.

4.9, MpocmoTtpeTb coaepxumoe rpynnbi

[na Toro, 4yTo6LI NPOCMOTPETH COAEPKMMOE PYNMbI, HY}KHO:

1. Mepentn B pasaen KoHTaKTbI.
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2. HaaTb Ha HyKHyt0 rpynny

MOKHO BbIMONHUTb C/ieaytoLLme AeCTBUA C FPYNMown:

e  MN3meHUTb rpynny - OTKPOETCA OKHO A1 U3MEHEHUA HA3BaHMA U PACNOIOKEHUA TPYNMbl;

e [openutbea - OTKPOETCA OKHO A/1A BbibOpa NpuaoXKeHua, B KOTopoe byaet HanpasaeH
cbopMUpPOBaHHbIN paiin ¢ AaHHbIMK O FPyNNe U KOHTaKTax B popmarte vCard;

e [epemecTuUTb - OTKPOETCA OKHO CO CMIMCKOM FPynM, K KOTOPOM HeobxoaAnmo BbibpaTb rpynny
ANA NepemeLLeHuns;

e Yaanutb - nocne NoATBEPKAEHUA YAANEHMA TPyNNa U BCE BXOAALLME B HEe NoArpynnbl 1
KOHTAKTbl MPONAaAatoT U3 CNMUCKA U YAANAKTCA HaBceraa.

Henb3a yaanutb 1 nepemectutb rpynnbl **MU3b6paHHble** un **Bce KoHTaKTbI**.

e [pocmoTpeTb cBeAEHMUA - MO OANHOYHOMY KJMKY HAa KOHTAKT OTKPbIBAETCA OKHO C
NMPOCMOTPOM /IMYHOWN MHOOPMALIMKN O KOHTAKTE U MPMBA3AHHbIX K KOHTAKTy cepTudmkaTax;

® M3MeHMUTb KOHTAKT - OTKPOEeTCA OKHO AN U3MEHEHUA AaHHbIX KOHTaKTa. Henb3a nsmeHuTb
rpynny pacrnonoXeHua KOHTAKTa

e [openuTbca - OTKPOETCA OKHO A5 BblbOpa NPUAOKeHUs, B KOTopoe byaeT HanpaBaeH
cbopmupoBaHHbIi dpaiin B popmare vCard;

e [lo6aBuTtb B MU36paHHOeE - KOHTAKT Aob6aBnseTcA B Nanky M3bpaHHOe, y KOHTaKTa nosBaseTca
3HAYOK M3bpaHHoOro.

e Y6paTb U3 U36paHHOro - KOHTAKT yaaneH 13 nanku N3bpaHHoe, 3Ha4YOK M3bpaHHOro
KOHTaKTa ybpaH.

e Ypanutb - Nocsie NOATBEPKAEHUA yAaIeHUA TPynna nponagaeT U3 CNMcKa rpynn v

YAanAeTcA HaBcerga BMmecrte C BIOXKEHHbIMU B HEE KOHTAKTaMM U noAarpynnamu.

5. Ceptudukarbi

Paspgen cogepUT MHPOPMaLMIO MO YNpaBaeHUO CePTUPMKATAMU U KNHOYEBBIMU KOHTEMHEPAMMU.

BAXHO! Yto6b1 paboTaTh ¢ cepTuduKatamm, y Bac Ha yCTPOMUCTBE AO/IKHA ObiTb AeCTBUTENbHAA
NnueH3ma Ha Kpuntonposaigep Kpuntollpo CSP.

Ona Toro utobbl Nonactb B pasgen CepTudmKatbl, HYXKHO HaxKaTb HAa KHOMKy MeHIo 1 BbibpaTb
pasgen CeptudpukKarol.

B BepxHei naHenu pacnonorkeHbl KHonMka MeHto, Ha3BaHMe pa3gena, PyHKLMS NOUCKA U UKOHKa
OnoseLweHuni.

Bnok OenctBuAa coctouT ns 4 BUANKETOB M NO3BOASET NOAKNOYMUTb HOCUTENDb, CO3A4aTb 3anNpocC Ha
cepTUdUKaAT, MMNOPTUPOBATbL cepTUDUKAT M3 dalina unm Aobasntb cepTudPUKaT ¢ nomoLbio QR-Koaa
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Huke pasmeLleHo XpaHUAMLLE CEPTUDUKATOB.
BkiagKa cepTMdMKaTOB COCTOMUT CeAYHOLLMX XPAHWUIIMLLL:

e JlnuHble cepTuPUKaTbl — ANA yNPaBAEHUA NMYHbIMU cepTUdUKATamMK, Yy KOTOPbIX €CTb
NPUBA3KA K 3aKPbITOMY K/OYY;

e YpaocToBepAOLWMeE LEeHTPbl — 4714 YpaBaeHUa A0BEPEHHbIMU KOPHEBLIMU cepTudUKaTaMu;
e CnuUCcKu OT3bIBa — A/1A YNPaBAEHWUA CNIMCKaMM OT3blBa CEPTUPUKATOB;
e 3anpocbl — 418 ynpasaeHUs 3anpocamm Ha cepTuduKar;

e Knwouu — ana otobpaxkeHns KNtoyYeBbiX KOHTEMHEPOB.
5.1. YcraHOBKa nanyHoro ceptuduKara
Ecan y Bac cepTUOMKAT Ha 3aWMLLEHHOM HOCUTENIE AW B JIOKA/IbHOM XPaHWAULLE YCTPOMCTBA, TO

BOCMONb3yNTECb MHCTPYKLUMEN NO YCTAaHOBKE CepTUOUKATA U3 KNOYEBOTO KOHTENHEPA.

Ecnny Bac ecTb creHepupoBaHHbIM 3aKPbITbIN KAKOY U Bbl MONYYUAN cepTUOUMKAT B Y40CTOBEPAOLLEM
LLeHTpe, TO ANA YCTAaHOBKWU cepTUdMKaTa BOCMONb3YUTECH MHCTPYKLMEN MO yCTaHOBKe cepTUdMKaTa C
MPUBA3KOWM K KNOYEBOMY KOHTEHEpY.

Mepes MMNOPTOM NIMYHOTO cepTUdMKaTa ybeguTtecb, YTO y Bac AEWUCTBUMTENbHAA /IMLEH3UA HA
KpunTtonpoBsaiiaep Kpuntolpo CSP.

MpumeyaHume: gna Toro YTo6bI CEPTUOUKAT BbIN AEMNCTBUTENBHDIN, Y BAaC A0/IKHbI OblTb YCTaHOBNEHDI
KopHeBble cepTuduKaTbl YL, 1 akTyanbHbIM cnMcok oT3biBa cepTudmkatos (COC).
5.1.1. YcraHOBKa cepTudmUKaTa U3 K/I0UEBOro KOHTelHepa
[aHHbIt cnocob Bo3mOXKeH, ecnn cepTudUKaAT NPUCYTCTBYET B KOHTelHepe. MHauve yHKUMS
YCTaHOBKM ByaeT HeaoCTynHa.
1.MoAKN04YNTb 3aLMLLEHHBIA HOCUTESb K YCTPOMCTBY.
2. OTKpbITb pasaen CepTuduKarbl.
3. OTKpbITb XpaHuauwe Knoun.
4.BbI3BaTb KOHTEKCTHOE MEHIO Y HYXKHOTO KOHTeHepa.
5.BbibpaTtb YcTaHOBUTD cepTUPUKAT.
6.Mpn He06XO04MMOCTM BBECTM NAPO/Ib K KHOYEBOMY KOHTEMHEPY.
CepTUdUKAT YCTAHOBNEH B /IMYHOE XPaHWAULLE M OTObpaXKkaeTca B CNMCKe. Tenepb Bbl MOXKeTe
noAnNucbiBaTb M PaclMdpPoBbIBaTb 4OKYMEHTbI STUM CepPTUPUKATOM.

5.1.2. YcraHOBKa cepTuduUKaTa c 3aKpbiTbiMm Kaouom u3 ¢paina .pfx

1.OTKpbITb pa3aen Ceptudpukarbl.
2.HaxkaTb Ha UmnopTuposaTtb U3 ¢aina.
3.B daiinosom meHeaKepe BblbpaTb pann ceptuduKkaTta .pfx.

4.BBecTy Naponb K KoHTeHepy pfx.
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5.3a4aTb HOBbIV NAPOAb K KAOYEBOMY KOHTEMHEPY.
CepTMdMKaT YCTaHOBNEH B /IMYHOE XPaHUAULLE M OoTObparkaeTca B Cnucke. Tenepb Bbl MOXKeTe
NoANMUCbIBaTb U pacliMdpoBbIBaTb AOKYMEHTbI 3TUM CEPTUPUKATOM.

5.1.3. YcraHoBKa cepTuduKaTta C NPUBA3KOM K KNIO4EBOMY KOHTEUHEpPY

1.OTKpbITb pa3aen Ceptudpukarbl.
2.HaxaTtb Ha UmnopTtuposatb U3 ¢paina.
3.B daiinioBom meHeaKepe BblbpaTb pann ceptuduKaTa .cer unu .crt.
CepTUdMKAT YCTAHOBNEH B JIMYHOE XpaHUAuLLe n oTobpaxkaeTca B cnucke. Tenepb Bbl MoXeTe
noAnNuCbiBaTb M paclmMdpoBbIBaTb JOKYMEHTbI STUM CEPTUPUKATOM.

5.1.4. YcraHoBKa cepTuduKaTa c nomouwbio QR-Koga

1.YcraHoButb Kpuntollpo CSP 5.0 R3 Ha KomnbloTep.
2.3anyctutb yTuanty UHcTtpymeHTtbl Kpuntollpo.
3.B cnucke BbibpaTh pasaen Ceptudukarbl.

4.BblAeNNTb HYXKHbIA CEPTUPUKAT U HaXKaTb Ha KHOMKY JKCNOPTUMPOBaTb Kawouu. Ceptudumkar
noanucM Ao/KeH ObiTb 3KCMOPTUPYEMbIM, B MPOTMBHOM C/lydae K4 Henb3s byaer
nepeHecTu.

5.B nossuswemca okHe BBog naponsa Ha PFX nponyctntb, BBOAUTb He 06A3aTe/IbHO.
6.BbibpaTtb onuuto IKcnopTupoBatb PFX B QR-Kkop.
7.B Bbinagatouem meHto Bbibepute npunokeHue ykasatb KpuntoAPM FOCT 3.

8.BBectn naponb U HaxkaTb Ha OK.
1

9.3anyctntb KpuntoAPM I'OCT 3 Ha cmapTdoHe.

10. OTKpbITb pa3gen CeptuduKarhbl.

11. Boibpatb UMmnopTtuposatb uepes QR-Koa.

12. aTb pa3pelleHne NpuUIoKeHUO CHUMaTb GpOTO 1 BUAEO.
13. OTckanmpoBsaTb QR-KOZ4 € 3KpaHa KomnbloTepa.

14. HazHaunTb Napoab Ha KOHTEMHep.

15. BBecTn naposb ANa KOHTeMHepa U HaxkaTb Ha OK.

16. Beect naposib Ha PFX (cm. n. 6, 4aHHbIM Napo/ib MOXKET ObiTb HE 3a4aH NPU IKCNOpPTE) U
Aanee.

CepTMd)VIKaT ycnewHo yCTtaHOBNAEH M TOTOB 414 noannCaHnAa m paCLLIM(prBaHWr'l SNEKTPOHHDbIX
AOKYMEHTOB.

CrpaHnua 313 40



KTAN.00101-13 92 03. KpunTtollpo CSP. KpuntoAPM FOCT 3. PykoBoacTBo nonb3osatens. Android

5.2. YcTaHOBKA KOPHEBOro M NpOMeXyTO4YHOro ceptuduKaTos
YCTaHOBUTb KOPHEBOW WAW  MNPOMENKYTOUHbIN CepTUOUKAT Bbl MOXKETe B XpaHuauLe
YaocroBepsaowme LeHTpbl pasgena Ceptudpukarol.
1.OTKpbITb pa3aen Ceptudpukarbl.
2.MepeiiTn B YAOCTOBEPAIOLLME LLEHTPDI

3.HakaTb Ha KHOMKy [lo6aBuUTb cepTudUKar.

4.BblbpaTb 3arpy3uTtb u3 ¢aiina.
5.B daiinosom meHeaKepe BbibpaTb pann cepTnuduKara.
6.MoAaTBEPANTL 3aNPOC Ha YCTAHOBKY cepTUdUKaTa.

an ycnewHoOm mnmnopte CepTMd)VIKaT NnoABUTCA B CNMUCKE XpaHUAnLLIa yp,OCTOBepﬂI'OLIJ,Me LLeHTPbI.

5.3. Co3paHue 3anpoca Ha cepTuPuKar

YT06bl NONYYUTb NINYHBIM  CepPTUPUKAT [NA  BbLINOJAHEHUA KpunTorpaduyeckux onepauumm,
HeobxoAMMO €034aTb 3aMpoC Ha CepTUPUKAT M HaNPaBUTb €ro Ha PACcCMOTPEeHUEe B YA0CTOBEPAOLLNNA

ueHTp (YLL).
1.OTKpbITb pa3aen Ceptudpukarbl.
2.HaxaTb Ha Co3paTb 3anpoc.

3.HacTpouTb NapameTpbl 3aNpoca Ha cepTUPUKaT:

e LllabnoH ceptudpmukata — Mo ymonuaHuio / Ceptudurat K3MN UM / Ceptudukat K3IM
¢du3unueckoro nmnua / Ceptudukat KM topugmyeckoro anua / LWabaoH ¢ pacliMpeHHbIm
CNUCKOM noneu;

e Co34aTb Kak camonoanuncaHHbIn cepTUdMKaT;

4.3anonHnTbL cBeAeHUA o Bnagenbue. Habop noneit meHaeTca B 3aBUCMMOCTU OT BblGpaHHOrO
wabnoHa.

5.YKa3aTb NapameTpbl K/AK4a: anroputm, HasHaYeHMEe KA4Ya M BO3MOXKHOCTb €ro
3KCMOPTUPOBaTb (4aHHAA oONUMA MO3BOAUT 3SKCMOPTUPOBATb CepTUPMKAT BmecTe C
NPMBA3AHHbBIM K HEMY 3aKPbITbIM K/HOYOM A/1A NEepeHoca Ha APYroe YCTPOMCTBO).

6.BblibpaTb Ha3HayeHue cepTuduKaTa.

7.HaxaTb Ha FoToBo.

8.HaxnmaTb Ha 3KpaH B paHAOMHOM MOPSAAKE, NOKa KoY He byaeT co3aaH.
9.BBectn U NnoATBEPAUTL NAPOJb, HAXKaTb Ha OK.

Ha ocHOBe yKasaHHbIX AaHHbIX GOPMUPYETCA 3anpoc Ha CEPTUPUKAT, KOTopbI oTobparkaeTca B
XpaHuauwe 3anpocbl. MOXXHO M3y4MTb €ro CBOMCTBA, SKCNOPTUPOBATL UAW YAANUTD.
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Co3paHHbli  daltn  3anpoca Ha cepTMOMKAT cnepyeT HaMNpaBUTb Ha  PAcCMOTpPEHWE B
Yaoctosepstowmii ueHTtp (YU). MonyyeHHbit n3 YU, ceptudumkaT cnegyet MMNopTMpoBaTb A1a paboTbl B
NPUNOXKEHUMN.

5.4. Co3pgaHue camonoanmMcaHHOro ceptudpuKara

]Camonop,nmcaHHbm cepTnudukart ‘[KEPl] — cepTudUKaT, M34aHHbIA camuMm nonb3oBaTesnem, be3
obpaweHna K Ygoctosepsatowemy ueHTpy. CamonoanucaHHbli cepTUdUKaT ABAAETCA O4HOBPEMEHHO
JIMYHBIM N KOPHEBbIM (ycTaHaBAMBaeTca B JI4HOe XpaHuauLe cepTudukatos 1 [loBepeHHble KOPHEBbIE
LEHTPbI cepTUdUKaumnm).

CamonoanucaHHble cepTudMKaTbl  MCNOAb3YHOTCA Ana obmeHa 3aWUPPOBAHHBIMU UK
NOAMNUCAaHHbIMU AOKYMEHTAaMU MeXAy N0AbMU, AOBEPAOWMMM APYr APYry, Hanpumep, LpPy3bAmM,
Konneramu.

1.O01KpbITb pasaen CeptuduKarbl.

2.HaxkaTb Ha Co3paTb 3anNpPOC MAM OTKPbITb XpaHuauwe JinuHolie ceptudmukatbl — [o6aBuTb
ceptudpukar — Cosparb 3anpoc.

3.HacTtpouTb NnapameTpbl 3anpoca Ha cepTUdUKaT:
e Y0CTOBEPAKOWMIA LEHTP;

e LLabnoH ceptndukata — Mo ymonyaHuo / Ceptudukat K3M UM / Ceptudukar KIM
du3unueckoro nmua / Ceptudukat K3M ropuandeckoro amua / LWabaoH ¢ pacliMpeHHbIm
CNUCKOM nonen;

e [lognucaTb 3anpoc;
e Co034aTb KaK CaMONOANUCaHHbIV CePTUPUKAT — YCTAaHOBUTL AAHHbINW NON3YHOK;

4.3anonHnTbL cBeAeHMA 0 Bnagenbue. Habop noneit meHAETCA B 3aBUCMMOCTU OT BblGpPaHHOTO
wabnoHa.

5.YKasaTb MnapameTpbl KA4Ya: aNroputM, Ha3HaYyeHWe KAYa M BO3MOXKHOCTb  €ro
9KNOPTUPOBATL (4aHHAA oONUMA MNO3BOJIMT 3KCMOPTUPOBATL CepTUOMKAT BMecTe C
NPUBA3AHHBIM K HEMY 3aKPbITbIM K/IKOYOM A1 NEPEHOCA Ha APYroe YCTPOMCTBO).

6.BblibpaTb Ha3HavyeHMe cepTuduKaTa.
7.Haxkatb Ha FoToBO.
8.Ha)knmaTb Ha 3KpaH B PaHAOMHOM NoOpAAKe, NOKa KoY He byaeT co3aaH.
9.BBecTn n noaTBEPAUTL NAPO/b, HaXaTb Ha OK.
Ha ocHoBe yKa3aHHbIX AaHHbIX OpMUPYETCA CaMONOANNCAHHbIN cepTUdMKaT.
Mpu ycnewHom reHepaummn cepTudmKaT yCTaHaBANBAETCA B XpaHuauwe JInuHble cepTuduKaTbl.

Mpu reHepaunmn camonoanmncaHHoro ceptTudmKaTta 3anpoc Ha cepTUdUKaT He co3gaéTes.
5.5. YcraHOBKa cnucKa oT3biBa cepTudPpumKatos

Cnucok ot3biBa ceptuoukatos (COC/CRL) — OOKYMEHT C 3/1eKTPOHHOW  MOAMUCHIO
YNO/IHOMOYEHHOro NMua YA0CTOBEPAIOLWErO LEHTPA, BKAOYAOWMIN B cebA CNMUCOK CEPUMHBIX HOMEPOB
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CepTMd)MKaTOB, KOTOpbI€ Ha OI'Ipe,CI,eI'IeHHbIﬁ MOMEHT BpeMEHU 6b1I 0TO3BaHbI UK AeﬁCTBMG KOTOPbIX
6b110 BpemeHHO NPNUOCTAaHOB/1EHO.

1.OTKpbITb pa3gen Ceptudpukarbl.

2. OTKpbITb XpaHunuLLe CNUCKU OT3bIBa.

3.HakaTb Ha KHOMKy [lo6aBuUTb cepTudPUKar.

4.BblbpaTtb 3arpy3uTtb us daiina.

5.B daiinoBom meHeaKepe BblbpaTb paia cnncKa oT3biBa € paclumpeHuem .crl.

6.MoaTeepanTb AobaBneHne ceptudmrKaTta B CNUCKM OT3bIBA, HaxKaB Ha MpoaonXKUTb.

Mpu ycnewHom wumnopte COC oTobparkaetcA B XpaHunauuwie CNUCKM OT3biBa CO CTaTyCOM
JelicmeumeneH.

Mo»KHO nocmoTpeTb CBOCTBA UK YAANUTD.

5.6. dKcnopT AMyHoro ceptudPuKara

[na obmeHa WnppoBaHHbIMM AaHHBIMU C APYTMMM NOIb30BATENAMM HEOBXO4MMO IKCNOPTUPOBATL
cepTudurKaT 6e3 3aKpbITOro Kntoua.

3KCI'IOpT CepTM(bMKaTa C NPpUBA3aHHbIM K HEMY 3aKPbITbIM KHOHYOM HYXXEH B C/1e4YyHWNX CUTyaunax:

® COXpaHeHWe Konun cepTudurKaTa U CBS3aHHOTO C HUM 3aKPbITOTrO K/H4a;

® yaasieHune CepTVId)MKaTa M ero 3aKpbiTOro Kjaw4ya C YCTpOl‘/‘ICTBa AnAa yCTaHOBKMU Ha Apyroe

YCTPOWCTBO.

5.6.1. 3KcnopT cepTudurKaTa 6e3 3aKpbITOro Kaua

A A

OTKpbITb pasaen CepTuduKarbl.

OTKpbITb XpaHuauLie JInuHble cepTUPUKATbI.
Bbi3BaTb KOHTEKCTHOE MEHIO Y HYXXHOTO cepTudMKaTa.
BbibpaTb IKCcNOpTUPOBATD.

B OTKpbIBLIEMCA OKHE BblBpaTb HYXHble HAaCTPOMKKU (He 3KCMOPTUMPOBATb 3aKPbITbIA KoY,
TUN KOANPOBKM). BbIBOP 3KCNOPTA 3aKPbITOTO KAtoYa MOXKET HbITb 3a6/10KMPOBAH, ECAN KoY
He 3KCNOPTUPYEMBIA.

HaxaTb Ha BbINOAHUTb B MPaBOM BEPXHEM YIy.

BbibpaTb, Kyaa OyaeT COXpaHEH 3SKCNOPTUPOBAHHbLIM cepTudUKaT (KonupoBaTb Ha
YCTPOMCTBO; OTNPaBUTb MO e-mail, B counanbHOM CeTU UAN B MECCEHAKEPE, COXPaHUTb B
obnake, nepeaatb no Bluetooth).
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5.6.2. 3KcnopT cepTudMKaTa € 3aKPbITbIM KAIOUOM B KOHTelHep PFX
Ba)xkHo! Bbl moxeTe 3KCMOpPTMPOBATb CEPTUPMKAT BMeECTe C MPMBA3AHHbIM K HEMYy 3aKpbITbiM
KOYOM, eC/n KNtod umeeT daar "akcrnopTupyemolin”. B npoTMBHOM ciydae 3Ta GyHKUMA HeAOCTYMHa.
1. OTkpbITb pasgen CeptuduKkarbl.
OTKpbITb XpaHunmLLe JInuHbie cepTuduKaTbl.
BbI3BaTb KOHTEKCTHOE MEHIO Y HYXKHOTo cepTudmKaTa.

BbibpaTb IKCnopTUpOBaThH.

vk W

B OTKpbIBLIEMCS OKHE BbIOpPaTb HYXKHble HAaCTPOMKK (3IKCMOPTMPOBATL 3aKPbITbIN KAHOY, TUI
KOAMPOBKM). BbIGOP 3KCNOPTa 3aKPbITOrO K/to4a MOXKET bbiTb 3a0/10KMPOBaAH, €C/In K/toY He
3KCMopTMpyemblii. 3aaaTtb Naponb K danny .pfx.

6. BBecTM Naposb K cepTuduKary.

7. BblbpaTb, Kyaa OyaeT COXpaHEH 3KCMOPTUPOBAHHbLIM cepTudUKaT (KonuposaTb Ha
YCTPOMCTBO; OTNPaBuTb No e-mail, B counanbHOM CeTU UM B MECCEHAKEPE, COXPAHUTL B
obnake, nepeaatb no Bluetooth).

Mpw ycnewHoM BbINOJHEHUM onepaunn ceptTuduUKaT aKkcnopTupyeTca B pann.

5.7. 9kcnopTt ceptudmUKaTta
CepTndUKaTbl APYrMx NONb30BaTENEN, KOPHEBBIE N MPOMENKYTOUHbIE CEPTUPUKATLI IKCNOPTUPYIOTCA
6e3 3aKpbITOro Katua.
1.OTKpbITb pasgen CeptuduKkarbl.

2. OTKpbITb XpaHunuiLe CepTuduKatbl 4pYrux nonb3osatenei Man YA0CToBepaiowme LLeHTPbI.
]
3.BbI3BaTb KOHTEKCTHOE MEHIO Y HYXHOTO cepTudUKaTa. =

4.BblbpaTbh IKCNOPTUPOBATD.
5.¥Kaszatb Tun kogmnposkn DER nan BASE64.
6.Ha*kaTb BbinonHUTb.

7.BbibpaTh, Kyaa byaeT coxpaHEH 3KCNOPTUPOBaAHHbIN cepTUdMKaT (KONMPOBATbL Ha YCTPOWCTBO;
oTNpaBuTb No e-mail, B counanbHOW CEeTM UAM B MECCEHAMKEpEe, COXPaHWUTb B 0bnakKe,
nepeaatsb no Bluetooth).

Mpw ycnewHoM BbINOAHEHUN OnepaLmn cepTUdMKaT IKCNopPTUpPYeTCa B daii.

5.8. YpaneHue ceptudukara

1.OTKpbITb pasaen CepTuduKarol.

2. OTKpbITb XpPaHUANLLE, U3 KOTOPOTro HEOBXOAMMO YAaNUTL CEPTUPUKAT.
]
]

3.BbI3BaTb KOHTEKCTHOE MEHIO Y HY}KHOTO cepTUdUKaTa. »

4.BblbpaTb Yaanurb.

5.MoaTteBepanTb yaaneHume.
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CepTnduKaT byaeT ycnewHo yaaneH U3 xpaHuauua.
Ba)KHO: ecnv y cepTudmKaTa ecTb NPMBA3KA K 3aKPLITOMY KAtOUy, TO NpU yaaneHum ceptudukarta
YAANAETCA U ero KoHTeliHep. KoHTelHep He NOANEXKUT BOCCTAHOB/IEHMIO.

5.9. KnioueBble KOHTeiHepbl

B nporpamme oToOparkaloTcA K/AOYEBble KOHTEMHEpPbl, PAacrno/IoOXKEeHHbIe Ha YCTPOWMCTBE WU Ha
OTUYXKAaeMbIX HocuTenax, Hanpumep, USB-ToOKeHax UM cMmapT-KapTax.

5.9.1. Kak nocmotpeTb cepTuduKaTt B KOHTENHepe

1.Mpun HeoHX04MMOCTN NOAKMOUYNTD 3ALUMLLEHHDBIA HOCUTENb K YCTPOMCTBY.
2.071KpbITb pasgen Ceptudpukarbl.

3. OTKpbITb XpaHuauwe Kntouu.

4.HakaTb Ha KOHTeliHep.

OTKpoeTca nHbopmauma o cepTuduKkate B KOHTENHepeE.
5.9.2. KaK ycTaHOBUTb cepTUdUKAT U3 KKOUEBOro KOHTeliHepa

MpumeyaHue: aaHHaA GYHKLMA [OCTYNHA TONbKO ANA KOHTEMHEPOB, B KOTOPbIX eCTb cepTUdUKaT.
1.Mpun HeoHx04MMOCTN NOAKNOUYNTL 3ALUMLLEHHBIA HOCUTENb K YCTPOMUCTBY.
2. OTKpbITb pasaen CeptuduKarbl.
3. OTKpbITb XpaHuauwie Kntoun.
4.BbI3BaTb KOHTEKCTHOE MEHIO Y HY)KHOTO KOHTEeMHepa.
5.¥YcraHoBUTbL cepTuduKar.

6.Mpn HEOH6XOAMMOCTM BBECTM NAPOJIb K KNHOYEBOMY KOHTEMHEPY.
5.9.3. YpaneHue ceptuduKata

BAXHO! YpaneHHbIli KOHTEMHEP He NOANEKUT BOCCTaHOBAeHUIO! Bam npuaeTtcs nepeBbinycKaTb
cepTudUKar.
1.OTKpbITb pasaen CeptuduKkarbl.
2. OTKpbITb XpaHuauuLe Knouu.
3.BbI3BaTb KOHTEKCTHOE MEHIO Y HYXKHOrO KOHTenHepa.
4.Ypanuto.

5.MoaTBEpanTb yaaneHume.
5.9.4. O6HoB/EHME CNUCKA KOHTeliHepoB

[na o6HOBNEHMA CNUCKA KOHTEMHEPOB HEOOXOAMMO CBAMMHYTb BHU3.
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6. OnoseweHunna
Pasgen cogepKUT MHPopMaLMio 06 ONOBELLLEHUAX U KypHane cobbITUN.
6.1. *ypHan onepaumii
MHbopmauma o cobbITUAX, NPOUCXOAALMX B PaMKax NPUNONKeHWA, 3anucbiBaetca B MypHan

onepauymii (OnoseleHus).

[na Toro 4Ytobbl OTKPLITH YKYPHA/, HYXKHO HaXKaTb HA "KONIOKONbYMK" B NPaBOM BEpPXHEM Yray
npunoxkeHus nMbo Yyepes nNyHKT XypHan onepauuii B 60KOBOM MEHIO MPUIOKEHUSA.
™

6.2. HacTpoiiku onoBeLweHuM
|_|pl/1 HaXXaThn Ha KOHTEKCTHOE MEHKO CrnpaBa OT CTPOKM NOUCKA OTKPOKTCA HaCTPOEKM

onoseLyeHUn:

¢ BblgenuTtb onoBelweHUa — BblAENAET BCE OMOBELLEHMA M3 CMUCKA, MOCNE YEero UX MOXKHO
CoxpaHuTb (He peannsoBaHO B AaHHOM Bepcuu), OTNpaBUTb (KOMMPOBaATb Ha YCTPOMCTBO,
COXpaHUTb B 06/1aKe, OTNPaBUTb B MECCEHAMKEPE, MO 3/IEeKTPOHHOW NoyTe UKW B COLMaNbHOM
cetn)

e JKCNOPTUPOBATbL OMOBELUEHUA — COXpaHAeT Bce onoBellueHua B ¢ann dopmarta .txt ans
KOMMPOBAHWA HA YCTPOWMCTBO, COXPaHeHWs B 06nake, OTMPaBKM B MeCCEHAXKepe, Mo
9N1EKTPOHHOM NOYTE NN B COLMAIBHOM CETMU.

6.2.1. CopTupoBKa u ¢punbTpaums

Bce onoBeleHua pasaeneHbl No BKAALKAM:
e Ob6uee — coaepKUT BCe ONOoBeLLEHUA, UHPOPMUPYIOLLME O AEUCTBUAX;

e UHbOpMmauua — COAEpPKUT OMOBELLEHUA O AEWCTBUAX (Hanpumep, onepauns NOAMUCH,
3KCNopT cepTudmKara);

e OwunbKN — coaepunT onoselleHnsa 06 owmbKax B paboTe NpuioKeHus;

e MMpepynpexpgeHUa — COAEPXUT OMNOBELLEHUA O HeWTaTHbIX cuUTyaumsax (Hanpumep,
OTCYTCTBME NNLEH3UN).

Ana d)Ml'IpraLI,MM HYXHO BOCNO/Z1b30BaTbCA CTpOKOﬁ NOUCKa MO CMMBONIBHOMY COBMaZeHuio. B
AaHHOM Cay4dae OCTaHyTCA 3anncu, yaosaeTsopAatolLne 3anpocy.

Ona 6onee getanbHOM GUALTPALMM MOXKHO 334aTb MapameTpbl. [118 3TOro HyKHO HaXKaTb Ha KHOMKY
MOWCKa 1 KHOMKY GUAbTPa.

(]

L
O

MpeAycmMoTpeHbl cneayolwme napameTpbl:

e [latbl — AMana3oH AaT;
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e Pasgenbl — pa3aesn, B KOTOPOM BO3HUKAO COObITUE;
e YpoBeHb onoBeweHna — nHbopmauma, npegynpexkaeHne nimn owmnobKa.
dnnbTp NpMMeHaeTca Nocae HaxkaTusa Ha KHonky MpumeHuTb.

Ona oTmeHbl napameTpa ¢uabTpaumm HeobXxoAMMO Ha)KaTb HAa OTMEHY AN KOHKPETHOro
napameTpa.

X
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7. KnoueBble Hocutenm

Ona paboTbl € KAOYEBbIMM HOCUTENAMM HEobXOoAMMO YCTAHOBUTL MNpunoxeHue [laHenb
ynpasneHua PyTokeH Yyepe3 marasunH npuaoxeHuin Play Market.

7.1. MoakntoueHUe 3aULLLEHHDBIX HOCUTENEN

PytokeH Type-C 3.0 OCTaTOYHO BCTaBUTb B pa3beM MOBUALHOIO YCTPOMCTBA.

USB- ToKeHbl PyToKeH 3LIM 3.0 MOXKHO NOAKAIOUMTL Yepes nepexogHukK Type-C-USB.

BaxkHo! YcTpoicTBO f0KHO noaaepmnsatb GyHKUMo USB-OTG ans paboTbl ¢ USB-TokeHamu.
Ona nogknioyeHna cmapT-KapTbl Pytoken UM 3.0 NFC Heobxoaumo:

e BKAOUMTbL GyHKUMIO NFC Ha ycTpoicTBe;

® NMPUAOXKUTb CMAPT-KapTy K 3a4HEN NaHENN YCTPOMUCTBA.
7.2. YcTaHOBKa Karouen

1. 3anyctutb npunoxeHue KpuntoAPM INOCT 3.

2. MoAKNHUYUTL 3aLULLEHHDBIN HOCUTENb.

3. Mocne cYMTbIBAHUA OTKPbITbIA K/OY YCTAHOBUTCA B XpaHuaulLe JinuHbie ceptuduKatbl. B
XxpaHunuwe Knwoum otobpasntca KoHTelHep YCTaHOBIEHHOro cepTudmKaTa.
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8. O npunoxkeHnun

8.1. YcraHoBKa amueH3uu KpuntoAPM IFOCT 3

[Nns yCTAaHOBKM KAKOYa aKTUBALMWU NIMLEH3UN HYXXHO nepeilTtn B pasgen Jiuuensum (MeHio — O
npunoxeHun — nuueHsna KpuntoAPM FOCT — BeecTu AnueH3uIo). BBecTu KNtoY akTUBALUU INLEH3UN
W HaXaTb Ha Qanee.

Mpwn yCI'IeLLIHOﬁ YCTaHOBKeE obHoBMTCA MHd)OpMaLI,Mﬂ O CTaTyCe U gate UctevyeHnAa 1mueHsnn.

8.2. YcraHoBKa anueHsum Kpunrtollpo CSP
YcTaHOBKa KAOYa aKTMBALMWU JIMLEH3UM NPOM3BOAMTCA 4Yepe3 MNONAb30BaTeNbCKUMA WHTepdeic
npunoxeHua KpuntoAPM IOCT 3.

[Nns yCTaHOBKM KAKOYA aKTUBALMWU NIMLEH3UN HYXXHO nepeiTn B pasgen Jinuensum (MeHio — O
npunoxeHnn — nuuensua Kpuntolpo CSP — Beectu anueH3uto). BcTaBuTb KAOY aKTUBALMU NULLEH3UN
Ha KpunTtollpo CSP u HaxkaTb Oanee.

Mpu ycnewHon ycTaHoBKe 06HOBUTCA MHPOPMALIMA O CTaTyce IMLEH3UN (AeNCTBUTENbHA) N CPOKe
eé gencrTeums.

B cnyyae ecnm Koy akTMBaLMU INLEH3UM HA NPOAYKT HE BBEAEH UIN NNLEH3UA HeAeNCTBUTE/IbHA,
TO NPU KarKAOM 3anycKe MNPUIOKeHUa byaeT NosBAATbLCA BCr/biBatouwee cooblieHne ¢ MHbopmaumen.
dyHKUMM No paboTe ¢ npunoxeHnem byayT orpaHUYEHbI.

8.3. YcraHoBKa auueHsum Ha Kpuntolpo TSP Client

Ha yctpomcreax Android nuuensuma Kpuntollpo TSP Client Bxoant B coctas nunueHsnu Kpuntollpo

CSP.
8.4. YcraHoBKa nnueH3un Ha Kpuntolpo OCSP Client
Ha yctpoitcteax Android amueHsuna Kpuntolpo OCSP Client BxoauTt B coctas anueH3nn Kpuntollpo
CSP.
8.5. AononHurenbHo

[nAa npoBepKM Hanuuma y cepTudMKaTta MCMosb30oBaHWe Kaouva aTpubyTta keyAgreement
(CornacoBaHue Kntoueit) B pacwmpeHnn keyUsage Heobxogmumo B pasgene [ONOAHUTENbHO B MeHio O
nNpunoXKeHum yctaHoBuTb NMposepatb ®nar keyAgreement gna ceptuduKarta Karoua nonyyarens.

Ecnn B ceptudmKate oTcyTCTBYET aTPMOYT MCNob30BaHUA Katova CornacoBaHue Kako4ven, To Npu
BK/AOYEHHOM ¢nare onepauma wWndpoBaHUA B aApec Takoro cepTudmKaTa NpomMs3BoanTCs He byaer.

Mpw BbiKAOYeHHOM ¢nare wndppoBaHMe ByaeT BbINONHATLCA B agpec cepTudmKaTa, MMELWEero
atpmnbyTt keyEnchipherment, 6e3 npoBepkuM Hannuma atpmbyTta Mcnosib3oBaHuA Katoua CornacoBaHue
KAtouen.

BAXKHO! LlWwndposaHmne 6e3 ycrtaHosneHHoro dnara Mposepatb ¢nar keyAgreement pna
cepTudUKaTa Katoua nonydyatena BO3MOXKHO TO/IbKO B TECTOBbIX LLeNAX.
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