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AHHOTauuA
HacToAllee pyKOBOACTBO COAEPKMUT MHCTPYKLUIO No ncnonbsosaHuto CK3U Kpuntollpo CSP Bepcus
5.0 R3 KC1 ucnonHenue 1-KpuntoAPM IOCT 3 (ganee no tekcty — KpuntoAPM IOCT 3).

NHCTpYKUMN agMUHUCTPaTOpa 6€30MNacHOCTU M NOJIb30BaTENS PA3/IMYHbIX aBTOMAaTU3MPOBAHHbIX
cuctem, ncnonbyowmx CK3U, gomkHbl pa3pabaTbiBaThCs C y4eToM TPeboBaHMI HACTOALLErO AOKYMEHTA.

HacTtpoika u mncnonbsoBaHme CK3U Kpuntollpo CSP Bepcusa 5.0 R3 KC1 (ucnonHeHne 1-Base),
BXOAAWErO B KOMMAEKT MOCTaBKWU, [OO0/IKHA OCYLLECTBAATLCA B COOTBETCTBUM C TpeboBaHUAMM U
pPeKoMeHAaUMAMM SKCNyaTaLMOHHOM AoKyMmeHTaumm Ha CK3U (AKTAK.00101-03).

1. O npoaykre

KpnntoAPM TOCT 3— 31O npuaoxeHue ¢ rpadpuyeckum nosib30BaTeIbCKUM MHTepdencom ans
BbINO/IHEHUA OMepauui NO CO3LAHUID M NPOBEPKE 3/EKTPOHHOM noanucu ¢amnos, WKUPPOBaAHUA U
pacwndpoBaHma, ynpasaeHns cepTudmMKaTamm, pa3meLLLeHHbIX B XPaHUAULLAX KpUNTONPOBanaepa.

MpunoxeHne KpuntoAPM TOCT 3 npeacrasneHo nog naatdopmy iOS. PeanmsoBaHa noaneprkka
POCCUMCKMX KpunTorpaduyecknux CTaH4aApTOB MNOCPeaCTBOM  MCMNONAb30BaHWMA KpUNTOMNpoBangepa
Kpuntollpo CSP.

B npunoxkeHnn nopaepkuBaetca paboTa C KAHOYEBBIMM HOCUTENAMM 4Yepe3 Kpuntonposanaep
Kpuntollpo CSP.

1.1. ®DYHKLUUOHANBbHOCTb BEpCUMn

MpunoxKeHne TeKyLLel BEPCUM PACCUMTAHO HA BbINOJIHEHME ONEepaLMii:

Onepauyusa

JNeKTPOHHaA No4NUCb 3N1eKTPOHHaA NoANUCb NPOU3BObHbLIX GaltNoB pasmepom A0
80 M6 Ha nogaepmMBaembix nnaTpopmax; pasmep daiina He
MOXeET bbITb bonblie, yem cBOOOAHAS onepaTUBHaA NamaATb

npoBepKa 3/1eKTPOHHOM noanucu ¢daiioB pasmepom o 80
M6 Ha nopgep:kuBaembix nnatpopmax; pasmep ¢daiia He
MOXeET bbITb bonblle, yem cBOOOAHAS onepaTUBHaA NamaATb

co34aHue NpucoeanHeEHHOM U OTCOeANHEHHOM 3N1EKTPOHHOM
nognucu

Cco3gaHne noannucm Co WTamnom BpemMeHWM Ha noanncb U
noanuncbiBaemble AaHHble

co3gaHune YCOBepLueHCTBOBaHHOVI noganncu

AobaBneHne aneKTpoHHOM noanuck (GyHKUmMs conoanmcu)

Wundposanue/ wndpoBaHue u pacwmdpoBaHme pannos pasmepom go 80 M6
Ha noagepunBaemMblx nnatpopmax; pasmep daiina He MoXKeT

pacwudpoBaHue
6bITb 60/1bLLIE, YeM cBODOAHAA OnepaTUBHaA NamaATb

wmndposaHue no ctaHaapTy PKCS#7/CMS
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YnpasneHue oTobpakeHne cepTUPUKATOB N NPUBA3AHHDBIX K HUM 3aKPbITbIX
cepTudUMKaTaMm U KAKOYAMU | KTHOYEW OTHOCUTE/NIbHO XPaHWAWW, ANA NOoALEPKMBAEMbIX
KpMNTONpPOBalAepoB

NpoBepKa KOPPEKTHOCTM BblbpaHHOro ceptudmKata ¢
NOCTPOEHMEM LLEMOYKM A0BEpPUA

XpaHEHME 3aKpbITbIX KAlYelW Ha HocuTensx PytokeH (AO
«AKTUB-CodTY) npwm yCnosum MCNONb30BaHMUA
KpuntonpoBaraepa Kpuntolpo CSP

CO34aHKne 3anpocoB Ha CepTM(bMKaT

MMNOPT CepTUPUKATOB C MPUBA3KOM K 3aKPbITOMY KoYy

aKCnopT cepTudmKaTos

yAaneHue ceptndukaTos

nmnopT ceptnudmkatos yepes QR-koa

KoHTaKTbI CO3[aHMe KOHTAKTOB C cepTUdMKaTamMu U3 XpaHUAMWa
NnyHble ceptuduKaTthbl 1 U3 daina

CO34aHNe KOHTAaKTOB Ha OCHOBEe AaHHbIX CepTVId)VIKaTOB

CO34aHue rpynn ¢ KOHTaKTamm

3KCNOPT/MMNOPT KOHTaKTOB B popmate vCard

co3gaHve MoW KOHTaKT, C MPUKPENNEHHbIMU IMYHBIMU
ceptudmKaTamm

Pa6ota c JKYpPHaNom | oTobparkeHue cnucka cobbiTUiM MO YPOBHAM AeTannsauum
co6bITUI U yBEAOMNEHUAMMU

NPOCMOTP YBEAOMJIEHWUIM O COBBLITUAX

Pabota ¢ d¢aitnamm B | coxpaHeHMe Bcex pe3ynbTaToB onepauuint ¢ dannamm B

Katanore Apxus KaTanore Apxms
YnpasneHue CMUCKOM | yrnpaB/iieHne CMUCKOM AOMEHHbIX MMEH CalTOB, C KOTOPbIX
AOBepPeHHbIX CepBUCOB pa3pelleHa 06paboTKa 3aNpPoCcoB NPUNOKEHNEM

1.2. Noppep)xnsaembie KpuntTonposanaepbl

B npunoxeHnn ocyulectsaseTca nogdepKa kpuntonposaingepa Kpuntollpo CSP Bepcumn 5.0 R3
KC1 (ncnonHeHne 1-Base).

1.3. NoaaepKusBaemble KAoUeBble HOCUTENU

B npunoxeHnn nogaepxumsaerca paboTa c KatodeBbiIMU HocuTensimm PytokeH (AO «AKTuB-CodT»)
yepes Kpuntonposaaep Kpuntolpo CSP.
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1.4. JlnueH3ua Ha NporpaMmMHbIA NPOAYKT

Mpn nepBON yCTaHOBKE MPUNOXKEHUA aKTMBUpYeTcA AnueHsna Ha Kpuntolpo CSP cpokom Ha 90
AHeln. Ons paboTbl ¢ npunoxkeHnem KpuntoAPM FOCT 3 HeobxoamMma nnLeH3nA (BpeMeHHas, rogosas
nnmn 6eccpoyHas).

BpemeHHaa nuueH3ns Ans 3HAKOMCTBA C MPOAYKTOM BblAAETcA nosb3oBatento Ha 30 aHen
OAHOKpPATHO, Mo 3anpocy Ha caiTe: https://cryptoarm.ru/cryptoarm-gost3/.

Mocne ncrtevyeHMAa 03HAKOMUTENIbHOTO Nepuoaa A1Aa NONHODYHKLMOHANbHON PaboTbl MPUNOKEHUA
TpebyeTtca npuobpeTteHne n ycTaHOBKA rogoBoMN nan 6eccpoYyHOn nnuUeH3un. bes ycTaHOBKU NULLEH3UM
onepauum noanucu, pacwndpoBaHUA BbINONHATLCA He ByayT.

Ons npnobpeTeHnA NNUEH3UIN HA NporpaMMHbIn NpogyKT KpuntoAPM TOCT 3 n Kpuntollpo CSP
MOKHO 06PaTUTLCA B YNOTHOMOYEHHYHO OpraHU3aLmio.

1.5. YcraHoBKa npunoxkeHua KpuntoAPM FOCT 3

YcTtaHoBKa M obHoBneHue npunoxeHna KpuntoAPM TOCT 3 npoucxoguT 4epe3 marasuH
npunoxenuin App Store.

1.6. CuctemHble TpeboBaHuA

Ona npunoxeHus cpopmyinpoBaHbl MUHUMA/bHBIE CUCTEMHbIE TPeboBaHUA K KOHOUIrypauum
obopyposaHua nog nnatpopmy iOS:

e OnepauunoHHasa cucrema: ioOS 15, iOS 16;
e OnepaTuBHaa namaTb: 26 1 BbliLE;

e BcTpoeHHasa namaATb: 3216 v Bbiwe;

e [lnaroHanb 3KpaHa: 4.7" v Bbilwe;

e [logaepKa 3G, 4G, LTE: pekomeHayem;

e ®doTo-Kamepa: pekomeHayem, 8MI u Bbiwwe.
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2. Hauano paboTtbl c npuaoKeHunem
Pabota c npunoxkeHnem KpuntoAPM FOCT 3 HauMHaeTca ¢ BKNaAKn [JOKYMEHTbI.
Yepes 0CHOBHOE MEHI0 NPUIOKEHMA OCYLLLECTBAAETCA NEPEX0L B pa3gensbl:

e O nMNPUNOXKEHMU — COAEPXHMUT CBeAeHUA O /AULEH3MAX M UX npaBoobnagaTensx,
PYKOBO/CTBO M0/1b30BaTENSA, MO KAUKY Ha KOTOPOE OTKPbIBAETCA CAalT C AOKYMEHTaunemn, u
HacTpoiiKa keyAgreement (CornacosaHue Knouen).

e XypHan onepauuii - COAEPKUT CBEAEHUNA O BCEX OMEpPaLMAX B MPUIOKEHWUN.

e [lOKyMeHTbl — OCYLLECTBAAETCA Nepexos K mactepam onepaunin u pabota ¢ apXmBHbIMU
KOMUAMM AOKYMEHTOB.

e KOHTaKTbl — MCNONb3yeTCA ANnA BeaeHUA CNMMCKa KOHTAKTOB, B aApPeC KOTOPbIX MMEETCA
BO3MOXHOCTb LLIVId)pOBaTb AOKYMEHTbLI.

e CepTuduKaTbl — MCNONb3YETCA ANA YNPABAEHUA cepTUPUKaTaMMu.
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3. JOKyMEeHTbI

Pabota ¢ npunoxxkennem KpuntoAPM IF'OCT HaumHaeTca ¢ pa3aena [LOKyMeHTbl.

B BepxHel NaHenn pacnosioxeHbl KHoMKa MeHto, Ha3BaHWe pasgena, GyHKLMA NOUCKa U MKOHKaA
OnoBeLLeHuniA.

Bnok fencrBua coctouT 13 4 BUAXKETOB M NpeaHa3HavyeH ana gobaBneHns OKYMEHTOB B ApXxuB,
co34aHuA Npoduna, HACTPONKM M yNpaBAeHUA NapameTpamum onepaunii (nognuce, wWndposaHue, BbIbop
cepTudukatoB 1 T. 4.) n nepexoaa B mactepa Moanucb n wudpposaHue, NMposepKa u pacwmdppoBaHue.

Huxke pasmewéH 610K ApxuB. 34eCb NPeaCcTaB/ieH CMMCOK AOKYMEHTOB, KOTOPble NOb30BaTeNb
coxpaHaeT npu noanucaHuu/wndpoBaHnn/apxmsmposaHnn dannos. [as  3TOro  aBTOMaTOM
aKkTMBMpoBaHa ¢yHKUMA Co3paTbh Konum pannos B ApXuB. ECiM OTKAOUMTL TOITA pe3yibTaTbl onepaumm
He ByayT AOCTYNHbI NOCAE 3aKPbITUA NPUNOXKEHUA. TakKe B 610K ApXUB N0/Ib30BaTENb MOXKeET 206aBUTb
dalinbl € YCTPOMCTBA, HaXKaB Ha BUAXKeT [106aBUTb LOKYMEHT.

3.1. Co3paHue npoduna nognucu

Ona nognucanuna n wnedposaHua painnoB HeobxoaAnMMo co3aaTb Npoduib Nnoanucu.

Mpodunb nognucu — Wab/IOH HACTPOEK A/1A BbINOJHEHWUA ONepaLnin NoanncKu, apxXMBMPOBaHNA U
WndpOoBaHUA AN1A pasHbIX cuTyauuit. Ina obmeHa AOKYMEHTaMKU C ByXranTepom Bbl MOMKETE YCTaHOBUTb
N UCNOJIb30BaTb OAMH NPOPU/Ib, C NAPTHEPAMU — BTOPOM, C KIMEHTAMU — TPETUN.

3.1.1. Kak co3gatb npodunab nognucu

1. BbibpaTtb B MeHI0 pasaen [JJOKyMeHTbI.
2. Haxatb Ha Buarket Co3patb npodunb. OTKpoeTca BKIagKka HoBbi npodunb.

3. BsecTu HasBaHWe NPodUIA U HaXKaTb Ha MOJIBYHKM Heobxoaumbix onepaumin (Moanucs,
ApxuBupoBaHue, LLndpoBaHmne). Huke OTKPOIOTCA HACTPOMKM ANA  KaxKAoro BuAaa
onepauui.

4. HarkaTb Ha KHONKy COXpaHUTb B MPaBOM BEPXHEM Yray.
3.1.2. OnucaHue noneit npopuna

e HassaHue npoduna — HasBaHue Nnpodmns NoAnMcK Ana yaobcerTea noncka.

e OnepaumMm — nNoOANUCb, apXMBMPOBAHUE, WKPPOBAHUE, APYTMMWU CIO0BAMMK, OnepaLmm,
KOTOpbI€ HYXXHO BblOpaTh.

B 3aBMCMMOCTM OT BbIBpPaHHbIX MapaMeTPOB CTaHYT A0CTYMHbI A40MNO/JIHUTEbHbIE NOAA:
e Onepauua Moanucb, AOCTYMNHbIE NONA:

- CoxpaHeHue pe3yNbTaTOB HA YCTPOMCTBE — MO3BOJIAET CO34aTb Konuwu dannos B 610Ke
Apxus.
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- Ceptudukar nognucu — Ana Bblbopa AOCTYNHbI IMYHbIE cepTUdUKaTbl C NPUBA3KON K
3aKPbITOMY K/OYY.

- Cranpapt noanucu — CAdES-BES gna co3gaHma knaccnyeckon nognucu nnm CAJES-X Long
Type 1 n CAdES-T — anAa ycoseplueHcTBOBaHHOM noanucu. Mpu Bbibope ctaHgapTa CAdES-
X Long Type 1 n CAdES-T Tpebyetcs 3anonHuTb nose Cnyxxba wramnos spemenHn (TSP). Ons
cTaHgapTa noanucyu CAdES-T nonsyHok Ha LUtamn BpemeHM Ha NOANUCb aKTMBMPOBAH
aBTomaTom. lMpu Bbibope cTaHgapTa noanucn CAdES-X Long Type 1 nonsyHok Ltamn
BPeMeHM Ha NOANUCb TaKXKe aKTUBMPOBAH aBTOMaToM, nose MapameTpbl cayx6bbi online
cratycoB (OCSP) 3anonHAeTca No HeobXoAMMOCTH.

- KogupoBKa nognucu — coxpaHeHue NnoAnucu B 04HOM U3 ABYX KOANMpPOBOK BASE64 nan
DER.

- ®opmart dana noanucu — BbIGOP pacWMpeHUA ANA NOANUCLIBAEMbIX LOKYMEHTOB B
dopmarax .sig, .p7s, .sgn, .sign, .bin.

- [OeicTBUA NpU cONOANUCHU - PeAHa3HAYeH A/1a COXPaHEeHUA COnoAnncu B UCXOAHbIN dann
nmbo B Konuto ncxoaHoro darina.

- LWrtamn BpemeHu Ha noanucb — npefHa3HayeH ANA co3AaHuMs NOAMMCKU CO LUTaMMOM
BpeMeHN Ha noanucb. Mpu BKAOYEHUU onuuu TpebyeTcs 3anonHUTL none MapameTpsl
cny*b6bl wWTamnoB BpemeHu (TSP), BBeaa agpec.

- LWtamn BpeMeHU Ha JaHHble — npegHasHayeH AAA CO34aHMA NOAMUCK CO LITAaMMOM
BPEMEHMU Ha AaHHble. [py BKAOYEHUU onuum TpebyeTtca 3anoiHMTb none Cnyxba wramnos
BpemeHu (TSP).

- Mapametpbl cayx6bl wTamnos BpemeHn (TSP) — agpec cayKbbl WITaMMNOB BPEMEHM,
KOTOPbI MOMHO Yy3HaTb Yy MNOCTaBWMKA ycayr. Hanpumep, ycayrm cayxbbl WTamnos
BPEMEHW MOTYT NPeAO0CTaBNATb YA0CTOBEPAIOLWME LLEHTPbI.

- MMapametpbl cnyXbbl OHnaiH cratycoB (OCSP) — agpec cnyx6bl OCSP. [one
oTobparkaeTca, ecan BblbpaH ctaHgapT noanucu CAJES-X Long Type 1 n nonsyHok Wtamn
BPeMeHM Ha noanucb. [JaHHoe nosie He 0b6A3aTeNbHO ANA 3an0ONHEHMA, Yale agpec
NponucaH B camMom cepTuduKaTte, KOTOPbIM CO34aEeTCA NOANUCH.

e Onepauus ApXxuBMpoBaHUe, AOCTYNHAA HACTPOWKa:

- CoxpaHeHue pe3yNbTaTOB HA YCTPOMCTBE — MO3BOJIAET CO34aTb Konuu ¢dalinos B 61oke
Apxwus.

e Onepauus LLndposaHue, fOCTYNHbIE NONA:

- CoxpaHeHue pe3ynbTaToB Ha YCTPOMUCTBE — MO3BO/ISIET CO34aTb KONuKM GainnoB BO BKNALKe
Apxus.

- Ceptudukar wudppoBaHUA — A8 BbIOGOPA AOCTYMHbI KOHTAKTbI, Y KOTOPbIX €CTb NPMBA3KA
K cepTudurKaTy, U1 Mo KOHTAKT, K KOTOPOMY NpMBA3aHbl INYHbIE CEPTUPUKATSI.

- Anroputm wudpposaHua — dann wudpyetca no ogHomy 13 aaropmutmos: FOCT 28147-89,
FOCT P 34.12-2015 Marma, TOCT P 34.12-2015 Ky3Heuuk.
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- KopauposKa ¢aiinoB — coxpaHeHue 3awmndpoBaHHOro ¢aiiia B 04HOM M3 ABYX KOAMPOBOK
BASE64 nan DER.

3.2. PepaKktuposaHue npoduna nognucu
3.2.1. PepaktupoBaHue npodpunasa nognucm us cnucka npopuneit nognucu

1.B 6n0ke NMpodunun HaxaTb Ha Bce.

2.HaxkaTb Ha PepaKTnpoBaTb y HY>XHOro Npopuns.

3.M13MeHUTb HyXKHble NapameTpbl.

4.HakaTb Ha HacTpoiiku npoduna (BepHyTbCA Ha NpeablayLLYt0 BKNAAKY).
3.3. YpaneHue npodpuna nognmucu

3.3.1. YaaneHue npoduna nognucu U3 cnucka npoduneii noanucm

1.B 6n0Ke NMpodunn HaxaTb Ha Bce.

2.HaxaTb Ha KHOMNKY YAanuTb y HyXXHOro npoduns.

X

3.3.2. YpaneHue npodpunsa noanucu B r/aBHOM OKHe pasgena [JoKyMmeHTbI
1.B 610Ke Mpodunun HaxkaTb Ha KHOMKY YAAAUTb Yy HYXKHOro npoduns.
3.4. NoanucaHne fOKYMEHTa

Ytobbl MOANUCLIBAaTb [AOKYMEHTbI 3/1EKTPOHHOM MNOAMNUCLIO, HYXHO YCTaHOBUTb B JlMyHoe
XpaHunuue cepTuPUKaT C NPUBA3AHHBIM K HEMY 3aKPbITbIM K/THOYOM.

MoAanucaTb AOKYMEHTbI Bbl MOXKeTe B macTepe NMognucu u wudposBaHua B pasgene JLOKyMeHTbI.

Bbl mMosKeTe noanucatb AOKYMEHTbI, Bbibpas ¢alinbl U3 BKAagKM ApxuB uau Bbibpas npodunb
noanucu B 6aoke Npoduamn noanucu.

3.4.1. Kak nognucaTtb JOKYMEHT, UICNO/Ib3yA Npoduab noanucm

1. Co3patb npoduab NoaAnNnCK, B KOTOPOM 3aZaHbl HYXKHble HACTPOIMKM NOAMUCH.

2. OTKpbITb pasgen JOKYMeHTbl — Hy)HbI npodunb noanucu. Mpu Bbibope npoduna B
MacTepe aBTOMaTU4YeCKM 3anonHaoTcA HacTpokmn onepaumii, coxpaHeHWe pesyabTaToB Ha
yCTpOWMCTBE.

3. BblbpaTb cepTUPMKAT 13 CNMUCKA INYHBIX CEPTUPUKATOB.
4. N06aBUTb AOKYMEHTbI.

5. HaxkaTb KHONKY BbINOAHUTD.
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6. Haxkmute MopaTtBeprKparo ANA NOATBEPXKAEHWA O3HAKOMEHMS C OOKYMEHTOM nepes
noAnucaHuem.

7. Beectn naposib 1 HaxaTb Ha OK.
3.4.2. Kak nognucaTtb 4OKYMEHT, ucnonbsya macrtep NMoanuco n wndpposaHme

1.HaaTb Ha MKOHKY Mognucb u wndposBaHue.
2.Haxatb Ha Moanucb B HacTpoiikax npodpunsa.

3.HacTpouTb HyHble napameTpbl (onepauuu, coxpaHeHWe pe3ynbTaToB Ha YCTPOWCTBE,
napameTpbl NOANMUCH).

4.BepHyTbCA Ha NpeAblAyLLNI SKPaH, HAa*KaB Ha CTPE/IKY BNEBO B JIEBOM BEPXHEM YI/ly PALOM
¢ Hactpoiikamu npodpuns.

5.Bbibpatb ceptudumKat. OTKPOETCA CMUCOK IMYHBIX CepTUPMKATOB. BbibpaTb HYXKHbIA M
HaaTb Ha KHOMNKy Bbl6paTb.

6.06aBNTb LOKYMEHTbI.
7.HaxaTb KHONKY BbINOAHUTD.

8.Haxxmute MoarBepKpato A1 NOATBEPXKAEHUA O3HAKOM/IEHMA C AOKYMEHTOM nepej,
nognuMcaHnem.

9.BBecTn naponb U HaxkaTb Ha OK.
3.4.3. Kak nognucatb AOKYMEHT C NOMOLLbIO KOHTEKCTHOFO MEHI0

1. OTKpbITb pasgen JOKYyMeHTbI.

[}
2.BbI3BaTb KOHTEKCTHOE MEHIO Y HY}KHOrO daiina B 610Kke ApXUB. =
3.Bbibpatb NMpodpunn — NMNoanucob n wndposaHme.

4.HacTpouTb Hy}KHble MNapameTpbl (onepauuun, COXpaHeHMe pe3ynbTaToB Ha YCTPOWCTBE,
napameTpbl NoANUCHK).

5.BepHyTbCA Ha NpeablayLLMIiA SKPaH, HaXKaB Ha CTPE/IKY BJIEBO B IEBOM BEPXHEM YIay pAaaoM
¢ Hactpoitkamu npoduns.

6.Bbl6paTbh cepTudMKaT. OTKPOETCA CMUCOK JIMYHBbIX CepTUOUKATOB. BblbpaTb HYMKHbIN U
Ha¥KaTb Ha KHOMKy Bbl6paTh.

7.HaxaTb KHONKY BbINOAHUTD.

8.Haxkmute MopTBepKAaal AN MNOATBEPKAEHMA O3HAKOMIEHUA C AOKYMEHTOM nepej,
noanucaHuem.

9.BBecTv naponb K HaxKatb Ha OK.
3.4.4. KakK co3gaTb Nnognuchb co Wwrtamnom spemeHu (TSP)

Cny»ba WTaMnNoB BPEMEHU UCNONb3YeTCA AN NPOCTaHOBKM LUTAMMNOB BPEMEHU Ha AOKYMEHTbI.
[aHHble, 3allMLLEHHbIEe 3N1eKTPOHHON noanucbio Cay»kbbl, coaepKaT HaAeKHyl WHPopmMauul o
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BPEMEHW CyLLEeCTBOBAHMA 3/IEKTPOHHOrO AOKyMeHTa. LLTamnbl BpemeHM MCNonb3ytoTca ANA NPUBA3KK
daKTa cyLLecTBOBaHMA KaKNX-TMO0 AaHHbIX KO BPEMEHMW.

1. OTKpbITb pasgen LOKYMEHTbI.

2. Co3pgaTb npodumab noanucu Mnau OTKPbITb macTep Mognucb u wudppoBaHme. YKasaTtb
cnepyowme napameTpbl NOANUCHU:

e craHgapt — CAdES-X Long Type 1 wnu CAdES-T, BMA, KOAMPOBKY, COXPaHeHue
pe3ynbTaTos B APXUB;

e onuua Wramn BpemeHn Ha Nnognncb BK/IlO4EHA aBTOMATOM,
e BKAOYUTb onumio LLiTamn BpemeHun Ha noanucbiBaemble AaHHble HeNb3A;

e 3anonHuTb B none Cnyxba wramnos BpemeHu (TSP) agpec cnybbl, KOTOPbIA MOXKHO
y3HaTb Y NOCTaBLMKA ycayrn. Hanpumep, ycnyrm cay»Kbbl WTaMnoB BPpeMeHU MOryT
npeaocTaBAATb yAocToBepstowme LLEHTPbI. dopmart agpeca:
<npotokon>://<cepsep>[:nopT][/nyTb]. B KauyecTBe MNPOTOKO/a MOKET bObiTb yKa3aH
"http" u "https".

3. [o6aBUTb AOKYMEHTI.
4. Ha)aTb Ha KHOMKY BbINOAHUTD.

5. Haxmute [MMopaTBepAaaw A1a MOATBEPKAEHUA NPOUYTEHUA [AOKYMEHTOB nepes
noAnucaHuem.

6. BBecTu naponb 1 HaXaTb Ha OK.
3.4.5. KaK co3partb ycoBepLUeHCTBOBAaHHYIO No4NUCb

YcoBepLlIeHCTBOBAHHAsA KBaNMOUUMPOBAHHAsA 3/EKTPOHHAs MNOAMMUCb MOMOXKET [A0KasaTb
IOPUANYECKYIO 3HAUMMOCTb JOKYMEHTA B CMOPHbIX CUTyauusax. Hanpumep, Koraa noMMmMoO aBTOPCTBA U
LeNOCTHOCTN AOKYMeHTa (KoTopble AaeT obbluHaa K3MM) HeobxoaMmo NoaTBEPAUTD, UTO cepTUDUKAT Obin
NEeNCTBUTENEH B MOMEHT NOANUCaHNA AOKYMEHTA.

dopmat ycoBepLIEHCTBOBAaHHOM NOANUCK NPeAyCMaTPUBAET BKAOYEHNE B 3NIEKTPOHHYHO MOANUCH
MHPOPMaLUUM O BpemeHu co3aaHua noanucu (TSP) m o ctatyce ceptuduKaTa 3/IEKTPOHHOW Noanucu
(OCSP) B MOMEHT noanucaHms.

1.O07KpbITb pasgen [LOKymMeHTbl.

2.Co3maTtb npodunb noanucu MaM OTKpbITb Mactep Mognucu u wudpoBaHuA. YKasaTtb
cneayolmMe napameTpbl NOANUCHK:

e ctaHaapt — CAdES-X Long Type 1 wunm CAdES-T, BMAO, KOAMPOBKY, COXPaHeHue
pe3ynbTaTtos B APXUB;

e onuuAa LUtamn BpemeHu Ha NOANUCH BKAKOYEHA, OTKIIOUYNTb HENb3A;
e BKAOYUTHL onumio LLitamn BpemeHu Ha noanucbiBaemble AaHHble He/lb34;

® 3anonHUTL B none Cnyxkba wramnos BpemeHn (TSP) agpec cnyxbbl, KOTOPbIA MOMKHO
y3HaTb Yy MOCTaBWMKa ycnyru. Hanpumep, ycayrn cnykbbl WTaMnoB BpPeMEHU MOryT

CtpaHnua 14 ns 41



KTAN.00101-13 92 02. KpunTtollpo CSP. KpuntoAPM IOCT 3. PykoBogcTBO nonb3osatens. i0S

npeaocTaBAATb yAocToBepstowme LLEHTPbI. dopmar ajpeca:
<npotokon>://<cepsep>[:nopT][/nyTb]. B KauecTBe NPOTOKOa MOXKET bbITb YKa3zaH "http"
n "https";

e nna ctaHaapta noanucu CAdES-X Long Type 1 3anonHutb B nosne Cnyxb6a oHnauH
cratycoB (OCSP) agpec cnyx6bbl OCSP. Yawe Bcero agpec nponuvcaH B Camom
cepTuduKaTte, KOTOpbIM CO3AAETCA NOANMUCD.

3.006aBUTb LLOKYMEHTbI.
4.HakaTb Ha KHOMNKY BbINOAHUTD.

5.Haxkmute MMopTBepKAaw A1 NOATBEPXKAEHMA MNPOYTEHUA  OOKYMEHTOB nNepes
noanucaHuem.

6.BBecTr napoab 1 HaxaTb Ha OK.
3.4.6. Pe3ynbTtart BbINO/IHEHUA onepaLun

B okHe pe3ynbTaToB onepaunii mactepa Mognucu n wudposaHua 6yayT nognucaHHblie daninbl.
(]
MpPW HaKaTUM Ha KOHTEKCTHOE MEHIO MOXHO: s
e OTKpPbLbITb - OTKPOETCA OKHO C MHpOpMaLMen 0 NOANUCU U UCXOAHOM AOKYMEHTE;

¢ MoKa3aTb cBoOMCTBA — OTKPOETCA OKHO C MWHpopmauuern O [OKyMeHTe (nosiHoe
HaMMeHOBaHME LOKYMEHTA, TUM, pasmep, AaTy CO34aHUA U AaTy U3MEHEHUS LOKYMEHTA);

e MoaennuTbca Yepes MecceHOKep, INEKTPOHHYIO MoYTy, coumanbHble ceTu, Bluetooth mam
COXpaHWTb B 061aK0, a TaKKe KONMpPoBaTb Ha YCTPOWCTBO;

e Mpodunu: Nognucbo mn wudposBaHue, [poBepka u pacwudppoBaHne - [AOKYMEHT
3arpyrkaeTca B yKasaHHbIN npodub.

3.5. WundposaHMne AOKYyMmeHTa

WndposaHne AOKYMEHTOB AOCTYNHO B aAPEC KOHTAKTOB WM FPYNn KOHTAaKTOB C NPUBA3aHHbIMMU
ceptTudmKatamm wnodposaHma.

3awundpoBaTb AOKYMEHTbl Bbl Mo)KeTe B Mactepe Mognucu u wudpoBaHua B pasgene
[okymeHTbl. J06aBUTb LOKYMEHTbI B MacTep MOKHO, BblbpaB ¢alinbl M3 6/10ka ApXuB, 3arpy3ms ¢annbl ¢
ycTponcTea, 1Mbo ao06asutb dpaiisibl B npunoxkenne KpuntoAPM FOCT 13 apyroro NnpUIoKeHUaA no KHomnke
MopenutbcA.

3.5.1. Kak 3awmdpoBaTtb JOKYMEHT, UCNOAb3yA NPodUab Nognucu

1.Co3aatb npodunab NOANUCKU C 3aAaHHBIMW HACTPONKaMUM ANA WnNdpPOBaAHMA.
e BBecTu Ha3zBaHMe HOBOro NPOPUNA.
e 3meHuTb onepauumto Mognuck Ha onepauuto LndposaHume.

e HacTpouTb HyXHble napameTpbl (COXpaHeHWe pe3ynbTaToB Ha YCTPOMCTBO,
anroputm WwudpoBaHUA U KogmpoBKa dalinos)
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® BbibpaTb KOHTaKTbl B nose [Monyyatenn. [na Bbibopa AOCTYNHbI KOHTaKTbl C
NPUBA3AHHBIMK CcePTUOMKATAMMU U TPYMMbl, cOAeprKalme OAMH WUAN HECKO/bKO
TaKUX KOHTAKTOB, a Tak»Ke Mol KOHTaKT.

e |lUndposaHue byaet npomsBeaeHO B agpec cepTuduKaTa KOHTaKTa, BbIBpaHHOro no
ymon4yaHuo. [na nameHeHms ceptuduKaTa WMPPOBAHMA HAXKMMUTE Ha KOHTAKT B
none MNonyyatenm n B KOHTEKCTHOM MeHI0 BbibepuTe BoibpaTb ceptudukar.

2.0TKpbITb pasgen [OKYMeHTbl — HY)KHbI npodunb noanucu. Mpu Bbibope npoduna B
MacTepe aBTOMaTU4YeCcKuM 3anonHaoTca HacTpoilku onepaumii, coxpaHeHWe pe3ybTaToB Ha
yCTpOMCTBE.

3./106aBUTb AOKYMEHTbI.

4.HaaTb KHOMKY BbINOAHUTD.
3.5.2. Kak 3awundpoBatb AOKYMEHT, Ucnoib3ya macrep Moanucb n wudpposaHume

1.HaxaTb Ha BuakeT Moanucb u wndposBaHue.
2.Mepentn B HacTpoiiku npodpuna.
® /3meHuTb onepauuto NMognucb Ha onepauuio LLndpposaHue.

e HacTpouTb HyHble NapaMeTpbl (COXpaHeHWe Pe3yabTaToOB Ha YCTPOMCTBE, aITOPUTM
WwrdpoBaHUA M KOANPOBKA GaltnoB) N BEpPHYTbCA Ha NpeablayLiniA SKpaH.

3.BblbpaTb KOHTaKTbI B nosie Nonyyatenn. [ina Bbibopa AOCTYNHbI KOHTaKTbl C MPMUBA3AHHbIMM
cepTuduKaTaMn 1 rpynnbl, CoAeprKaline oauH UAN HECKONbKO TaKUX KOHTAKTOB, a TaKMKe
Mol KOHTaKT.

4.lUndpoBaHne byaetr npoussBeneHO B agapec cepTudUKaTa KOHTaAKTa, BbIOpaHHOro no
ymonyaHuto. [nAa MameHeHuAa cepTudMKaTa WNPPOBAHUA HAXKMUTE Ha KOHTAKT B Mnose
MonyyaTenu n B KOHTEKCTHOM MeH!0 BbibepuTe BolbpaTtb cepTuduKaThbl.

5.[106aBUTb AOKYMEHTbI.

6.HaxaTb KHOMKY BbINONAHUTD.
3.5.3. KakK 3awmndpoBatb JOKYMEHT C NOMOLLbIO KOHTEKCTHOrO MEeHH

1. OTKpbITb pasgen JOKYyMeHTbI.
[
v ]
2.BbI3BaTb KOHTEKCTHOE MEHIO Yy HY*KHOTO ¢daiina B 610Ke ApXuB. =

3.Bbibpatb Moanucb n wudposaHue.
4.MepeiTtn B Hactpoiiku npoduna.
® M3meHunTb onepauumto Mognuce Ha onepauuto LndpposaHme.

® HacTpouTb Hy)KHble NapameTpbl (COXpaHeHWe pe3ynbTaToB Ha YCTPOMCTBE, aNfOPUTM
LWNPPOBAHUA N KOAUPOBKA $aiNoB) U BEPHYTLCS Ha NpeablayLiniA SKPaH.

5.BbibpaTb KOHTaKTbl B none Monyyatenn. Ansa Bbibopa AOCTYMHbI KOHTAKTbl C MPUBA3AaHHbIMM
cepTUdMKaTamm 1 rpynnbl, COAEPKaLMe OANH NN HECKOIbKO TaKMX KOHTAKTOB, a Takke Mol
KOHTAKT.
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6.lLndpposaHme bypeT npousBenseHo B aapec cepTudMKaTa KOHTaKTa, BbIGpPAaHHOro Mo
YyMOMYaHUO. [N M3MeHeHMA cepTudMKaTa WUPPOBAHUA HAKMUTE HA KOHTAKT B none
MonyyaTenu n B KOHTEKCTHOM MeHI0 BbibepuTe BblbpaTb cepTuduKar.

7.HaxaTb KHONKY BbINOAHUTD.

8.BBectn naponb U Haxkatb Ha OK.
3.5.4. Pe3ynbrart BbINONIHEHUA OonepaLun

B okHe pe3ynbTaToB onepauuii mactepa NMognucu u wnudposBaHmua byayT 3awmndppoBaHHbIe panbl.
[

MpPW HaKaTUM Ha KOHTEKCTHOE MEHIO MOXKHO: s

e n3yuntb CBOMCTBA AOKYMeEHTa (Ha3BaHWe OOKYMeHTa, TWUM, pasmep, AaTa co3gaHusA, aaTta
N3MeHeHuA);

e o HaxaTuio Ha Mognucb n wndpposaHue/MposepKa u pacwmdpposaHme 3aWwndPOBaHHDIN
[LOKYMeHT fobasnseTca B BbIOpaHHbI macTep.

e MoaennuTbca Yepes MeCcCeHANKep, /MIEeKTPOHHYI NOoYTy, coumanbHble cetu, Bluetooth man
COXPaHUTb B 061aK0, @ TaK}Ke KONMpPoBaTb Ha YCTPOMCTBO.

3.6. ApxuBupoBaHue AO0KYMEHTa

ApxvMBMPOBaTb AOKYMEHTbl MOXHO B macTepe Moanucu u wudpoBaHuA uan cos3gas npodub
NoANMCK C onepaumen ApXMBMPOBaHME.

3.6.1. Kak apxusupoBaTb AOKYMEHT yepe3 mactep Moanucb n wndpposaHue

1. OTKpbITb pasgen JOKYyMeHTbI.

2.HaKaTb Ha MKOHKY macTepa Mognucb 1 wundposaHue.

3.HakaTb Ha Moanucb B HacTpoiKkax npopuna.

4.BblbpaTb onepaumio ApXuBupoBaHue.

5.Mpu HeobxoanmocTu geakTmempoBaTtb dnar Co3pgatb Konuu ¢paitnos B ApXmB.

6.BepHyTbCA Ha NpeablayLWMiA 3KPaH, HaXKaB Ha CTPEJIKY BNE€BO B IEBOM BEPXHEM YTy PAAOM C
Hactpoitkamu npoduna.

7.006aBUTb OKYMEHTDI.

8.HaxKkaTb Ha BbINONHUTD.
3.6.2. Kak apxuBMpoBaTb 4OKYMEHT C NOMoLblo Npoduaa nognucu

1. OTKpbITb pasaen JOKYMeEHTbI.
2.BbibpaTb paHee co3gaHHbIN Npoduab NoANUCK C onepaLnen ApXxMBMpoBaHue.
3.006aBNTb AOKYMEHTbI.

4. HaaTb Ha BbInONHUTD.
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3.6.3. Pe3ynbrart BbINO/IHEHUA onepaLum

B oKHe pe3synbtaToB onepaunit mactepa Mognucn n wudposBaHua 6yayT 3aapxmBUPOBaHHbIE
]

dalinbl. MpU HaXKaTUM Ha KOHTEKCTHOE MEHIO MOXKHO: &

¢ MoKa3aTb cBOMCTBA — OTKPOETCA OKHO C WHpopmauuen O [OKyMeHTe (nosiHoe
HaMMeHOBaHMe [OKYMEHTa, TUN, pa3mep, AaTy CO34aHUA U AaTy U3MEHEHUA [OKYMEHTA);

¢ MoAennuTbCA Yepes MecCceHOKep, 3NEKTPOHHYIO MoYTy, coumanbHble cetu, Bluetooth man
COXpaHuUTb B 06/1aK0, a TaKXKe KONMMPOBaTb Ha YCTPOMCTBO;

e Mpodunau: Moanucb u wudposaHue, lpoBepka wu pacwmndppoBaHue - OJOKYMEHT
3arpyrkaeTca B yKasaHHbIN Npodusb.

3.7. MposepKa noaANUCU AOKYMEHTA

[na NnpoBepKM Nognucy A0CTaToOYHO BblgenuTb Gain pacwmnpeHunem .sig, .p7s, .sgn, .sign nam .bin,
KOTOPbI COAEPHKUT INEKTPOHHYIO NOANUCH. HUKAKMX AOMNONHUTENIbHBIX HACTPOEK NPUY NPOBEPKE Nognucu
NPOM3BOAMUTL HE HYXKHO.

1. OTKpbITb pasgen JOKYMeHTbI.

2.BbibpaTtb mactep MpoBepKa un pacwmndpoBaHue.

3.06aBNTb AOKYMEHT.

4.Pe3ynbTatbl NpoBepku byayT Ha akpaHe (Mognucb noagTBep:aeHa nan OwmnbKa).

Haanvcb OwmnbKa o3HayaeT, YTo NOANMCL HE NOATBEPKAEHA.
3.7.1. Pe3synbtaTt onepauuu

B oKHe pe3ysibTaToB onepawmii mactepa NposepKu u pacumndposaHua byayT 3arpyKeHHble Gannbi.
]

I'IpM Ha*XaTUN Ha KOHTEKCTHOeé MEeHI0 MOXHO: :
L4 OTKprTb - OTKPOEeTCA OKHO C MHd)OpMHLI,VIGVI O nognncm N NCXoA4HOM OOKYMEHTE,

¢ MoKa3aTb cBOMCTBA — OTKPOETCA OKHO C MWHpopmauuen o [OKymeHTe (nosiHoe
HaMMeHOBaHWe AOKYMEHTa, TUM, pa3mep, AaTy CO3A4aHUA U AaTy U3MEHEHUA AOKYMEHTa);

e MoaennuTbca Yepes MecceHOKep, INEKTPOHHYIO MoYTy, coumanbHble ceTu, Bluetooth mam
COXpaHWUTb B 06/1aK0, @ TaK»Ke KONMPOBaTb HA YCTPOMICTBO;

e Mpopunun: Mopnucb U wudposaHue, MpoBepka M pacwmuppoBaHUe - [AOKYMEHT
3arpyrkaeTca B yKasaHHbIN Npodub.

3.8. PacwundpoBaHme AOKyMeHTa

Ons pacwmdpoBaHMa y Bac B XpaHuauwe JIMYHbIX cepTUOUKATOB [0NMKEH ObiTb cepTUdUKAT C
NPUBA3aHHbLIM K HEMY 3aKPbITbIM KJHOYOM, KOTOPbIA Bbln BbIOpPaH B KayecTBe cepTudMKaTa nonyyatens
npu WnppoBaHUN.

[na paclwmndpoBaHUA HYKHO BbIBpaThb 3aWwmndpoBaHHble Gaiabl C paclUMPEHMEM .enc.

1. OTKpbITb pa3aen JOKYMeHTbI.
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2.BbibpaTtb mactep MposepKa u pacwmndposBaHue.
3.006aBnTb AOKYMEHT. HauHéTcA onepayma pacwmdpoBaHus.
4.BBecT Napoab 1 HaxkaTb OK.
Pe3ynbTaTbl NpoBepKM ByayT Ha 3KpaHe (pacwmdpoBaHHbIi dpann nan Owunbka).

OwwnbKa 03HaYaeT, YTO Ha YCTPOMCTBE OTCYTCTBYET /IMYHbIA CEPTUDMKAT C NPUBA3AHHBIM K HEMY
3aKPbITbIM K/IFOYOM, B a4pec KOTOPOro NPoOUCXoAnno WwudposaHue.

B oKkHe pe3ynbTaToB onepauuii mactepa MpoBepku un pacwmndposaHma 6yayT paclimPppoBaHHble
[
dalinbl. MpyU HaXKaTUM Ha KOHTEKCTHOE MEHIO MOXKHO: &

e u3yuntb CBOMCTBA AOKYMeHTa (Ha3sBaHWE [OKYMEHTa, TWM, pa3sMep, AaTa Co34aHuA U
N3MeHeHuA);

e [lpocmoTpeTb AOKYMEHT — OTKPbITb Galin C NOMOLLbIO NPUIONKEHUA HA YCTPOMCTBE (bpay3ep,
KpunToAPM IOCT 3, TeKcTOBble peaaKkTopbl);

e OTnpaBuUTb Yepes MecCeHXKep, SNEKTPOHHYI MOouTy, couuanbHble cetu, Bluetooth wnu
COXPaHUTb B 061aK0, @ TaKKe KONMMPOoBaTb Ha YCTPOMCTBO.

3.9. Conopgnucb (pobasneHune nognucu K ¢aiiny)

Y106bI noanncbiBatb LOOKYMEHTHI 3I'IEKTpOHH0171 noanncbto, HYXKHO YCTAaHOBUTbL B JlnyHoe
XpaHunnuue CepTMd)MKaT C NpnBA3aHHbIM K HEMY 3aKPbITbIM KJ1KOYOM.

Bbl moxkeTe f06aBnATb NOAMNUCDH K Y¥Ke nognucaHHoMy daiiny.

Ona atoro B mactep MNognucb n wndposaHue 3arpysnte gpanbl C paclMPEHUEM .Sig C YCTPOMCTBA.

Ona Bcex Aob6aBneHHbIX NOANUCEN HACTPOMKKM, TaKMe KaK KOAMPOBKa M BUA, MCNONL3YHOTCA MO
YMONYaHMIO, KaK 415 NepBoi NOAMUCH.

CTaHgapT noanucu, UCNoNb30BaHME LWTAaMMNOB BPEMEHM, CepTUPUKAT MnoAamnucK, KaTanor ana
COXPaHEHWUs NOAMUCAHHOTO AOKYMEHTA Bbl MOXKETE HACTPOUTbL B Npoduae NOANUCK UAM B HACTPOMKaX
onepauuii B mactepe.

Hactpolika [leicTBMUA Npu conoanucu no3soaseT Ao6aBaATb conoanucb B UCXOAHbIM dann nnbo B
KOMWIo ucxoaHoro gamnna.

3.9.1. Kak go6asutb noanucb, ucnonbsya npopunb noanmcu

1.O07KpbITb pasgen LOKymMmeHTbl.

2.BbibpaTb HY»KHbIM Npoduab nognucu.

3.BbIbpatb cepTMdMKaT nognumcu.

4.[106aBUTb yKe NoANUCaHHbIe AOKYMEHTbI C YCTPOMCTBA.
5.HaxaTb Ha BbINOAHUTD.

6.Haxkmute MMopTBep)KAal A1 MOATBEPNKAEHMA O03HAKOMIEHWA C AOKYMEHTOM nepej,
noanuMcaHuem.
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3.9.2. Kak go6asutb nognucb, ucnoab3ya macrep Mognucob u wudpposaHue

1. OTKpbITb pasgen [OKyMeHTbI.

2.HaxkaTb Ha macTtep Mognucb u wndposaHue.

3.3apaTtb HacTponku npoduna (onepauns MognUcb U UHbIE MapamMeTpbl).

4.BblbpaTb cepTndMKaT noanuncu.

5.006aBuTb yXKe NognucaHHble AOKYMEHTbI C YCTPOMCTBA.

6.HaxaTb Ha BbINONAHUTD.

7.Haxkmute MMoparBep:Kpalwd 41A MOATBEPXHKAEHMA O3HAKOMIEHUA C AOKYMEHTOM nepej,
NnoAnucaHnem.

3.9.3. Kak gobasutb nognucb K ¢aiiny, pacnonoxkeHHomy B 6/10Ke Apxus

1.O07KpbITb pasgen [LOKymMmeHTbl.
]
2.Ha)aTb Ha KOHTEKCTHOE MEHIO MOANUCAHHOTO JOKYMEHTa. s

3.Bbibpatb Mognuck 1 wndpposaHue.
4.YKasaTb HacTPolku npodunsa nognmcu n BblbpaTtb cepTudmKaT NoAnmcu.
5.BbINONHUTD.

6. Haxkmute MMopaTBepKAalw ANA MNOATBEPXKAEHUA O3HAKOM/IEHMA C OO0KYMEHTOM nepej
noanucaHuem.

7.BBectu naposb.
3.9.4. Pe3ynbtart BbINONHEHUA onepauun

B oKHe pe3ynbTaToB onepaumin mactepa MNoanucu 1 wndposaHma byayT nognucaHHble danbl. MNpu
[

HaXXaTUN Ha KOHTEKCTHOE MeHIO MOXHO: :
L4 OTKprTb - OTKPOEeTCA OKHO C VIH(I)OpMaLI,Mel‘;I O noagnncn m 06 NCXOO4HOM AOOKYMEHTE

¢ MoKa3aTb CBOMCTBA — OTKPOETCA OKHO CO CBOWCTBAMM O MOAMNUCAaHHOM AOKYMeHTe (nosiHoe
Ha3BaHMe AOKYMEHTa, TUM, pa3mep, AaTa CO34aHMA U AaTa U3MEHEHMUS.

e MoAennuTbCcA Yepes MecCeHAMKep, /eKTPOHHYH MNOoYTy, coumanbHble cetu, Bluetooth mam
COXpaHWTb B 061aK0, a TaKKe KONMPOBaTb Ha YCTPOMCTBO.

e Mpodunu:Nognuco n wndposaHe/nposepka u pacwmdppoBaHne - NOANUCaHHbIN Ppain

006aBUTbCA B BbIOpaHHbIN MacTep

3.10. CHatme nognucu c painna

Ona cHATMA noAnMcK AO0CTAaTOYMHO BbIOpaTb ¢ansbl C paclumpeHuem .sig, .p7s, .sgn, .sign, .bin,
KOTOpble COAEP’KAT 3NEKTPOHHYI NoANUCb. HUKAKMX AOMONHUTENbHbIX HACTPOEK MPOU3BOAUTL He
HY*KHO.

1. OTKpbITb pasgen LOKyMeHTbl.
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2. OTKpbITb KOHTEKCTHOE MEHI0 Yy MOAMMCAHHOro AOKYMEHTa, Pacrno/ioNeHHOro BO BKNaaKe
Apxwus.

3. BblbpaTb OTKpbITH.

4. B OTKpbIBLIEMCA OKHE NepenTn Ha BKAaAKY JLOKYMeHTbI
3.11. Mpambie rpynnoBble onepauuu
Bbl MOKeTe BbIMONHATL NOANUCH, apXMBMPOBaHME U WNdpoBaHMe 3a ogHy onepaunio. 3to byayt
npAmble rpynnosble onepauun. OHM BbINOMHAIOTCA B MacTepe MNoanucb 1 wundposaHue.
Bbl moxkeTe KOMBMHMPOBATL OMepaumm 1 BblbpaTb 0AHY U3 KOMBUHALMIA:
e [lognucb U apXMBUPOBAHME — LOKYMEHT CHayana NoAnucbIBaeTcA, 3aTeM apxmBupyeTcs;

e [lognucb u LLIVId)pOBaHMe — AOKYMEHT CHa4a/z1a noAnnCbiBaeTCA, 3aTeM u.lmd)pyeTcn;

ApXnBMpPOBaHUE U LWINPPOBAHUE — AOKYMEHT CHayala apXMBUPYETCS, 3aTeM LIMdpyeTcs;

e Moanucb, apxuBMpoBaHve WU WNPPOBaHME — AOKYMEHT CHayana noAanucbiBaeTcs, 3aTem
apxuBMpyeTcs, NOTOM WwudpyeTca.

BAXHO! YTobbl noanucbiBaTh M 3aMPPOBbLIBATL AOKYMEHTHI, ¥ Bac A0/IKHA ObITb AeACTBUTE/IbHASA
NMueH3na Ha Kpuntonposangep Kpuntollpo CSP.

Y106bl NOANMCHLIBATL AOKYMEHTbl 3/IEKTPOHHOW MOAMNUCHIO, HYXHO YCTaHOBUTb B JIM4YHOe
XpaHuauue ceptudUKaT C MPMUBA3AHHBIM K HEMY 3aKPbITbIM K/TKOYOM.

Y106bI WKdPOBATb AOKYMEHTbI, B NPUNOKEHUM O0MKHbI ObITb KOHTAKTbl, K KOTOPbIM NPMBA3aHbI
cepTuduKaTbl s WnpposaHuA.

3.11.1. MpAamble rpynnosbie onepauumn B macrepe Moanucb U wnpposaHme

1. OTKpbITb pasgen JOKYMeEHTbI.

2. OTkpbITb macTep Moanuco un wndposaHue.

3. OTKpbITb HACTPOMKKN NpodPUNA, yKazaTb HyXKHble Onepaumm U X NnapameTpbl.

4. BbibpaTtb cepTuduKaT ANA NOANMCAHMA OOKYMEHTa M KOHTAKT, B afpec Kotoporo byaer
npoBOAUTLCA WNPpOBaHMe.

5. [Job6aBuTb AOKYMEHTbI C YCTPOMNCTBA.

6. HaxXaTb Ha BbinOAHUTD.

7. Haxmute [MMoaTsBepXaakw AnA NOATBEPKAEHMA O3HAKOMAEHMA C AOKYMEeHTOM nepej
noAnucaHuem, ecam BblbpaHa onepauma NoAnuUCH.

8. BBecTu naponb n HaxaTtb OK.
3.11.2. Mpamble rpynnosbie onepauuu B npopune nognucu

1.07kpbITb pasgen [LOKymeHTbl.

2.BbibpaTb HY»KHbIi Npoduab No4NNCK, B KOTOPOM 3aZaHbl ONEpPaLLMM U HACTPONKKN onepauunil.
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3.Bbibpatb cepTUdMKAT ANA NOAMMCUM M KOHTAKT, B agpec KoTtoporo byaeT npoBoauTbCA
wudpoBaHue.

4.106aBUTb OKYMEHTbI C YCTPOMCTBA.
5.Ha)kaTb Ha BbInONAHUTD.

6.Haxkmute MopreBepxparw OnAa NOATBEPXKAEHUA O3HAKOMJIEHMA C LOKYMEHTOM nepes,
noAnucaHuem, ecam BbibpaHa onepauma Noanucu.

7.BBectn naposb 1 HaxaTb OK.

Mo ymonyaHuto yctaHoBeH ¢nar Co3aaTtb KOonuio B APXMBE - KOMWUA JOKYMEHTOB COXPaHAETCA BO
BKNagKe Apxus. EcAv fdaHHbIM dnar He aKTMBeEH, TO noAanucaHHble/3awndpoBaHHble dainbl byayT
HeA0CTYMHbI.

3.12. O6patHble rpynnosbie onepauum
Bbl MmOKeTe BbINOHATL pacluindpoBaHne, pa3apXmMBUpPOBaHUE, MPOBEPKY U CHATUE noanucu. Ana mux

BbINOJIHEHUA NpeAHa3Ha4yeH macTep MpoBepKn 1 pacwmndpoBaHus.

BAXHO! YTo6bI NpoBepATb NoANUCH U pacliMPpoBbIBaTb 4OKYMEHTbI, Y BaC Ha YCTPOMUCTBE A0/I’KHA
6bITb AENCTBUTENIbHAA NLEH3MA Ha KpunTonpoBaiaep Kpuntolpo CSP.

YT106bI paclindpoBbIBaTb AOKYMEHTbI, HY}KHO YCTaHOBUTb B JIMYHOE XpaHuauuie cepTUuduKaT C
NPUBA3AHHBIM K HEMY 3aKPbITbIM K/JOHOM.

Mo ntoram npoBepKn NOANUCaAHHbIX AOKYMEHTOB B CMUCKe BbIBOAUTCA MHd)OpMaLI,VIﬂ O noanwucwu.

Ona BbinonHeHWs obpaTHbIX onepaunii Bbibop npodwuna NoANMCU N HACTPOMKa MNapameTpoB
onepaunii He TpebyeTca.

1. OTKpbITb pasaen JOKYMeHTbI.

2. OTKpbITb MacTep MpoBepKa u pacwmndpoBaHue.
3.BbIbpaTb JOKYMEHT.

4.BBecTv Nnaponb 1 HaxaTb OK, ecnin dainn 6bin 3awmdposaH.

Ha BKnagke [MpoBepKa M pacwudpoBaHMe oOTOOpaxKaloTca Xoh4 M pe3ynbTaTbl BbINOJHEHUA
onepaumii:

¢ Moanucb NOATBEPKAEHA O3HAYaET yCMeLHY0 NPOBEPKY NOANMCK — NnoAnuck bbina cosgaHa
AN NPOBEPSAEMOro AOKYMEHTa, B MOC/NeAYIOLEM AOKYMEHT He Bbl1 USMEHEH.

e OwKnbKa 03HAYaEeT, YTO Ha YCTPOMUCTBE OTCYTCTBYET /IMYHbLIA CEPTUPUKAT C NPUBA3AHHBLIM K
HeMy 3aKpbITbIM K/JHOYOM, B aApec KOTOPOro Npoucxoauno wudposaHue, Mb6o Noanucb He
noATBepPXKAEHa.

B oKHe pe3ynbTaToB onepaumini mactepa MposepKu u paclumndposBaHma byayT 3arpyKeHHble paiibl.
.
Mpu BbI30BE KOHTEKCTHOTO MEHIO MOXKHO:

e OTKpbITb - OTKPOETCA OKHO C MHPOpMaLmen o nognucm M 06 MCXOQHOM AOKYMeHTe Anbo
OTKpoeTca dpaiin c MOMOLLbIO NPUNOKEHUS HA YCTPOKCTBE (bpay3ep, TEKCTOBbIE PeaaKTopbl)

e MoKasaTb CBOWCTBA — OTKPbIBAETCS OKHO CO CBOMCTBAMW O [JAOKYMeHTe (nosiHoe
HaMMeHOBaHWe AOKYMEHTa, pa3mep, AaTa CO34aHMUA U AaTa U3MEHEHUS)
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e MogenuTtbca Yyepes MeCcCeHAKepP, INEeKTPOHHYI NouTy, couumanbHble cetu, Bluetooth mnau
COXPaHUTb B 061aK0, @ TaKKe KONMpoBaTb Ha YCTPOMCTBO.

e Mpodunu: Mognuce u wudposaHue/Mposepka u pacwmndppoBaHUe - OTKPbIBAETCA
BblOpaHHbIN Npoduab ¢ 4o06aBAEHHBIM AOKYMEHTOM
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4. KOHTaKTbI

JaHHbi pasaen KOHTaKTbl npeaHa3HayeH ANA YNpaBAeHWA KOHTAKTaMU: CO34aHMEe KOHTAKTOB,
MMNOPT/3KCNOPT KOHTaKTOB B BuAe ¢ainos vCard (pain pacwmpenus .vcf), npuesasKka K KOHTaKTam

cepTMdUKATOB, 3aN0/IHEHME PEKBU3MTOB KOHTAKTA Ha OCHOBE AaHHbIX cepTUdMKATA U OPraHN30BbIBaHME
KOHTAKTOB B rpynnbl.

4.1. JKCNOPT KOHTAKTOB

[na Toro, 4To6bI SKCNOPTUPOBATL BCHO ALPECHYIO KHUTY, HYXKHO:

1. Nepeiitn B pa3aen KoHTaKTbl

2. HaxaTb Ha BUAXKeET IKCNopT B dain

3. BbibpaTb NnpunoxeHne/ampektopuio, Kyaa byaer otnpasneH/coxpaHeH dann.
[na Toro, 4To6bl IKCNOPTUPOBATL OAUH UAN HECKOZIbKO KOHTAKTOB HYKHO:

1. Nepeiitn B pa3aen KoHTaKThbI.

2. NepenTn B MeHI0 BblbOpa KOHTAKTOB. [11A 3TOro Ha*KMMTE Ha KHOMo4yky “BbibpaTtbh” wmam
MCNONb3YWTE JONT0e HaXKaTUE MO KOHTAKTY.

3. BblaenuTb Yek-60Kcom HeobxoaMmble A5 SKCNOPTa KOHTaKTbI.

4. HaxkaTb Ha BuayKeT IKCcNopTMpoBaTb B ¢pann nnbo KnvMKk Ha Mopenutbea B HUXKHEN naHenm
AencTBun.

5. BbibpaTb NnpunoskeHme/anpeKktopuio, Kyaa byaet otnpasneH/coxpaHeH dain.
4.2. MMmnopTt KOHTaAKTOB

MMNopTMPOBAaTb KOHTaKTbl MOXKHO KaK B NPOCMaTpMBaemyto rpynny, Tak 1 B rpynny KoHTaKkTbl. Mpu
umnopTte danna vCard, copep:kaliero rpynnbl C KOHTaKTaMu, B YyKa3aHHOM nanke 6yaeT co3faHa
CTPYKTypa rpynn 1 KOHTaKTOB B COOTBETCTBUM C palinom.

[ns TOro, 4yTo6bl UMNOPTMPOBATL KOHTAKTbI, HYXKHO:
1. Nepelitn B pasaen KoOHTaKTbI.
2. HaxaTtb Ha Buaxet MmnopT n3 dpaina.

3. Bbibpatb ¢dain vCard (pann dopmara .vcf)
4.3. JeicTBMUA C KOHTaKTaMu

MOKHO BbINONHUTb C/leaytolne AEUCTBUA C KOHTAKTOM:
®  M3MeHUTb KOHTAKT - OTKPOETCA OKHO A/1A USMEHEHUA AaHHbIX KOHTAKTa;

e [opgenutbca - OTKPOETCA OKHO A/A Bblbopa NPUIOXKEHUA, B KOTOpoe OyaeT HanpasieH
cbopmupoBaHHbIn paiin ¢ gaHHbIMKU KOHTaKTa B popmaTte vCard;

e [lo6aBuTtb B U36paHHOeE - N36paHHbIN KOHTAKT fobaBnsaeTca B rpynny M3bpaHHOe, Y KOHTAKTa
NoABNAETCA 3HAYOK U3BPaHHOrO;
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e Y6paTb U3 NU36paHHOro - KOHTAKT yaaneH U3 nanku N3bpaHHoe, 3HaYOK M3BPaHHOIo KOHTAKTa
ybpaH;

o [lepemecTUTb - OTKPOETCS OKHO CO CMMCKOM Fpynn Asa nepemeLeHmns;

e Ypanutb - nocne NOATBEPXKAEHUA yAa/NieHUs KOHTAKT NponajaeT M3 CiMcKa U ygansercs
HaBceraa.

4.4, Mo# KOHTaKT

Mpw ycTaHOBKe MPUIOKEHNA aBTOMATUYECKM co3gaeTca Moit KOHTaKT. K KOHTaKTy NpuMBA3bIBatOTCA
BCE /INYHble cepTUdUKATbI, HaxoaaLwmeca B XxpaHuauiLe JinuHole ceptuduKaTbl.

MoHo coBepLlwnTb cneayoumne aenctemns ¢ Mo KOHTAKT:

e [lpocmoTpeTb CBeAEHUA - NO OAMHOYHOMY K/AMKY Ha KOHTAKT OTKPbIBAETCA OKHO C
MPOCMOTPOM NNYHON MHGOPMALMM O KOHTAKTE M NPUBA3AHHDBIX K KOHTAKTY cepTudmKaTtax;

® M3MeHUTb KOHTAaKT - OTKPOETCA OKHO ANA UBMEHEHUA AaHHbIX KOHTAKTa. Henb3a nameHuTb
rpynny pacnonoXxXeHMA KOHTaKTa,

e [openutbca - OTKPOETCA OKHO A/1A BblbOpa NpUNOXKeHMA, B KOTopoe byaeT HanpasaeH
cbopMupoBaHHbIN paiin ¢ AaHHbIMKU KOHTaKTa B popmaTte vCard;

e J[lo6aBuTtb B U36paHHOE - KOHTAKT fobaBnseTcs B Nanky M3bpaHHOe, y KOHTaKTa nossaseTcs
3HaYOoK M3bpaHHoro;

e Y6paTb u3 NU36paHHOro - KOHTAKT yaaneH us nankm N3bpaHHoe, 3HAYOK M3BPAHHOTO KOHTAKTa
ybpaH.

Henb3s yaanute Moid KOHTaKT.

4.5, Co3paHuMe KOHTaKTa

Bbl MOXKeTe co34aTb KOHTaKTbl A1A WKdPOoBaHUA B UX aApec, ONA XPaHEHNA UMEH, a4 pecoB
3/IEKTPOHHOM MOYTbl, HOMEPOB TeNePOHOB U APYIrMX AAHHbIX.

MOo»KHO NpuBA3aTb CEPTUPMKAT APYroro N0b30BaATE/A K KOHTAKTY ANA WMPPOBaHNA AOKYMEHTOB B
ero agpec.lpueAzatb cepTUPUKAT MOXKHO 13 pa3aena Jinduoie ceptudukatbl 1Mb0 3arpysnTb C
ycTpoiicTea daiin pacwmpenHus .crt/.cer.

CepTnduKaTtbl, NPUBA3AHHDIE K KOHTAKTY C YCTPOMACTBA, HE COXPAHAIOTCA B XpaHuauwe JInuHble
cepTudUKaTbl U NPU yaaIEHMN KOHTAKTA ByayT yaaneHbl BMecTe C HUM

Mpu BbIbOpE cepTUPMKATA MOMKHO 3aMONHUTL AaHHbIE KOHTAaKTa Ha OCHOBaHMWN AaHHbIX
ceptTudmKaTa:

e TonbKo NycTble Nons;
e [lepe3anonHuTb BCE;
e Her.

4.5.1. Co3paHue KOHTaKTa 6e3 cepTuduKara B pasgene KoHTaKTbI

1. OTKpbITb pa3aen KoOHTaKTbI;

2. Haxatb Ha Buaxet Co3parb;
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3. B KOHTEKCTHOM meHto BbibpaTb CO34aTb KOHTAKT;
4. Bo BKIaake [JaHHble 3an0/NHUTb HEObXoAMMble NOS;

5. Haxkatb Ha CoxpaHuTb.
4.5.2. Co3paHue KOHTaKTa ¢ cepTuduKkatom us paitna B pasaene KoHTakTbl

. OTKpbITb pazgen KoHTakTbl;

. Haxkatb Ha BuaxeT Co3aaThb;

. B KOHTEKCTHOM MeH!0 BbiIbpaTb CO3AaTb KOHTAKT

. Bo BKnaake [laHHble 3an0/HUTb HeobxoanMmble nons

. Bo BKiaake CeptudunKaTbl HaxKaTb Ha TEKCTOBYIO KHOMKY [l06aBuTb ceptudukar
. B okHe [06aButb ceptuduKar Bbibpat Umnoptuposatb 13 daiina

. 3arpysutb ¢aiin pacwmpeHusa .cer/.crt

. B aAnanorosom okHe BbIGPATH /1060 N3 HYXKHbIX BAPMAHTOB 3aMO/IHEHUA NO/EN KOHTaKTa

O 00 N O U B W N

. HaxkaTtb Ha CoxpaHuTb

4.5.3. Co3paHue KOHTAKTa ¢ cepTudUKaTom U3 pasgena Jinuuble ceptuduKartbl B pasgene
KOHTaKTbI

. OTKpbITb pa3gen KoHTaKkTbl

. Haxxatb Bngxet Co3partb

. B KOHTEKCTHOM MeH!0 BbibpaTb Co3A4aTb KOHTAKT

. Bo BKnaake [laHHble 3an0NHUTbL Heobxoaumble nons

. Bo Bknaake CepTUdMKaTbl HaXKaTb Ha TEKCTOBYIO KHOMKY [lo6aBuTb cepTudmKar

. B okHe [,o6aBuTb cepTuduKar BbibpaTh [,06aBUTL U3 “J/InuHble cepTUdUKaTbl”

. BbibpaTb HeobxoanMbIN cepTUdMKAT M HaxKaTb Ha BbibpaTb

0O N oo U A W N

. HaxkaTb Ha KHOMNKy CoOXpaHUTb

[na co3paHMA KOHTakTa M3 cepTudMKaTa HEOBXOAMMO COXPaHWUTb Ha YCTPOMCTBO OAMH WM
HecKo/1bko ¢aiinos c ceptudumKatamu .cer/.crt.

4.5.4. Co3paTb KOHTAKT U3 ceptuduKaTa B pasgene KoHTaKTbl

1. OTKpbITb pa3gen KoHTaKTbl
2. HaxkaTb Ha BuaxKet Co3pgartb
3. B KOHTEKCTHOM MeH!0 BblbpaTb Co3AaTb KOHTAKT U3 cepTudMKaTta

4. BbibpaTb dpaitn pacwumpeHmn .cer/.crt
4.5.5. OnucaHue noneit Gopmbl CO3A4aHNA KOHTAKTA

Mona crpynnupoBaHbl No BKAaaKam [laHHble 1 CepTuduKaTobl.
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Bo BKiagKe [laHHble 0TObpaxKatoTcA IMYHbIE AaHHble KOHTaKTa: MMA, daMnans, oT4ecTBo, AaTa
poxaeHusa, TenedoH, agpec n ap.

Bo Bkiagke CeptuduKkatbl 0TOOparkaeTcsa CNUCOK NPUBA3AHHDLIX K KOHTAKTY cepTUdMKaToB. MOXKHO
NPOCMOTPETb CBOMCTBA cepTudUKaTa, nepesbibpaTb cepTUdMKaT, KOTOPbI ByaeT MCNOAb30BaTLCA NPU
onepauum WudposBaHMe, SKCNOPTUPOBATb M OTBA3ATb CEPTUOUKAT OT KOHTAKTA.

4.6. MpocmoTpeTb cBegeHUA 0 CO34aHHOM/MMNOPTUPOBAHHOM KOHTaKTe

[ns Toro, 4utobbl NPOCMOTPETb MHPOPMALMIO O KOHTAKTE, HYXKHO:
1. OTKpbITb pa3aen KoHTaKTbl;

2. Ha)KaTb Ha HYXHbIA KOHTAKT.

Ecan nHpopmaums o KOHTaKTe 3ano/iHeHa (YKasaHbl amuana, otyectso, Homep TenedpoHa, e-mail,
WHble AaHHblE, A TaKXKe NPUBA3aH cepTUPUKaT), TO 3Ty MHHOPMALUIO MOXKHO YBUAETb COOTBETCTBEHHO
BO BKNaAKax [aHHble n CepTUdUKaTbl.

Ecnn 3ano/iHeHbl TOIbKO IMYHbIE AaHHble, TO ByaeT BUAHA TONIbKO O4HA BKAaAKa C MHOpMaLmel
DaHHble (TenedoH, 3NeKTPOHHaA noyTa u T.4,)

Ecnn 3ano/iHeHbl AMYHbIE JaHHbIE U NPUBA3aH CepTUPUKAT, TO ByayT oTobparkaTbca 0b6e BKNAAKM C
cooTBeTcTBYtOWEN MHPopMaLmeln (AnYHble AaHHble N MHOPMauua o cepTuduKaTe).

B OKHe npocmoTpa MHPOPMALMKM O KOHTaKTe eCTb KHOMKA PeaaKTMpoBaTb KOHTAKT, MPW HaXKaTum
Ha KOTOPYH OTKPbIBAETCA OKHO, B KOTOPOM MOKHO 3aNO/IHUTb UM Nepe3anonHUTb Heobxoanmble Nons
C IMYHBIMWM AAHHBIMW KOHTAKTa UKW NPUBA3ATb UK OTBA3ATb CEPTUPUKAT.

4.7. PepaKTpoBaHMe KOHTAKTa
MoXHo OTPEeaaKTUPOBATb KaK CO3,£I,aHHbIl‘;1 KOHTQAKT, TaK U MMHOpTMpOBaHHbIVI.

4.7.1. PepaKTupoBaHMe KOHTAKTa Yepe3 KOHTEKCTHOe MEHI0

. OTKpbITb pa3aen KOHTaKTbI.
. BbI3BaTb Y KOHTAKTa KOHTEKCTHOE MEHIO MO KNUKY Ha KHOMKY Ewe (Tpu TOoYKM).
. B KOHTEKCTHOM MeH10 BbIbpaTb U3MEHUTb KOHTaKT.

. U3ameHunTb HY»XHbl€ NoaA.

ua A W N

. COXpaHUTb n3meHeHuA.

4.7.2. PepaKTupoBaHMe KOHTAKTa Yepe3 OKHO NPOCMOTpPa MHPOpMaLMM O KOHTAKTe

1. OTKpbITb pa3gen KoHTakTbl.

2. Mo HaXKaTMIO HA KOHTAKT OTKPbITb OKHO MPOCMOTPA MHGOPMALMM O KOHTAKTE.
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3.

MepeiTn B OKHO peaaKkTUPOBaHMA KOHTAKTa MO KAUKY Ha KHOMKY PegaKTupoBaTtb

(kapaHpgaw) B NpaBOM BEPXHEM YrAy.

4.
5.

4.8.

M3meHnTb HY»XHble NonAa.

COXpaHMTb M3MEHEHMUA.

Co3pgaHue rpynnbl KOHTAKTOB

,ﬂ,}'lﬂ OpraHn3auunmn XxpaHeHnAa KOHTAaKTOB Bbl MOXKeTe CO34aTb N0/1b30BaTe/IbCKME rpynnbl U

nogrpynnoi.

Mpwn ycTaHOBKe NPUIOKEHNA aBTOMATUYECKM YCTaHOBAEHbI rpynnbl KOHTaKTbl, Bce KOHTaKTbI 1

U3bpaHHbIe.

B rpynne Bce KOHTaKThbI OTO6pa)KaI'OTCF| BC€ KOHTAKTbl, COXPAHEHHbIE B NPUNOKEHUN, 6es

nepapxmu.

B rpynne U36paHHble 0TObpaXKatoTcA KOHTAKTbl, OTMEYEHHbIE KaK M3bpaHHble.

4.8.1.

v A W N

4.8.2.

1.
2.

Co3paTtb N0Nb30BaTeNbCKyIO rpynny (Yepes Buakert Co3aatb)

. OTKpbITb pasgen KoHTakTbl.

. Haxkatb Ha BuaxeT Co3aaTthb.

. B KOHTEKCTHOM MeH!o BbibpaTb Co3aaTthb rpynny.

. 3anonHuTbL None HassaHue rpynnbl 1 pacnoioXeHue.

. HaxxaTtb Ha CoxpaHuTb.

Co3paTb N0Nb30BaTeNbCKYIO rpynny (uepes meHto rpynn pasgena KoHTaKTbl)

OTKpbITb pasaen KOHTaKTbI.

OTKprTb OKHO MPOCMOTpPAa CMUCKa rpynn no KAnKy KHOMKY Bbi30Ba CMAUCKa rpynn

(kapTnHKa)

3.
4.
5.

4.9.

B OKHe cnucKa rpynn KAnK Ha KHonKy Co3pgaTb rpynny B NpaBoOM BEPXHEM YrAy.
3anonHuTb none HassaHue rpynnbl 1 pacnoiioXeHue.

HakaTb Ha COXpaHUTb.

MpocmoTpeTb coaepumoe rpynnbl

[na Toro, 4to6LI NPOCMOTPETH COAEPHKUMOE TPYNMbl, HYXKHO:

1.
2.

MNepentn B pasgen KoHTaKTbI.

HaaTb Ha Hy»KHyto rpynny
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MOXHO BbINONHUTL CNeayloLlmne AeNCTBUA C rpynnoun:

e MN3meHMUTb rpynny - OTKPOETCS OKHO A/17 U3MEHEHMA Ha3BaHMA N PACNOIOXKEHMA Tpynnbl;

e [openutbca - OTKPOETCA OKHO A/15 BblbOpa NpUAoKeHUs, B KoTopoe byaeT HanpaBaeH
cbopmMmupoBaHHbIn paiin ¢ AaHHbIMK O FPyNne U KOHTaKTax B popmare vCard;

e [lepemecTUTb - OTKPOETCA OKHO CO CMIMCKOM FPynmn, K KOTOPOM HeobxoaMmo BblIbpaTb rpynny
ONA nNepemeLleHmns;

e Yaanutb - Nocne NoATBEPKAEHUA YAANEeHMA Fpynna U Bce BXOAALLME B HEe noarpynnbl 1
KOHTAKTbl MpOoNagatoT 13 CNUCKa U yAANATCS HaBceraa.

Henb3a yaanutb n nepemectuTb rpynnbl **MU3bpaHHble®** n **Bce KoHTaKkTbI**.

e [pocmoTpeTb cBeAEHUA - MO OAMHOYHOMY K/IMKY Ha KOHTAKT OTKPbIBAETCA OKHO C
NPOCMOTPOM IMYHON MHPOPMALMKM O KOHTAKTE M NPUBA3AHHBIX K KOHTAKTYy cepTUdUKaTax;

® MN3MEeHUTb KOHTAKT - OTKPOETCA OKHO A1l USMEHEHMSA AAaHHbIX KOHTAKTa. Henb3s U3MeHUTb
rpynny pacnonoXeHWA KOHTAKTa

e [openutbca - OTKPOETCA OKHO A5 BbIbOpa NpuaoKeHus, B KoTopoe byaeT HanpaBaeH
cbopmupoBaHHbIi paiin B popmare vCard;

e [lob6asutb B U36paHHOe - KOHTAKT gobaBnseTca B nanky M3bpaHHOe, y KOHTaKTa nosAsseTca
3HAYOK M3bpaHHoOro.

e Y6paTb U3 N36paHHOro - KOHTAKT yaaneH 13 nanku N3bpaHHoe, 3Ha4YOK M36paHHOro
KOHTaKTa ybpaH.

e Yaanutb - nocne NOATBEPKAEHUA yAaNeHMA rpynna nponagaeT U3 Cnucka rpynn u

yAanAeTcAa HaBcerga smecrte C BJIOXXeHHbIMU B HEE KOHTAKTaMU U noAarpynnammu.

5. CeptuduKarbl

Pasnen coaepKUT MHPOpPMaLMIO NO yNpasB/eHnto cepTudnKaTamm U KNIYEBbIMU KOHTEMHEPAMMU.

BAXHO! YT0o6bl paboTaTtbh ¢ cepTudmMKaTamu, y Bac Ha YCTPOMCTBE A0XKHa ObiTb AelCTBUTE/IbHASNA
NnueHsuAa Ha Kpuntonposanaep Kpuntollpo CSP.

Ona Toro ytobbl Nonactb B pasgen CepTMdUKaTbl, HYKHO HaXKaTb Ha KHOMKy MeHto 1 BbibpaTb
pasgen Ceptudukarol.

B BepxHel naHenu pacnonoskeHbl KHonka MeHIo, Ha3BaHWe pasaena, GyHKLUMA NOUCKA U MKOHKA
OnoseweHunid.

Bnok [eiicTBuAa cocTonT U3 4 BUAKETOB M NO3BONAET NOAKNOUYNTL HOCUTENb, CO34aTb 3aNpocC Ha
cepTUdUKaT, UMNOPTUPOBATL cepTUdUKAT U3 palina unum fobasuTb cepTuduKaT ¢ nomolubio QR-Koaa

Huke pasmelleHo XxpaHuanie cepTudUKaToB.
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BKknazka cepTUPUKATOB COCTOUT CEAYIOLWMX XPAHUINLLL:

e JlnuHble cepTUPUKaTbl — ANA YyNPaBAEHUA NUYHbIMU cepTUdUKATamMK, Yy KOTOPbIX €CTb
NPUBA3KA K 3aKPbITOMY K/OYY;

e YpocToBepAlOLWMeE LEeHTPbl — 4714 YpaBaeHUa 0BEPEHHbIMU KOPHEBLIMU cepTudUKaTamu;
e CnuUCcKu OT3bIBa — A/1A YNPaBAEHWUA CNIMCKaMM OT3bIBa CEPTUPUKATOB;
e 3anpocbl — 418 ynpasaeHUs 3anpocamm Ha cepTuduKar;

e Knwouu — ana otobpaxkeHns KNoyYeBbiX KOHTEMHEPOB.

5.1. YcraHOBKa nanyHoro ceptuduKara
Echun Yy BacC CepTMd)MKaT Ha 3aLLI,M|JJ,éHHOM HOCuUTene nam B 10KalbHOM XpaHuUaunuie yCTpOﬁCTBa, TO
BOCMNO/Ib3YNTECb MHCTPYKLUMEN NO YCTAHOBKE CeEPTUPUKATA M3 KAOYEBOTrO KOHTEMHEpA.

Ecnuy Bac ecTb creHepupoBaHHbIM 3aKPbITbIN KAKOY U Bbl MOAYYUAN cepTUOUMKAT B Y40CTOBEPAIOLLEM
LLeHTpe, TO ANA YCTAaHOBKWM cepTUdMKaTa BOCMONb3YMTECH MHCTPYKLMEN MO YCTaHOBKE cepTudMKaTa C
MPUBA3KOM K KAOYEBOMY KOHTEHEpY.

Mepen vmnoptom nnMyHoro ceptudmkata ybeamtecb, YTO Yy Bac AENCTBUTENbHAA NNLEH3MA Ha
Kpuntonposangep Kpuntollpo CSP.

MpumeyaHue: ans Toro YTobbl cepTUDMKAT ObIN AENCTBUTENbHbBIN, Y BAC A0JIKHbI ObITb YCTAHOB/EHbI
KopHeBble cepTuduKaTbl YL, 1 akTyanbHbIM cnMcok oT3biBa cepTudmkatos (COC).
5.1.1. YcraHOBKa cepTuduUKaTa U3 K/10UEBOro KOHTelHepa
[aHHbI cnocob Bo3mOXKeH, ecnn cepTudMKaT NPUCYTCTBYET B KOHTeWlHepe. MHaue ¢yHKUMA
YCTaHOBKM ByaeT HeaoCTynHa.
1.MoAKN0YNTb 3aLMLLEHHBIA HOCUTESb K YCTPOMCTBY.
2. OTKpbITb pasaen CepTuduKarbl.
3. OTKpbITb XpaHuauwe Kntouu.
4.Bbl3BaTb KOHTEKCTHOE MEHIO Y HYXKHOTO KOHTeNHepa.
5.BbibpaTtb YcTaHOBUTD cepTUPUKAT.
6.Mpn He06XO04MMOCTM BBECTM NAPO/Ib K KHOYEBOMY KOHTEMHEPY.
CepTMdMKaT YCTAaHOBNEH B /IMMHOE XPaHUAULLE M OTObparkaeTca B CnMcKe. Tenepb Bbl MOXKeETe
noAnNucbiBaTb M PaclmMdpPoBbIBaTb 4OKYMEHTbI STUM CepPTUPUKATOM.

5.1.2. YcraHoBKa cepTudukarta c NFC-Hocutens

1. OTKpbITb pa3gen CeptuduKarobl.
2. HaxkaTb Buaket MogKAKUYNTD HOUCTEND
3. MopgHecTtn cmapT-Kapty NFC.

4. [oxpaTtbca nHpopmepa CepTudurKaTbl yCNELWHO YCTaHOBAEHDI
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CepTnMdMKaT YyCTaHOB/IEH B /IMMHOE XPaHUAMULLE U OTOBparkaeTca B cnvcke. Tenepb Bbl MOXKeTe
noANucbIBaTb M pacluMdpoBbIBaTb AOKYMEHTbI 3TUM cepTUUKATOM.

5.1.3. YcraHOBKa cepTudMUKaTa C 3aKpbITbIM KAouom u3 ¢aina .pfx

1.OTKpbITb pa3gen Ceptudpukarbl.
2.HaxaTtb Ha UmnopTtuposatb U3 ¢aina.
3.B darinosom meHezgKepe BbibpaTb pann ceptnudmkaTta .pfx.
4.BBecTv Naponb K KOHTeNHepy pfx.
5.3a4aTb HOBbIN NApO/b K KNOYEBOMY KOHTENHEPY.
CepTUdUKAT YCTAHOBNEH B JINYHOE XpaHUAuLie n oTobpaxkaeTca B cnucke. Tenepb Bbl MoXKeTe
noAnNuCbiBaTb M paclmMdpoBbIBaTb JOKYMEHTbI STUM CEePTUPUKATOM.

5.1.4. YcraHOBKa cepTuduUKaTa C NPUBA3KOMN K K/IOUEBOMY KOHTeliHepy

1.OTKpbITb pa3gen Ceptudpukarbl.
2.HaxaTtb Ha UmnopTtuposatb U3 daina.
3.B daiinioBom meHeakepe BblibpaTb ¢pann ceptuduKkaTa .cer unm .crt.
CepTUdUKaT YCTAHOBNEH B JINYHOE XpaHUAuLLe n oTobpaxkaeTca B crnucke. Tenepb Bbl MoXKeTe
noAnucbiBaTh M pPaclmMdpoBbIBaTb AOKYMEHTbI 3TUM CePTUPUKATOM.

5.1.5. YcraHoBKa cepTtuduKaTa c nomouwbio QR-Kopa

1.Ycranosutb Kpuntollpo CSP 5.0 R3 Ha komnbloTep.
2.3anyctutb yTuauty UHctpymeHTbl Kpuntollpo.
3.B cnucke BbibpaTb pasgen CeptuduKarol.

4.BblAeNNTb HYXKHbIN cepTUPUKAT M HaxKaTb Ha KHOMKY IKCNOPTUPOBATb Kaouu. CepTudukat
MNOAMUCU AOMKEH OblTb IKCMOPTUPYEMbIM, B MPOTMBHOM C/ly4ae KN4 Henb3s byaer
nepeHecTu.

5.B noasusLliemcsa okHe BBog napona Ha PFX nponyctntb, BBOAUTb He 06A3aTeNbHO.
6.BbibpaTtb onuuto IKcnopTupoBatb PFX B QR-Kopa.

7.B Bbinagatouem meHto Bbibepute npunokeHue ykasatb KpuntoAPM FOCT 3.
8.BBectn naposb 1 HaxkaTb Ha OK.

9.3anyctntb KpuntoAPM I'OCT 3 Ha cmapTdoHe.

10. OTKpbITb pasgen CepTuduKarol.

11. BbibpaTtb fo6aButb ¢ QR-Koaa.

12. laTb pa3pelueHne NPUNONKEHUIO CHUMATb GOTO U BUAEO.

13. OTcKkaHmpoBaTb QR-KOA € 3KpaHa KOMMbloTepa.

14. HasHaunTb Napo/ib Ha KOHTEeHep.
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15. BBecT naponb ANs KoHTelHepa U HaxaTb Ha OK.

16. Beectn naposib Ha PFX (cm. n. 6, AaHHbIM Napoib MOXKET BbITb He 3aZlaH NpU 3KcnopTe) U
Oanee.

CepTMduKaT ycnewHo yCTaHOBJIEH M FOTOB A4S MNOAMNUCAHMA U paclundpOoBaHUA INEKTPOHHbIX
OOKYMEHTOB.

5.2. YcTaHOBKA KOPHEBOro M NPOMEXYTO4YHOro cepTudUKaToB
YCTaHOBUTb KOPHEBOW WAW MNPOMENKYTOUYHbIN CepTUOUKAT Bbl MOXKETe B XpaHuauLe
YaocroBepsaowme LeHTpbl pasgena Ceptudpukarol.
1.OTKpbITb pa3aen Ceptudpukarbl.
2.MepeiiTn B YAOCTOBEPAIOLLME LLEHTPDI

3.HaKaTb Ha KHOMKy [lo6aBuUTb cepTUdUKar.

4.Bblbpatb UMmnopTuposaTtb 13 ¢aina.
5.B daiinioBom meHeaKepe BblbpaTb Ppann ceptuduKaTa.
6.MoATBEPANTL 3aMPOC Ha YCTAaHOBKY cepTudUKaTa.

Mpu ycnewHom nmnopTe cepTUdMKaT NOABUTCA B CMUCKE XPaHUANULLA YAOCTOBEPAIOLLME LEHTPbI.
5.3. Co3paHue 3anpoca Ha cepTuPuUKar

YT1obbI NnoNy4YnTb JINYHbIN CepTVI(I)VIKaT AnAa  BbIMNO/HEHUA KpMnTorpacbmquwa onepau,Mf/i,
HEO6XO,£I,VIMO CO034aTb 3anpocC Ha CepTVId)MKaT M HanpaBUTb €ro Ha pacCMOTpeHNE B yAOCTOBepFIIOU.I,Ml‘;I

ueHTp (YU).
1.OTKpbITb pasaen CeptuduKkarbl.
2.HaxaTb Ha Co3paTb 3anpoc.

3.HacTpounTb NapameTpbl 3anpoca Ha cepTUPUKaT:

e lllabnoH ceptudukata — Mo ymonyaHuwo / Ceptudukat KIM UM / Ceptudmkar K3IMN
¢dusnueckoro nmua / CeptudukaTt K3N opmnaundeckoro amua / LWabaoH ¢ paclumpeHHbIm
CMUCKOM None;

e Co3aaTb Kak camonognucaHHbi cepTuduKarT;

4.3anonHnUTbL cBeZleHUa 0 Bnagenble. Habop nosneit meHaeTca B 3aBUCMMOCTU OT BblBpaHHOrO
wabnoHa.

5.YKa3aTb NapameTpbl K/Al4a: anropuTM, Ha3HAYeHMEe KAlYa M BO3MOXKHOCTb €ro
3KCNOpTMpOBaThb (JaHHAA onuusas MNO3BOAWUT 3KCMOPTUPOBATb cepTUdMKAT BmecTe C
NPUBA3AHHBIM K HEMY 3aKPbITbIM K/HOYOM AN1A NEPEHOCA HA APYroe YCTPOMUCTBO).

6.BbibpaTb HazHaYeHne cepTudUKaTa.

7.HaxaTb Ha FToToBO.
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8.HaxnmaTb Ha 3KpaH B paHAOMHOM MOPSAAKE, NOKa KoY He byaeT co3aaH.
9.BBectn U NnoATBEPAUTb NAPOJb, HAXKaTb Ha OK.

Ha ocHoBe yKa3aHHbIX AaHHbIX GOPMUPYETCA 3anpoc Ha cepTUdUKAT, KOTopbiA oTobparkaeTcs B
XpaHunumue 3anpocbl. MOXKHO M3y4nUTb €ro CBOMCTBA, SKCMOPTUPOBATL UK YAANUTb.

Co3gaHHbIM  dann  3anpoca Ha cepTUdMKAT cnepyeT HaNpaBUTb Ha  PacCMOTpPeHMEe B
Ynoctosepsaowmin ueHTp (YLU). MonyyeHHbit u3 YL ceptudukat cneayet MMnNopTMpoBaTth A1a paboThbl B
NPUIOXKEHUN.

5.4. Co3pgaHue camonoanmMcaHHOro ceptudpuKara

]Camonop,nmcaHHbm CepTVId)VIKaT‘[KAAl] — cepTUdPUKaT, M34aHHbIK CaMMM nosb3oBaTenem, 6e3
obpaweHna K Ygoctosepawowemy ueHTpy. CamonoanuncaHHbli cepTUdUKaT ABASETCA O4HOBPEMEHHO
JIMYHBIM W KOPHEBbIM (ycTaHaBAMBaeTcA B JI4HOe XpaHuauwe cepTudukatos un [loBepeHHble KOPHEBbIE
LEeHTPbI cepTuduKaumnm).

CamonoanucaHHble cepTUOUKATbl  UCMONb3YOTCA ana  obmeHa  3awudpoBaHHbIMKM - UAU
MOAMUCAHHbIMU OOKYMEHTAMM MeXAy /oAbMM, O0BEPAOWMMKU APYr APYry, Hanpumep, APY3bamM,
Ko/ineramu.

1.O1KpbITb pasaen CeptuduKkarbl.

2.HaxkaTb Ha Co3paTb 3anNpPOC MM OTKPbITb XpaHuauwe JinuHolie ceptudukatbl — [o6aBuTb
ceptudpukar — Cospatb 3anpoc.

3.HacTtpouTb napameTpbl 3anpoca Ha cepTUPUKaT:
e Y0CTOBEPAKOWMIA LEHTP;

e LllabnoH ceptudpmnkata — Mo ymonuanuo / Ceptudurkat K3M UM / Ceptudukat KIM
du3unueckoro nuua / Ceptudukat K3M ropuandeckoro anua / LLabaoH ¢ paclimpeHHbIm
CNUCKOM noneu;

e [lognucaTb 3anpoc;
e Co34aTb Kak CaMONOANMUCaHHbIN CepTUPUKAT — YCTaHOBUTb AaHHbIW NON3YHOK;

4.3anonHnTbL cBeAeHUA o Bnagenbue. Habop noneit meHaeTca B 3aBUCMMOCTU OT BblGpaHHOTO
wabnoHa.

5.YKasaTb MNapameTpbl KAOYa: aNropuTtM, Ha3HaYyeHWe KAYa M BO3MOXKHOCTb €ro
9KNOPTUPOBATL (4aHHAA oNuMA MNO3BONUT 3SKCMOPTUPOBATb CepTUPUKAT BMecTe C
NPUBA3AHHBIM K HEMY 3aKPbITbIM K/IHOYOM A1 NEPEHOCA Ha APYroe YCTPOMCTBO).

6.BblibpaTb Ha3HayeHue cepTuduKaTa.

7.HaxaTtb Ha loToBO.

8.Ha)knmaTb Ha 3KpaH B PaHAOMHOM NOpAAKe, NOKa KNtoY He byaeT co3aaH.

9.BBecTn n noaTBEPAUTL NAPO/b, HaXaTb Ha OK.
Ha ocHoBe yKa3aHHbIX AaHHbIX popMUpPyeTCcA CaMONOANUCAHHbIN cepTUUKAT.
Mpw ycnewHom reHepaummn ceptudmKaT ycTaHaBaMBaeTCA B XpaHuauue JinuHole ceptuduKaTbl.
Mpw reHepaumm camonognmMcaHHoOro cepTudmKaTta 3anpoc Ha cepTUdMKaT He co3aaéTcA.
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5.5. YcTtaHOBKA CnUCKa oT3biBa cepTUPUKaToB

Cnucok ot3biBa ceptudumkatos (COC/CRL) — [OOKYMEHT C 3/1eKTPOHHOW  MOANUCHIO
YNOJIHOMOYEHHOrO NMua YAOCTOBEPAIOLWLErO LEHTPA, BKAKOYAOWMIN B CebA CNUCOK CEPUMHBIX HOMEPOB
cepTUdUKATOB, KOTOPbIE Ha ONpeaesieHHbI MOMEHT BpemeHu Oblin OTO3BaHbl UM AENCTBME KOTOPbIX
6b1710 BpEMEHHO NPUOCTAHOB/IEHO.

1.OTKpbITb pa3gen Ceptudpukarbl.
2. OTKpbITb XpaHuauLLe CNUCKU OT3bIBa.

3.HakaTb Ha KHOMKy [lo6aBuUTb cepTuPUKar.

4.BbibpaTb UMmnopTuposatb U3 daiina.
5.B ¢daiinosom meHeaKepe BblbpaTh Ppana CNMCKa 0T3bIBA C paclumMpeHuem .crl.
6.MoaTBepanTb fobaBneHne cepTUdMKATa B CMIMCKM OT3bIBaA, Ha¥KaB Ha MpoaonXKuTb.

Mpu ycnewHom wumnopte COC oTobparkaetcA B XpaHunuuwe CNUCKM OT3biBa CO CTaTycOM
JelicmeumeneH.

Mo»KHo nocmoTpeTb CBOMCTBa UK YAANUTD.

5.6. IKcnopT AMyHoro ceptudPuKara
ﬂ,l‘lﬂ obmeHa LLIMd)pOBaHHbIMM AaHHbIMU C APYTMMU NONb30BaTENIAMU HeO6X0,CI,MMO 3KCNOopTNpOBAThb
cepTudUKaT 6e3 3aKpbITOro K/toua.
3KCI‘IOpT CepTVId)MKaTa C NPUBA3AHHbIM K HEMY 3aKPbITbIM KZTHOHOM HYXEH B CAeAyWnX CUTyaumnax:
® COXpaHeHWe Konunu CepTMd)MKaTa M CBA3aAHHOIO C HAM 3aKpPbITOro K/1H043a,
e yaaneHne ceptuduKata U ero 3aKpbITOro Kawoya C YCTPOWCTBA A/1A YCTAHOBKM Ha Apyroe
YCTPOWCTBO.

5.6.1. dKcnopt cepTuduKarta 6e3 3aKpbITOro Karua

1. OTKpbITb pasgen CeptuduKarbl.
2. OTKpbITb XpaHunauwe JinyHble ceptuduKarbl.
[}
[
3. BbI3BaTb KOHTEKCTHOE MEHIO Y HY}KHOIo cepTUdUKaTa =.
4. BbibpaTb IKCNOPTUPOBATD.

5. B oTKpbIBLIEMCA OKHe BbIOpaTb HYXKHble HAaCTPOMKKU (HEe 3KCMOPTMPOBATb 3aKPbITbINA K/tOY,
TUN KOAMPOBKMK). BbIBOP 3KCMOPTa 3aKPbITOro K/o4a MOXKeT ObiTb 3a6/10KMPOBAH, EC/IN KtoY
He 3KCNOPTUPYEMBDIA.

6. HaxaTb Ha BbINOAHUTb B MPaBOM BEPXHEM YIy.

7. BblbpaTb, Kyaa OyaeT COXpaHEH IKCMOPTUPOBAHHLIN cepTUdMKAT (KonupoBaTb Ha
YCTPOMCTBO; OTNPaBUTb NO e-mail, B counanbHOM CeTU UAN B MECCEHAKEpPE, COXPaHUTb B

obnake, nepeaatb no Bluetooth).
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5.6.2. 3KcnopT cepTudMKaTa € 3aKPbITbIM KAIOUOM B KOHTelHep PFX
Ba)xkHo! Bbl moxeTe 3KCMOpPTMPOBATb CEPTUPMKAT BMeECTe C MPMBA3AHHbIM K HEMYy 3aKpbITbiM
KOYOM, eCn KNtod umeeT daar "akcnopTupyemblin”. B npoTMBHOM ciydae 3Ta GYHKLUUA HeAOoCTYnHa.
1. OTtkpbITb pasaen CeptuduKkarhbl.
OTKpbITb XpaHunmLLe JInuHbie cepTuduKaTbl.
BbI3BaTb KOHTEKCTHOE MEHIO Y HYXKHOTO cepTUdmKaTa.

BbibpaTb IKCnopTUpOBaThH.

vk W

B OTKpbIBLIEMCS OKHE BbIOpPaTb HYXKHble HAaCTPOMKK (3IKCMOPTMPOBATL 3aKPbITbIN KAHOY, TUI
KOAMPOBKM). BbIGOP 3KCNOPTa 3aKPbITOro K/to4a MOXKET ObiTb 3a6/10KMPOBaAH, EC/IU K/OY He
3KCMopTMpyemblii. 3aaaTtb Naponb K danny .pfx.

6. BBecTM Naposb K cepTuduKary.

7. BblbpaTb, Kyaa OyaeT COXpaHEH 3KCMOPTUPOBAHHbLIM cepTudUKaT (KonuposaTb Ha
YCTPOMCTBO; OTNPaBuTb No e-mail, B counanbHOM CeTU UM B MECCEHAKEPE, COXPAHUTL B
obnake, nepeaatb no Bluetooth).

Mpu ycnewHoM BbINOAHEHUM onepaunmn ceptudmKaT akcnopTupyeTtca B paiin.

5.7. 9kcnopTt ceptudmUKaTta

KopHeBble n npomexXyTouHble cepTUdMKaTbl IKCNOPTUPYIOTCA 6€3 3aKPbITOro Ktoya.
1.OTKpbITb pasaen CeptuduKarbl.

2.OTKpbITb XpaHuauwe YaoctroBepAaoLme LEeHTpbI.
]
]
3.BbI3BaTb KOHTEKCTHOE MEHIO Yy HYXHOro cepTUdmKaTa. »

4.BblbpaTbh IKCNOPTUPOBATD.
5.¥Kaszatb Tn Kogmnposkn DER nan BASEG4.
6.HaxkaTb BbinonHUTb.

7.BblbpaTh, Kyaa 6yaeT coxpaHEH SKCMOPTUPOBAHHLIN cepTUdUKAT (KoNMpPoBaTb Ha YCTPOMCTBO;
oTNpaBuTb No e-mail, B coumManbHOM CeTU MAM B MeCCeHAKepe, COXpaHUTb B obnake,
nepeaatsb no Bluetooth).

Mpu ycnewHoMm BbINOJHEHUN onepaumn cepTuduKaT aKkcnopTupyeTca B daiin.

5.8. YpaneHue ceptudukara

1.O7TKpbITb pasaen CepTuduKarol.

2. OTKpbITb XpPaHUANLLE, U3 KOTOPOTro HEOBXOAMMO YAaNUTL CEPTUPUKAT.
]
]

3.BbI3BaTb KOHTEKCTHOE MEHIO Y HY}KHOTO cepTudUKaTa. =

4.Bblbpatb YAaNuUThb.
5.MoaTteBepanTb yaaneHume.

CeptuduKaT byaeT ycnewHo yaaneH u3 XpaHuanua.
CtpaHnua 353 41



KTAN.00101-13 92 02. KpunTtollpo CSP. KpuntoAPM IOCT 3. PykoBogcTBO nonb3osatens. i0S

Ba)KHO: ecnv y cepTUdUKaTa ecTb NPMBA3KA K 3aKPbITOMY K/tody, TO NpU yaaneHum cepTudukarta
YAANAETCA U ero KoHTelHep. KOHTEMHEP He NOANENKUT BOCCTAHOB/IEHUIO.

5.9. KnroueBble KOHTeHepbl

B nporpamme oTobpaxkaloTcAa KAloYeBble KOHTEMHEpPbl, PACMONOMeHHble Ha YCTPOMCTBE WM Ha
OTUYXKAaeMbIX HocuTenax, Hanpumep, USB-TOKeHax uan cmapT-KapTax.

5.9.1. Kak nocmotpeTb cepTuduKaTt B KOHTENHEpe

1.Mpun HeoHX04MMOCTN NOAKMOUYNTD 3ALUMLLEHHDBIA HOCUTENb K YCTPOMCTBY.
2.071KpbITb pasgen Ceptudpukarbl.

3. OTKpbITb XpaHuauiie Kntouu.

4.HaaTb Ha KOHTelHep.

OTKpoeTca nHbopmauma o cepTuduKkate B KOHTENHepeE.
5.9.2. KaK ycTaHOBUTb cepTUdUKAT U3 KNOUYEBOro KOHTelHepa

MpumeyaHue: aaHHaA GYHKLMA [OCTYNHA TONbKO ANA KOHTEMHEPOB, B KOTOPbIX €CTb cepTUdUKaT.
1.Mpun HeoHX04MMOCTN NOAKNOUYNTD 3ALUNLLEHHBIA HOCUTEND K YCTPOMCTBY.
2. OTKpbITb pasaen CeptuduKkarbl.
3. OTKpbITb XpaHuauwie Kntoun.
4.BbI3BaTb KOHTEKCTHOE MEHIO Y HY)KHOTO KOHTelHepa.
5.¥YcraHoBUTbL cepTuduKar.

6.Mpn HE0H6X0AMMOCTM BBECTM NAPOJIb K KNHOYEBOMY KOHTEMHEPY.
5.9.3. YpaneHue ceptuduKata

BAXHO! YpaneHHbIli KOHTEMHEP He MOANEKUT BOCCTaHOBAeHUIO! Bam npuaeTtca nepesbinycKkaTb
cepTudUKar.
1.OTKpbITb pasaen CeptuduKkarbl.
2. OTKpbITb XpaHuauiie Kntouu.
3.BbI3BaTb KOHTEKCTHOE MEHIO Y HYXKHOIO KOHTelHepa.
4.Ypanutob.

5.MoaTBEpanTb yaaneHume.
5.9.4. O6HoB/EHME CNUCKA KOHTeliHepoB

[na o6HOBNEHMA CNUCKA KOHTEMHEPOB HEOBXOAMMO CBAMMHYTh BHU3.
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6. OnoseweHunna
Pasgen cogepKUT MHPopMaLMio 06 ONOBELLLEHUAX U KypHane cobbITUN.
6.1. *ypHan onepaumii
MHbopmauma o cobbITUAX, NPOUCXOAALMX B PaMKax NPUNONKeHWA, 3anucbiBaetca B MypHan

onepauymii (OnoseleHus).

[na Toro 4Ytobbl OTKPLITH YKYPHA/, HYXKHO HaXKaTb HA "KONIOKONbYMK" B NPaBOM BEpPXHEM Yray
npunoxeHus nMbo Yepes NyHKT XypHan onepaumit B 6G0KOBOM MEHHIO MPUNONKEHUS.
™

6.2. HacTpoiiku onoBeLweHuM
|_|pl/1 HaXXaThn Ha KOHTEKCTHOE MEHKO CrnpaBa OT CTPOKM NOUCKA OTKPOKTCA HaCTPOEKM

onoseLeHun:

¢ BblgenuTtb onoBelweHUa — BblAENAET BCE OMOBELLEHMA M3 CMUCKA, MOCNE YEero UX MOXKHO
CoxpaHuTb (He peannsoBaHO B AaHHOM Bepcuu), OTNpaBUTb (KOMMPOBaATb Ha YCTPOMCTBO,
COXpaHUTb B 06/1aKe, OTNPaBUTb B MECCEHAMKEPE, MO 3/IEeKTPOHHOW NoyTe UKW B COLMaNbHOM
cetn)

e JKCNOPTUPOBATb OMOBELLEHUA — COXpaHAeT Bce onoselleHua B dann dopmarta .txt gns
KOMMPOBAHWA HA YCTPOWMCTBO, COXPaHeHWs B 06naKke, OTMPaBKM B MecCeHAXKepe, No
9N1EKTPOHHOM NOYTE NN B COLMAIBHOM CETMU.

6.2.1. CopTupoBKa u ¢punbTpaums

Bce onoBeleHua pasaeneHbl No BKAALKAM:
e Ob6uee — coaepKUT BCe ONOoBeLLEHUA, UHPOPMUPYIOLLME O AEUCTBUAX;

e UHbOpMmauua — COAEpPKUT OMOBELLEHUA O AEWCTBUAX (Hanpumep, onepauns NOAMUCH,
3KCNopT cepTudMKara);

e OwunbKN — coaepunT onoselleHnsa 06 owmbKax B paboTe NpuioKeHus;

e MMpepynpexpeHna — COAEPXKUT OMNOBELLEHUA O HeLlTaTHbIX CUTyaumsax (Hanpumep,
OTCYTCTBME NNLEH3UN).

Ana d)Ml'IpraLI,MM HYXHO BOCNO/Z1b30BaTbCA CTpOKOﬁ NOUCKa MO CMMBONIBHOMY COBMaZeHuio. B
AaHHOM C/alydae OCTaHYTCA 3anncu, yaosaeTsopAarolLne 3anpocy.

Ona 6onee getanbHoOM GUALTPALMM MOXKHO 3a4aTb MapameTpbl. [11A 3TOro HyXKHO Ha*KaTb Ha KHOMKY
MOWCKa 1 KHOMKY GUAbTPa.

(]

L
O

MpeAycmMoTpeHbl cneayolwme napameTpbl:

e [latbl — AMana3oH AaT;
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e Paspenbl — pasgen, B KOTOPOM BO3HMKO cObbITUE;
e YpoBeHb onoBeweHna — nHbopmauma, npegynpexkaeHne nimn owmnobKa.
PnnbTp NpMMeHaeTca Noc/ae HaxkaTusa Ha KHonky MpumeHuTb.

Ona oTmeHbl napameTpa ¢uabTpaumm HeobXxoAMMO Ha)KaTb HAa OTMEHY AN KOHKPETHOro
napameTpa.

X
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7. KnoueBble Hocutenm

Pasgen cogeput nHdopmaumio no paboTte C KAOUYEBbIMU HOCUTENSAMU MPOAYKTOBOW NIMHENKU
PytokeH (AO «AkTuB-CodT»).

7.1. MoaKkntoueHue 3aWULLLEHHDBIX HOCUTENEN

Ona nogknioyeHna cmapT-KapTbl Pytoken UM 3.0 NFC Heobxoaumo:
e BKtoUMTb GyHKUMo NFC Ha ycTpoincTBe;
® HaKaTb Ha BMAKeT MoAKNIOUUTb HOCUTEND;
® NPUAOXKMUTb CMAPT-KapTy K 3a4HEN NaHeNN YCTPOMUCTBA.

Ona nogknodyeHna USB-tokeHa PytokeH UM 3.0 Heobxoanmo:

e noAKNuNTb Yepes agantep Lightning-USB (USB-C) TOKeH K ycTpoicTBy

7.2. YcTaHOBKa Kawouei co cmapTt-KapTbl Pytoked 3UM 3.0 NFC/ USB-ToKeHa
PytokeH 3N 3.0 NFC 6eCKOHTaKTHbIM cnocobom.

1. 3anyctutb npunoxeHue KpuntoAPM INOCT 3.

2. OTkpbITb pasgen Ceptudukartol — MoaKNOUNTD HOCUTEND
3. MoAKNHUYUTL 3aLLULLEHHDBIN HOCUTEb.
4

. NMocne cuntbiBaHUA OTKprTbII\/JI K/1HOY YCTAaHOBUTCA B XpaHUAULLEe JInyHble CepTM¢MKaTbI.

7.3. YcraHoBKa Katouen ¢ USB-tokeHa PytoKeH ILIM 3.0 KOHTaKTHbIM cnocobom

=

. 3anyctutb npunoxerHue KpnntoAPM IOCT 3.

2. NMopkntounTb Yepes agantep Lightning-USB (4epes agantep USB-C) TokeH

w

. OTKpbITb pasaen Ceptudukartbl - Knroum

4. Bbi3BaTb KOHTEKCTHOE MEHIO Y HYXXHOIO KOHTelHepa

Ul

. HakaTtb YcTaHOBUTDL
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8. O npunoxxeHnun

8.1. YcraHoBKa amueH3uu KpuntoAPM IFOCT 3

[Nns yCTAaHOBKM KAKOYa aKTUBALMWU NIMLEH3UN HYXXHO nepeilTtn B pasgen Jiuuensum (MeHio — O
npunoxeHun — nuueHsna KpuntoAPM FOCT — BeecTu AnueH3uIo). BBecTu KNtoY akTUBALUU INLEH3UN
W HaXaTb Ha Qanee.

Mpwn yCI'IeLLIHOﬁ YCTaHOBKeE obHoBUTCA MHd)OpMaLI,Mﬂ O CTaTyCe U aate Uctev4eHnAa 1MueH3nn.

8.2. YcraHoBKa anueHsum Kpunrtollpo CSP

YcTaHOBKa KAOYa aKTMBALMM NIMLEH3UU NPOM3BOAMUTCA 4Yepe3 MNo/b30BaTeNIbCKUM MHTepdenc
npunoxeHua KpuntoAPM IOCT 3.

[Nns yCTaHOBKM KAKOYa aKTUBALMWU NIMLEH3UN HYXXHO nepeilTn B pasgen Jinuensum (MeHio — O
npunoxeHnn — nuuensua Kpuntolpo CSP — Beectu anueH3unio). BctaBuTb KAOY aKTUBALMU NULLEH3UN
Ha KpunTtollpo CSP u HaxkaTb Oanee.

Mpu ycnewHon ycTaHoBKe 06HOBUTCA MHPOPMALIMA O CTaTyce IMLEH3UN (AeNCTBUTENbHA) N CPOKe
eé gencrTeums.

B cnyyae ecnm Koy akTMBaLMU INLEH3UM HA NPOAYKT HE BBEAEH UN NNLEH3UA HeAeNCTBUTE/IbHA,
TO NPU KarKAOM 3anycKe MNPUIOKeHUa byaeT NosBAATbLCA BCr/biBatouwee cooblieHne ¢ MHbopmaumen.
dyHKUMM No paboTe ¢ npunoxeHnem byayT orpaHUYEHbI.

8.3. YcraHoBKa auueHsum Ha Kpuntolpo TSP Client

[ns co3paHma noanucK co WTaMnom BPeMEHU Ha NOANUCH MW AaHHble HeobxogMma NuLeH3uA
Ha moaynb TSP. Mpu nepBoOi yCTaHOBKE NMPUIOXKEHUA €OMHOKAbI aKTUBMPYETCA NpobHaA nuMueH3nA Ha
KpunTtollpo TSP cpokom Ha 90 gHei. Mo ncteyeHMn npobHOro nepmoga Ana paboTbl C NPUNOKEHNEM
HeobxoaMma beccpoyHan ANLEH3UA.

[Ons BBOAQ NNULEH3UN HEOOXOAMMO nepenTn B pasgen JiuueHsum (MeHio — O NpUNOKeHUn —
nuuensna Kpuntolpo TSP — Beectn AnueH3snio). BctaBuTb Koy aktmBaummn anueHsmm Ha Kpuntollpo
TSP v HaxkaTb Qanee.

8.4. YcraHoBKa anueH3un Ha Kpuntolpo OCSP Client

[na co3paHna ycoBepLlIEeHCTBOBAHHOM NOAMNNCU HEOHX04MMa YCTAHOBKA IMLEH3MOHHOTO Kto4a
Ha mogynn TSP n OCSP. Mpu nepBOM YCTaHOBKE MPUNOXKEHWUA €4MHOXAbl AaKTUBUPYeTcA NpobHasA
nnueHsma Ha Kpuntolpo OCSP cpokom Ha 90 gHeit. o ncreyeHnm npobHoro nepnoaa Ans AasibHenwen
paboTbl C NPUIOKEHNEM HEOOXOAMMO NpUobpectn beccpoyHas NMLUEH3uA.

Ons BBOAQ NNLEH3UN HEOOXOAMMO nepenTn B pasgen JiuueHsum (MeHio — O NpUNOKEeHUU —
nunuen3na Kpuntolpo OCSP — Beectu anueH3uio). BctaBuTb KAtoY akTuBaumumu anueHsnm Ha Kpuntollpo
OCSP u HaxkaTb Oanee.
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8.5. AononHutenbHo

Ona npoBepkM Hanuuma y cepTuduKata WUCNONb30BaHWE Kaw4da atpubyta keyAgreement
(CornacoBaHue kntoyen) B pacwmpeHun keyUsage Heobxoaumo B pasaene [JonoNHUTENbHO B MeHo O
npunoXXeHuun yctaHoeuTb NMpoBepatb dnar keyAgreement ana ceptuduKkara Karoua noayyarens.

Ecnu B cepTndurKaTe oTCyTCTBYET aTPMBYT MCNONb30BaHUA Kntova CornacoBaHue Katoyen, To npu
BKtO4EHHOM dnare onepauma WndpoBaHUA B aApec TaKoro cepTudurKata Npom3BoaAUTCA He byaerT.

Mpw BbikKNtOYeHHOM ¢nare wndppoBaHme ByaeT BbINONHATLCA B agpec cepTuduKaTta, MMetoLero
atpnbyt keyEnchipherment, 6e3 npoBepkM Hannumsa aTpmbyTa MCNonb3oBaHUA Katoda CorsacoBaHue
KNKOYen.

BAXHO! LlWwndposaHne 6e3 ycrtaHoBneHHoro dnara Mposepatb ¢nar keyAgreement pns
cepTudmKaTa KAo4a NnonyyatTensa BO3MOXKHO TO/IbKO B TECTOBbIX LieNAX.
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