N\
P KPUMITOMPO
\_

424000, PMD, r. Mowkap-Ona, yn. Kapna Mapkca, 1096 127018, Mocksa, Cyw,ésckuii Ban, 18
TenedoH 8 (8362) 33-70-50 Tenedon: (495) 995 4820
https://trusted.ru https://CryptoPro.ru
E-mail: info@trusted.ru E-mail: info@CryptoPro.ru
Cpeactso Kpuntollpo CSP
Kpuntorpaduueckomn Bepcma 5.0 R3 KC1
3aWwmnThbl NUcnonHeHne 1-KpnntoAPM ITOCT 3
NHbopmaumu PyKkoBoACTBO agMUHUCTPATOPA

Linux

KTAN.00101-13 91 02
Jluctos 12

2024 r


mailto:info@trusted.ru
https://cryptopro.ru/

MTAN.00101-13 91 02. KpunTtollpo CSP. KpuntoAPM IFOCT 3. PykoBOACTBO agMUHUCTpaTopa. Linux

CopeprkaHue
Obwue cBeeHMA O MPOTPAMMHOM MPOLYKTE ..uuveieereeerireeeriteeasreessieeesssseesssreessseesssseeesssseessseeessseessssees 3
CUCTEMHDBIE TPEOOBAHMA ....vvveieiiiiieeeeiiteee e sttt e e s sttt e e e sbaeeesssabeeeesssabaeeeesbaaaessssseaeessnsseeeeesnsseeessnnsseeeesnnns 4
MoAnepKNBAEMbBIE OMEPALLMOHHBIE CUCTEMDI....uuuereirieteeeeerainrerteeteessssaauereeeeeessssemsssereeaeeesssssnsnnsseseees 5
1.  YCTaHOBKA MPOTPAMMHOTO MPOOYKTA wuuuerreeeererrrruuareeeeererrmnnnnsnseseessermmmmssssesssssesmsmessssessseesssnsnses 6
1.1.  YcraHoBKa KpuntoAPM I'OCT 3 Ha OC Astra Linux B rpaduueckom PeEXUME..........cecuvveeennnns 6
2. YpaneHue NPOrPAMMHOTO MPOAYKTA uuuuuuuuuunninaseaeasa s s as s s s s s s s s s e sanen 9
3. YcTaHOBKA NMMLEH3MUM HA MPOTPAMMHDBIN MPOLYKT .ceeieiurireeanirreeesnrreeessasreeeessasseeesssseeeessssseeesssnns 10
3.1. YcTaHOBKa NULEH3UM YEPES MNONAb30BATENBCKUMN MHTEPDEMC .coveeeeeecreireeeeeeeeeecevvnreeeeee e 10
3.2. YCTaHOBKA NULEH3NUN Yepe3 KOMAHLHYIO CTPOKY ..uuuuuuunnnnnnnnnnninnnnnsnnsnsssnsnsnsnnnnnnnnnes 10
4.  BKAoyeHMe pemMma A0rMPOBaAHMA N KOHCONb YIPABAECHMA ..uueeeeeerieririiiaeeeeeeeeririnnseeeeeesesenenes 11

5. Wcnonb3oBaHWe NPUAOKEHMA B 3aMKHYTOW nporpammHoi cpege OC Astra Linux Special

CtpaHuuya 2 ns 12



MTAN.00101-13 91 02. KpunTtollpo CSP. KpuntoAPM IFOCT 3. PykoBOACTBO agMUHUCTpaTopa. Linux

AHHOTaUuA

Hactosauwee pykosoactso coaeput obuee onuncaHne CK3MN Kpuntollpo CSP Bepcua 5.0 R3
KC1 ucnonHenume 1-KpuntoAPM TOCT 3 (ganee no tekcty — KpuntoAPM FOCT 3), MHCTPYKUUK U
pekomeHaaumu no ncnonbsosaHmio CK3U nog ynpasneHmem OC Linux.

MHCprKLI,MM AOMUNHNCTPATOpPA 6e3onacHoCcTH n nonb30BaTenA Pa3NNYHbIX
dBTOMATU3NPOBAHHbBIX CUCTEM, WUCNONb3YHOLWNUX CK3H, AO0J/1KHbI pa3pa6aTbIBaTbCﬂ C Yy4dyeTom
Tpe6OBaHMﬁ HacToAWero JOKyMeHTa.

YcTaHOBKa, HacTpoika M wucnonb3osaHne CK3U Kpuntollpo CSP Bepcua 5.0 R3 KC1
(vcnonHeHne 1-Base) nog ynpasneHnem OC Linux, BXOAAWErOo B KOMMNIEKT MOCTABKW, AO0J/IKHA
OCYLLECTB/IATLCA B COOTBETCTBMMU C TPebOBaHUAMM N peKoMeHZaumaAMn gokymeHTa «KTAN.00101-03
91 03. Kpuntolpo CSP. PykoBoACTBO aAMUHUCTPaTOpPa 6e3onacHOCTU. Linux».

Ob6wue cBeaeHMA 0 NPOrpaMMHOM NPOAYKTe

KpnntoAPM TOCT 3 - 3TO yHMBEpCaabHOE NPUAOKEHME C rPadMUYECKMM NOSb30BATENBCKUM
nHTepdericom ana BbINONHEHWA oOnepauMi No CO34aHMI0 U MPOBEPKE 3/EKTPOHHOW noanucu
¢daiinos, wudpoBaHna u pacwmndpoBaHUs, YyNpaBAeHMA CcepTUPMKATaMK, pPasMeELLEHHbIX B
XpaHunuwax kpmuntonposagepa Kpmuntolpo CSP.

MpunoxeHne KpuntoAPM TOCT 3 sasnsetrca KpoccnnatGOPMEHHbIM, W MpPeAcTaB/iEHO
Pas3/INYHbIMWU YCTaHOBOYHbIMK aucTpubytneamn nog OC: Windows, Linux, MacOS, Aspopa, iOS,
Android. Ha Kaxgoi n3 OC peannsoBaHa NogaepsKKa POCCUNCKUX KpUNTorpapuyeckmx CTaHaapToB
nocpeacTBOM MCNonb3oBaHMs Kpuntonposanaepa Kpuntolpo CSP sepcum 5.0 R3 KC1 (ucnosHeHune
1-Base).

MoaaepkmuBaemble KpUnTonposaaepbl

B npunoxeHnu ocyliectsaseTcs noaaeprka Kpunrtonposangepa Kpuntolpo CSP sBepcun 5.0
R3 KC1 (ucnonHeHune 1-Base).

JInueH3na Ha NPOrpaMMHbIN NPOAYKT

Ona paboTbl B NPUAOKEHUN C KpUnTOrpaduMyeckMmu onepaumamm HeobxogmMma NMLeH3us
(BpemeHHas, rogoBas nnu 6eccpoyHas).

BpemeHHas AnuuUeH3MA BbIAAETCA NONb30BaATENO, 3anonHMBLIEMY GOPMY Ha CTpaHuue
https://cryptoarm.ru/cryptoarm-gost3/, ona 3HaKOMCTBa C NPOAYKTOM CpPOKOmM Ha 30 AHeW.
BpemeHHas nnueH3na moxeT 6biTb NpeaocTaBaeHa OAUH pas.

Mocne wuCTeYeHMA O03HAKOMUTENIbHOrO Mepuoda Ana NoAHOGYHKLMOHaNbHOM paboThbl
npuaoxeHus Tpebyetca npnobpeTeHne U yCTaHOBKA IMLLEH3UKN. be3 yCTaHOBKM NMLLEH3UN HA A0CTYN
K Katouy M npu onepaumsax nognucu 1 pacwmndposaHma byayT HaNOXKeHbl OrPaHUYEHMA.

ueHsna Ha MO KpuntoAPM TOCT 3 no3BonaeT noAanucbiBaTb, 3allMppoBbiBaTb W
pacwmndpoBbIBaTb 3N1EKTPOHHbIE AOKYMEHTbI, UCNO/Ib30BaTb NPUIOXKEHME B KaYecTBe 3alULLEHHOTO
MOYTOBOrO K/AMEHTa — MNOANWUCbIBaTb, 3aWMPPOBbLIBAaTb M pPacWKUPOBbIBAaTbL CaMM MOYTOBbIE
coobueHus.

Ona npuobpeteHMA NMUEH3UM Ha nporpammHbiid npoayKT KpuntoAPM TOCT 3 MOXKHO
06paTUTbCA B YNOJITHOMOYEHHYO OpraHM3aumio.

CrpaHuuya 3 ms 12
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CuctemHble TpeboBaHuA

Ona  npunoxeHus  chopMynMpoBaHbI
KoHduUrypaumm obopyaosaHus nog OC Linux:

- 2Gb onepatvMBHOM NamATK;

MWUHWUMa/IbHbIE

CNCTEMHDbIE

TpeboBaHMA K

- 500 Mb gu1ckoBOro npocTpaHCcTBa AN YCTAHOBKM U PaboTbl MPUNOKEHUSR;

- Mpougeccop Intel Pentium 4 nnn 6onee No3gHMN, KOTOPbIN Nogaep*knsaet SSE2.
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I'Io,qp,epmusaeMble onepaunoHHblIe CUMCTembl
KpnntoAPM FOCT 3 pyHKUMOHUPYET NoA yNpaBAeHNEM CNeAYOWMX ONepPaLNOHHbIX CUCTEM:
- Astra Linux Special Edition (x64)

- OC Ha nnatpopme AnbT — AnbT Pabouyas CraHums 10, Anbt CepBep 10, AnbT
O6pasoBaHue 10, AnbT 10 CN, AnbT Paboyana CtaHuma 9 (x64)

- CentOS 8 (x64)

- PE[OC 7.3 (x64)

- Ubuntu 20.04/22.04 (x64)

- POCA 7.9 KobanbT Pabouan CtaHuusa (x64)

- Alter0S 7.5 (x64)
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1. YcTaHOBKA NpPOrpaMmmHOro npoAaykKra

Ons  dyHKumoHmpoBaHua KpuntoAPM TOCT 3 Heobxogmmo yctaHoBneHHoe CK3U
«Kpuntolpo CSP» Bepcum 5.0 R3 KC1 (ncnonHeHune 1-Base), ycTaHOBKA AO/IKHA NMPOU3BOANTLCA B
COOTBETCTBMMU C TpeboBaHMAMM U pekomeHaaunaAMKN gokymeHTa « KTAN.00101-03 91 03. Kpuntollpo
CSP. PykoBOACTBO agMMHUCTpPaTopa 6e3onacHocTu. Linux».

YctaHoBKa npunoxeHna KpuntoAPM TOCT 3 Ha onepaumoHHyto cuctemy Linux moxkeT 6bITb
BbINO/IHEHA B rpadMyeckom pexume yepe3 macTep YCTaHOBKM MAKETOB WM 4yepe3 TepMWHan B
peXMme KOMaHAHOM CTPOKM. [lo ymMONnYaHUIO NpPUAOXKEHMe YCTaHAB/AMBAETCA B KaTanor
/opt/cryptoarm_gost_mail/:

1. B pexume rpaduyeckon yctaHoBkM npunoxeHma KpuntoAPM TOCT 3 3anyctuTe Ha
ncnonHeHune dann:

cryptoarm-gost-x.x.x-linux64-x86.rpm — gna 64-paspsagHbix OC, ocHoBaHHbIX Ha RPM;
cryptoarm-gost-x.x.x-linux64-x86.deb — ans 64-paspagHbix OC, ocHoBaHHbIX Ha DEB.

OTKpoeTCA NaKeTHbI MeHeaMKep, B KOTOPOM HYXHO Ha)KaTb YCTAHOBUTb. TaK KaK yCTaHOBKa
npoussBogMTcA OT MMEHM aAMUHUCTPATOpPa CUCTeMbl, TO MOABUTCA AWanor BBOAa Napons
agMuHucTpaTtopa cuctembl (Root).

2. BbInonHWUTE YCTAHOBKY C MOMOLLbK KOMAHAHOM CTPOKKU. [IN5 3TOro HY)KHO 3anyCTUTb
TEPMMUHAN 1 BBECTU KOMaHAY:

sudo dpkg -i cryptoarm-gost-x.x.x-linux64-x86.deb — pgna OC, ocHoBaHHbIx Ha Debian
(Debian/Ubuntu);

sudo rpm -i cryptoarm-gost-x.x.x-linux64-x86.rpm — ana OC, ocHoBaHHbIX Ha RPM;

Mocne yCTaHOBKU NPUNOKEHUA B MeEHIO NoaBuTca apabik KpuntoAPM IOCT 3.

1.1. YcraHoBKa KpuntoAPM F'OCT 3 Ha OC Astra Linux B rpadprueckom pexkmme

YcrtaHoBKa npunoxkeHna KpuntoAPM ITOCT 3 Ha onepauMoHHyto cuctemy Astra Linux moxket
6bITb BbINO/MIHEHA B rpadMyecKom pexkmme (4epes macTep yCTaHOBKM MaKeToB).

1. Ha cKayaHHbIN YCTAaHOBOYHbLIN @ann ABa)KAbl HaXKaTb JIEBOM KHOMKOM MbILIW.
OTKpoeTcs OKHO YCTAaHOBKA NAKeTOB, B KOTOPOM HYXHO Ha*KaTb YCTAaHOBUTb NaKeT.
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## YcraHoeka naketos — CryptoARMGOSTMail — ..,
MakeT: CryptoARMGOSTMail
CocToAHKWe: Bce 2aBMCMMOCTH YO OBNETEOPEHDI.

Onwcanne MogpobHocTk Copgepxawmecs gaino © 2

MpunoxeHne KpuntoAPM FOCT npegHazHaueHo
ANA cozpaHWA UG poBbIX NOgNUCER N
wuogposaHUA falnoe c UCNONb30BaHUEM
cepTuduKaToB UM POBOH NOZNMUCH K
KpunTorpadguyecKMX anropuTMOoB.

NpwunoxeHre KpunToAPM FOCT npegHa3HayveHo Ana
CO30aHWA UMDPpOoBLIX NoanWcel 1 WwWiudpoBaHMA
dalinoe C McNnonbzo0BaHKeEM cepTudMkaToe LubpoEOR
NOANKCK M KpWUNTorpaduyeckuy anropuTMoe.

| @ OTMeHa

2. BBecTV Naposib CUCTEMHOTO aAMUHUCTPaTOpPa root. HauHeTcA ycTaHOBKa NaKeToB.

= Tpebyerca ayTeHTuduKkauna — Aredt PolicyKitl oT KDE

I Install or remove packages

MpWNoXeHWe NbITAETCA BbINONHWTDL eRCTEWE, KOTOpoe Tpebyer
LONOMHUTENbHBIX NPUMBMAErkiA. [na 3Toro Tpebyercs
AYTEHTHUDMKAL WA,

Mapone: | |

NogpobHocTh >> ONa OTMeHa

## YcTraHoBka nakeToe — CryptoARMGOSTMall — ...
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3. lMocne ycnewHOM YCTAaHOBKU MPOrpamMmbl Ha OMNEPALMOHHYID CUCTEMY HaXaTb Ha
3aKpbIThb.

#F YcTadoska nakeros — CryptoARMGOSTMail—Mn.. - O X
ryp

4. Tocne yCTaHOBKM NPUNOKEHUA B MeHIo noasmutca apabik KpuntoAPM ITOCT.
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2. YpaneHue nporpamMmmHOro npoaykKra

Yaanernue npunoxerHna KpuntoAPM T'OCT 3 Ha onepauMoHHbIX cuctemax Linux BbinonHAeTcA

yepes rpaduueckuii UHTepdelnc (NaKeTHbIM MeHeaXep), MO0 Yepe3 TepMUHaAN B pPexMMme
KOMaHZHOM CTPOKM.

1. Ypanenue npunoxeHns KpuntoAPM IOCT 3 yepes rpaduuecknini nHTepdenc BbinoiHaeTca
cnepyowmm obpaszom. Hy)KHO OTKpPbITb MeHezyKep Mporpamm (NakeTHbI MeHeaxKep) U
HanTn npunoxenne KpuntoAPM FOCT 3. HangeHHoe npunoxeHue cnegyeT NOMeETUTb anA
Y4aNeHUA M Ha)kaTb Ha KHoMky Yaanutb. MNocne storo nporpamma KpuntoAPM TOCT 3
byaeT yaaneHa ¢ KomnbtoTepa.

2. Btopolii cnocob yaaneHmMa oCHOBAH Ha 3amnyCcKe KOMaHg, B TepMUHaNe:
sudo dpkg -P cryptoarm-gost — gns OC, ocHoBaHHbIX Ha Debian (Debian/Ubuntu);
sudo rpm -e cryptoarm-gost — ana OC, ocHoBaHHbIX Ha RPM;

Mocne BbINONHEHUA KOMaHAbI NPUIOXKEHWE BYAET yAaNeHO U3 ONepaLMOHHOM CUCTEMBI.

Ynanenue Kpuntollpo CSP Bepcum 5.0 R3 KC1 (McnonHenue 1-Base) ocyuiectBnsietca B
COOTBETCTBUM C UHCTPYKUMAMM AoKkymeHTa «KTAN.00101-13 91 03. Kpuntollpo CSP. PykoBoACTBO
agMuHucTpatopa 6esonacHocTu. Linux».
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3. YcTaHOBKA IMLEH3UM Ha NPOrpamMmMHbIii NPOAYKT

Ons nonHoueHHoW paboTbl npunoxkeHma KpuntoAPM TOCT 3 Heobxoauma ycTaHOBKa
NNUEH3MOHHOrO KAkya.

YCTaHOBKa /IMUEH3NOHHOIO K/Ao4a MOMKET MPOM3BOAUTLCA KaK Yepe3 MNoAb30BaTeNbCKUM
NMHTepdeNc, Tak U C NOMOLLbI KOHCO/IbHbIX KOMaHA, BbINOJHAKOLWMX KoNupoBaHue daina AMueH3um
B 3aZaHHbIl KaTanor.

3.1. YcTaHOBKA IMLEH3UM Yepes NoJ1b30BaTeNbCKUN UHTEpdEC

YCcTaHOBKa /INLEH3UM 4Yepe3 MNONb30BaTENbCKMMA UHTepdenc onucaHa B AOKYMeHTe
«KTAN.00101-13 92 01. KpunTolpo CSP. KpuntoAPM IOCT 3. PyKOBOACTBO NONb30BaTENAN.

3.2. YCTaHOBKa IMLEH3UMN Yepe3 KOMaHAHYIO CTPOKY

Ecnv yCTaHOBUTb ANMLEH3UIO Yepe3 MONb30BaTeNbCKUI UHTepdeinc He nosyyaetca, To
BO3MOKHa YCTaHOBKa /INLLEH3MM C NOMOLLLbIO KonupoBaHua daiina anueHsum license.lic B katanor:

/etc/opt/Trusted/CryptoARM GOST 3/.
Ecnn Takoro Katanora HeT, TO ero HeobxoAMmo co3aaThb.

MpumeyaHue. na nocnenyoweit yCTaHOBKN NULLEH3MM NONb30BATENAMM KaTalor YCTaHOBKM
JIMLEH3UWN O0NKEH MMETb NpaBa Ha 3anucb, a MUHMMA/IbHO HEOBX0AMMble NpaBa — Npasa Ha YTeHue
ONA nonb3oBaTtenei Ha paboyem mecrte.
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4. BknoyeHue pexkmma 10rmpoBaHMA U KOHCONb yrpaBieHUuA

Onsa 6onee rnybokoro aHanuMsa MpuUYMH BO3HMKHOBEHMA owunb60K B KpuntoAPM TOCT 3
MCNO/Ib3yeTCA BKAKOYEHUE PEXMMA JIOTMPOBAHUA, TO €CTb COXpPaHeHMe cnyebHon nHpopmaummn o
BbIMOJIHEHHbIX OMNepauusax B TEKCTOBbIA dann. JaHHbIA pexum BKAKYAETCS YKa3aHMem MnapameTpa
-logcrypto npm 3anycke NpUNOXKEHUA U3 KOMAHAHOM CTPOKM.

Onsa nonyyeHuma p[octyna K AONOAHUTENbHOM MaHeNW YNpaBAeHUA MNPUIONKEHUEM W
BK/IIOYEHMEM pPEeXMMa NOrMpoBaHUA, B TepMuHane OC Linux Hy»KHO BBECTM KomaHay (Owwmbka!
HeusBecTHbIW aprymeHT Kawua.):

/opt/cryptoarm_gost_mail/cryptoarm_gost_mail --logcrypto

= = bash — Tepmuran Fly

@aiin  MNpaska Hacipolka Crnpagea

a & B Q s M

alexBastra:~% soptscruptoarm_gost_mail/cryptoarm-gost-mai logcruptoll

Puc. 4.1 OKHO TepMmUuHana

B pe3synbTaTe BbINOAHEHWUA 3TOM KOMaHAbl OTKpoeTca npunoxeHune KpuntoAPM TOCT 3, a B
nanke nonb3osatens /home/User/.Trusted/ CryptoARM GOST 3 6yaeT co3aaH ¥KypHan 10rMpoBaHus,
KOTOpbI NpeacTaBaseT coboit TekcToBbli daiin cryptoarm_gost_crypto_back.log.
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5. Ucnonb3oBaHMe NPpUNOXKEHUA B 3aMKHYTOM nporpammHoii cpeae OC
Astra Linux Special Edition

Ons yctraHoBkM KpmnnToAPM FOCT 3 B 3amKHyTOM nporpammHoit cpege (3MC) OC Astra Linux
Special Edition Heobxoaumo:

- cKonupoBaTb Katou trusted _pub_key.gpg B nanky /etc/digsig/keys (oT umeHn yyetHoM
3anuncy aamuHUCTpaTopa Yepes mexaHunsm sudo);

- 06HOBUTb AMCKK ONEpPaTUBHOMN NAaMATN C MOMOLLLbIO Cneaytoweit KomaHabl:
sudo update-initramfs -u -k all
- BbINOJIHUTb Nepe3arpysKy CUCTEMbI.

Mpumeuanue. Hactpolika n ncnonbsosaHue 3MNC fONKHbBI OCYLLECTBAATLCA B COOTBETCTBUM C
aKcnayaTauMoHHON gokymeHTaumel Ha OC Astra Linux Special Edition.
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		+7(495) 780-48-20
	2024-05-14T19:33:42+0300
	Sushchevskij val 18, Moscow, 127018
	ООО "КРИПТО-ПРО"
	Signature of the document




