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OnuncaHue APl KpnntoAPM

KpnnToAPM nogpaeprkmsaeT AP| ¢ ABYMA BO3MOXHbIMW TOYKaMK BbI30BA: IOKA/IbHOE
npuaoXKeHue Ha paboyem mecte n web-npunoxkeHue (cepsuc). Mpu Bbi3oBe onepauuun Yyepes API
KpnnTtoAPM 6yaet 3anyLieH n otobpasuTt HeobxoaMmblii pasgen ¢ nepegaHHbIMU NapameTpamu.
KomaHay MOXKHO BBECTM Yepes afpecHyto CTPOKY bpaysepa (Bbl MOXKETe pasMeLLLaTb UX TaK e, KaK
CCbI/IKM Ha BEB-CTPaHWLbI) UK B TepMUHane. [1na B3aMMOAENCTBUA UCTIONb3YETCA 3aPErnMcTPUPOBaHHbIN
npoTtokon cryptoarm://

B Tekywen peaakumMm A0CTYNHbI KOMaHAab!:

* signAndEncrypt — BbinosHeHWe KpunTorpaduyeckmx onepaumii Hag AOKyMeHTamu (Noanuce,
wndpoBaHMe, NPoBEPKa NogNNCH, paclumbpoBaHmue)

* certificates — akcnopT uamM MMNopT cepTMPMKATOB, NPOCMOTP CBOMCTB CepTUdPMKaTa
* certrequests — reHepauua 3anpPocoB Ha cepTUdUKaT

* diagnostics — garHocTka pabouero mecta

* startView — OTKpbITb OKHO WY BKNAAKY

* senMail — gelicTBMA € 31EKTPOHHBIMKM NMCbMaMK (OTNPaBKa)

O6LWwmi cLeHapuin BbINOJIHEHMA KOMaHA (415 B3anmogenctema ¢ web-npunoxeHunamm):
1. MNonb3oBaTenb 3axo4uT Ha NopTan (web-npunoxeHue).
2. BbibupaeT 06bEKTLI (HanpMmep CNMCOK AOKYMEHTOB) U AelcTBME (Hanpumep Nognuchb).
3. [opTan reHepupyeT 1 oTobpakaeT (Man cpasy NepexoamT) CCbiaKy C MPOTOKoA0OM cryptoarm://

4. Ecnm KpunTtoAPM He 3anyLueH, To 3anyckaetca. 3atem obpaluaeTtcs K noptany 3a JSON ¢
Habopom NapameTpPoB, HYKHbIX AN BbINOJIHEHMA KOHKpeTHOM onepaunn. JSON reHepupyeTca
Ha cepBepe, rae pacnosaraeTca web-npunoxeHue.

5. TMonyuyeHHbIn JSON 0bpabaTbiBaeTca U B 3aBUCMMOCTM OT KOMaHAb! BbINOHAKOTCA HY»KHble
LONOAHUTENbHbIE 3aMPOChl K Web-npuaoxeHuto.

6. [lonb3oBaTeNb NOATBEPNKAAET CaMy 3aMPOLUEHHYHO OnepaLuto (0CTanbHOMN GyHKLMOHAN
npunoxeHua 6aokupyerca).

7. Pe3ynbTaTbl OTNPABAAIOTCA HA cepsep.

06Kt cCLeHapUii BbINOIHEHMA KOMaHA, (19 B3aMMOAENCTBMA C I0KaNbHbIM NPUNONKEHMEM):

1. NMonb3oBaTesib OTKPbIBAET CTOPOHHEE NPUIOKEHNE, B KOTOPOM eCTb nogaepka KpuntoAPM
API.

2. BbibupaeT 06BbEKTLI (HanpMmep CNMCOK AOKYMEHTOB) U AelcTBME (Hanpumep nognuchb).

3. MpunoxeHue reHepupyeT 06beKT (JSON) 1 nepesaeT Ha UCNONHEHWE NAaPaMETPOM B
KpuntoAPM.

4. Ecnm KpunTtoAPM He 3anyLueH, To 3anyckaeTcs. 3aTem obpauaetcs K noptany 3a JSON c
Habopom NapameTpPoB, HYKHbIX ANA BbINOJIHEHMA KOHKpeTHOM onepaunn. JSON reHepupyeTca
Ha cepBepe, rae pacnonaraetca web-npunoxkeHue.



5. Mony4eHHbln JISON obpabaTbiBaeTcs.

6. [llonb3oBaTenb NOATBEPNKAAET CaMy 3aMpPOLUEHHYIO onepaunto (ocTanbHoM GyHKLMOHaN
npunoxeHua 6aoKkupyetca).

7. Pe3ynbTaTbl COXPAHAOTCA B IOKA/IbHYIO NanKy, nepesaHHyo B MapameTpax onepawuu.

O6wmin dopmar ccbinikm ana web KpuntoAPM API:
cryptoarm://<command>/<URL>/?id=<id>

3pecoh:
* cryptoarm:// - 3aperucTpMpoBaHHbIN NPOTOKO

* <command> - BbINOAHAEMaA KOMaHAA
® <URL> - ccbinKa Ha nonyyeHue JSON ¢ napameTpamm, HY»KHbIMU ONA BbINOJIHEHUA KOMAHAbI

* ?id=<id> - 06a3atenbHbIt napameTp. NaeHTUdUKATOP TPaH3aKLMN.

O6wmnit bopmaT KOMaHAbl ANA NOKaNbHOIo BapuaHTa KpuntoAPM API:
BapwuaHT 1: cryptoarm://<command>/<URI>

3pech:
* cryptoarm:// - 3apeructpnpoBaHHbIN NPOTOKO

* <command> - BbinosiHAeMaa KomaHaa
*  <URI> - nyTb K danny JSON c napameTpamm, HYKHbIMWU ANS BbINOJHEHMA KOMaHAbI

BapuaHT 2: cryptoarm://<command>/<JSON>

3pecsh:
* cryptoarm:// - 3apernucTpmpoBaHHbIN NPOTOKO

* <command> - BbiNnosHAeMas KOMaHAa

® <JSON> - JSON c napameTpamu, HyXXHbIMWU 414 BbINOAHEHUA KOMaHAbI



1. OnucaHme 3anNpocoB U OTBETOB

Bce 3anpocbl mexkay KpuntoAPM u cepsepom JO/THKHbI cootBeTcTBOBaTE CNeunduKkaumm
npotokoaa JSON-RPC 2.0. B kauecTBe TpaHcnopTa ucnonbsyetca HTTP. JOJ/TKEH ncnonb3sosatbea TLS,
He3awmnweHHble coegnHeHna KpuntoAPM OTKNOHAeT.

Mpun BKAOYEHHOW HacTpolike «Mcnoab3oBaTb TO/IbKO Habop anroputmos FOCT ana
nogkntoyeHnin no API» KpuntoAPM 6yaeT npuHumaTth TosibKo FOCT TLS, ocTanbHble WndpoctonTbl byayT
OTK/IOHATLCA.

POST 3anpoc
KpnntoAPM BbinonHaeT HTTP POST 3anpochkl, KOTOpble COAepKaT 3aroN0BKK:
* Content-Type: OO/THKEH 6biTb application/json.

* Content-Length: AO/1KEH coaeprKaTb NpaBUNbHYIO AAUHY B cooTBeTCTBMM ¢ HTTP-
cneundurKaumen.

*  Accept: JO/THKEH 6bITb application/json.
GET 3anpoc
He ncnonb3ytoTca.
Otser
HTTP oTBeT cepsepa AOJTHKEH coaepaTb 3aroN0BKu:
* Content-Type: JO/TKEH 6bITb application/json.

* Content-Length: AO/TKEH copeprKkaTb NpaBuUIbHYIO OAMHY B COOTBETCTBUM C HTTP-
cneundurKaumen.

O6bekT Error

B cnyyae owmnbku cepsep AO/TKEH oTnpaBuTb OTBET C/ieAylOLEN CTPYKTYPbI:

Kniou Tun OnucaHue
code number Koa ownbKku
message string KopoTKoe onuncaHme owmnbKu
data string | Object HeobasatenbHoe none. MoxeT cogeprKaTtb
AOono/HUTE/IbHbIE cBeAeHUsA 06 ownbke

HTTP-Kopabl
Kog, OwunbKa OnucaHue
200 oK W ana otBeTos, N ANA OWNBOK
204 No Response [na nycTbix 3anpocoB (HoTUdMKauma)
405 Method Not Allowed MeTopg He gocTyneH
415 Unsupported Media Type Ecnn Content-Type He application/json




2. Komanpa signAndEncrypt. 3anpocbkl Ha noanmce un WndpoBaHUe
[NOKYMEHTOB, BbINOJIHEHME 0OpPATHbIX onepaunm

KomaHga signAndEncrypt (nognuce 1 wndpoBaHmne) cnonb3yeTcs AJ/1a 3anpoca Ha Nognuch
OOKYMEHTA MM NaKeTa AOKYMeHTOB. MOKeT MCNo/Ib30BaTbCA B KayecTBe ayTeHTUdUKaTopa.
BbinonHeHMe onepaumm TpebyeT aeicTeytowen nmueHsmm Ha KpuntoAPM TOCT. Cxema:

Web-npunoxeHue

Cepsep KpuntoAPM

1. 3anpoc Ha noanucb

\ 4

2. 3anpoc Ha popmupoBaHme
CCbIIKM C YHUKaNbHbIM
naeHTudunKkaTopom

v

3. Ccbl/IKa € YHUKaIbHbIM MAEHTUUKATOPOM

I e |

4. Mepexop, No cCblIKe (KNMEHTOM UM aBTOMATUYECKM C Web-NpunoxeHus)

L »l

6. l[eHepauma
JSON

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I Cepus 3anpocos
|

|

|

|

1

5. 3anpoc Ha nonyyeHue

1
I
: napameTpoB onepauuu
1

A

7. Bo3BpaweHue JSON

10. BosBpatueHue dalina

11. NopTBeEpXKAEHME onepauun

13. OTOb6parkeHMe NoaNUCaHHbIX
[OKYMEHTOB

BblnonHeHWe onepaumm
nognucu

12. OTnpasKa noanucaHHbIx Gaitnos n
MHbOPMaLMK M NognncK

A

A

Web-npunoxenune

T C T T E =W

Cepsep KpuntoAPM




2.1. dopMaT CCbINKK
Ons BbinoNHeHUs KomaHabl signAndEncrypt aonxHa 6biTb cdopmMpoBaHa cCbinKa BUAaA:

cryptoarm://signAndEncrypt/<URL>/?id=<id>

3pech:
* cryptoarm:// - 3aperncTpMpoBaHHbIN NPOTOKO

* signAndEncrypt - Bbino/iHAEMan KOMaHAa
®* <URL> - ccbisika, Ha KoTopyto KpunTtoAPM 6yaeT chatb 3anpochl
* id — yHUKanbHbIN naeHTUOUKATOP TPaH3aKLUUMK

Mpumep:

cryptoarm://signAndEncrypt/https://example.com/json?id=2c48eb32-a0a8-405c-ade9-eed130605cba

2.2. OnmncaHue 3anpocoB 1 OTBETOB

Bce 3anpocbl mexay KpuntoAPM n cepsepom A0O/1HKHbI cootBeTcTBOBaTH CieumdmKaumm
npoTokona JSON-RPC 2.0. B KauecTBe TpaHcnopTa ucnosbayetca HTTP. Obuwee onncaHne yKasaHo B
pa3gene 1. OnucaHve 3aNpoCcoB 1 OTBETOB.

2.2.1. lNonyyeHne napaMeTpoB onepaumm
Mocne nonyyeHns komaHabl signAndEncrypt KpuntoAPM otnpasnset 3anpoc Ha <URL> ans
NONYYEHNA NAPAMETPOB onepauunn.

dopmar 3anpoca:
Kniou 3HaueHue OnucaHue
jsonrpc «2.0» Bepcua JSON-RPC npoTtokona. Bcerga «2.0»
method «signAndEncrypt.parameters» Ucnonb3syemblit meToa,. Beeraa
«signAndEncrypt.parameters»
id YHUKaNbHbIM naeHTUdMKaTOP Ucnonb3yeTtca naeHTMdMKaTOp, KOTOPbIN
yKa3aH B cCbl/IKe Ha onepauuto (_«Popmar
CCbITKNY)
diagnostic IDiagnosticlnformaton [unarHoctuyeckas nHbopmaums o pabouem
mecTe

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

"jsonrpc": "2.0",
"method": "signAndEncrypt.parameters",
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"id": "2c48eb32-a0a8-405c-ade9-eed130605cba",

"diagnostic":

}

dopmar oTeeTa:

{

Kniou

3HaueHue

OnucaHue

jsonrpc

2.0

Bepcua JSON-RPC npotokona. Becerga «2.0»

result

ISignAndEncryptParameters

OB6BEeKT Co cBEAEHMAMM O NapameTpax
onepaumm nognucu

id

YHUKaNbHbIM naeHTUdMKaTOP

Ucnonb3yeTtca naeHTUPUKaTop, KOTopbIn
yKa3aH B cCbl/IKe Ha onepauuto («Popmar
CCbITKNY)

appName?

string

HeobszaTtenbHbili napameTp. McnonbsyeTca
TONbKO Ana nokanobHoro API. Echm 3HavyeHue
nepegaHo, To KpuntoAPM oTtobpasunt ato
Ha3BaHWe B OKHe NoATBEePXKAEHUA onepauum
KaK Ha3BaHMe CTOPOHHEro NPUIOKeHMUA

apiKey?

string

Heobs3aTtenbHbili napameTp. Mcnonb3yeTca
TONbKO Ana nokanobHoro API. Echm 3HavyeHue
nepegaHo, To KpuntoAPM oTtobpasunT ato
3HaYeHMe B OKHE NOATBEPXKAEHUA onepaLumn
KaK MPOBEPOYHbIN Ko,

Mpumep oTBeTa:

HTTP/1.1 200 OK
Connection: close
Content-Length:

Content-Type: application/json

Date: Sat, 08 Jul

2020 12:04:08 GMT

{
"jsonrpc": "2.0",
"result": {
"operation": [
"SIGN",
"ARCHIVE",
"ENCRYPT"
]J
"props": {
"headerText": "Moanucb AokymeHTOB cryptoarm.ru",
"license": "",
"files": [{

"name": "filel.txt",
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"url": "http://localhost:8080/public/files/filel.txt",
"id": 1,
"urlDetached": ""

"name": "file2.txt",

"url": "http://localhost:8080/public/files/file2.txt",
"id": 2,

"urlDetached": ""

"name": "file4d.pdf",

"url": "http://localhost:8080/public/files/file4.pdf",
"id": 4,

"urlDetached": ""

1

"extra": {
"token": "9c7101f7-9c47-4481-b4da-a6a497abded8",
"signType": "1",
"signStandart": "1"

¥
"uploader": "http://localhost:8080/upload"

b
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba"

2.2.2. OTnpaBKa pe3ynbTata NpsMbIx ornepauum

Mocne Toro, Kak No/sib30BaTe/b BblbepeT Hy»KHble cepTudukatbl KpuntoAPM BbinonHAET

onepauuto. MonydyeHHble dainbl oTnpasasetca POST 3anpocom. Micnonb3ytoTcs HOTUGUKALUK
(yBegomneHus), ana KoTopbix He TpebyeTca OTBET cepBepa.

dopmar 3anpoca:
Kniou 3HaueHue OnucaHue
jsonrpc «2.0» Bepcua JSON-RPC npotokona. Becerga «2.0»
method «signAndEncrypt.outDirectResults» | Mcnonb3ayemblit meToa. Beeraa
«signAndEncrypt.outDirectResults»
params O6mbekT TMNa IDirectResults CBeneHuA 0 pesynbTaTax NPSAMON onepauum

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json
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"jsonrpc": "2.0",

"method": "signAndEncrypt.outDirectResults",

"params": {

"id": "2c48eb32-a0a8-405c-ade9-eed130605cba",

"directResults": [

{
"id": 2

2.2.3. OTnpaBKa pe3ynbraTa 06paTHbIX onepauuin

out": "MIIWgQYJKoZIhvcNAQcCoIIWcjCCFmACA..cN/aHmA="

Pesynbtatbl oTnpasasetca POST 3anpocom. UcnonbaytoTca HoTUdUKaumn (yBeLomneHus), ana

KOTOpbIX He TpebyeTca oTBeT cepsepa.

dopmar 3anpoca:
Kniou 3HaueHue OnucaHue
jsonrpc «2.0» Bepcua JSON-RPC npoTtokona. Becerga «2.0»
method «signAndEncrypt.outReverseResults» | Ucnonb3yembiit meToa. Beeraa
«signAndEncrypt.outReverseResults»
params O6bekT TMNa |IReverseResults CeefeHunA o pesynbTaTax obpaTHOM
onepauum

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

"jsonrpc": "2.0",

"method": "signAndEncrypt.outReverseResults",

"params": {

"id": "2c48eb32-a0a8-405c-ade9-eed130605cba",

"reverseResults": [

{
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2.2.4. OTnpaBKa pe3yabTaTa NpOBEPKU MOANNUCH

Pe3ynbTaTbl NpoBepKu noanucy otnpasnsetca POST 3anpocom. Ucnonb3ytoTcs HOTUdMKaLUm

(yBegomneHus), ana KoTopbix He TpebyeTca OTBET cepBepa.

dopmar 3anpoca:
Kniou 3HaueHue OnucaHue
jsonrpc «2.0» Bepcua JSON-RPC npoTokona. Becerga «2.0»
method «signAndEncrypt.verifySignResults» | Ucnonb3yemsbiii meTos,. Becerga
«signAndEncrypt.verifySignResults»
params O6bekT TMna [VerifySignResults CBefeHuMA 0 NpoBepKe Nnoanucu

Mpumep 3anpoca:

Content-Type: application/json

Content-Length:

Accept: application/json

"jsonrpc": "2.0",
"method": "signAndEncrypt.verifySignResults",

"params": {

"id": "2c48eb32-a0a8-405c-ade9-eed130605cba”,

"verifyResults": [

{

"id": 2,
"status": false,

"signers": [

{

"issuerName":
"subjectFriendlyName
"subjectName": "MuHkomcBs3b Poccun™,
"status":

true

"hash": "MIIFFDCCBMGgAwIBAgIQTmlHiybyfWV",
"issuerFriendlyName": "MwuHkomcBsA3b Poccun™,
"MuHKomcBA3b Poccun™,
"MuHkomcBA3b Poccun",




2.3. Tunbl JaHHbIX

B maHHOM pasgene npeactaBaeHbl TUMbI AaHHbIX, cneunduyHblie Ana KomaHabl signAndEncrypt.

2.3.1. UHTepdeiic ISignAndEncryptParameters

O6beKTbl AaHHOTO TUNa onucbiBakOT BN onepaunn n eé napameTpbl

CBoicTBO Tun

OnucaHue

operation string(]

Tun onepauun.

[ocTynHble 3Ha4YeHMA TUNoB
(KOMBUHMpPOBATL Pa3IMYHbIE TUNbI HENb3A):
ISignAndEncryptOperationDirect,
ISignAndEncryptOperationReverse,
ISignAndEncryptOperationVerify

props

ISignAndEncryptOperationProps

MapameTpbl onepauunm

2.3.2. Tun ISignAndEncryptOperationDirect
Bo3morKHble npAamblie onepauunn.

3HayeHue OnucaHue
SIGN MNopgnuceb
ARCHIVE ApxusupoBaHue
ENCRYPT WndposaHue
2.3.3. Tun ISignAndEncryptOperationReverse
Bo3morKHble 06paTHbIE Onepauun.
3HauyeHue OnucaHue
UNSIGN CHaTre nognucu
DECRYPT PacwundposaHme
UNZIP PasapxusuposaHue
2.3.4. Tun ISignAndEncryptOperationVerify
MNposepka nognucu.
3HaueHue OnucaHue
VERIFYSIGN Mposepka noanucu

2.3.5. HTepdeiic I1SignAndEncryptOperationProps
NuTepdoeiic ISignAndEncryptOperationProps onucbiBaeT napameTpbl onepauuu.
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CBoiicTBO

Tvn

OnucaHue

headerText?

string

HeobszaTtenbHbili napameTp. McnonbsyeTca
ANA 0ToOpaXKeHUA B 3aro0BKe OKHa.
MaKkcumanbHasa gavHa: 40 cumsonos

descriptionText?

string

Heobs3aTtenbHbii napameTp. McnonbsyeTca
Ans oTobparkeHua B cBeAeHUAX 06
onepaumun. MakcmmanoHaa ganHa: 120
CMMBO/I0B

license?

string

HeobsazatenbHoe cBolicTBO. CoaepKuT
BPEMEHHYIO MLLEH3UI0, KOTOpas byaeT
MCNONb30BaTbCA A/1A BbINONHEHWUA onepauum
8 KpuntoAPM

uploader

string

Ccbl/IKa, Ha KoTopyto byayT oTnpaBaeHbI
pesynbTaThbl onepaumm

files

Maccus Tmna IFile[]

Maccus dannos Ha nognucb. Ecnm He
nepeaaH, To fo/MKeH bbITb NnepenaH
napameTtp «archive»

archive

o

ApxuB ¢alinoB Ha NOAMNUCH.
PacnakoBbIBalOTCA NOC/E NOAYYEHUS.
MapameTp MOKET UCMO/Ib30BATLCA BMECTO
«files». Mepen oTnpaBKoOl pe3ynbLTaToOB
onepauumn Ha cepsep, OHW ByayT ynakoBaHbl
B apXmB.

extra

O6beKT TMna |Extra

HacTtpoikn onepauum

localResultParams

O6bekT TMna lLocalResultParams

HeobsasaTenbHoe cBOMCTBO. Mcnonb3yeTcs
TONIbKO ANA nokanbHoro APl. YKasbiBaeT nytu
ONA COXPaHEeHUA pe3ynbTaToB

2.3.6. HTepoelic IFile
NHTepdodeiic IFile onucbiBaeT painbl U CCbINKM HA HUX.

CBoiicTBO Tun OnucaHue
name string Nms danna (c paclumpeHmem)
url string Ccbl/ika Ha cKaunBaHue daiina
id string YHUKaNbHbIA naeHTUdMKaTOp Panna
urlDetached? string HeobAsaTtenbHbIl napameTp. Mcnonb3syetcs

ANA OTKpenAEHHOM noAanucK

2.3.7. InTepodeic IExtra
NHTepdeiic IExtra onncbiBaeT HacTpolKku onepauunmn. Ecam napameTtp He 3a4aH, TO
Nno/sb30BaTet0 AOCTYyNeH BbIOOP N3 BCEX AOCTYMHbIX B MPUIOKEHUN 3HAYEHUN.

CBoOiACTBO

Tvn

OnucaHue
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signType?

number

Heobs3aTtenbHbIi napameTp. BoamorKHble
3Ha4yeHuA:

0 - npucoegmMHeHHaa NoANUCh

1 - oTcoeanHEHHAA NoANMUCH

signStandart?

number

HeobsasatenbHbI napametp. CTaHaapT
noAnucu. Bo3amorkHble 3HauYeHUs:
0-CMS

1 - CAdES-X Long Type 1

2 - CAdES-T

3 - CAdES-A

signEncoding?

number

HeobssaTtenbHbii napameTp. Koanposka.
Bo3moXHble 3HayeHuA:

0 — BASE-64

1-DER

timestampOnSign?

string

Heobs3aTtenbHbiii napameTp. Ltamn
BPEMEHM Ha noanucb. BoamoxKHble
3HaYeHus:

True - 6ygeT nobasneH WTaMn BpeMeHU
False — He byaeT nobaBneH WTamn BpemeHu

timestampOnData?

string

HeobsAsaTtenbHbIM napametp. Ltamn
BPEeMeHW Ha NoAgnNucbiBaema gaHHble.
Bo3moXHble 3HayeHuA:

True - 6ygeT AobaBneH WTaMn BpeEMEHMU
False — He byaeT nobaBneH WTamn BPeEMEHMU

encryptEncoding?

number

HeobssaTtenbHbli napameTp. Koanposka.
Bo3MoOXHble 3HayeHuA:

0 — BASE-64

1-DER

encryptAlgorithm?

number

HeobszaTtenbHblli napameTp. ANropuTm
wndpoBaHUs. Bo3MoKHbIe 3HaYeHus:
0-TOCT 28147-89

1-TOCT 34.12-2015 Marma

2 —-TOCT 34.12-2015 Ky3HeuukK

token?

string

Heobs3atenbHblli napameTp. TOKeH,
KOTOpbIV ByZeT ncnonb3oBaTbCs Npu
CKauMBaHWM palinos ¢ cepBuca (napameTp
3anpoca)

tspURL?

string

HeobssatenbHbili napameTp. Agpec cnyKbbl
WTamnoB BpeMeHU

ocspURL?

string

HeobasaTenbHblli NnapameTp. Agpec cnybbl
aKTya/IbHbIX CTAaTyCcOB

encryptCertificates?

string(]

Heobs3aTtenbHblii napameTp. CepTudmKaThbl
wndposaHus

signCertificate?

Ob6beKT TMna:

{
«x509»: string

}

HeobssaTtenbHbli napameTp. Ceptudmkat
noAnucYMKa uan napameTpbl 4158 NOUCKa
cepTudUKaTa NOANUCUMKA

signatureExtension?

string

HeobAasaTtenbHbl napameTp. Paclwmpenme
AN noanucaHHoro ¢aina
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separateArchivesForSignResu | boolean Heobs3aTtenbHbili napameTp. Co3aaBaTb

[ts? naKkeT (apx1B) ANA KaxKaoro
nognucbiBaemoro ¢aiina

isAddStampToPdf? boolean Heobs3aTtenbHbli napameTp.[obaBuTb
neyaTHyto dopmy ans PDF-dalinos

signStampAppearance? ISignStampAppearance | HeobAsaTenbHbl napameTp. NMapameTpol
wTtamna PDF

signStamp? IPdfMarkedArea Heobs3aTtenbHbIi napameTp. PacnonoxeHue
M pasmep 06/1acTu Nog, Wramn

2.3.8. NHTepoeric IDirectResults

O6beKThI AaHHOTO TUNa ONUCbIBAKOT PE3YNbTaThbl I'IpﬂMOl71 onepaunn.

CBOWCTBO Tvn OnucaHue
id string Ncnonb3yeTtca naeHTUOMKATOP, KOTOPbIN
yKasaH B cCbl/IKe Ha onepauuto («Popmar
CCbIIKNY)
status string CraTyc BbINONHEHUA onepaunn. B ciyyae
ycnexa « Completed»
directResults IDirectResultOut(] Maccus pesynbTaToB NPAMBbIX onepaumi

2.3.9. NnTepoeric IDirectResultOut

O6beKTbl 4aHHOTO TUMa COAEPKAT pesy/bTaThl MPAMOM onepauun ansa eaina.

CBoicTBO Tun

OnucaHue

id? string

HeobasaTtenbHbii napameTp.
NaeHTMoUKaTop ncxogHoro daina. Ecnm
BK/IIOYEHO apXMBUPOBAHUE, TO AAHHbIV
napameTp He UCNONb3YeTCs, T.K. BbIXOAHOM
daiin ognH ANA BCEX UCXOAHbIX

out string

PesynbraT onepaunn B BASE-64

outSignStamp? string

HeobAsaTenbHbI napameTp. Mpu
BKAtOYeHHOM onuuun isAddStampToPdf byaet
CoAEepXKaTb Pe3ynbTUPYIOLWNM dain co
LUTaMMOM.

signers? ISignerStatus(]

HeobasaTtenbHblli napameTp. CeeaeHns o
noAnucyYmMKax

signValid? boolean

HeobsasaTtenbHbli napameTp. O6WMit cTaTyC
noAnucu. YUnTbiBaeTca cTaTyc BCeX
noanucen gpanna

2.3.10. NHTepdeiic IReverseResults

O6beKThI A3HHOTO TUNa ONUCbIBAKOT PE3YNbTaThl 06paTHOl71 onepaunn.
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CBOWCTBO Tvn OnucaHue
id string Ncnonb3yeTtca naeHTUOMKATOP, KOTOPbIN
yKasaH B cCbl/IKe Ha onepauuto («Popmat
CCbIIKNY)
reverseResults IReverseResultOut[] Maccus pesynbTaToB 06paTHbIX onepaumii

2.3.11. NuTepoeric IReverseResultOut
O6beKTbl JAHHOMO TMNA ONUCHIBAOT Pe3yabTaTbl 06paTHOM onepauun.

CBOMCTBO Tun OnucaHue
id string HeobssaTtenbHbIi napameTp.
NaoeHTudmKatTop ncxogHoro daiina
out string PesynbtaTt onepaunmn B BASE-64

2.3.12. NnuTepodenc IVerifySignResults
Ob6beKTbI AaHHOTO TUMNa ONUCbIBAKOT PE3YbTaTbl MPOBEPKK NOA4NMUCHU.

CBoiicTBO Tun OnucaHue
id string Ucnonb3yeTtca naeHTUPMKATOP, KOTOPbIN
yKasaH B cCbl/IKe Ha onepauuto («dopmar
CCbIIKNY)
status string CraTyc BbINOAHEHUA onepauun. B cnydae
ycnexa « Completed»
verifySignResults | IVerifySignResult[] Maccus pesynbLTaToB NPOBEPKU

2.3.13. NuTepdoernic IVerifySignResult
Ob6beKTbI AaHHOTO TUMNa ONUCbIBAKOT PE3YbTaTbl MPOBEPKK NOA4NMUCHU.

CBoiicTBO Tun OnucaHue
id string NaoeHTudmKatop ncxogHoro daiina
signValid boolean O6wWwuii cTaTyc NPOBEPKM NOANUCK
signers ISignerStatus|] UHPopmauma o noanucUnKax 4OKYMeHTa

2.3.14. NuTepodenc ISignerStatus
Ob6beKTbI AaHHOIO TUMa ONMUCbIBaAlOT CBeEAEHUA O NOANMUCYUNKAX.

CBoicTBO

Tvn

OnucaHue

signerCertificate

ICertificatelnfo

CeepeHuna o CepTVId)I/IKaTe noanncymka
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isValid

boolean

Cratyc nognucum

signingTime

string

Bpema nognucum

2.3.15. NuTepodenic ILocalResultParams
O6beKTbl 4@aHHOMO TMNA UCNO/b3YETCA TO/IbKO B NapamMeTpax siokanbHoro API. Cogep:kaT nyTu
ONA COXPaHEeHMA pe3y/ibTaToB onepaLnii.

CeoiicTBO Tun OnucaHue
savePath? string HeobsAsaTtenbHbI napametp. MyTb gns
COXPaHEHMA pPe3ynbTaToB onepaLun
saveResultsSeparately? | boolean HeobszatenbHbili napameTp. Onpeaenser,

COXPaHATb 1M pe3ynbTaTbl N0 KaXA0My
daiiny B otaenbHbIN Galin N CoXpaHATb B
oauH JSON, oguH danin.

2.3.16. NuTepdoderic ISignStampAppearance

NHTepdeiic ISignStampAppearance onucbiBaeT napameTpbl 441 wramna PDF.

CBoiicTBO

Tvn

OnucaHue

mockupSettings

IMockupSettings

HaCTpOﬁKM BHELWHEro snaa wramna nognumcu

requisitesSettings

IRequisitesSettings

HacTpoiiku cogepsKMMOro wramna
(pekBM3UTHI)

pageSelection

string

OnpepenseT, Ha KaKoM CTpaHuULLE UK
CTpaHuuax byaet oTobpaXKaTbCa WTamnm.
BO3MOKHble 3HaYeHUsA:

«all» — wtamn Ha Bcex cTpaHMLax

«last» — WwTamn Ha NnocnegHel cTpaHuLe
«Some» — WTaMM Ha HEKOTOPbIX CTPaHMLLAX

pageNumbers?

string

Heoba3aTenbHbili napametp. CTpaHuLa nam
AManasoH ctpaHuu,. Mpumep: «3» nan «1-7»

2.3.17. NuTepoderic IMockupSettings
NHTepdeiic IMockupSettings onucbiBaeT napameTpbl BHELWHErO BUAA WTamMNa.

CBoicTBO

Tvn

OnucaHue

position

string

MonorkeHune WwWTamna BHYTPU obaacTu.
BO3MO!KHble 3HaueHus:

«fitArea» — Bnucatb

«actualSize» — peanbHbI pasmep
«fitMockup» — nognrHaTb 06nacTb noa makeT

addBackground

boolean

Onpepgenser, byaeT an aobasneH ¢oH Ha
obnactb.
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addBorders boolean Onpegenser, byaet an gobasneHa rpaHMuUa
Ha obnacTb.

logotype? string Heobs3atenbHblii napameTp. MyTb B daiiny c
n3obparkeHnem

isHiddenLogo? boolean HeobssaTtenbHbili napameTp. Mcnonb3osatb
WAW HEeT IOroTMN AN WTamna

2.3.18. NHTepoernic IRequisitesSettings
NHTepdelic IRequisitesSettings onucbiBaeT cogepumoe (PeKBM3UTDI) WTaMna NoANUCHK.

CBoiicTBO

Tvn

OnucaHue

position

string

PekBunantobl B wWTamne. Bo3amorKHble
3HaYeHmAa:

«default» — wramn 6e3 ONOAHUTENBHBIX
obnacTeli nog peKkBU3UTI

«left» — wrTamn c AonoNHUTENBHBIMM
peKkBM3MTaMM cneBa

«right» — wtamn ¢ 4ONONHUTENBbHBIMM
pekBM3MTaMu crnpasa

«leftAndRight» — wTamn ¢ gONOAHUTENBHBIMM
peKkBM3MTaMM CNeBA M CpaBa

centralDisplayType

string

BHewHMI BuA wWramna. Onpegenset 4OCTYNHOCTb
HaCTPOEK AOMONHUTENbHBIX PEKBU3UTOB.
BO3MOMKHble 3HaYeHUS:

«byGost» — BHewHu Bug, no NOCT

«arbitrary» — nponsBosbHO

central IPdfCertRequisite|] MaccmB 3HaYeHUN PeKBU3UTOB, ANA
nob6aBNeHNn B LEHTPaNbHYIO YacTb WITamna

left IPdfCertRequisite|] MaccuB 3HaYeHNI PEKBM3NTOB, A5
[06aBNeHNA B IEBYHO YACTb WTamna

right IPdfCertRequisite]] MaccmB 3HaYeHUN PEKBU3UTOB, AN1A

Aob6aBneHnA B NPaByto YacTb WTamna

2.3.19. NuTepodernc IPdfCertRequisite
NHTepdeiic IPdfCertRequisite onucbiBaeT CBOMCTBA A5 PEKBU3UTA WITAMNA.

CBoiicTBO

Tvn

OnucaHue

title

string

3aronoBok

dataKey?

string

HeobssaTtenbHbli napameTp. YKasbiBaeT
Ha3BaHwWe nons cepTudmkaTa, 3Ha4YeHue
KoToporo 6yaeT MCNoNb30BaHO.
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isEditable boolean YKasbIBaeT, AOCTYNHO 1 peaaKkTUpoBaHue
nonsa nonb3osatenem. Ecau false, To
3HayeHue A0/MKHO bbITb NepenaHo B none
editedValue nnu B3ato 13 ceptudmkata no
3HayeHuto dataKey

editedValue? string Heobs3aTtenbHbili napameTp. JaHHble ann
nons
editedValueCharLimit? | number Heobs3aTtenbHbili napameTp. Onpegensaet

MaKCMManbHYKO O/TNUHY CTPOKU

2.3.20. NuTepoeric IPdfMarkedArea
NuTepodeiic IPdfMarkedArea onucbiBaeT napameTpbl A5 pacnonoxeHusa obnactu wramna PDF
(KoopauHaTbl 1 pasmepbl).

CBoiicTBO Tun OnucaHue
height number BbicoTa ob6nacTu nog wramn
width number LLnpwnHa obnactm nog, wramn
horizontalPadding number OTCTYN OT NEeBOTO Kpaa AOKYMEHTA
verticalPadding number OTCTYyN OT NPaBOro Kpas AOKYyMeHTa

2.4. ntepodenc KpuntoAPM npu noanmcu AOKyYMEHTOB

Mpu BbINOSHEHWM OMEepaLyMn NOAMMUCU NO CCbIIKE, HE OTHOCALLMICA K Mpoueaype uHTepoeiic
6nokunpyeTca. Monb3oBaTento JOCTYNHbI: BbIGOp cepTndmMKaTa, YacTb HAacTpPoeK nognucu. KHonka
«BbINONHUTLY 3ameHseTca AByma: «Mognucb» n «OTMeHa». Mocne BbINOAHEHNA KOMaHAbI,
npuaoxKeHue 6yaeT CBEPHYTO B CUCTEMHbIN TPEN.
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3. KomaHpa certificates. 3anpocbl Ha 3KCNOPT UM UMMOPT
cepTUdUKaTOB 1 NPOCMOTP MHOPpMaLMKU O cepTuduKaTe

KomaHga certificates ncnonbsyertca ans: akcnoprta cepTUdmKaTta Uam cnucka cepTudMKaTos, a
nmnopTa ceptTndurKaTta B N0KaSIbHOE XPaHUAWLLE, MPOCMOTPa MHbOPMaLMKM O cepTudUKaTe.

Cxema B3anmopgencTeua (3Kkcnopt cepTudUKaToB):

Web-npunoxeHune Cepsep KpunToAPM

1. 3anpoc Ha BblboOp
cepTuduKaToB

v

CCbINIKM C YHUKaNbHbIM
naeHTMdMKaTopom

A\ 4

1
I
I
I 2.3anpoc Ha popmupoBaHue
I
I
I
I

I
3. Ccbl/iKa € YHUKaNbHbIM MAEeHTUdUKATOPOM

- - - - r ===

4. Nepexoa, No ccblKe (KAMEeHTOM UM aBTOMaTUYeCKu ¢ web-npunoxeHus)

napameTposB onepauuu

1
I
I
I
I 5. 3anpoc Ha nonyyeHue
|
|
<&
1 €

6. lfeHepauma JSON ¢

napameTpamu
7. BosspaweHue JSON ¢

napameTpamu

OTobpakeHune
cepTMdUKaTOB U KX
BbI6OP Nonb3oBaTeNEM

8. OTnpaBsKa cepTudUKaToB

9. OTobparkeHne cepTndurKaToB

I
|
|
I
|
I
I
I
I
I
|
|
|
|
|
|
|
|
|
1
|
|
|
|
|
|
|
|
I
|
|
I
le
1
I
I
1

Web-npunoxeHune Cepsep KpunToAPM

t
i
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3.1. opMar CcCbiNKK
,ﬂ,flﬂ BbINOJ/IHEHNA KOMaHAbl certificates AONXKHa bbITb Cd)OpMMpOBaHa CCbl/IKa BN Aa:

cryptoarm://certificates/<URL>/?id=<id>

3pech:
* cryptoarm:// - 3aperncTpMpoBaHHbIN NPOTOKO

* certificates - Bbino/siHSIemMan KOMaHAa
®* <URL> - ccbisika, Ha KoTopyto KpunTtoAPM 6yaeT chatb 3anpochl
* id — yHUKanbHbIN naeHTUOUKATOP TPaH3aKLUUMK

Mpumep:

cryptoarm://certificates/https://example.com/json?id=2c48eb32-a0a8-405c-ade9-eed130605cba

3.2. OnmncaHue 3anpocoB 1 OTBETOB

Bce 3anpocbl mexkay KpuntoAPM u cepsepom JOJTIHKHbI cootBeTcTBOBaTH CneunduKkaumm
npotokona JSON-RPC 2.0. B KauecTBe TpaHcnopTa ucnonbayetca HTTP. O6uiee onncaHMe yKasaHo B
pasgene 1. OnucaHme 3anpocoB U OTBETOB.

3.2.1. lMonyyeHne napaMeTpoOB onepaumm
Mocne nonyyeHns komaHabl certificates KpnntoAPM oTnpaBnseT 3anpoc Ha nosiy4yeHne
napameTpoBs onepauumu.

dopmar 3anpoca:
Kniou 3HayeHue OnucaHue
jsonrpc «2.0» Bepcuna JSON-RPC npotokona. Becerga «2.0»
method «certificates.parameters» Ucnonb3yembit meToa,. Beeraa
«certificate.parameters»
id YHUKaNbHbIM naeHTUPMKaTOP Ucnonb3yeTtca naeHTUOMKATOP, KOTOPbIN
yKasaH B cCbl/ike Ha onepauuto (_«Popmat
CCbIIKNY)
diagnostic IDiagnosticlnformaton [AunarHoctuyeckas nHbopmaums o paboyem
mecTe

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

"jsonrpc": "2.0",
"method": "certificates.parameters",
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"id": "2c48eb32-a0a8-405c-ade9-eed130605cba",

"diagnostic": {

}

dopmar oTeeTa:

Knioy 3HayeHue OnucaHue
jsonrpc 2.0 Bepcua JSON-RPC npotokona. Becerga «2.0»
result ICertificatesParameters O6beKT Co cBEAEHMAMM O NapameTpax
onepauum
id YHUKaNbHbIM naeHTUdMKaTOP Ucnonb3yeTtca naeHTMOMKaTOP, KOTOPbIN
yKa3aH B cCbl/IKe Ha onepauuto («Popmar
CCbITKNY)

Mpumep oTBETa ANS 3KCNOpTa cepTUdMKarTa:

HTTP/1.1 200 OK

Connection: close

Content-Length:

Content-Type: application/json
Date: Sat, 08 Jul 2020 12:04:08 GMT

{
"jsonrpc": "2.0",
"result": {
"operation": "export",
"props": {
"store": ["MY"],
"multy": false
}
}J
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba"
¥

Mpumep oTBETa ANA MMMNOpPTa cepTudMKaTa:

HTTP/1.1 200 OK

Connection: close

Content-Length:

Content-Type: application/json
Date: Sat, 08 Jul 2020 12:04:08 GMT
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"jsonrpc": "2.0",

"result": {
"operation": "import",
"props": {

"StOPE"Z [HMYH]J

"certificateBase64": "MIIFFDCCBMGgAwIBAGIQT. . .4VVkDWbX/n4="

}s
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba”

Mpumep oTBETa 4/1A NPOCMOTPa MHPOPMaLLMK O cepTudUKaTe:

HTTP/1.1 200 OK

Connection: close

Content-Length:

Content-Type: application/json
Date: Sat, 08 Jul 2020 12:04:08 GMT

{
"jsonrpc": "2.0",
"result": {
"operation": "information",
"props": {
"certificateBase64": "MIIFFDCCBMGgAWIBAEIQT...4VVKDWbX/n4="
}
¥
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba"
}

3.2.2. OTnpaBKa cepTudmnkaTa
Mpu aKcnopTe cepTUPMKATOB pe3yabTaT OTNPABAAIOTCA Ha cepBep. Mocne Toro, Kak
nosib30BaTesb BblbepeT HyXKHbI cepTnduKat KpuntAPM oTnpasiseT 3anpoc, cogeprKallmii BbibpaHHble
anemeHTbl (base64 6e3 3arosnoBKoB). Micnonb3ytoTca HOTUGUKaLMK (YBeaOMAEHUA), ANA KOTOPbIX He
TpebyeTca oTBET cepsepa

dopmar 3anpoca:
Kniou 3HaveHue OnucaHue
jsonrpc «2.0» Bepcuna JSON-RPC npotokona. Becerga «2.0»
method «certificates.base64» Ucnonb3yembit meToa,. Beeraa
«certificates.base64»
params ICertificateBase64Params MapameTpsbl, coaeprKaume o6beKT
ceptTudmKata
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Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

{
"jsonrpc": "2.0",
"method": "certificates.base64",
"params": {
"id": "2c48eb32-a30a8-405c-ade9-eedl130605cba”,
"certificateBase64": "MIIFFDCCBMGgAwWIBAgIQTm1HiybyfWV. . .4VVkDWbX/n4=",
"friendlyName": "MwuHkomcBA3b Poccun™
}
}

3.2.3. OTnpaBKa cnucka ceptupurKaTos

Mpwu aKkcnopTe cepTudMKaTOB pesyabTaT OTNPABAAIOTCA Ha cepBep. Ecan napameTpbl
ICertRequestParameters cogep»at none «multy» co 3HayeHuem «true», TO NOAb30BATENIO B
KpnnToAPM b6yaeT paspelléH MHOXeCTBEeHHbIM Bblbop cepTuduKaToB. MNocne Toro, Kak Nosb3oBaTtesb
BblOepeT HyXKHble cepTUdMKaTbl U HAXKMET KHOMKY foToBo, KpunTAPM oTnpaBnseT 3anpoc, CoaepKaLymii
Bbl6paHHble anemeHTbl (base64 6e3 3aronosKoB). Mcnonb3yoTca HoTUdUKaLMK (YBeAOMAEHUSA), ANs
KOTOPbIX HE MCMO/Ib3yeTCsA OTBET CEPBEPA.

dopmar 3anpoca:
Kniou 3HauyeHue OnucaHue
jsonrpc «2.0» Bepcua JSON-RPC npoTtokona. Becerga «2.0»
method «certificates.base64» Ucnonb3syemblit meToa,. Beeraa
«certificates.base64»
params ICertificateBase64Paramsl] MapameTpebl 3anpoca

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

{
"jsonrpc": "2.0",
"method": "certificates.base64",
"params": {
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba",
"certificates": [{
"certificateBase64":
"MIIFFDCCBMGEAWIBAEIQTmM1HiybyfWV. . .4VVkDWbX/n4=",
"friendlyName": "MuHkomcBA3b Poccumn”
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"certificateBase64":

"MIIFFDCCBMGEGAWIBAEIQTmM1HiybyfWV. . .4VVkDWbX/n4=",
"friendlyName": "lonoBHOW ypocTOBepAwWUA LeHTP"

3.2.4. OTnpaBKa cBeeHMIN 0 cepTUdUKate

Mocne Toro, Kak No/sb3oBaTeNb BblIbEpPET HYKHbI cepTudMKaT KpunTAPM oTnpasnsieT 3anpoc,
coaepKalLmi BbibpaHHble anemeHTbl (baseb4 6e3 3aronosKos). Micnonb3ytoTca HOTUPUKALMK
(yBepomneHus), 4nA KOTOPbIX He TpebyeTcA OTBET cepBepa.

dopmar 3anpoca:
Kniou 3HayeHue OnucaHue
jsonrpc «2.0» Bepcuna JSON-RPC npoTtokona. Becerga «2.0»
method «certificates.information» Mcnonb3yembiii meToa Uan Bua, KOMaHAabl.
Bcerga «certificates.information»
params O6bekT Tnna_lCertificatelnfo CsegeHuA o cepTudmKate

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

"jsonrpc": "2.0",

"method": "certificates.information",

"params": {

"id": "2c48eb32-20a8-405c-ade9-eed130605cba”,
"hash": "MIIFFDCCBMGgAWIBAgIQTm1HiybyfWV",
"issuerFriendlyName": "MwuHkomcBA3b Poccuun",

"issuerName": "MuHkomcBA3b Poccuun™,
"MuHkomcBA3b Poccuun",
"subjectName": "MuHkomcBA3b Poccuun™,

"subjectFriendlyName

"status": true
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3.3. Tunbl AAaHHbIX
B naHHOM pasgene npeacrasBaeHbl TUMbI AaHHbIX, cneundmryHblie ana KomaHapl certificates.

3.3.1. InTepodeiic ICertificatesParameters
Ob6beKTbI AaHHOTO TUMNa ONUCbIBAKOT NAapaMeTPbl KOMaH4bl 3anNpocCa Ha nosiy4yeHne CepTI/Id)VIKaT

CBoiicTBO Tvn OnucaHue

operation string Tun onepaunm UMNOPT, IKCNOPT,
nHbopmauma. ocTynHble 3Ha4YeHuA:

” u VAN {H

“import”, “export”, “information”

props ICertificatesOperationProps MapameTpbl onepauunmn

3.3.2. HuTtepoeric ICertificatesOperationProps
O6beKTbl 4aHHOrO TUMNA ONKUCBIBAIOT AONO/HUTE/IbHbIE CBOMCTBA ONepauuu.

CBoiicTBO Tvn OnucaHue

headerText? string HeobsasaTtenbHbl napameTp. Mcnonbsyetcs
Ons 0TO6parKeHMA B 3aro/IoBKe OKHa.
MaKcumanbHasa gnvHa: 40 cumBonos

descriptionText? string HeobssaTtenbHbili napameTp. Mcnonbayerca
AnA oTobpaxeHua B cBeaeHUsx 0b
onepaumun. MakcmmanbHana gavHa: 120
CMMBO/IOB

store? string(] Heobs3aTtenbHbili napameTp. Maccue MMeH
XpaHuauw,. Ecav He 3a4aH, To UCNOb3yeTcs
3HayeHue MY (nuuHble cepTnduKaTbl)

multy? boolean Heobs3aTtenbHbili napameTp. PaspelleH au
MHOeCTBEHHbI Bbl6Op. Mo ymonyaHuto
false

certificateBase64? | string Heobs3aTtenbHbli napameTp. CepTnudmKat B

dopmate X.509 3akogMpoBaHHbIl B Baseb4

3.3.3. InTepdoeiic ICertificateBaseb64Params
Ob6beKTbl AaHHOTO TUMNa ONUCbIBAKOT NAapaMeETPbI 3anpoca AnAa MmeToaa certificates.base64.

CBOMCTBO Twvn OnucaHue
id string NaeHTUPUKaATOp TPaH3aKLMH
certificateBase64 string Ceptudukar B popmate X.509

3aKoAMpOBaHHbI B Baseb4

friendlyName string OpyKecTBeHHOE nMa cepTUdUKaTa

3.3.4. NHTepdoeric ICertificatelnfo
Ob6beKThI AaHHOIo TUMa onucbiBaloT O6'beKTbI, cogepxkauime cBoWcTBa CepTMd)MKaTa
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CBoiCTBO

Tun

OnucaHue

hash string SHA1 oTneuaTtoK

issuerFriendlyName | string OpyectBeHHoe uma nsgartens (CN)

issuerName string Uma nsgartena

notAfter string [aTta oKoHYaHuA aencTeua ceptudmKaTa

notBefore string [aTa Hayana pencrema ceptuduKata

rootCAMinComSvyaz | boolean dnar, o603HavatoWmMn aBAseTCA n
BN1aZe/IbLLEM KOPHEBOTro cepTUdUKaTa
Lueno4ykn “MuHkomesaAsb Poccumn”

subjectFriendlyName | string OpyxectBeHHOe nma cybbekta (CN)

subjectName string Nms cybbekTa

status boolean Cratyc cepTuduKaTa. lNposepseTca BcA
Lenouyka

serial string CepuiiHblii Homep cepTudmUKaTa

x5097? string HeobszaTtenbHbili napameTp. CepTudmKat B

dopmate X.509 3akogmMpoBaHHbIl B Baseb4

3.3.5. NHTepoeric ICertificateldentitylnfo

O6beKTbl 4aHHOO TUMa ONUCLIBAOT 06bEKTbI, CoAeprKallLMe napameTpbl cepTudukaTa,

no3ssosiaowmne ToNbKo M,El,eHTVId)MLI,MpOBaTb ero.

CBoiicTBO Tvn OnucaHue

id string NaeHTUPUKaTOp TPaH3aKLMM

hash string SHA1 oTneyaToK

rootCAMinComSvyaz | boolean dnar, 0603HavaloWMn ABAAETCA N
BNAAE/bLLEM KOPHEBOIO cepTudMKaTta
Lueno4ykn “MuHkomesaAsb Poccumn”

status boolean Cratyc cepTuduKaTa. lNposepseTca BcA
Lenoyka

pubKeyAlg string OID anropmTtma OTKPbITOro KAtoya

ceptudmKaTa

3.4. NHTtepdenc KpnuntoAPM npu Bbibope 1 oTnpaBKe cepTMPUKATOB

an BbIMO/IHEHNN KOMaHAbl 3anNpoca Ha CepTVI(I)MKaTbI, He OTHOCHMMﬁCﬂ K npouegype
nHTepdeiic 6aokupyetcs. Monb3oBaTento 4OCTYNHbI: BbiIbop cepTudMKaToB. JOCTynHbI ABE KHOMKWU:
«loTtoBO» U «OTMeHa». MNocne BbINOAHEHUA KOMaHAbI, NPUNOXKEHWNE ByAEeT CBEPHYTO B CUCTEMHbLIN TPEW.
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4. KoMmaHpa certrequests. leHepauus 3anpocoB Ha cepTUPUKaT

KomaHga certrequests Mcnonb3yertca ANs: reHepaLmMmu 3anpoca Ha cepTUPUKaT no WwWabaoHy nam
3KCMOPT 3aNpoCoB

Cxema B3anmopgencTeus (a3kcnopt cepTudUKaToB):

Web-npunoxenue Cepsep KpunToAPM

1. 3anpoc Ha reHepauuio
3anpoca Ha cepTudukar

v

CCbUIKM C YHUKaNbHbIM
MAeHTUUKATOPOM

A\ 4

1
I
I
I 2.3anpoc Ha popmupoBaHue
I
I
I
I

I
3. CcblnKa € YHUKaNbHbIM AEHTUPUKATOPOM

e I |

4. MNepexoa, No ccblKe (KAMEeHTOM UM aBTOMaTUYecKu ¢ web-npunosxkeHus)

1 1 »l

5. 3anpoc Ha nonyyeHue
napameTposB onepauuu

A

6. leHepaumsa JSON c

napameTpamu
7. Bo3spaweHue JSON c

napameTtpamu

3anonHeHune nonei u
reHepauma 3anpoca Ha
cepTuduKat

8. OTnpaBsKa 3anpoca Ha cepTuduKat

A

9. OTobparkeHue 3anpoca

I
|
|
I
|
I
I
I
I
|
|
|
|
|
|
|
|
|
|
1
|
|
|
|
|
|
|
|
I
|
|
I
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I
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Web-npunoxkeHune CepBep KpunToAPM

t
j
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4.1. ®opmart CCbINIKM
,ﬂ,flﬂ BbINOJ/IHEHNA KOMaHAbl certrequests AO0/1XKHa BbITb Cd)OpMVIpOBaHa CCbl/1IKa BUAa:

cryptoarm://certrequests/<URL>/?id=<id>

3pech:
* cryptoarm:// - 3aperncTpMpoBaHHbIN NPOTOKO

* certrequests - BbiInoHAeMaA KOMaHA4a
®* <URL> - ccbisika, Ha KoTopyto KpunTtoAPM 6yaeT chatb 3anpochl
* id — yHUKanbHbIN naeHTUOUKATOP TPaH3aKLUUMK

Mpumep:

cryptoarm://certrequests/https://example.com/json?id=2c48eb32-a0a8-405c-ade9-eed130605cba

4.2. OnucaHue 3anpocoB 1 OTBETOB

Bce 3anpocbl mexkay KpuntoAPM u cepsepom JOJTIHKHbI cootBeTcTBOBaTH CneunduKkaumm
npotokona JSON-RPC 2.0. B KauecTBe TpaHcnopTa ucnonbayetca HTTP. O6uiee onncaHMe yKasaHo B
pasgene 1. OnucaHme 3anpocoB U OTBETOB.

4.2.1. Nony4yeHne napaMeTpoB onepaumnm
MNocne nonyyeHna kKomaHabl certrequests KpnToAPM oTnpasaseT 3anpoc Ha noayyvyeHue
napameTpoBs onepauumu.

dopmar 3anpoca:
Kniou 3HayeHue OnucaHue
jsonrpc «2.0» Bepcuna JSON-RPC npotokona. Becerga «2.0»
method «certrequests.parameters» Ucnonb3syemblit meToa,. Beeraa
«certrequests.parameters»
id YHUKaNbHbIM naeHTUPMKaTOP Ucnonb3yeTtca naeHTUOMKATOP, KOTOPbIN
yKasaH B cCbl/ike Ha onepauuto (_«Popmat
CCbIIKNY)
diagnostic IDiagnosticlnformaton [OunarHoctuyeckas nHoopmaums o paboyem
mecTe

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

"jsonrpc": "2.0",
"method": "certrequests.parameters"”,
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba”,
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"diagnostic": {

¥
¥
dopmar oTsera:

Kniou 3HayeHue OnucaHue
jsonrpc 2.0 Bepcua JSON-RPC npotokona. Becerga «2.0»
result ICertrequestsParameters O6beKT Co cBeAEHUAMM O NapameTpax
onepauuu

id YHUKanbHbI naeHTUdUKaTop Ncnonb3yeTtcs naeHTUPUKATop, KOTOpbIN

yKasaH B cCbl/IKe Ha onepauuto («Popmar
CCbITKNY)

Mpumep oTBeTa:

HTTP/1.1 200 OK

Connection: close

Content-Length:

Content-Type: application/json
Date: Sat, 08 Jul 2020 12:04:08 GMT

{
"jsonrpc": "2.0",
"result": {
"operation": "GENERATE",
"props": {
"templateType": "JSONTemplate",
"template": {

"Description”: ""

"FriendlyName": "Monb3oBaTenb",

"RDN": [{
"0id": "2.5.4.3",
"Name": "CN",
"Length": 64,
"LocalizedName": "Obwee wuma",
"SettingsValues": [],
"DefaultValue": null,
"ProhibitAnyValue": false,
"ProhibitChange": false,
"ProhibitEmpty": true

s

"Extensions": {
"KeyUsage": [{
"Name": "cRLSign",
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"LocalizedName": "ABTOHOMHOEe noAmnMuMcaHWe CNUcKa OT3biBa

(CRL)",
"DefaultValue": false,
"ProhibitChange": true
Jap
"ExtendedKeyUsage": [{
"Name": "1.3.6.1.5.5.7.3.1",
"LocalizedName": "lpoBepka NOA/MHHOCTU cepBepa”,
"DefaultValue": false,
"ProhibitChange": true
}]
s
"MarkExportable": false
s
"id": "2c48eb32-a0a8-405c-ade9-eed130605cha”
}
¥
¥

4.2.2. OTnpaBKa 3anpoca Ha cepTudukar
Mocne reHepauum 3anpoca, oH 6yaeT oTnpas/eH Ha cepsep. Micnonb3yoTca HOTUGUKaLUM
(yBegomneHusn), ana KoTopbix He TpebyeTca oTBET cepeepa.

dopmar 3anpoca:
Kniou 3Ha4yeHue OnucaHue
jsonrpc «2.0» Bepcua JSON-RPC npotokona. Becerga «2.0»
method «certrequests.base64» Ucnonb3yembit meToa,. Beeraa
«certrequests.base64»
params ICertificaterequestBase64Params | MNapameTpsbl, coaeprKawme o6bekT
cepTudmKata

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

{
"jsonrpc": "2.0",
"method": "certrequests.base64",
"params": {
"id": "2c48eb32-a0a8-405c-ade9-eedl130605cba”,
"certificaterequestBase64": "MIIFFDCCBMGEAwWIBAgIQTm1HiybyfWV. . .4VVkDWbX/
n4=",

"friendlyName": "000 Pora u KonbiTa"
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4.3. Tunbl AaHHbIX
B AaHHOM pa3gene npeacrasaeHbl TUMbl AaHHbIX, CﬂeLI,VI(I)MLIHbIe ANnAa KOMaHAbl certrequests.

4.3.1. MHTepderic ICertrequestsParameters

O6beKTbl 4aHHOMO TUMa ONUCbIBAIOT NapamMeTpbl KOMaHAbI.

CeoiicTBO Tun OnucaHue
operation string Tun onepauumn: reHepaLma 3anpoca Ha
cepTuduKaT. 3HaYeHue Tmna:
CertrequestsOperation
props ICertrequestsOperationGenerateProps | NMapameTpbl onepaymm

4.3.2. Tun CertrequestsOperation
Bo3moXKHble onepaunn € 3anpocamu Ha CepTVI(I)MKaT.

3HaueHue

OnucaHue

GENERATE

leHepauwus 3anpoca Ha cepTuduKar

4.3.3. Untepoeiic ICertrequestsOperationGenerateProps
OO6beKTbl 4aHHOrO TUMNA ONMUCBIBAIOT AONO/HUTE/IbHbIE CBOMCTBA ONepauuu.

CBoOiCTBO

Tvn

3HaueHue

OnucaHue

headerText?

string

HeobsA3aTenbHbIN
napametp. cnonbsyeTtca
Ans oTobparkeHun B
3arono0BKe OKHa.
MaKcumanbHasa gavHa: 40
CMMBOJI0B

headerText?

descriptionText?

string

HeobsAsaTenbHbIN
napameTp. Ucnonb3yercs
Ons oTobpaykeHun B
cBeaeHuAx o6 onepaunu.
MakcnmanbHaa ganHa: 120
CMMBO/I0B

descriptionText?

templateType

string

JSONTemplate

B KauecTBe WwabnoHa
mncnonb3syetca JSON Tuna
IJSONTemplate

CertificateTemplate

B kauecTBe WwabnoHa
ncnonb3yetca cepTuduKaT

template

IJSONTemplate nau
ICertificateTemplate

LWabnoH ans reHepaumm 3anpoca Ha cepTudukat
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4.3.4. Untepodenc IJSONTemplate

O6beKThI AaHHOTO TUMNa OoNUCbIBAKOT NOAA ONA reHepaunn 3anpoca Ha CepTVId)VIKaT.

CsoiicTBO Tun OnucaHune
Description string OnucaHue wabnoHa
FriendlyName string [pyrKecTBEHHOE MMA WabnoHa
RDN IRDN[] Ha6op nonein DN
Extensions IRequestExtension PacwwnpeHna
MarkExportable boolean Onpegenser sKCNoPTUPYEMOCTb Ktouel

4.3.5. NHTepderic IRDN

CBOMCTBO Tvn OnwucaHue

Oid string OnwucaHue wabnoHa

Name string HanmeHosaHue OID

Length number MakcmanbHas ganHa nons

LocalizedName string JlokannsosaHHOe HaumeHoBaHue OID

SettingsValues string(] CnMCOK BO3MOMKHbIX 3HaYeHUM’

DefaultValue string 3Ha4yeHMe No yMon4YaHuio

ProhibitAnyValue boolean dnar yKasbiBaloLWKiA, YTO NONb30BATENIO
OOCTYMHbI TO/IbKO 3HAaYEHUA U3 MaccuBa
SettingsValues

ProhibitChange boolean dnar yKasblBaloLWMiA, 4TO NOJE HE MOXKET
6bITb UI3MEHEHO

ProhibitEmpty boolean dnar yKasbiBaloLWKiA, YTO NoNe AOMKHO BbiTh

HenycTbiM

4.3.6. NHTepdeiic IRequestExtension

CBoiicTBO Tun OnucaHue
KeyUsage IKeyUsage(] OnucaHue wabnoHa
ExtendedKeyUsage | |[ExtendedKeyUsage[] HavmeHoBaHue OID
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4.3.7. Nutepdenc IKeyUsage

CBOMCTBO Tvn OnucaHue
Name string HanmeHoBaHue OID
LocalizedName string JNlokannsoBaHHoe HanmeHoBaHue OID
DefaultValue boolean 3HayeHune No YMOIYaHUIO
ProhibitChange boolean dnar yKasblBaloLWMiA, 4TO NOJE HE MOXKET

ObITb UI3SMEHEHO

4.3.8. UHtepodeic IExtendedKeyUsage

CBoiicTBO Tun OnucaHue
Name string HanmeHosaHue OID
LocalizedName string JlokannsosaHHoe HanmeHoBaHue OID
DefaultValue boolean 3Ha4YeHume No yMmoa4YaHuo
ProhibitChange boolean dnar yKasbiBaloLWKiA, YTO NOME HE MOXKET

6bITb USMEHEHO

4.3.9. MHTepderic ICertificateTemplate
O6beKTbl 4aHHOro TMMa UCMO/b3YIOTCA AN reHepaLumm 3anpoca Ha cepTudmKar, rae 3anpoc
dopmupyeTca no ceptuduKary.

CBoiicTBO

Tvn

OnucaHue

certificateBase64

string

Ceptudukat B popmate X.509
3aKoaMpOoBaHHbIM B Baseb4

4.3.10. Untepoderic ICertificaterequestBase64Params

O6beKTbl AaHHOrO TMMa OMMCLIBAIOT MapaMeTpbl 3anpoca AN meToaa certrequests.base64.

CBoiCTBO Tun OnucaHue
id string NaeHTUGMKaTOp TpaH3aKLUK
certificaterequestBase64 | string 3anpoc B popmate X.509
3aKOAMPOBaHHbLIN B Base64d
friendlyName string [ py*ecTBEHHOE MMA CybbEKTa
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5. KomaHpa diagnostics. 3anpocbl Ha AMarHOCTUKY paboyero Mecta

KomaHgaa diagnostics ucnonb3ayetca Ana AnarHoCTUKM paboyero mecta nosb3osatena. Cxema
B3aMMOAENCTBUA:

Web-npunoxeHue Cepsep KpuntoAPM

1. 3anpoc Ha nonyyeHune
napameTtpos

v

2. 3anpoc Ha popmupoBaHue
CCbIIKM C YHUKANbHbIM
naeHTUdnKaTopom

A\ 4

I
3. CcblnKa € YHUKaNbHbIM AEHTUPUKATOPOM

e I |

4. MNepexoa, No ccblKe (KAMEeHTOM UM aBTOMaTUYecKu ¢ web-npunosxkeHus)

1 1 »l

5. 3anpoc Ha nonyyeHue
napameTposB onepauuu

A

6. leHepaumsa JSON c

napameTpamu
7. Bo3spaweHue JSON c

napameTtpamu

-

Cbop cBegeHuit o
paboyem mecte

8. OTnpaBKa cBegeHuWi o0 pabouem mecte

A

9. OTObparkeHne cBeaeHUi

il il

—— e o e o mm mm mm mm Em o Em Em e e e

Web-npunoxkeHune CepBep KpunToAPM

t
U
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5.1. opMar cCbiNKK
Ons BbinonHeHWs KomaHabl diagnostics AonXKHa 6biTb cdopMMpOBaHa CCbiIKa BUAA:

cryptoarm://diagnostics/<URL>/?id=<id>

3pech:
* cryptoarm:// - 3aperncTpMpoBaHHbIN NPOTOKO

* diagnostics - BbinosHAeMaa KomaHaa
®* <URL> - ccbisika, Ha KoTopyto KpunTtoAPM 6yaeT chatb 3anpochl
* id — yHUKanbHbIN naeHTUOUKATOP TPaH3aKLUUMK

Mpumep:

cryptoarm://diagnostics/https://example.com/json?id=2c48eb32-a0a8-405c-ade9-eed130605cha

5.2. OnmncaHue 3anpocoB 1 OTBETOB

Bce 3anpocbl mexkay KpuntoAPM u cepsepom JOJTIHKHbI cootBeTcTBOBaTH CneunduKkaumm
npotokona JSON-RPC 2.0. B KauecTBe TpaHcnopTa ucnonbayetca HTTP. O6uiee onncaHMe yKasaHo B
pasgene 1. OnucaHme 3anpocoB U OTBETOB.

5.2.1. NonyyeHne napaMeTpoB onepaummn
Mocne nonyyeHns komaHabl diagnostics KpunToAPM oTnpaBaseT 3anpoc Ha NosyyYyeHume
napameTpoBs onepauumu.

dopmar 3anpoca:
Kniou 3HayeHue OnucaHue
jsonrpc «2.0» Bepcuna JSON-RPC npotokona. Becerga «2.0»
method «diagnostics.parameters» Ucnonb3yembit meToa,. Beeraa
«diagnostics.parameters»
id YHUKaNbHbIM naeHTUPMKaTOP Ucnonb3yeTtca naeHTUOMKATOP, KOTOPbIN
yKasaH B cCbl/ike Ha onepauuto (_«Popmat
CCbIIKNY)
diagnostic IDiagnosticlnformaton [OunarHoctuyeckas nHoopmaums o paboyem
mecTe

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

"jsonrpc": "2.0",
"method": "diagnostics.parameters",
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba”,
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"diagnostic": {

}

dopmar oTeeTa:

Knioy 3HayeHue OnucaHue
jsonrpc 2.0 Bepcua JSON-RPC npotokona. Becerga «2.0»
result IDiagnosticsParameters O6beKT Co cBEAEHMAMM O NapameTpax
onepauum
id YHUKaNbHbIM naeHTUdMKaTOP Ucnonb3yeTtca naeHTMOMKaTOP, KOTOPbIN
yKa3aH B cCbl/IKe Ha onepauuto («Popmar
CCbITKNY)

Mpumep oTseTa:

HTTP/1.1 200 OK

Connection: close

Content-Length:

Content-Type: application/json
Date: Sat, 08 Jul 2020 12:04:08 GMT

{
"jsonrpc": "2.0",
"result": {
"operation": ["CSP_ENABLED", "LICENSES", "VERSIONS"],
"props": {
"headerText": "[unarHocTtuka cryptoarm.ru",
"descriptionText": "BbinonHseTCA AMArHOCTUKA paboyero mecta AnA
paboTbl Ha nopTane"
}
¥
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba"
¥

5.2.2. OTnpaBKa CBefleHMN 0 paboyeM MecTe
MonyyeHHble cBeaeHuA otnpasnaetca POST 3anpocom. Mcnonb3yoTca HOTUGUKaLUK
(yBegomneHusn), ana KoTopbix He TpebyeTca OTBET cepBepa

dopmar 3anpoca:

Kntou 3HauyeHue OnucaHue

jsonrpc «2.0» Bepcua JSON-RPC npotokona. Becerga «2.0»
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method «diagnostics.information»

Mcnonb3yemblin meToa. Beceraa
«diagnostics.information»

O6beKT TMna
IDiagnosticsinformation

params

CsefgeHunAa o pabouem mecte

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

"jsonrpc": "2.0",
"method": "diagnostics.information",
"params": {
"id":
"CSP_ENABLED": true,
"LICENSES": {
"csp": A
"status": true,
¥
"cryptoarm": {
"status": true,
"type": "temporary",
"expiration": "1591689487056",
¥

}s

"VERSIONS": {
"csp": "5.0.11753",

"cryptoarm": "2.5.2",

5.3. Tunbl gaHHbIX

"2c48eb32-a0a8-405c-ade9-eed130605cha”,

B naHHOM pasgene npeacTaBaeHbl TUMbI AaHHbIX, cneuuduyHblie ana komaHab! diagnostics.

5.3.1. NHTepdoeric IDiagnosticsParameters

O6beKThI AaHHOTO TNa onucbiBakoT BN onepaunn n eé napameTpbl

operation string(] Tun onepaumm.
[ocTynHble 3HaYeHnA TMna:
IDiagnosticOperation

props IDiagnosticsOperationProps MapameTpbl onepaunmn
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5.3.2. Tun IDiagnosticOperation
Bo3morKHble onepauunn.

3HauyeHue

OnucaHue

SYSTEMINFORMATION

CsefeHunA o cucteme

CSP_ENABLED

Hannuune Kpuntollpo CSP

CADES_ENABLED

LoctynHoctb CADES

VERSIONS Bepcun ncnonb3yembiXx KOMMNOHEHTOB

(KpnntoAPM, Kpuntolpo)
PROVIDERS Cnuncok Kpuntonposaniaepos
LICENSES CTaTyc AnLeH3ni

PERSONALCERTIFICATES

Hannume nnuHbIx ceptTndurKaTtos

5.3.3. NHTepoeric IDiagnosticsOperationProps
NHTepodeiic IDiagnosticsOperationProps onucbiBaeT napaMeTpbl onepauum.

CBoiicTBO Tun OnucaHue
headerText? string Heobs3aTtenbHbili napameTp. McnonbsyeTca
Ans oTobparkeHMA B 3aro/IoBKe OKHa.
MakcumanbHasa gnmHa: 40 cumBonos
descriptionText? string Heobs3aTtenbHbli napameTp. NMcnonbsyeTca

Ans oTobparkeHmna B cBeAeHUAX 06
onepaumun. MakcmmanoHaa ganHa: 120
CMMBO/IOB

5.3.4. Nntepdoeric IDiagnosticsinformation
O6beKThI AaHHOIo TUMa OoNucbiBaloT O6'beKTbI, cogepaulme ceeageHuma o pa6oqu mecTte

CBoiicTBO Tvn OnucaHue
id string NaeHTUPMKaTOp TpaH3aKLUK
API_VERSION string Bepcua nogaeprknsaemoro KpuntoAPM

API

SYSTEMINFORMATION

ISystemInformation

CeeneHua o cucteme

CSP_ENABLED boolean YctaHosneH unu Het Kpuntollpo CSP
CADES_ENABLED boolean HoctynHoctb CADES

VERSIONS IVersions Bepcuun KOMNOHEHTOB

PROVIDERS IProviders CsefgeHuMA o npoBaiiaepax

LICENSES ILicenses CeepeHuA o MnLEeH3nAX

PERSONALCERTIFICATES

ICertificateldentityInfo[]

CBefeHMNA 0 INYHbIX cepTudMKaTax
(TonbKo naeHTUPUKATOPBDI)
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5.3.5. NHTepoeric ISysteminformation
O6beKTbI AaHHOTO TUMNa cogepat cBegeHnAa o Cucteme nonb3oBaTenA.

CBoiicTBO

Tvn

OnucaHue

type

string

Tun cuctembl. BosmoxKHble 3HayeHus: 'Linux',
'‘Darwin' u 'Windows_NT'

arch

string

ApXMTEKTypa onepaLnmoHHOW CUCTEMBI.
Bo3moHble 3HauyeHus: 'arm’, 'arm64’, 'ia32',
'mips', 'mipsel', '‘ppc’, 'ppc64’, 's390', 's390x’,
'x32', n 'x64'

platform

string

Umsa nnatdopmbl. BO3MOKHbIE 3HAYEHUA:
'aix', 'darwin’, 'freebsd’, 'linux’, 'openbsd’,
'sunos', n 'win32'

packageType?

string

Heobs3aTtenbHbili napameTp. Tun
noazepX1MBaemMoro naketa (MHcTannaTopa).
Bo3morkHble 3HaveHua: ‘msi’, ‘pkg’, ‘rpm’ nan
‘deb’

5.3.6. IHTepodeic IVersions
Ob6bBbEKTbI 4aHHOIO TUMNA COAEPHKAT CBEAEHUA O BEPCUSIX.

CeoiicTBO Tun OnucaHue
csp string Bepcua Kpuntollpo CSP
cryptoarm string Bepcma KpuntoAPM

5.3.7. NHuTtepdoeric IProviders
O6beKTbl 4aHHOMo TMNa onucbiBaloT gocTynHocTb FOCT npoBanaepos.

CBoiicTBO Tun OnucaHue
GOST2012_256 boolean FOCT 2012-256
GOST2012_512 boolean FOCT 2012-512

5.3.8. NHTepoeric ILicenses
OO6beKTbl 4aHHOrO TMNA ONMUCLIBAKOT CTaTyCbl ANUEeH3Mn KpuntoAPM n Kputnollpo CSP.

CBOMCTBO Tun OnucaHue
csp ILicenselnfo CeepgeHua o anueHsmun Ha Kpuntollpo CSP
cryptoarm ILicenselnfo CeepeHuA o anueHsmmn Ha KpuntoAPM
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5.3.9. NuTepoeric ILicenselnfo
O6beKTbI AaHHOIO TUMna ONuUCbIBalOT cBeAeHUA O TINMUEH3UN KOMIMOHEHTA.

CBoiicTBO Tun OnucaHue
status boolean JencTBuTeNbHa UAU HET NINLLEH3USA
type LicenseType Tun AnueHsnu.
expiration? string Heobs3atenbHbIi napameTp. [aTta ucteyeHus
JNIVLLEH3UN ANA TPUNANbHBIX TULEH3UA UK
noanucok (s popmarte UTC)

5.3.10. LicenseType Enum
,ﬂ,aHHOE nepedncneHne onmncbiBaeT BO3MOXKHbIE TUMbI I'IMLI,eH3Ml71

3HauyeHue OnucaHue
Permanent MocToAHHaA
Subscription Moanucka
Daily [JHeBHan
TpuanbHas
Trial
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6. KomaHpa startView. OTKpbITUE OKHA NPUIOXKEHUS

KomaHga startView ncnonb3yeTtca Ansa OTKPbITUA KOHKPETHOTO OKHa NpuaoxKeHns KpuntoAPM
FOCT. Cxema B3anmogemncTeums:

Web-npunoxenue Cepsep KpunToAPM

1. 3anpoc Ha nonyyeHune
napameTtpos

v

2. 3anpoc Ha popmupoBaHue
CCbIIKM C YHUKANbHbIM
naeHTUdnKaTopom

A\ 4

I
3. CcblnKa € YHUKaNbHbIM AEHTUPUKATOPOM

e I |

4. MNepexoa, No ccblKe (KAMEeHTOM UM aBTOMaTUYecKu ¢ web-npunosxkeHus)

1 1 »l

5. 3anpoc Ha nonyyeHue
napameTposB onepauuu

A

|

|

|

|

|

|

! 6. TeHepauns JSON ¢

| napameTpamu

| 7. BosspalueHue JSON ¢

| napameTtpamu

|

I |

1 | |

| I |

I 1 1

I I

1 |

I I OTKpbITUE OKHa

I I KpuntoAPM

I I

I I

| 1

| 1

I |

| | |

| | |

| I |

| I I

| I I

| | |

| | 1

| | I

| | 1

| I |

| I 1

1 I 1
Web-npunoxkeHune CepBep KpunToAPM

t
U
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6.1. DopmaT CCbINKK
,ﬂ,flﬂ BbINOJ/IHEHNA KOMaHAbl startView AON1XKHa BbITb Cd)OpMVIpOBaHa CCbl/1IKa BUAa:

cryptoarm://startView/<URL>/?id=<id>

3pech:
* cryptoarm:// - 3aperncTpMpoBaHHbIN NPOTOKO

¢ startView- BbinosHAeman KomaHgaa
®* <URL> - ccbisika, Ha KoTopyto KpunTtoAPM 6yaeT chatb 3anpochl
* id — yHUKaNbHbIN MaeHTUdMKATOP TPaH3aKL MK

Mpumep:

cryptoarm://startView/https://example.com/json?id=2c48eb32-a0a8-405c-ade9-eed130605cba

6.2. OnucaHme 3anpocoB 1 OTBETOB

Bce 3anpocbl mexkay KpuntoAPM u cepsepom JOJTIHKHbI cootBeTcTBOBaTH CneunduKkaumm
npotokona JSON-RPC 2.0. B KauecTBe TpaHcnopTa ucnonbayetca HTTP. O6uiee onncaHMe yKasaHo B
pasgene 1. OnucaHme 3anpocoB U OTBETOB.

6.2.1. MNony4yeHne NapaMeTpoB onepaumm
Mocne nonyvyeHna komaHabl startView KpuntoAPM oTnpasnaeT 3anpoc Ha noay4yeHue
napameTpoBs onepauumu.

dopmar 3anpoca:
Kniou 3HayeHue OnucaHue
jsonrpc «2.0» Bepcuna JSON-RPC npotokona. Becerga «2.0»
method «startView.parameters» Ucnonb3yembit meToa,. Beeraa
«startView.parameters»
id YHUKaNbHbIM naeHTUPMKaTOP Ucnonb3yeTtca naeHTUOMKATOP, KOTOPbIN
yKasaH B cCbl/ike Ha onepauuto (_«Popmat
CCbIIKNY)
diagnostic IDiagnosticlnformaton [OunarHoctuyeckas nHoopmaums o paboyem
mecTe

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

"jsonrpc": "2.0",
"method": "startView.parameters",
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba”,
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"diagnostic": {

}

dopmar oTeeTa:

Knioy 3HayeHue OnucaHue
jsonrpc 2.0 Bepcua JSON-RPC npotokona. Becerga «2.0»
result IStartViewParameters O6beKT Co cBEAEHMAMM O NapameTpax
onepauum
id YHUKaNbHbIM naeHTUdMKaTOP Ucnonb3yeTtca naeHTMOMKaTOP, KOTOPbIN
yKa3aH B cCbl/IKe Ha onepauuto («Popmar
CCbITKNY)

Mpumep oTseTa:

HTTP/1.1 200 OK

Connection: close

Content-Length:

Content-Type: application/json
Date: Sat, 08 Jul 2020 12:04:08 GMT

{
"jsonrpc": "2.0",
"result": {
"uiView": “CERTIFICATES_MY”,
"props": {
"headerText": "WC cryptoarm.ru”,
"descriptionText": "3anmpoc Ha OTKpbITME OKHa"
}
}J
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba"
}

6.3. Tunbl AaHHbIX

B maHHOM pasgene npeactaBaeHbl TUMbI AaHHbIX, cneunduyHblie Ana KomaHabl startView.

6.3.1. InTepodeic IStartViewParameters

OB6beKTbl 4aHHOro TMMa ONMCLIBAIOT BUA ONepaLmm 1 eé napameTpbl
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uiView

string

Tun OKHa, KOTopoe HY*KHO 0TO6Pas3nTbL
Nno/b30BaTeNto.

JocTynHble 3HaYeHUA:

“MAIL” — OKHO NoYTbI

“DOCUMENTS” — oKHO [JOKyMeHTblI
“SIGN_AND_ENCRYPT” - oKHO nognucu u
WwndposaHua

“CERTIFICATES_MY” - xpaHUAuLLe NNYHbIX
cepTnudmKaToB
“CERTIFICATES_ADDRESS_BOOK”
“CERTIFICATES_CA”

“CERTIFICATES_ROOT”

“KEYS” - OKHO Kntoueit

“ABOUT” - okHo "O nporpamme"
“DIAGNOSTIC_PROBLEM_PERSONAL_CERTIFICATES”
— OKHO AMAarHOCTUKM, C Npobaemoi oTcyTCTBMA
JIMYHBIX cepTUdMKaTOB

props

IStartViewOperationProps

MapameTpbl onepauum

6.3.2. HTepoeric IStartViewOperationProps

NHTepdodeiic IStartViewOperationProps onucobiBaeT napameTpbl onepaumu.

CBOMCTBO Tvn OnucaHue
headerText? string HeobsazatenbHbI napametp. McnonbsyeTca
ANa 0TobparkeHUs B 3aroI0OBKe OKHa.
MakcumanbHasa gnavHa: 40 cumBonos
descriptionText? string Heobs3aTtenbHbli napameTp. McnonbsyeTca

Ans oTobparkeHmna B cBeAeHUAX 06
onepaumun. MakcmmanoHaa ganHa: 120
CMMBONOB
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7. KomaHpaa sendMail. leiicTBUSA ¢ SN1EKTPOHHBIMU MMCbMaMM

KomaHga sendMail ncnonbayetcs ana aeictemii (oTnpaBKa) ¢ 31€KTPOHHbIMU NMUCbMaMM B

KpuntoAPM IOCT. Cxema B3aMMogeNcTBuA:

[
w Web-npunoxerune Cepsep KpunToAPM
1. 3anpoc Ha nony4yeHune | 1 I
! napameTpos 1 1 1
1 )l I I
| I 2.3anpoc Ha popmupoBaHue 1 1
| |  CCbUIKM C yHMKaNbHbIM 1 I
1 | vaeHTUdMKaTOpOM 1 1
I I _ |
| 1 > I
1 I |
1 3. CcblNKa C YHUKANbHbIM UAEHTUDUKATOPOM |
| 1 |
{t————————————— |
I I I I
: 4. Nepexof No ccblKe (KNMEHTOM UAN aBTOMATUYECKU C Web-npunoxeHus) :
1 ! ; »l
| I i >
| | I I
| | I |
1 1 l 5. 3anpoc Ha nonyyeHune l
1 1 1 napameTpoB onepauuu I
I | IA I
| 1 Lo 1
I I 6. Terepalya JSON ¢ I
! | napameTpamu 1
| 1 7. BosBpalyeHue JSON ¢ 1
I | napameTtpamu 1
| | |
I I e —
| | | |
| | I |
1 I 1 1
| I I
| I |
I I I OTKpbITUE BKNAAKM C
I I I NUcbMoMm
| I I
| I I
| | 1
| I 1
| I |
| | | |
| | | |
| | I |
| | I I
| | I I
| | | |
| | | 1
| | | I
| | | 1
| | I |
1 | I 1
[ ] 1 1 1
w Web-npunoxkeHune CepBep KpunToAPM
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7.1. DopMaT CCbINKK
Ons BbinonHeHns kKomaHabl sendMail gonkHa 6bITb chOpMMpPOBaHa CCbiNIKa BUAaA:

cryptoarm://sendMail/<URL>/?id=<id>

3pech:
* cryptoarm:// - 3aperncTpMpoBaHHbIN NPOTOKO

* sendMail- BbinonHAEeman KomaHaa
®* <URL> - ccbisika, Ha KoTopyto KpunTtoAPM 6yaeT chatb 3anpochl
* id — yHUKaNbHbIN MaeHTUdMKATOP TPaH3aKL MK

Mpumep:

cryptoarm://sendMail/https://example.com/json?id=2c48eb32-a0a8-405c-ade9-eed130605cba

7.2. OnmncaHue 3anpocoB 1 OTBETOB

Bce 3anpocbl mexkay KpuntoAPM u cepsepom JOJTIHKHbI cootBeTcTBOBaTH CneunduKkaumm
npotokona JSON-RPC 2.0. B KauecTBe TpaHcnopTa ucnonbayetca HTTP. O6uiee onncaHMe yKasaHo B
pasgene 1. OnucaHme 3anpocoB U OTBETOB.

7.2.1. NonyyeHne napaMeTpoB onepaummn
Mocne nonyyeHna komaHabl sendMail KpuntoAPM oTnpasnaeT 3anpoc Ha Noay4yeHue
napameTpoBs onepauumu.

dopmar 3anpoca:
Knioy 3HaueHue OnucaHue
jsonrpc «2.0» Bepcua JSON-RPC npoTtokona. Becerga «2.0»
method «sendMail.parameters» Mcnonb3syembit meToa,. Beeraa
«sendMail.parameters»
id YHUKaNbHbIM naeHTUPMKaTOP Mcnonb3yeTtca naeHTUOMKATOP, KOTOPbIN
yKasaH B cCbl/IKe Ha onepauuto (_«Popmat
CCbINTKMY)
diagnostic IDiagnosticlnformaton [OunarHoctryecKkas nHoopmaums o paboyem
mecTe

Mpumep 3anpoca:

Content-Type: application/json
Content-Length:
Accept: application/json

"jsonrpc": "2.0",
"method": "sendMail.parameters",
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba”,
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"diagnostic": {

}

dopmar oTeeTa:

Knioy 3HayeHue OnucaHue
jsonrpc 2.0 Bepcua JSON-RPC npotokona. Becerga «2.0»
result IMailParameters O6beKT Co cBEAEHMAMM O NapameTpax
onepauum
id YHUKaNbHbIM naeHTUdMKaTOP Ucnonb3yeTtca naeHTMOMKaTOP, KOTOPbIN
yKa3aH B cCbl/IKe Ha onepauuto («Popmar
CCbITKNY)

Mpumep oTseTa:

HTTP/1.1 200 OK

Connection: close

Content-Length:

Content-Type: application/json
Date: Sat, 08 Jul 2020 12:04:08 GMT

"jsonrpc": "2.0",
"result": {
"operation": "SEND",
"props": {
"mailProps": {
"to": ["test@example.com"],

"bcc": ["test3@example.com"],

cc": ["testl@example.com", "test2@example.com"],

"subject": "Message subject",
"content": "text message content",
"htmlContent": "<div>HTML message content</div>",
"attachments": [{
"name": "filel.txt",
"url": "http://localhost:8080/public/files/filel.txt",
"id": 1,
"urlDetached": ""
s
{
"name": "file2.txt",

"url": "http://localhost:

"id": 2,
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"urlDetached": ""

s
{
"name": "file4d.pdf",
"url": "http://localhost:8080/public/files/file4.pdf",
"id": 4,
"urlDetached": ""
¥
]J

"sign": false,
"encrypt": false,
"deliveryReport": false,
"readReport": false

}

}s
"id": "2c48eb32-a0a8-405c-ade9-eed130605cba”

7.3. Tunbl AaHHbIX
B oaHHOM pasgene npencraBaeHbl TUMbI 4aHHbIX, cneunduryHblie gns KomaHabl sendMail.

7.3.1. NHTepoeric IMailParameters
O6beKTbl JAHHOMO TUNA ONUCbIBAIOT BMUA, ONepaumm U eé napameTpbl

CBoiicTBO Tvn OnucaHue

operation string Tun onepaunun. LocTynHbie 3HAYEHMUA:
«SEND» — OTKpbITb HOBOE cOObLLeHMne
(4epHOBMK) c NepeaaHHbIMM NapameTpamm
«OPEN» — OTKpbITb AN YUTEHUA cOObLLEHME
eml|

props IMailOperationProps MapameTpbl onepaunmu

7.3.2. InTtepoeinc IMailOperationProps
Ob6beKTbl AaHHOTO ThNa onucbiBakoT BN onepaunn n eé napameTpbl.

CBoiicTBO Tun OnucaHue

eml? [File HeobssaTtenbHbiit napameTp. MapameTpbl
Ana nonyyenua eml ¢panna

mailProps? IMailProps HeobaAsaTenbHbIM napameTp. CBOMNCTBA ANA
HOBOTO COObLLEeHNA

extra? O6beKT TMna |Extra HeobssaTtenbHbilit napameTp. HacTponku
onepauun. Ana KomaHabl sendMail ato
CBOMCTBO MOXeT coaepxaTtb token, ana
cKaumBaHuAa eml c cepsepa
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7.3.3. NHTepoderic IMailProps
Ob6beKTbI AaHHOTO TUMa ONUCbIBAKOT NapaMeTpbl onepaunn aNEeKTPOHHOTO C006LLI,EHMFI

CBoiicTBO Tun OnucaHue
to string(] Maccus agpecoB nosyyateneu
cc? string(] MaccuB agpecos nosyyatenein Konmm
bcc? string(] MaccuB agpecoB MoJiy4aTesien CKPbITon

Konuu

subject string Tema coobuieHun
content string TekcToBOE coaepnmoe coobLyeHns
htmlContent? string dopmaTUpOBaHHOE coaepKumoe

coobueHuns B popmate HTML

attachments? IFile[] dainbl 4NA NpUKpenseHmsa K coobLeHunio
(BnoOXKeHuA)
sign boolean dnar ykasbiBaloLMi Ha HE06XO0AUMOCTb

nognumcaTb coob weHne

encrypt boolean dnar yKasbiBatoWwuii Ha He0bXoAUMOCTb
3awmndposatb cooblieHne

deliveryReport boolean dnar BKAOYAOLWMIA NOAYYEHME OTYETA O
[OCTaBKe

readReport boolean dnar BKAOYAOLWMIA NONYYEHME OTYETA O
NpPoYTEHUN
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