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AHHOTaUMNSA

[JaHHbIi JOKYMEHT COAEPXXNT NpaBuia NCMOJb30BaHNUs CPeaCcTBa KpunTorpaduyeckoli 3awmtbl nnopmaunu (CK3N)
«KpunTtolpo CSP» Bepcus 5.0 R3 KC1 (ucnonnenune 1-KpuntoAPM TOCT 3), HasHaueHue, kto4eByto cuctemy, TpebosaHus
N yCnoBua skcnayatayun.

[lokymeHT npegHasHaveH gs agMuHucTpaTopos (agmunnctpaTtopos MB), ocywectensiowmx ycraHoBKy, 0bcnyKusaHue
1 KOHTPOJb 3a cobntogeHunem TpeboBaHuii K akcryaTauun cpeacts CK3W, ana agMnHucTpaTopoB CEpBEPOB, CETEBLIX PECYPCOB
NPeAnpUATUS N Apyrux paboTHUKOB CyKObl UHDOPMaLMOHHOV HE30MaCHOCTY, OCYLLECTBAAIOLLNX HACTPOIiKY paboyux MecT asis
paboTsl co cpeacteamn CK3W, a takxe ans nonb3osatenein CK3N.

NHCTpyKuMn agMUHUCTpaTOpaM 1 MOJIb30BaTENsIM Pa3/indHbIX aBTOMAaTU3MPOBaHHbLIX cucteM, ucnonbayowux CK3U
«Kpuntollpo CSP» Bepcust 5.0 R3 KC1 (ucronnexne 1-KpuntoAPM TOCT 3), posmxHbl paspabaTbiBaTbCs C y4HeToM
Tpebosanuli HacToswmx MMpaeun nosb3oBaHus.

Mpu akcnnyatauyun CK3W «Kpuntollpo CSP» Bepcusi 5.0 R3 KC1 (ucnonnenue 1-KpuntoAPM TOCT 3) Hapsagy ¢
TpeboBaHusaMU HacTosiwmx [1paBus Nosb30BaHNS LOSKHBI TaKXKe BbIMOMHATLCS TpebosaHust gokymenta XTHAN.00101-03 95
01. Kpuntollpo CSP. MpaBuna nonb3oBaHus, BXOAALWEro B KOMMIEKT 3kcnayaTauynoHHoii gokymentauuu CK3U «Kpuntollpo
CSP>» Bepcumn 5.0 R3 KC1 (ucnonnetrne 1-Base).
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1 HasHadeHue CK3W n ero ocHoBHble xapaKTepUCTUKN

CK3W «Kpuntollpo CSP» Bsepcus 5.0 R3 KC1 (ncnonHenne 1-KpuntoAPM FOCT 3) npegHasHayeHo 4Jist BbINOAHEHUS
cnenyownx pyHKLyni:
1) npegpocTaBnetHune rpacpuyeckoro uHTepdeiica:
e bopmupoBaHus v nposepkn Il daiinos;
e 3awndpoBaHus 1N paclnppoBaHns AaHHbIX B haiinax;
® CO3JaHNsA 1 YNpaBAeHUsl KIOHEBON NHPOPMaLnEDd;
® MOYTOBOrO KineHTa (hopMMpPOBaHWS M MPOBEPKM MOAMMCK, 3alnpOBaHNs 1M PacliMdpoBaHns MOYTOBbIX
coobLueHnii);
2) ycTaHOBKa 3alLMLIEHHOrO COefuHeHnst no npotokoay TLS;

3) zawura IMAP/POP3 coeauHerunii ¢ cepeepom Bxoasiueli nouTsl 1 SMTP coepnHeHnii ¢ cepeepoM ncxoasLuei nodTsl
C UCnonb3oBaHuem npoTtokona TLS;

4) npepocTaBrieHMe NPOrpaMMHOro nHTepdeiica ans paboTbl ¢ kpunTorpadpuyeckumn coobuwernsimu cdopmata CMS,
S/MIME u obbektamu nHdpacTpyktypsr PKI.

B kauecTse cpepcTBa KpunTorpapmyeckoii 3almnTbl MHPOPMaLMK, peanunsytowero pyHKLMM POPMUPOBAHNS KIOHEBOI
nHcpopmaLmm, XaLmpoBarus, copanus/nposepku I, wndposanns /paclundpoBaHus AaHHbIX 1 ycTaHoBKU TLS-coepmHeHus,
ncnonb3syetrcss CK3M «Kpuntollpo CSP» sepcumn 5.0 R3 KC1 (ucnonnenue 1-Base) (MKTAN.00101-03).

B kauectBe nognucbiBaembix aiisioB u aitsioB, NMogNuUCL MOL KOTOPbIMU MPOBEPSIETCS, LOMYCKAETCS MCMOJb30BaTh
TONIbKO TeKCToBble halinbl txt, daiinbl n30bparkeHnii png, jpg n daiinbl gokymentos doc, docx, odt, odf, xls, xIsx, xml n pdf,
apXxuBbl Zip.

[ns npocMoTpa cofepUmMoro faHHbix (haiiioB AONYCKAeTCst UCMO/Ib30BaTh Ceaytowmne nporpamMmmbi:
e OC Windows: Notepad, Windows Photo Viewer, Microsoft Word, Microsoft Excel, Adobe Acrobat Reader;

OC Linux/Unix: vi/vim, Gnome Image Viewer, Libre Office, Qpdfview;

OC Mac OS X: vim, Preview, Libre Office, Adobe Acrobat Reader;

OC Android: HTML Viewer, Gallery, Microsoft Word, Microsoft Excel, Adobe Acrobat Reader;
OC i0S: Paiinbi/Pages, Poto OS X, Microsoft Word, Microsoft Excel, Adobe Acrobat Reader;

OC Agpopa: lanepes, JokymenTsl, npocmotp PDF.

[Jonyckaetcs noak/toHeHNe MOYTOBLIX CEPBEPOB, MOAAepXuBatowmx paboty no npotokosnam SMTP, SMTPS, IMAP,
IMAPS, POP3.

Opranusaumnst n obecnedeHune besonacHOCTM xpaHeHusi, 0bpaboTKn 1 nepefadn No KaHanaM CBA3W C UCMNOJIb30OBaHUEM
cpeacte  kpuntorpaduyeckodi  3awmnTbl  MHOPMaUMN  CBELEHWI, COCTaBASIOWMX KOHUAEHUMANbHYIO MHBOPMauuto,
OCyLLeCTBAAIOTCA B cooTBeTcTBUM C [1, 2] n gpyrumu pykoBogswmmn AOKyMeHTamu no obecnedeHnto 6He3sonacHocTu
nHdpopmauuu.

CK3WN «Kpuntolpo CSP» sepcusi 5.0 R3 KC1 (ucnonnenmne 1-KpuntoAPM TOCT 3) npu BbinonHeHun TpebosaHuii
3KCMJIyaTaUNOHHON AOKyMeHTauum, Bxogswmx B komnaektaumto CK3W B cooteercteun ¢ pasgenom 4 XXTHAM.00101-13 30
01. Kpuntollpo CSP. KpuntoAPM TOCT 3. ®opmynsp, yaosnetsopsiet Tpebosarusm k CK3W [3] ans CK3W knacca KC1,
Tpebosanuam k cpeacream Il [4] ansa cpeacts Il knacca KC1 n tpebosanusm [5, 6] gns CK3W no yposrio KCg.

Ncnonb3osanne wu BcTpamsBaHue CK3W B annapaTHble, nporpaMMHO-annapaTHble W MPOrpaMMHbIE CPefcTBa
cBsA3M/cncTeMbl M NpoBeAeHne nccnegosaHuii cpegbl dyHkumonnposatus CK3W nHa BbinonHenue npegbsienedHbix k CK3U
TpeboBaHWli [OMKHBI BbINONHATLCA B COOTBETCTBUM C pa3d. 4.

Wcnonbzosanne CK3U «Kpuntollpo CSP» Bepcusi 5.0 R3 KC1 (ucnonnenne 1-KpuntoAPM IFOCT 3) ¢ BbIkAtOHYeHHbIM
pexxumom koHTpons cnara keyAgreement gns cepTudpmkaTta kioua nosyyatenst He gonyckaercsi. BkatoueHue pgaHHoro
pexxumMa onucaHo B PykoBoacTBax nosib30oBaTensi, BXOASALMX B COCTAB 3KCMyaTaUMoHHON gokymeHTaumm Ha CK3U.
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2 Tlopsipok pacnpoctpaHeHna CK3U

Vcranosourble mogynn CK3W «Kpuntollpo CSP» Bepcus 5.0 R3 KC1 (ucnonnenne 1-KpuntoAPM TOCT 3) w
KOMIMJIEKT 3KCMJyaTaUWOHHON AOKYMEHTaLMyW K HeMy MOTYT MOCTaBAATLCS MOJb30BaTeNto YNOJHOMOYEHHON opraHusauueii
cnegyowmumMu cnocobamu:

1) Ha nocutene (CD, DVD-gunckn);

2) nocpeAcTBOM 3arpy3kn 4epes MHOPMaLNOHHO-TENEKOMMYHUKALUOHHbIE ceTn (B Tom yucne MnTepHer).

Onsi nonyyeHns BO3MOXXHOCTYM 3arpy3kun yctaHoBoYHbix Mogyneli CK3/ n komniekTa akCniyaTaumnoHHOW JOKYMEHTaLMUN
NoNb30BaTe/Ib HaMNpPaBASeT CBOU y4&THbIEe AaHHble YNONHOMOYEHHOR opraHn3aumnnu. Y4éTHble AaHHble MOryT ObiTb HanpaseHb
NOCPEACTEOM 3aroJIHEHUSI CMELNaIN3NpPOBaHHON PerncTpaunoHHoli bopMel Ha caiiTe YNOAHOMOYEHHOI opraHu3aumm.

MNocne nonyyeHns VYnonHoMouYeHHOlW opraHusaumeli Y4ETHbIX AaHHbIX MNONb30BATENIO MNPefOCTaBASETCS AOCTYN Ha
CTpaHuuy 3arpy3ku yctaHoBouHbix mogyneii CK3W u komnnekta 3akcnnyaTaunoHHoii pokymenTauuu. [lpu  3arpyske
nonb3oBaTesieM YyCTaHOBO4YHbIX Mogyneii CK3W u  komnnekta 3skcrjyaTauMoHHOW AoKyMeHTauuu  YNOJHOMOYEHHOI
opraHmsaumeid NnpuceanBaeTcs y4€THbIli Homep, naeHTudnumnpyrowmii sksemnaap CK3W, npegoctagneHHslii nons3osaTento.

Ha cTpaHuue 3arpyskn BmecTe ¢ gUCTpubyTUBOM U JOKYMEHTaUMEA pa3MeLlaeTcsl OTAENEHHAs 3NEKTPOHHAs MOAMNUCH,
ONsi MPOBEPKN KOTOPOI HeobXOZMMO MCMO/b30BaTh YyTUANTY cpverify, MOAyYeHHYHO LOBEPEHHbIM 0DpasoM M CoaepXKallyto
KJIFOY NMPOBEPKN [AHHOW 3NEKTPOHHON NOANUCHU.

Vcravoeka CK3W Ha paboyee mecto nosiib3oBaTensi MOXET ObiTb OCYLIECTBEHA TOJILKO B Cllydae MOATBEPXKAEHUS
LLeJIOCTHOCTU MOJTYHEHHbIX YCTaHOBOYHbIX mMoayneii CK3U n akcniyaTauuoHHOR fOKYMeHTaumm.

Mpumeyanne.

1) CpegctBo koHTponsi uenoctHoctn (cpverify) nepBOHaYaNbHO [OMKHO ObITb MOJYYEHO MONb30BATENEM Ha
dmnznyeckom HocuTene B oduce YNosHOMOYEHHON opraHu3auun. Takas yTUanTa CYNTAETCs NOAyYEHHON JOBEPEHHbIM
obpasom. [lanee nony4yeHHoli foBepeHHbIM 0DPa30OM MPU3HAETCS OYepefHasl BepCusi YTUINTbI, NOJydYeHHast NobbiM
obpasom (Hanpumep, ckadaHHasi ¢ caiita https://cryptopro.ru/), npu ycioBun, 4To oHa Dblia NpoBepeHa 4pyruMm
3K3EMIMJISIPOM YTUINTLI, NOJYYEHHBIM PaHee JOBEPEHHbIM 0DpasoMm, 1 MpoBepKa DObiia YCMEeLWHOIA.

2) Kntou nposepku M1, a Takxke uHdopmauns o Hem (faTa CO3AaHWS, anropuTM xaL-pyHKUMN, UAeHTUUKaTOp
aiIropnuTMa NOANNCK) 3aMUCLIBAOTCS B UCXOAHBIV KOA YTUNUTLI Ha 3Tane cbopku.

3) KouTponb uenoctHoctn guctpubytnsa CK3W wn  komnoneHToB cpeabl  dyHkunonuposatus (CP) CK3U
obecneumBaetcs npy nomowy yTuanTel cpverify B cootsetcTBum ¢ Mpunoxernem 1 gokymenta XKTHAN.00101-03 95
01. Kpuntollpo CSP. MNpasuna nonb3oBaHusi, exogswero B komnaekT gokymentaumm Ha CK3U «Kpuntollpo CSP»
sepcum 5.0 R3 KC1 (ncnonHenve 1-Base).

2.1 OcobeHHocTtn pacnpoctpaHedHus CK3W nop ynpasneHnem
MobunbHbix OC

Ons mobunbhbix OC Android n i0S CK3W «Kpuntollpo CSP» sepcusi 5.0 R3 KC1 (ncnontenune 1-KpuntoAPM FTOCT
3) nocTaBAsSIETCS NOML30BATENO NOCPEACTBOM 3arpy3ku NpuioXkeHusi Yepes .apk daiin, marasud npunoxenunii Google Play,
AppGallery, RuStore (gns OC Android), unu Apple Store (gns OC iOS).

Ons mobunbHoii OC Aspopa — 4epes niaTdopMy ynpasieHUsi KOPNopaTUBHBIMU MOBWUALHLIMU YCTPOWCTBAMMN U
npunoxeHusimu Aspopa LleHTp, nnbo 4Yepes yctaHOBKY nakeTa .rpm.

VYcranoeka CK3W Ha MobuibHOE yCTPOCTBO NONb30BaTENSt MOXKET ObITb OCYLLECTBJIEHA TOJILKO B ClyYae NOATBEPXKAEHUS
LLeIOCTHOCTM MOJTyHYeHHbIX YcTaHoBOYHbIX Mogyneit CK3W n skcnnyaTaunorHolt gokymeHTauun B cooteeTcTBuu ¢ MNpunoxennem
A PykoBoacTea agmutucTpatopa besonacHoctn ans cooteerctaytoweli OC, Bxogswero B komniekt gokymentauum Ha CK3U
«Kpuntolpo CSP» Bepcuu 5.0 R3 KC1 (ncnonnenne 1-Base).

Mpy HeobxoaMMOCTM /15 NOAYYEHUSt BOSMOXKHOCTY aKTUBALMKM YCTaHoBOYHbIX Mogyneii CK3W nonb3osaTtens Hanpaenser
CBOM Y4YETHble AaHHble YNOAHOMOYEHHO OpraHu3auun.
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Mocne nonyyeHnss YNoaHOMOYEHHOI opraHm3aymneil YHETHbLIX AaHHbIX MOJb30BATENO NPEAOCTABASETCA JULEH3NOHHbIN
Kog. BBoa nuueH3nOHHOro Kofja peann3oBaH CpeacTBaMmM MPUKAALHON NporpamMMei.
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3 KnwoyeBas cucrtemMa M KJ4YeBble HOCUTeNu

CK3W «Kpuntollpo CSP» Bepcus 5.0 R3 KC1 (ncnonHenne 1-KpuntoAPM FTOCT 3) npegoctaBnisieT BOSMOXXHOCTb
ynpasnieHus Katodamu, BoipaboTanHbimu cpeacTeamu nposaiigepa « Kpuntollpo CSP» sepcum 5.0 R3 KC1 (ncnonxenune 1-Base)
1 XPaHALNMUNCS B €ro KIOYEBbIX KOHTeNIHEpaX, a TakXKe BO3SMOXKHOCTb (hOpMMPOBaHNs HOBOI napbl katod IM1/kntoy nposepku
OM (3akpbITbIi 1 OTKPBLITBIA KAOY WKPOBAHUSA) 1 CO3AaHNS 3anNpoca Ha BbIMycK cepTudprkata chOPMUPOBAHHOIO K04
nposepkyn I nyTém Mcnonb3oBaHMs COOTBETCTBYIOLNX NMPOrPaMMHbIX MHCTPYMeHTOB, npegoctaensembix CK3U « Kpuntollpo
CSP>» Bepcumn 5.0 R3 KC1 (ucnonterne 1-Base).

Obwme npuHumnbl nocTpoeHus kitodesoir cuctembl CK3W, cpokn pelictBus v pasmepbl  KitoYeld, npasuna
NCMOMIb30BaHNSI 1 YNPaBAEHUSI KIOYEBOWR WHOpMaLMEN N KIIOYEBBIMU HOCUTENSIMU, a Takxke TpeboBaHUS MO 3awmTe UX
ot HCJ, nogpobHo onucatsl B gokymente XKTAM.00101-03 95 01. Kpuntollpo CSP. lpaBuna nosnb3oBaHusi, BXOASILLEM B
komnnekT gokymenTaumm Ha CK3M «Kpuntollpo CSP» sepcum 5.0 R3 KC1 (ucnonnerue 1-Base).
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4 TpeboBaHusa K uncnonb3oBaHuio, BcTpanmBaHuto CK3U
B MNpuUKNajHble CUCTEMbl U K TMpPOBeAeHUD uccsenoBaHnii

Ch CK3U

CK3W «Kpuntollpo CSP» Bepcusi 5.0 R3 KC1 (ncnonvenme 1-KpuntoAPM TOCT 3) sensietcs yHKUNOHANbHO
3aKOHYEHHbIM MPOrPaMMHBLIM MPOAYKTOM, FOTOBLIM K MPUMEHEHNIO.

Ons obecneyenns nHpopmaunorHoii besonacHocTn paboyumx mect n nHdOpMaunoHHbIX cucteM, ncnonbsyrowmx CK3N,
LOJKHBI BbITh OnpefeneHbl MOLEIb BO3MOXHBIX YrpO3 1 HapywuTesns n BeipaboTaHa noautnka besonacHoctu. B 3aBucumoctn
OT MOZESIN BO3MOXHBIX YIPO3 1 HaPYLUMTENs ONPEeessieTCsl HeobXoaMMBbIli YPOBEHb 3aLlLUTbl U, COOTBETCTBEHHO, HEOBXOAMMBbII
knacc CK3I.

BoamoxHbl cnegytowme sapnanTbl npumenernss CK3U «Kpuntollpo CSP» Bepcust 5.0 R3 KC1 (ncnonwenne 1-
KpuntoAPM TOCT 3):
1) wncnonb3zosaHune rpaduyeckux uHtepdeiicos CK3N.

B AaHHOM BapUaHTE NCNOJIb30BaAHUA CK3M AONONHUTENBbHbIX I/ICCJ'IeAOBaHI/Iﬁ HE Tpe6yeTC$|.

2) nporpammHbiii BbizoB koMmaHg uHtepdeiica JSON RPC AP, npusegéntbix B [Mpunoxernn 2 HaCToSLLErO JOKYMEHTa.
B pganHom BapuanTe ucnonssosaHus CK3W Tpebyetcs nposeseHue nccneposanuii no ouerke sansiHua CP Ha CK3U.

Ouenka Bausiius CP CK3WM Ha BbinosnHenne npegbseiaeHHbix kK CK3W TpeboeaHuii [o/KHA BbINOAHATLCA MO
TexHu4yeckomy 3aganuto, cornacosanHomy ¢ 8 Lentpom PCE Poccun.

3) Bctpanearne CK3W Bo BHOBb pa3spabaTbiBaemMoe win CyLiecTBYHOLiee MPUKIagHOe NporpaMmHoe obecnedeHue,
nporpaMMHoO-annapaTHbl€ N anNMapPaTHbIE PELUEHNS.

B panHom ciydae Tpebyetcs nposegenue Tematmdeckmx uccnegosanuii CP  co BctpoenHbim  CK3UM  kak
1

caMoCTosTeNbHOrO WudpoBanbHoro (Kpuntorpaduyeckoro) cpescreal.

Wccnenosatus no ouenke sansHus CPO na CK3W, a takxke tematuyeckune uccneposanus CP co scrpoerHbim CK3W kak
CaMOCTOATENILHOIO LN POBaLHOMO (KPUNTOrpahuHecKoro) CpescTBa NPOBOAATCS B COOTBETCTBUM C NOPSIAKOM, ONPEAeEHHbIM
Monoxeruem MK3-2005 [2], opraHn3sayusamn, UMEOLWMMN COOTBETCTBYIOWNE NULEH3NN [7] Ha yKa3aHHblE BUAbLI LEATENBHOCTH
1 HeobxoaumMyto obnacTb akkpeauTauuu.

Mpu Bctpameanum CK3W B npuknagHble cucTeMbl AOSKHbI BbINOJHATLCS TpeboBaHWsi, NpuBefeHHble B pasgese 4
nokymenTa XXT411.00101-03 95 01. Kpuntollpo CSP. Mpasuna nonb3oBaHums, BXOASLLEro B KOMMNEKT fokyMeHTaumm Ha CK3U
«Kpuntolpo CSP» sepcum 5.0 R3 KC1 (ucnonnerue 1-Base).

1B cooTeTtcTRBUN C [7] TepmuHbI «wmndposanbHoe (KpunTorpacpuHeckoe) CpeacTBO» U «KCPEACTBO KpunTorpadryeckoid 3awuTsl nHopmaLum»
(CK3W) sienstoTcs aKBUBaNEHTHBIMI 1 BKIIOHAIOT B cebsi, B TOM Hucne, TepmuH « CpefcTBO 31eKTPOHHONR noanncm>.
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5 TpeboBaHuss no obecnedyeHnto Oe3onacHocTu nNpu
akcnayaTauum CK3U

JomxkHbl BbINONHATLCS TpeboBaHus no obecneyeHuto besonactoctu npu akcryatauuu CK3U, npueegeHHble B pasgene
5 pokymenta KTHAN.00101-03 95 01. Kpuntollpo CSP. lMpasuna nonb3oBaHusi, BXOAAWErO B KOMMJIEKT AOKYMEHTaLUU Ha
CK3W «Kpuntollpo CSP» Bepcuu 5.0 R3 KC1 (ucnonxenne 1-Base).

B opranusauun, skcnnyatupytoweii CK3W, pomxker ObiTb Ha3nadeH AgmuHucTpatop 0e3onacHoOCTU, Ha KOTOPOro
BO3/1aratoTCsi 3a4ayvM MO YCTAHOBKE U HACTPOiKe MNPOrpaMMHO-anmnapaTHbIX CPefcTs, ODLLIECMCTEMHOINO M CheumanbHOro
MO, skcnnyatupyemoro cosmectHo ¢ CK3W, no ycraHoske u nepsuyHoli Hactpoiike CK3W, no opranusauuu pabot no
ncnonbsosannio CK3W, BeipaboTke COOTBETCTBYIOLLMX MHCTPYKLNA A5 NONb30BaTeNeld, a TakKe KOHTPOss 3a cobioaeHrem
TpeboeaHuii no besonacHocTy.

[NonyckaeTcs Ha3HauaTs rpynny nuy (Hanpumep, AgmuHnctpaTopa besonactoctu CK3U n Cucremtoro agMunucTpaTtopa
NC), pacnpegenss mexay HUMU NpuBELEHHbIE B HACTOSILLEN SKCNTyaTaLMOHHOI AOKYyMeHTaLum obsizaHHocT AgMuHUCTpaTopa
besonacHocTn ¢ y4étom mogenu yrpos u Hapywwutens WC, B kotopoii npumensietcs CK3U, a Takxke ¢ y4eTOM HOpMaTUBHbIX
[LOKYMeHTOB, onpeaensitowmx co3ganne takoii NC. B aTom cnyvae nopsifok pacnpegenerus obsizaHHocTeld, yHKuUuii 1
NONIHOMOUUI MeXAY OTBETCTBEHHBIMM AULAMU JOJKeH ObiTh 3adkCMpoBaH B aKcnyaTaumoHHol fgokymenTauun VC.

AamunHuctpatop 6€30nNacHOCTN HE J01)KEH UMETb BO3MOXHOCTbL 40CTyNna K KOHuaeHunanbHoi nidopmayunmn
nosb3oBaTenen.

MpaBom poctyna k pabouum mectam c ycraHoenenHbimu CK3U pgomxkHbl obnajaTe TONLKO oOnpenenéHHble s
3KCMAyaTaunmu AnLA, NpoLleaLne COOTBETCTBYIOLLYIO NOAroTOBKY. AAMUHUCTPaTOp 6E30MacHOCTN JOMXKEH 03HAKOMUTb KaXKAOr0O
nonb3osatens, npumensitowero CK3W, ¢ gokymentauueli Ha CK3W, a Takxke ¢ ApyrMu HOPMaTUBHBLIMU JOKYMEHTaMWU,
CO3AaHHbIMIN Ha €€ OCHOBE.

Mpn pasmewennn TexHnyeckux cpeacts ¢ ycranosneHHsiM CK3U gomkHbl BeinonHATLCA TpebosaHus n. 5.2 gokymeHTa
2KTAN.00101-03 95 01. Kpuntollpo CSP. MNpaeuna nonsb3osaHus.

Mpu obpaboTke ¢ nomowbto CK3W koHbuaeHumansHoi nHpopMauny, nepeaaBaeMoii No KaHanaM CBA3W, BbIXOASILLUM
3a npegesibl KOHTPOJAUPYEMOIi TeppuTOpUKn, HEOBXOANMO:

1) [Jns npoBogHbiX KaHAMOB (371EKTPUHECKMX N ONTUHECKMX) NCMOIL30BaTh Nt0D0E U3 CreAytoWwnx yCTPORCTE:

e BosokoHHo-onTnYeckne nuHum cessu;

e OnTuyeckue pasBs3biBatoLMe YCTPONCTBA, YCTAHABINBAEMbIE B TPAKT nepeaadn uHdopmauuy aas Co3gaHus
ONTOBOJIOKOHHOTrO hparmMeHTa ceTu;

e Ceptudpnumposanubie CK3W gns nepepaymn nHpopmaumm cooTBETCTBYIOWErO YPOBHS KOH(DUAEHLMATBHOCTHU.

2) [ns papmokaHanos:

Vicronbsosatk pagnokanan GSM, nnbo GPRS, nnbo 3G/4G, nnbo Wi-Fi, nnbo gpyroii kanan mobunsHoii n becnposogHoii
cBsA3m, paboTatowmii ¢ undpoBoli MoAYNAUMER LITATHOrO MHGOPMALMOHHOrO CUrHana.

Mpu ycranoeke CK3W, obuwecucremuoro u cneymanshoro MO Ha MNIBM gomxHbl BbinoaHaTecs Tpebosanus n. 5.3
fokymenta XKTA.00101-03 95 01. Kpuntollpo CSP. MNpaeuna nons3osaHus.

Mpun ycranoeke MO CK3W Ha MIBM gonxeH ObiTb 0becneyeH KOHTPOJIb LENOCTHOCTY U AOCTOBEPHOCTb AUCTPMOYTMBA
CK3W n coemectHo noctaensiembix ¢ CK3W komnoneHt CP (B cootsetcteuu ¢ Mpunoxennem 1 gokymenta XKT41.00101-03
95 01. Kpuntollpo CSP. Mpaeuna nosnb3oBaHus, exogswero B komnaekt gokymenTtauun Ha CK3U «Kpuntollpo CSP» Bepcum
5.0 R3 KC1 (ucnonnenune 1-Base)).

Mocne 3aBeplueHns npouecca YCTaHOBKU [OJKHbI OblTb BbIMOJHEHbI AECTBUS, HEODOXOAMMbIE OJ1Si OCYLLECTBAEHUS
NEPUOAMNHECKOrO KOHTPOs uenocTHocTu yctanosnenHoro MO CK3U, a Takxke ero okpy»xeHusi B COOTBETCTBUN C AOKYMEHTaL el
(8 cooTeetcTBUM ¢ Mpunoxernem 1 gokymenta XTI.00101-03 95 01. Kpuntollpo CSP. Mpasuna nonb3osaHns, BXOASLLErO
B komnnekT gokymentaunu Ha CK3U «Kpuntolpo CSP» Bepcuu 5.0 R3 KC1 (ncronnenne 1-Base)).

Mpu ucnonszosarun CK3W gonxHbl BbinonHsaTbCA Mepbl no 3awmTte uHdopmaumn ot HCI n. 5.4 pokymenTa
XKTAN.00101-03 95 01. Kpuntollpo CSP. MNpasuna nonv3osaHus.

Crpanunuya 10 n3 16



XKTAN.00101-13 95 01. Kpuntollpo CSP. KpnntoAPM IT'OCT 3. lNpasuna nonb3osaHus

AAMuHNCTPaTOp 0E30MacHOCTU LOSKEH CKOH(PUIYPUPOBaTL OMEPALIMOHHYIO CUCTEMY, B Cpefe KOTOPOW MaaHMpyeTcs
ncnonb3osate CK3M, v ocylecTBAATb Neproamnyeckmnii KOHTPOSIb CAENAHHBIX HACTPOEK B COOTBETCTBUM C TpeboBaHnsmu n. 5.4
fokymenta XKTA.00101-03 95 01. Kpuntollpo CSP. lMNpasuna nonb3sosaHus.

[JononHuTensHo agMnHUCTpaTop 6E30MacHOCTI JOMKEH PErynsipHO (pekoMeHAyemasi NePUOANHHOCTL — 1 pa3 B CyTKM)
NPOCMaTpnBaTb 1 aHaAM3MPOBATh XKYPHA PErncTpauumn BoinoaHeHHbIX onepaunii (log-daiinbi).

JomxHbl  BbINOAHATLCS TpeboBaHns no obecnedeHuto usnyeckoii OesonacHocTu cepsepa n. 5.5 pgokymenTta
MKT5AN.00101-03 95 01. Kpuntollpo CSP. lMNpasuna nonbsosaHus.

JonmxkHbl BbINONAHATLCSA TpebOBaHUS MO OPraHN3aL My NPOLEAYPbl PE3EPBHOMO KOMMPOBAHNS N XPAHEHUS PE3EPBHbLIX KOMUIA
katodeBbix HocuTeneli n. 5.6 gokymenta XXTAK.00101-03 95 01. Kpuntollpo CSP. lNpasuna nons3osaHus.

JonmxHbl BbinonHATbC TpebosaHusi no nogkntodeHnto CK3W gns pabotbl no obLiesocTynHbiM KaHanam nepefaqu
danHbix n. 5.7 gokymenta XXTHAN.00101-03 95 01. Kpuntollpo CSP. lMNpasuna nosnb3oaHus.
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6 TpeboBaHusi Nno KpunTorpadpunyiecko 3almnTe

JonmxHbl BLINOMHATLCSA CneaytoLine TpeboBaHUs NO KPUNTOrpachuHeCcKoii 3awuTe:

1) JosxHbl BbINOAHATLCS TpeboBaHus no KpunTorpadpuyeckoii 3awmte nHdopmaunm, npusegerusie 8 XTAN.00101-
03 95 01. Kpuntollpo CSP. Mpaeuna nonbzosarus Ha CK3U «Kpuntollpo CSP» Bepcun 5.0 R3 KC1 (ncnonxenne 1-Base)
(PKT41.00101-03).

2) Hactpoiikn onepaumoHHbix cuctem gas pabotel ¢ CK3W  posmkHbl nponsBopuTbCcsi B COOTBETCTBUM  C
skcnayaTaumorHoln gokymenTaumeii Ha CK3U «Kpuntollpo CSP» Bepcusi 5.0 R3 KC1 (ucnonHenne 1-KpuntoAPM FOCT
3) n «Kpuntollpo CSP» sepcun 5.0 R3 KC1 (ncnonxenue 1-Base) (AKTHA.00101-03).

3) KoHTponeM LenoCcTHOCTY JOMKHbI ObiTh OXBadeHbl daiinbl, ykasaHHble B [punoxerun 1.

4) Ecnn nposepka uenoctHoctn komnonentos CK3W 3aBepwaercs ownbkoit, AgmuHnctpatop 6e30nacHOCTY JOJIKEH
BbISIBUTb NPUYMHY 1 obcTosTenscTBa Hapywenus uenoctHoctn CK3W u nepeycranosuts CK3W B cooTBETCTBUM C MHCTPYKLMED
Mo yCTaHOBKE.

5) Mepuoguynoctb nepesarpysku NMNIBM — 7 gHei.
6) MeprosuyHOCTbL KOHTPOS CUCTEMBI OXNaxaeHust npoueccopHoro bioka MNMIBM — 1 mecau.

7) Mpu ncnonssosarun CK3W gns sawmnter TLS-coeantennii 8 ponn TLS-cepeepa nog ynpaenennem OC Windows nocne
YCTaHOBKU HEODXOAMMO BbINOMHUTL CNEAytoLne 0eiiCTBMS MO HACTPOKE UCMOJb3YeMbIX KPUNTOrpadhmyecknx airopuTMos:

1. MpoBepuTb, HTO OTKNIOYEHO WUCMONBL30BaHME YyCTapeBlwux KpuntoHabopos (cipher suite-oB), nocmotpes nubo
B koHTposnbHoi nanenn CK3W Kpuntollpo CSP (Bknagka «Hactpoiikn TLS», cekuus «Cepeep»), snmbo 3HaueHwne
Knto4a tls_server_disable_legacy_cipher_suites B BeTke peecTpa HKEY_LOCAL_MACHINE\SOFTWARE\ [Wow6432Node]
\CryptoPro\Cryptography\CurrentVersion\Parameters\ (go/>kHo ObITb paBHO 1).

2. BbinonHuTtb nepesarpysky kommnbtoTepa.

Mpu ncnonbzosarun CK3W ans sawmtel TLS-coegunennii 8 ponn TLS-cepeepa nog ynpaenexnem OC Linux/Unix nocne
YCTaHOBKU HEODXOAMMO BbINOMHUTL CNeAytoLne feiiCTBMS NO HACTPOIKE UCMOMb3YeMbIX KPUNTOrpadhnyecknx anropuTMos:

1. OTkntounTh NCnoJsib30BaHMe yCTapeBLmnx KpunTOHabopos, yCTaHOBMB 3HaveHue napametpa
tls_server_disable_legacy_cipher_suites paBHbiM 1 KOMaHgoOl

./cpconfig -ini '\config\Parameters' -add long tls_server_disable_legacy_cipher_suites 1

2. BbInosHuTbL nepesarpysky cepsuca Cprocsp KOMaHgoi

systemctl restart cprocsp
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(1]

2]

(3]
[4]
[5]

[6]
[7]

JInTepaTypa

Mpukaz PATMCU ot 13.06.2001 N 152 «O6 yTteepxaeHun VHcTpykumm ob opraHusauuum u obecneqeHnun BesonacHocTw
XpaHeHusi, obpaboTku U nepefaynm MO KaHanam CBS3W C WCMNOJb30BAaHWEM CPeACTB KPUNTOrpacpmyeckoil 3awuTsl
MHOPMaLUN C OTpaHUYEHHBIM AOCTYMOM, HE COAepXKalueli CBEAEHWIA, COCTaBASIOWMX FOCYAapPCTBEHHYIO TaliHy». URL:
http://base.garant.ru/183628/.

Mpukaz PCB Poccun ot 09.02.2005 Ne 66 «O6 yreepkaeHun lNonoxeHns o paspaboTke, NPON3BOACTBE, peannsaLuu
aKCnyaTauum wngpposanbHbix (KpunTorpacduyecknx) cpeacts sawmutbl nnopmauum (Monoxerne MK3-2005)». URL:
http://base.garant.ru/187947/.

TpeboBaHus K cpeacTBaM KpUNTOrpacOrHeCKoii 3auTbl UHOPMaLUK, NPegHa3HAYEHHbIM As 3aWUTbl HOpMaL UK, He
copepXKalleii CBefeHNA, COCTABNSIOWMNX FOCYAAaPCTBEHHYIO TaliHy.

TpeboBanus k cpeacTBam 30ekTpoHHoI nognucy (yTBepxaeHsl npukasom PCB Poccuu ot 27 pekabps 2011 r. Ne 796).
URL: https://base.garant.ru/70139150.

CreumnansHble TpeboBaHMS K CPEACTBAM KPUNTOrpacriyeckoii 3alnThl, NPefHA3HAYEHHbIM ANS 3aWmMTbl nHopMaLum,
He comepxkalueli CBefeHuMl, COCTABASIOWMNX FOCYAAPCTBEHHYIO TaliHy, U 3KCMJyaTUpyeMbiM Ha Tepputopuun Poccuiickoli
®epepauun (CT-P).

TpebosaHusi no 3awmTe AUHENHON nepegadn CPeACTB KpUnTorpacpnuyeckoi 3awmTbl MHAOPMALMKN, He COAepXKalueit
CBeJlIeHN, COCTaBASIOLWMNX FrOCYAaPCTBEHHYIO TaliHy.

MoctaHoeneHue [lpaButensctea PP ot 16.04.2012 N 313 «O6 yteepxgeHun [lonoxeHuss o snueH3UpPOBaHUN
AESTENbHOCTM Mo pa3paboTke, NPOU3BOACTBY, PaCNpOCTPaHEHUO LWUgPOBanbHbIX (KpUNTOrpadhnyecknx) Cpeacrs,
MH(POPMALIMOHHBIX CUCTEM U TENEKOMMYHWUKALMOHHBIX CUCTEM, 3alUMLLEHHBIX C WCMOJIb30BaHWEM LWINGPOBaNbHbIX
(kpunTorpacduyecknx)  cpencrs, BbINOMIHEHMIO ~ paboT,  okasaHuto  ycayr B obnactw wundppoBaHms
nHpopmaLmm, TexHuueckoMmy obcnyxusaHuto wndposanbHbix (KpunTorpacriecknx) CpeacTs, WUHGOPMALUOHHBIX
CNCTEM N TENEKOMMYHUKALMOHHBIX CUCTEM, 3alUULLEHHBIX C WUCNOJb30BaHWeM LWUGPOBanbHbIX (KpunTorpaduyecknx)
CPeAcTB (3a MCK/NIOYEHMEM CNyHasi, eCciu TexHU4Yeckoe obcnyKueanue wndposanbHbix (KpunTorpacdhuyecknx) Cpeacrs,
MH(POPMALIMOHHBIX CUCTEM U TENEKOMMYHWUKALMOHHBIX CUCTEM, 3alUMLLEHHBIX C WCMOJb30BaHWEM LWINGPOBaNbHbIX
(kpunTorpacdmyecknx) CpeacTB, OCYLLECTBASIETCS A5t obecneveHnst COBCTBEHHBIX HYXKZA IOPUANYECKOrO AuMLa WA
VHAUBMAYaNbHOTO NpeanprHUMaTens)». URL: http://www.consultant.ru/document/cons_doc_LAW_128739/.
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[NMpunnoxxeHwne 1
KOHTpOJ1b LEe/IoCTHOCTU NporpaMMHOro obecnevyeHus

MO,D'yJ'Ib cpverify NO3BOJIAET OCYLWECTBNATb KOHTPOJIb LUESIOCTHOCTU YCTAHOBJIEHHOrO NporpamMMHoOro obecnedeHns B
PyHHOM N aBTOMATUHECKOM peXNMax.

MpaBuna wucnonb3oBaHns ytunutel cpverify npusepeHbl B [lpunoxenun 1 pgokymenta 2XTHAWM.00101-03 95 01.
Kpuntollpo CSP. lMpasuna nons3osanus, Bxogswero B kommniekt gokymeHTauun Ha CK3U «Kpuntollpo CSP» Bepcun 5.0
R3 KC1 (ncnonnenne 1-Base)).

Mepeyetb dhaiinos MO CK3W, ans koTopbix HeobxoaMMo 0becnedmnTb KOHTPOJIb LENOCTHOCTH, COAEPXKUTCA B CEAYIOLLAX
TekCToBbIX chaiinax (txt):

e cryptoarm-gost-3-win32-x86.files;

e cryptoarm-gost-3-win64-x86.files;

e cryptoarm-gost-3-linux-x64.rpm-files;
e cryptoarm-gost-3-1inux64-x86.deb-files;

e cryptoarm-gost-3-darwin-x64.files.
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[Mpnno>xxeHne 2
[MlepeyeHb BbI30BOB, MCNO/b30BaHUE KOTOPbIX Npu pa3paboTke
cuctem Ha ocHoBe CK3WN «Kpuntollpo CSP>» Bepcus 5.0
R3 KC1 (ucnonuvenne 1-KpnuntoAPM TOCT 3) BO3MO>XHO

Oes AOMNOJIHNTEJIbHbIX TEMATUNHECKNX I/ICCJ'Ie,EI,OBaHI/IVI

NuTtepdeiic KpuntoAPM JSON RPC API

DyHkuuns Onucanne OrpaHuyeHns Ha ncnonb3oBaHue
dyHKUMN

diagnostics MonyueHne obuwiein nHcpopmaumm o
cncTtemMe n JoCTynHOCTM
KpunTorpadu4eckoro nposaiigepa.

signAndEncrypt MonyyeHne napamerpos
KpUNTOrpacrHecknx aaropuTMos
WppoBaHmUs, CO3AAHNUS SNEKTPOHHOIA
MOAMWUCK N MPOBEPKUN 3NEKTPOHHONA
noanucu.

startView OTKpbITVE OKHA MPUNOXKEHUS

KpuntoAPM TOCT 3.

certRequests Mony4eHune napaMeTpoB 415 reHepauuu
3anpoca Ha cepTuduKar.

certificates OTKpbITVE OKOH MPUNOXKEHUS A5
paboTel ¢ cepTudpmkaTamm.

sendMail OTKpbITHE OKHa MOYTOBOrO KJWEHTA.
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn nsmexeHwuii

Homepa nuctos (ctpatuu)

Ne

N3MEHEH-
HbIX

3aMEHEH-
HbIX

HOBbIX

aHHynMpo-
BaHHbIX

Bcero
NCTOB
(cTpatuy) B
OOKYMeHTe

Ne
OOKYMEHTa

Bxoasiyunii
Ne conposo-
ONTENBHOMO
OOKYMEHTa
n pata

Mopgnuck

JaTa
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