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Hacrosmumii 1okyMeHT COIepKUT OMKMCaHue MPOTPAMMHOTO HHTepdeiica JocTymna
K MeTo/1aM nporpaMMHoro npoaykra Trusted Java Bepcuu 2.0. B nokymente
OMUCHIBAIOTCSI 0OBEKTHI YIPABJICHUS, JaeTcs xapakrepuctrka rposaiaepa JCE u
ero ocodennocteit. [IpuBenensl mapameTpsl HacTpoiiku npoBaiaepa JSSE, a
TakKe MoApoOHOe onucaHue kiaccos, peanusytonux ['OCT anropuTmsl, u
PUMEPHI UX IPUMEHEHUS.

JIoKkyMeHT npeaHa3HaueH i pazpadotuukos [10, npukiagHbIX U CUCTEMHBIX
IPOrpPaAMMUCTOB, aHAJTUTUKOB, Pa3padaThIBAIONINX MPUIOKEHUS UM MOTYJIN
MHTErpalliy BHEIIHUX CUCTEM C MMPOrpaMMHbBIM ITpoaykToM Trusted Java.

[To Bcem Bompocam obOparaiiTech B CIIy:)k0y TEXHUYECKOH Mmoaaepxku mo email
support@trusted.ru.

HoBuHKHM Bepcun

B coopke r507 nopaboTtaHo uyteHue cepTUPUKATOB U3 XpaHWInila. Panee He
BO3BpalaINCh cepTuuKaTel ¢ anroputMom nyonmuroro kiroya ['OCT 2012
(256 - 512). Mcnonbs3oBanue:

CryptoProCSPCertStore storeCsp = new CryptoProCSPCertStore();

Collection certificates = storeCsp.getinstance("CurrentUser/ROOT",
null).getAllCertificates();

B coopre r506 noGaBiaeHa BO3MOXHOCTb IPOBEPKHU MOJIITUCH C
OTKJIFOYEHHEM/BKIIFOUEHHEM COPTUPOBKH MOAMNKUCAHHBIX aTPUOYTOB (110
YMOJYaHUIO OHU HE copTupyroTcs. Mcnonap3oBanue:

SignerInformation si;

si.setNeedSortSignedAttributes(true);
si.verify(cert, PROV_NAME))

B coopke r505 nobasnena nogaepxkka anroputmoB 'OCT 2012 mmst XML.

B sepcuu Trusted Java 2.0 (coopra r504 u eviue) nodaBieHa moaaepxka padoThI ¢
kirouamu u anroputmamu ['OCT P 34.11-2012/TOCT P 34.10-2012 (Tosbko ¢
Kpunrollpo CSP 4.0).

B sepcuu Trusted Java 2.0 u3meHmIach cucteMa JIMICH3UpoBanus. Terneppb
NOJIyYE€HHBIN JTUIIEH3UOHHBIN KITI0Y IEWCTBUTENIEH TOJIBKO JUIsl OJTHOM MmiIaT(opMBl
OC u He noaxouT K apyroi. [ToaTomy crneayeT nojb30BaTeNsaM, MePeXoAsI UM
Ha HOBYIO BEPCHIO, OOHOBUTH WJIM IPUOOPECTH MO IPYTYI0 MIaThopmMy
JULEH3UOHHBIE KITIOYH.
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B sepcuu Trusted Java 2.0 obecriedena oOpaTHasi COBMECTUMOCTD C MTPOAYKTOM
KpuntoAPM B nnane co3ganus u npoBepku DI n mmdpoBanus nanueix. 910, B
YaCTHOCTH, JOCTUTHYTO 3a cueT amantanuu JCE mpoBaiinepa st HCTIONh30BAHMS
ero B cBsi3ke ¢ oubnmoTekamu ot BounceCastle: opurunanshoit oubmmoreku JCE-
npoBaiinepa beprov-jdk15-145.jar u nponaryeHnoi becmail-ondanorexu becmail-
[dk15-145-1j20-rbbb.jar, cchuiku Ha KOTOPBIE MOYKHO MOJYYHUTh B LIEHTPE
3arpy3ku. B pesynbrare mosBuiachk BO3MOKHOCTh CO3/1aBaTh U MPOBEPATH
3aBepSAIOLINE TOIUCH.

B sepcuu Trusted Java 2.0 ynyumiena padorta ¢ SSL-cokeramu,
YCOBEPIIICHCTBOBAHBI MEXaHU3MbI ayTEHTHU(PUKAIINK cepBepa U KIUCHTA,

peanu3oBana nojanepxkka mudpoctontsl (CipherSuite) 0x81
(TLS_GOSTR341001_WITH_28147_CNT_IMIT).

Bepcusa Trusted Java 1.5.3 momnepxuBaet padoty ¢ Kpunrollpo CSP 3.6.
BHUMAHMUE!!! Vcnonp30BaHKE KIACCOB, PEATH3YIONMIUX PAaOOTy MO aITOPUTMY

I'OCT P 34.10-94, coBmectHo ¢ Kpuntollpo CSP 3.6 u Breile HE
HOJIIEPKUBAETCS.

Bepcus Trusted Java 1.5.2 BkimrouaeT B ce0s1 Kak COBEPIIIEHHO HOBBIE, TaK U
ONTUMHU3UPOBAHHBIE TIO CPABHEHUIO C 00JIee pAHHUMH BEPCUSIMH,
(bYHKITMOHAIBHBIE BO3MOXHOCTH:
® obOecnieueHa coBMectTuMocTh JSSE ¢ BeO-cepBepom Apache Tomcat 5.5;
@ 100aBJICHBI HOBBIE KJIACCHI JIJIs1 0OecnieueHus copmectuMmoct XMLSig ¢
MS XML;
® ONTUMMU3UPOBAHA MOMUCH TPYNIBI (PailIOB HA OJTHOM KITIOUE;
@ no0aBlieHa BO3MOXKHOCTb IMOJYUYEHUS CITUCKA KIIFOUEBBIX KOHTEHHEPOB,
MOJKJIFOYEHHBIX K CUCTEME.

O6beKThI ynpaBieHUA

O6beKT OnucaHue
LLincdppoBaHue n LLIngppoBaHme — >ro npouecc BoIGOpa JaHHBIX
pacuumndppoBaHue (TEKCT-OPUTHHA) K KOPOTKOM

MOCJIEA0BATEILHOCTH CUMBOJIOB (KIIIOY), U
BBIBOJIA JaHHBIX (MIU(PPOBAHHBIN TEKCT),
SBIISFOIUXCSI OECCMBICTICHHBIMU JIJIS1 TEX, KTO HE
3HAET KO/I.

Pacuugposanue — 31o oGpaTHBIM Tpoliecc, TO
€CTh BbIOOD MIM(POBAHHOTO TEKCTA U KOJOBOM
MOCIIEA0BATENBHOCTH, U BBIBOJI TEKCTA-
OpUTHHAJA.
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http://bouncycastle.org/
http://www.trusted.ru/support/downloads/?product=142
http://www.trusted.ru/support/downloads/?product=142

LLncdposBaHue c
MUCrNoJs1b30BaHUEM
napons (PBE)

[[IudpoBanue ¢ UCTOIB30BAaHUEM TTAPOJIS
BBIBOJIUT KJTIOY KppoBaHus u3 napois. s
TOTO YTOOBI MEPEXO0/]] OT MAPOJIS K KUY
OTHUMAJ KaK MOKHO OOJIbIIIE BpEMEHH MpU
MONBITKE HECAHKIIMOHUPOBAHHOTO JOCTYIA, B
npoiiecce MudpPoBaHUS MHOTHE SJIEMEHTHI
CMEIIMBAIOTCA, CO3/1aBasi TaK HA3bIBAEMYIO
«COJIbY.

Lindp

[lIndpoanue u pacmudpoBanue
OCYIIIECTBIISIETCSI C UCMOJIb30BaHNEM U (POB.
ughp — 310 0OBEKT, CITOCOOHBIN BHITIONHSATH
murdpoBaHue U pacnppoBaHue B
COOTBETCTBHH CO CXEMOU MUGPOBaAHUS
(asiropuT™MOM).

CornacosaHue KJrou4a

CorsiacoBaHMe KJ1ro4a — 3To POTOKOJI, IPH
MOMOIIIM KOTOPOTO 2 WK 0oJiee Moab30BaTels
MOTYT YCTAaHOBUTH OJTHU KPHUNTOTpaduIecKue
KJIFOUH, He ipuleras K 0OMeHy Kakoi-1u0o
CEKpPETHON MH(pOpMAIIHECH.

Koa ayteHTUdMKaummn
coobweHnmn

Kon ayrentuduxanuu coobmennit (MAC), na
OCHOBE 3aKpBITOTO KJt0Ua, CO3JAeT Crocod
IPOBEPKH LIEJIOCTHOCTH HH(POpMALUH,
MEePEJAHHON WM COXPAHCHHOW HA HEHAJICKHOM
HocuTese. OOBIYHO TaKue KOAbI UCIIOIb3YIOTCS
JIBYMsI TI0JIb30BaTEIIMH, 00J1aJal0IUMU
3aKPBITHIM KJITFOYOM, JUISI TOTO, YTOOBI MPOBEPUTH
HEIbHOCTh HH(POPMALIUU, TIEPEAABAEMOMN MEXKTY
HUMH.

Kon ayrentudukanum cooOmeHnit, KOTOPHIit
OCHOBAaH Ha KpUINTOTpa)UUECKUX XDIII-
¢byukuusx, HazpiBator HMAC. HMAC moxer
UCII0JIB30BAThCSA € THOOBIMH
KpUNITOTpadhUuECKUMH XOII-PYHKITUSIMH,
Hanpumep, MDS5 nnu SHAL, B coueranuu ¢
3aKPBITBIM COBMECTHBIM KiIFouoM. HMAC
noapoOHo onwcaH B cranaapre RFC 2104.

JCE 1 ee 0COGEHHOCTH

JCE cospmaet cTpykTypy 1 peanu3anuio mudpoBaHus, 00pa3oBaHus KIIOYEH U UX
COTJIaCOBaHUS, a TAKXKE AITOPUTMOB ayTeHTUuKannu cooomenunii (MAC).
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[udpoBanue 6azupyeTcs Ha UCTIOIB30BAHUN CUMMETPUYHBIX, ACUMMETPUYHBIX,
OJIOYHBIX U MIOTOYHBIX MIPUDTOB.

[TporpammHoOe oOecreueHre TakKe MOoJAEPKUBACT Mepeauy 3alUIIEHHbIX
MIOTOKOB U 3aKPBITHIX 0OBEKTOB.

JCE ocHOBaHa Ha TeX k€ CTPYKTYPHBIX IPUHILIMIAX, YTO U APYTUE MPOTPaMMBbl
JCA: He3aBHUCUMOCTB peanu3alnil U, €CJIM 3TO BO3MOXKHO, HE3aBUCUMOCTh
AJTOPUTMOB.

JlaHHas mporpaMmMa MCIOJB3YET Ty K€ CTPYKTYpY nposBaiiaepa. [Iposaiinepsl,
obecrieyeHHbIE OAMKUCHIO IOBEPEHHOTO JIMIIA, MOTYT ObITh BKJIFOUECHBI B
ctpyktypy JCE, 1 HOBbIE aarOpuTMBbI MOTYT OBITh JOOABJICHBI B POrPAMMHBIN
TTaKeT.

IIporpammusbiii uHTepdenc JCE BkioyaeTt

® CuMmMeTpuyHoe rpymnmnoBoe mudposanue, Hanpumep, DES, RC 2, unu
IDEA,;

@ CuMMeTpUYHOE NMOTOYHOE MK (ppoBanue, Hanpumep, RC 4;

& AcummMmeTpuyHOe HU(ppoBaHKe, HarpuMep, RSA;

@ [{ludposanue c ucnonp3oBanuem napois ( PBE);

® CoryacoBaHue KIIIOYEH;

® Koapl ayreHTugukannu coodmenuit (MAC).

CranpaptHbiii Beiltyck nporpammbsl JAVA 2 SDK, Bepcust 1.5 nocrasnsiercs ¢
IpeIBAPUTEIBHO YCTAHOBJICHHBIM U 3apeructpupoBaHHbIM npoBaiaepom JCE «
SunJCE », KOTOpBIil NpeoCTaBISET CIEeAYIOIUE Kpuntorpadpuyeckue pyHKIIu:

Hcnonb3oBanue aaropuTMoB MudpoBaHUs
@ DES (FIPS PUB 46-1);
@ Triple DES u Blowfish B pexxumax ECB (amexTpoHHast K0J10Basi KHUTA);
® CBC (cuemieHue KoJIOBBIX OJIOKOB);
@ CFB (nporpamMmMmupyemblii pyHKIIMOHAJIbHBIN OJIOK);
@ OFB (oOpaTHas CBSI3b IO BBIXOIY);
@ PCBC (cueryieHue pacpOCTPAaHEHHBIX KOJIOBBIX OJIOKOB).

! [Ipumeuanue: Tepmunsl «Triple DES» u « DES-EDE» B qanHom okymeHTe
PaBHO3HAYHBI.

@ [‘eHepaTophl KIIOYEH, HCTIOIB3YyeMbIe NI 00pa30BaHMsI KITFOUEH,
noaxoAsimux s anroputmoB ctangaptoB DES, Triple DES, Blowfish,
HMAC-MD5 u HMAC-SHAL;

® llcnonb3oBanue cranaapta MDS ¢ anropurmom mmdpoBanus ¢
ucnonbs3oBanueM naponeit DES-CBC, onpenenennsim B ctangapte PKCS
#5;
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& «DabpUKHU 3aKPHITHIX KIIOYEH», 00SCIIeUYNBAIONINE IBYCTOPOHHUI TIEPEXO/T
Mexy 3andpoBanabiMu oobekTaMu Kiatouein DES, Triple DES u PBE u
IPO3PaYHBIMH TPEICTABICHUSIMHU WX 0a30BOT0 KIIOYEBOTO MaTEpHaa;

@ Peanuzanus anroputMma coriacoBanus koaoB Diffie-Hellman mexny aByms
win 0oJiee YacTsIMU;

@ [lapubiii reneparop konoB Diffie-Hellman nns coctaBinenus oOumx u
JaCTHBIX 3HAYEHUH, HCITONIb3yeMbIX B anroputme Diffie-Hellman;

® [lapamerpuyeckuii reneparop anropurma Diffie-Hellman;

@ «Dabpuka kimouei» Diffie-Hellman, obecnieunBaroniast ABycTOpOHHUE
nepexoabl MeXx Ay 3alu(ppoBaHHBIMU KIt0ueBbIMU 00BbekTamu Diffie-
Hellman u mpo3payabiMu IpeACTaBICHUSIMU UX 0a30BOT0 KIHOYEBOTO
MaTepuana;

@ [lapameTrpuyeckue quCTieTYEPHl AITOPUTMOB ISl TAPAMETPOB CTAHAAPTOB
Diffie-Hellman, DES, Triple DES, Blowfish u PBE;

@ llcnonp30BaHue anropuTMoB xsmmupoBanus kogoB HMAC-MDS u HMAC-
SHA1, onpenenennsix B cranaapre RFC 2104;

@ licnonp30BaHME CXEMBI JOTIOTHEHUS JAHHBIMH, OTTICAHHOW B CTaHIAPTE
PKCS #5;

@ llcnonp30BaHre COOCTBEHHOW peaan3aliuy KIFYEBOro XpaHUIUIIa
«JCEKS».

[Tonpobdnoe onucanue nporpammbl JCE npenicrapneHo Ha caiite koMmmanuu Sun.

Hactpouka JSSE

B 37011 r11aBe npuBeIeHO onucaHue HacTpoek nmposaiaepa JSSE.

IIpouenypa nactpoiiku JSSE npoxoaut B 3 stana:

® O3HAKOMJICHHE C OOLIUMH TPEeOOBaHUSAMU
® ynterpauus ¢ Internet Explorer
® [BYCTOPOHHSS ayTeHTU(DUKALIHS

O61Me Tpe6GoBaHUS

[TonrnodyHkIIMOHANIBHAS paboTa ¢ Java anmuietamu 1o npotokoiy GOST TLS ¢
nomoinsto Digt JSSE Bo3moxHa nuiiib Ha miatdopme win32 ¢ UCIIONIb30BaHUEM
MS Internet Explorer 5 u 6osnee nmo3aHux Bepcuil. B cucreme nomkeH ObITh
yctanoBieH CryptoPro CSP Bepcuu 3.6 unu 4.0, a takxke Sun JRE u Java nnarun
s 1E.
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http://java.sun.com/j2se/1.4.2/docs/guide/security/CryptoSpec.html

Peanuzanus I'OCT TLS B pamkax Java JSSE API ¢ nomo1iibto mogmMeHbl
SocketFactory Bo3MoxxHa jutns juist Bepcuid Java 1.5 (1 BbIIIe) n3-3a 9KCIIOPTHBIX
OTPaHUYCHU, CYIIECTBOBABIINX B MPEIBIAYIIHUX BEPCUSIX.

IlocsiepoBaTE/IBHOCTD AEeCTBUM IPU UHTerpanuu c IE

1) Ckomuposath OuOroTeky trusted_java20.jar B kaTamor
$path_to_jre/lib/ext

2) Yxa3atb, 4To npu co3aannu SSL COeTMHEHMI TOJIKEH HCITOIb30BAThCS
DigtSocketFactory knacc B ¢aiine HacTpoek 0e301MacHOCTH
<jre>\lib\security\java.security

#

# Determines the default SSLSocketFactory and SSLServerSocketFactory

# provider implementations for the javax.net.ssl package. If, due to

# export and/or import regulations, the providers are not allowed to be

# replaced, changing these values will produce non-functional

# SocketFactory or ServerSocketFactory implementations.

#
ssl.SocketFactory.provider=com.digt.trusted.jsse.provider.DigtSocketFactory
#ssl.ServerSocketFactory.provider=

3. B Control Panel B manenu ynpasieHus java IiIariHOM 3a7aTh mapaMeTp java
MAalInHBI:
Djava.protocol.handler.pkgs=com.sun.net.ssl.internal.www.protocol

JIByCTOPOHHSISI ayTeHTUPUKALUA

Pabota ¢ xnmmentckumu ceprudukaramu B Digt JSSE otnugaeTcst ot crangap THBIX
crioco6oB 3ananus mapameTpoB KeyStore B JSSE API B cBsi3u ¢ TeM, 4To
CryptoPro CSP ucnonb3yer coOOCTBEHHBIN (hOpMaT XpaHMIUIIA CEPTUPUKATOB U
KITFOUEBBIX KOHTEHHEPOB, KOTOPBIN HE MOXKET OBITh MPEACTABIICH B BUE (paiina.

Jlns opranuzanuu 3anmiieHHbIx ['OCT TLS coeaunenuii ¢ nCnosib30BaHHEM
nByctopoHHen ayrentuduxanuu Digt JSSE npoBaiinep ucnons3yeT st 3a1aHus
ceptudukaTa ciaeayrolme napaMeTpbl U3 CHCTEMHOTO OKpyxkeHus Java VM,
KOTOpPbIE MOTYT OBITh 3aJaHbl JINOO C KOMAaH/IHOW CTPOKH, UCTIONB3YSI KITIOY
3amycka —D, 1160 ycTaHOBIEHBI MPOTPAMMHO C TIOMOIIBI0 METOIA
System.setProperty():

npuMmep 3agaHusa n3 KOMaHﬂHOﬁ CTPOKM
% Iludpossbie TexHosornu ® 2018
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java —Dcom.digt.trusted.jsse.certFile=file.cer —-D com.digt.trusted.jsse.keyPasswd=

npuMep 3afaHMsA U3 NporpamMmbl Ha Java
System.setProperty(*com.digt.trusted.jsse.certFile", "file.cer");
System.setProperty(*'com.digt.trusted.jsse.keyPasswd", ).

[TapameTtp com.digt.trusted.jsse.certFile yka3zpiBaeT nyTh k (paitiny ¢
cepTuduKaToM, KOTOPBIH TOJDKEH COAepkKaTh JaHHBIC cepThuduKkara B popmare
base64.

[Tapametp com.digt.trusted.jsse.keyPasswd conmepkut HeoOs3aTeIbHBIN MTUH-KO/T
Ui KirodeBoro koHTeitHepa CryptoPro CSP, KOTOpbIil COOTBETCTBYET JaHHOMY

cepTuduKary.

NMpumMepbl:
Nnmroctpanueit pabotsl JSSE KkiMeHTa MOXET CITY>KUTh TECTOBBIN KI1acc
SSLSocketClient.java u3 apxuBa mpuMepoB, MOCTABISIEMBIX C TUCTPUOYTUBOM.

Buumanue! B nanHoit Bepcun OMOIMOTEKH CYIIECTBYET OIpaHUYCHHE, B paMKax
KOTOPOTO apaMeTpbl CEpTUPHUKATA 3a1aI0TCSI OTHOKPATHO MEepes]
VHUIMAII3aLUEN TPOBANIEPA, U UX ITOCIEIYIOIIEE U3MEHEHUE B KOHTEKCTE
TEKYIIET0 MPUJIOKEHUSI HEBO3MOKHO 0€3 MOJTHOM BBHITPY3KH KJIacCOB MpOBaiiepa.

O6uasa nuadpopmanua

[Tporpammusiii npoaykt Trusted Java siBisieTcst cpeICTBOM KPUIITOrpaPUIECKOM
3aIuUThl UH(GOPMAITUU U 00€CTICYMBACT CIIeYIONINE (PYHKIIHOHATbHbIE
BO3MOKHOCTH:

® cozpanue cepruduxaToB x509;

® (GopmMupoBaHuUE 3arpoca Ha cepTUUKaT;

@ yCcTaHOBKa cepTU(UKaTa B XPaHUIUIIIE;

@ TpoBepKa MOAMKCH 1O CePTUPUKATY;

® pa0oTa cO CIMCKaMH OTO3BAHHBIX CEPTU(PUKATOB;

® noanepxka CMS;

® nojyepxkka OCSP (mpoBepka craryca ceptudukara B on-line);

@ nonnepxkka TSP (padota co Ciyx00i1 ITaMIIOB BpEMEHH ).

Trusted Java peammsyercs B Buae JCE npoBsaiinepa, mpeaocTaBisioniero padboTy ¢
kpunrorpadpudeckumu npoTokosamu mo anroputmam ['OCT. OcHoBy
peanuzoBanHbIX anroputMoB 'OCT B Trusted Java cocTaBisitoT
kpunrropeanuzanuu Kpunrollpo CSP.

[IponyKT noanepKUBaeT cienyronme cepTuGUuIHPOBAHHbIE AJITOPUTMBI
e T'OCT P 34.11 — ocnoBHoit kinacc GOST3411Digest;
e T'OCT P 34.11-2012 — ocHoBnble kinaccel GOST3411v12256Digest u
GOST3411v12512Digest;

usppoosic

H LlnppoBbie TexHosorun ® 2018

- PykoBoacTBO pa3pa6oruuka Trusted Java 2.0




e ['OCT P 34.10-94 — xnacc reHepanuu KIroven
GOST3410KeyPairGenerator, kiacc SLIT GOST3410Signer (B cBsi3u ¢
teM, yTo ctanaapt ['OCT P 34.10-94 ycrapen, 1aHHbIE KJIACChl OCTaBJIEHBI
TOJIBKO JIJISI COBMECTHMOCTH C TIPEABITYIIIUMHE BEPCHUIMH ),

e ['OCT P 34.10-2012 - xiracchl TeHEpaIUK KITFOUEH
GOST3410v12256KeyPairGenerator u
GOST3410v12512KeyPairGenerator, knaccet LI
GOST3410v12256Signer u GOST3410v12512Signer

e ['OCT P 34.10-2001 — xmacc reneparuu Kiodei
GOST3410ELKeyPairGenerator, knacc LT GOST3410 EL Signer.

e T'OCT 28147-89 - ocnoBHoii ki1acc GOST28147Engine;

Hapsiny ¢ atum, mob6asnen anroputm Diffie-Hellman.

Pazpabotannsie kiaacchl HanboJiee mpuOInKeHbI K peanusaiusam kinaccoB B JCE.
Camu peanuzanuu Kpunrorpapuieckux anroputmos B kiaccax GOST
OTCYTCTBYIOT. B MeTOax Kj1acCOB BBI3BIBAIOTCS (DYHKIIMU U3 OMOIMOTEKH C
peanuzanusamu 'OCT anroputmoB Kpunrtollpo CSP.

Kiaccrl, orHocsmuecst k 'OCT P.3410-94, nmerot B coctaBe nmenn GOST3410,
knacchel, otHocsgmecs k 'OCT P.3410-2001, — GOST3410EL, knacchl,
otHocsmmecsa k 'OCT P.3410-2012 — GOST3410v12<256/512>. ITomumo 3TOrO0,
HekoTopskie kiaaccel (GOST3410EL u GOSTDH) B cuity uaeHTHYHOCTH 001X
HAYaJIbHBIX KJIACCOB KJIIOYEH M CX0XKEH CTPYKTYphl HCHOIB3YIOT OJHU OOIIHe
knaccel ¢ umeHamu GOST3410 (GOSTDH 3aumctByer umena GOST3410,
GOSTECDH 3aunmctByer umena GOST3410EL).

CrpokoBbiMu napamerpamu kiiroueil B GOST saBisitorest coorBercTBytomue OID.
OTAMYHBIMH OT KJIACCOB TOM k€ ()YHKIIMOHATBLHOM TPYIIIIBI SIBJISTFOTCS KJIACCHI
GOSTDHAgreement, IDKGOSTKeyStore.

B GOSTDHAgreement ripu uMIIOpTE U 3KCIOPTE CECCHOHHBIN KITI0Y NEpeaaeTcs
m(pPOBAHHBIM Ha O0IIEM KITFoue 0OMEHA YYaCTHUKOB (C JIOMOJHUTEIbHBIMU
napameTpaMH JUIsl BOCCTAHOBJIEHUS (I€(OITHBIE 1V, PEXKUM, 3aIIOJIHUTEND)).

B nensix cobmtonenust coBmectuMocTtd uHTepdeiicoB JCE HekoTopbie METOAbI U
nepenaBaembie mapameTpsl B 'OCT kiaccax He ucnosb3ytores. [logpodHocTu
JIaHBI B IPUMEPAX U OMHUCAHUIX KIIACCOB.

HekoTophble 0611111e METOAbI

B HEKOTOpBIX Kitaccax, ryie ecTh He00X0IUMOCTb, J00aBieH Meto ] destroy s
YHUUYTOXXEHUS HE UCIIOJIb3YIOIIMXCS KOHTEKCTOB MPOBaiiepa, KIIF0UeH, Xemen.
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BbI30B 3TOT0 METO/1a TPOUCXOAUT HETIOCPEACTBEHHO BPYUHYIO HIIU KE
YHUUYTO)KEHUE HE UCIIOJIb3YIOMINXCSI KOHTEKCTOB MPOUCXOAUT TIPH BEITpY3Ke djcp-
OMOJIMOTEKH U3 MaMsATH (B cllydae, €CJIM HE UCIOJIb30BaH MeTo destroy).

MeTton public void destroy() BcTaBien a1 yHHYTOKEHUS KOHTEKCTOB,
CO3/IaBaBIIUXCS MIPU paboTe 00bekTa ¢ OUOIMOTEKON. JlaHHBIN METOT
IPUMEHSIETCS TIPU HEOOXOIUMOCTH YHHUTOKUTh KOHTEKCTHI JIO 3aBEPIICHHUS
POTPaMMBI.

Ipumeuanue: [Ipu BeIrpy3ke OMOIMOTEKH U3 TAMSATH BCE KOHTEKCTHI,
cozmaBapmrecss GOST o0bekTaMu, aBTOMAaTHIECKH OCBOOOKIAIOTCS MEHEKEPOM
KOHTEKCTOB, T.€. BBI30B MeTo1a destroy HeoOs13aTeeH.

Kiaccel, peanusywmue 'OCT aaropurmsel

GOST28147Engine

GOST3411Digest
GOST3411v12256DIGEST
GOST3411v12512DIGEST

GOST3410
GOST3410ELKeyPairGenerator
GOST3410v12256KeyPairGenerator
GOST3410v12512KeyPairGenerator
GOSTDHKeyPairGenerator
GOSTv12256DHKeyPairGenerator
GOSTVv12512DHKeyPairGenerator
GOSTECDHKeyPairGenerator
GOST3410Signer
GOST3410v12256Signer
GOST3410v12512Signer
GOST3410KeyParameters
GOST3410KeyGenParameterSpec
GOST3410PrivateKeyParameters
GOST3410ELPrivateKeyParameters
GOST3410ELPublicKeyParameters
GOST3410v12256PrivateKeyParameters
GOST3410v12256PublicKeyParameters
GOST3410v12512PrivateKeyParameters
GOST3410v12512PublicKeyParameters
GOST3410Parameter
GOST3410v12256Parameter
GOST3410v12512Parameter
GOSTDHAGgreement

GOSTSessionKey
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GOST3410PrivateKey
GOST3410PublicKey
JDKGOST3410PrivateKey
JDKGOST3410ELPrivateKey
JDKGOST3410ELPublicKey
JDKGOST3410v12256PrivateKey
JDKGOST3410v12256PublicKey
JDKGOST3410v12512PrivateKey
JDKGOST3410v12512PublicKey
JDKGOST3410Signer

JDKGOST3410v12256Signer

JDKGOST3410v12512Signer

GOST3410KeySpec

GOST3410ParameterSpec

GOST3410PublicKeySpec

CAPICertStore

CryptoProCSPKeyStore

TSPHelper

GOST28147Engine

CooTBeTcTBYET I'OCT 28147-89

IMaker com.digt.trusted.crypto.engines

Kaacc GOST28147Engine

CoBMECTHMOCTD C [
JCE 8

Hmena MeTOJI0B MACHTUYHBI JPYTrHUM OJIOYHBIM IIK(paMm jce.

Jlo6aBneHbI METOABI JJ1s1 YCTAHOBKH peKUMa MM (POBaHMS U BEKTOpa
mdpoBanus. Jlo6aBieH METO i MHUITHATU3AIUH U pa C
CECCHOHHBIM KITFOUOM.

OTIUYHBIM TI0 JIOTHKE OT MU (POB jce BBICTYIAeT MeTo ProcessBytes,
KOTOPOMY Ha BXOJl MO>KHO II0JJaTh COOOIEHUE LIETUKOM (@ He TOIBKO
4acTh), Tpedyromeecs s 3ammdpoBanus Win pacuuppoBanus. C TOUKH
3pEeHUs IPUIIOKEHNUS 3TO HE OKa3bIBAET BIHMSHKE HA Pa0dOTy C 3TUM
KJIaCCOM, TMOCKOJBKY MpH padoTe Kiiacc 000paunBaeTcsi B Ipyrue KIacchl
BEIOOpA PEXMMOB IIH(PPOBAHUS, & OHH B CBOIO OYEpENlb YMEIOT paboTaTh ¢
GOST28147Engine Takke Kak ¥ ¢ APYTHMH KJIacCaMH OJOYHBIX MH(PPOB
(cM. mpuMepsI UcTioNb30BaHuA Kiiacca). Padding ycranosnen B
RANDOM_PADDING, mosroMy HET CMBICIa BEIOMPATh JPYTOi
3aMOJTHUTEND, B java Be3zie ucmoibiyercs Tin “‘/NoPadding”

Onucanue Kiaacca [

[udposanue mo anropurmy 'OCT 28147-89
Peammzyer untepdeiic BlockCipher

MeToasnl Kj1acca L]

public void init(boolean encrypting, CipherParameters params) —
nHnnuanusupyet mudp FOCT 28147-89.

Ilapamempeor:

encrypting — eciu «truey - mmbp HHAMHATAZUPYETCS VTS 3auinppoBaHuUs,
eciu «false» - ans pactmdpopanwms.

params — mapameTpbl, HeOOXOAUMBIE JUIsl YCTAHOBKH Indpa. B kauecTBe

uspponsc
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MapaMeTpoB IepeaaeTcs KmodeBas nHbopmarws (Habop 3aJaHHBIX 0ailT
WJTA CECCUOHHBIN KITI0Y).

public void init(boolean forEncryption, GOSTSessionKey seskey) —
naumanusupyet mmdp [OCT 28147-89.

llapamempuoi:

encrypting — ecinu «truey - mudp HHALHATM3UPYETCS IS 3aPOBaHUS,
eciu «false » - i1 pacmuppoBaHus.

seskey — ceccronnsbIit kimrou hopmata GOSTSessionKey.

public int processBlock (byte[] in, int inOff, byte[] out, int outOff) —
BEITIONHSIET MK (PpOBaHNE OHOTO OJIOKA TAHHBIX M3 BXOIHOTO MACCHBA H
BBEIBOJTUT PE3YIbTAT B BEIXOHOW MacCCHB.

Ilapamempeol:

in — MaccuB, CofepIKaIINii BXOTHOM OJTOK TaHHBIX.

inOff — cMererre BO BXOAHOM MacCHBeE, C KOTOPOTO HAYMHAIOTCS OalTHI.
OUt — BBIXOHOW MAcCCHB, B KOTOPBIH OYAYT CKOITMPOBAHBI JaHHBIE.
outOff — cMerieHne B BBIXOMTHOM MAacCHBE, C KOTOPOrO HAYHYTCS
pe3yIBTHPYIOMIE OANUTHI.

Bo3sBparmaer pasmep oanoro 6moka B [OCT 28147-89.

public int processBlocks (byte[] in, int inOff, byte[] out, int outOff, int
blocks) — Bermonuser mmppoBaHre yKa3aHHOTO KOMUYECTBA BXOTHBIX
OJIOKOB TaHHBIX W BBIBOJHUT PE3YJIbTAT B BHIXOTHONH MacCHUB.

Meron nobaBiieH Ui OBBIIICHHUS TPOU3BOAUTEIFHOCTH — ITO3BOJISIET
00pabaThIBaTh HECKOIBKO OJIOKOB TAHHBIX 32 OJWH BHI30B.
Ilapamempuor:

blocks — konruecTBO 0OpabaThIBACMBIX OJIOKOB JAHHBIX.

octasbHbIe mapamerpsl cM. public int processBlock(byte[] in, int inOff,
byte[] out, int outOff).

Bosspariaer pasmep 6ioka B 'OCT 28147-89, yMHOKEHHBIN Ha
KOJIMYECTBO OJIOKOB, TIEPEIaHHBIX JIJIST 00paOOTKH.

public void processBytes (byte[] in, int inOff, int length, byte[] out, int
outOff) — BeImonmHsET MK POBaHKE YKa3aHHOIO KOIMYeCTBA OANTOB 13
BXOJIHOT'O MacCHBa U BBIBOJHT PE3yJIbTAT B BEIXOJHOW MACCHB.

Meron noGaBieH Ui BOSMOXKHOCTH 00paOOTKM TaHHBIX OJOKaMH, pa3Mep
KOTOpBIX He KpaTeH pa3mepy Onoka B [OCT 28147-89, u3 knaccos
PEKMMOB, UCTIONB30BaTh €ro HANPSAMYIO HE peKOMEHyeTcst!
Ilapamempeor:

length — xomruectBo Gaitt mus 06padorku (s pexumos “CFB” u “OFB”
—11000€ TTONIOKUTENBHOE YUCITOo, a s pexuma “ECB” momkHO OBITh
KpaTHO pa3mMepy Oioka B OCT 29147-89).

octasbHbIe mapamerpsl cM. public int processBlock(byte[] in, int inOff,
byte[] out, int outOff).

public String getAlgorithmName() — Bo3Bpatiaer ums aaropurMa
0Js10uHOroO HIKQpa.

public void setMode (String mode) — ycranaBmuBaer pesxuM muppOBaHUS
(uctonb3yercs Ui yCTaHOBKU O61ogHOTo pexxuma “ECB”).

public void setMode (String mode, byte[] IV) — ycranaBiuBaer peskum
mrdpoBanus (MCIIOIB3YETCS AJIsl YCTaHOBKH MOTOKOBBIX peskuMoB “CFB”
u “OFB”) 1 HauaJIbHOTO BEKTOpa MHUIMATH3ALIUH.

public String getMode() — Bo3BpalaeT UCIONB3YEMBbIH PEIKHM
mdpoBaHmsL.

public int getBlockSize() — Bo3eparmaer pasmep oaHoro 06J10Ka Ipu
mudposaanu B 'OCT 28147-89 (konmmdaecTBo OalT)

ITpumepsbI

CM

com.digt.trusted.jce.provider.test. GOST28147Test

usppoosic
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GOST3411Digest

CooTBeTCTBYET naTepdeiic xemmpoBanus mo 'OCT P 34.11-94
IMaker com.digt.trusted.crypto
Kiace GOST3411Digest
Onucanue knacca | XsmupoBaHue JaHHBIX B coorBercTBuU ¢ anroputMamu ['OCT P 34.11-94
IIpumepsbl CM.
com.digt.trusted.jce.provider.test. GOST3411Test

GOST3411v12256Digest
CooTBeTcTBYET unrepdeiic xemmponanus mo FOCT P 34.11-2012 (256)
IMaker com.digt.trusted.crypto
Kiace GOST3411v12256Digest
Onucanue knacca | XsmupoBaHue JaHHBIX B cooTBeTcTBUH ¢ anroputMamu [OCT P 34.11-2012
IIpumepbl CM.
com.digt.trusted.jce.provider.test GOST3411v12Test

GOST3411v12512Digest
CooTBercTBYET unrepdeiic xemmponanus mo 'OCT P 34.11-2012 (512)
Iaket com.digt.trusted.crypto
Kaace GOST3411v12512Digest
Onucanue ki1acca | XsmupoBaHue JaHHBIX B cooTBeTcTBUH ¢ anroputMamu 'OCT P 34.11-2012
IIpumepbl CM.
com.digt.trusted.jce.provider.test. GOST3411v12Test

GOST3410
CooTBercTBYET untepdeiic nomnucu 'OCT 3410
IMaker com.digt.trusted.crypto
Knace GOST3410
CoBmecTtumocTh ¢ | B MeTomax generateSignature u verifySignature mapamerp message nepenaercs
JCE KaK IOJIHOE COOOIIEHNE, a He Xelll coodenue. Takke MOANNCh HE COCTOUT M3

JBYX YHCEIN T, S, OHA MPEACTaBIsIeT COOOH eMHBIN OJIOK JaHHBIX [UIMHON 64
Oaiita (512 6uT), mepBas NOJOBUHA T, BTOPAS S.

Onucanne kiaacca | Murtepdeiic onuceiBaeT o0y crpykrypy kiaccos noanucu 'OCT 3410

MeTtoabl Kiacca @ public void init (boolean forSigning, CipherParameters param) —
WHUIOUAIU3UPYET KIacC MOAINCYUKA IJId T€HEPalu IMMOAIMUCH U
IMPOBCPKU MOAIUCH.

Iapamvempuo:

forSigning — eciu «truey» - reHepalysi HOANKCH, B MHOM Cllydae - IpOBepKa.

usppoosic
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param — kJTro4YeBbIe TapaMeTPhI TS MOMMUCH (3TO 3aKPBITHIH HITH
OTKPBITHIN KITFOY).

@ public byte[] generateSignature(byte[] message) — moamuceiBaer
nepeaHHoe COOOIIeHNE.
Iapamvempuor:
message — cooOIeHHe 1Sl TOAMHUCH.
BosBpariaer 010k JaHHBIX, ABJSIOIIMICS TOJITMCAHHBIM COOOLIICHUEM (MITH
npocto DIIIT).

@ public boolean verifySignature (byte[] message, byte[] sign) — mposepsiet
WCTHHHOCTD MOIMTUCAHHOTO COOOIIEHHSI.
Hapamempuwi:
message — cooOIeHrne, KOTopoe OBLITO MOIMUCAHO.
sign — 3HaYeHME MOAIHUCH.

IIpumepbl CM.

com.digt.trusted.crypto.signers.GOST3410Signer
com.digt.trusted.crypto.signers.GOST3410ELSigner
com.digt.trusted.crypto.signers.GOST3410v12256Signer
com.digt.trusted.crypto.signers.GOST3410v12512Signer
com.digt.trusted.jce.provider. JDKGOST3410Signer
com.digt.trusted.jce.provider JDKGOST3410ELSigner
Com.digt.trusted.jce.provider.JDKGOST3410v12256Signer
com.digt.trusted.jce.provider JDKGOST3410v12512Signer

GOST3410ELKeyPairGenerator

CooTBercTBYeT I'enepatop kmoueit mo 'OCT 3410-2001

IMaker com.digt.trusted.crypto.generators

Kaacc GOST3410ELKeyPairGenerator

CoBMecTHMOCTb ¢ | AHAJIOTUSl IMEH METOOB U CTPYKTYPHI KJlacca. Tak Kak BCe IapaMeTphl 3a/1aHbI B
JCE Kpunrollpo CSP, to GOST3410ELKeyPairGenerator He nMeeT aaredpandeckux

napaMeTpoB. BmecTo mapamerpa B kinacc nepeaaercs UMsl KII0UEBOro
KOHTEWHepa, B KOTOPOM reHepupyeTcs KitoueBas napa. [Ipu Bo3BpaTe 3HaYeHUSA
KJIFOUEBOM IIapbl, 3HAYEHUE 3aKPBITOTO KIK04Ya HE BO3BPAILACTCS, a IIEPEeJaeTCs
TOJIBKO UMl KJIFOUEBOI'0 KOHTEHHEPA, B KOTOPOM 3TOT KIIFOY XPAHUTCS.
OTKpBITHIN KITI0Y BO3BPAIIAETCS C 3aJaHHBIMHU TTapaMeTpamMu (CTPOKOBBIMHU
KOHCTAHTaMH, a HE YHCIIOBBIMH, KaK B APYTHX aNTOPHTMAX )

Onucanue Kjiacca ® [IpousBoautcs kimoueBas napa cornacHo 'OCT P 34.10-2001, coxpansemas
B KITIOYEBOM KOHTEHHEDE.

@ [Ipennaznauena ans OLII.

® Peanusyer unrepdeiic AsymmetricCipherKeyPairGenerator.

@ Kiacc GOST3410ELKeyPairGenerator cxonen ¢ GOST 3410
KeyPairGenerator 3a HCKITIOUEHHEM BO3BPAIIaEMOT0 OTKPHITOrO KIr04a (B
512 6ur)

MeToapl Kiacca @ public void init (KeyGenerationParameters param) — 3ajaer HadaabHbIE

rmapaMeTpel TeHepaTopa.

Hapamempuo:

param — napamMeTp, r'i¢ nNepecaacTcs M KOHTCﬁHCpa, AJIsL KOTOpOro 6YZ[CT
TCHCPUPOBATHCA KIIIOUCBAs Iapa.

@ public AsymmetricCipherKeyPair generateKeyPair() — reaepupyer
kmoueByto mmapy 1mo I'OCT 3410-2001, oTKpbITHIHA KITFOY JUTMHON 512 OUT.
Boszspamaer AsymmetricCipherKeyPair — coepxut creneprpoBaHHbIC
KITFOYU

usppoosic
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IIpumepsl

CM.
com.digt.trusted.jce.provider.test GOST3410EL Test

GOST3410v12256KeyPairGenerator

CooTBeTcTBYET T'eneparop kiaroueit mo FOCT 3410-2012 (256)
IMaker com.digt.trusted.crypto.generators
Kaace GOST3410v12256KeyPairGenerator

CoBMECTHMOCTD C
JCE

AHaznorus uMeH METOJIOB U CTPYKTYpHI Kiacca. Tak Kak Bce mapamMeTpsl
3aganbl B Kpunrollpo CSP, o GOST3410v12256KeyPairGenerator He umeeT
anrebpandecKnx napamerpoB. BMecto nmapamerpa B Kiacc nepeiaeTcs HMst
KITIOYEBOT'0 KOHTEHHEPa, B KOTOPOM IreHepupyeTcs KitodeBas napa. [lpu
BO3BpaTe 3HAYCHHSI KIIFOUEBOM Maphl, 3HAYCHNE 3aKPBITOTO KITF04Ya He
BO3BpaIaeTcs, a ImepeaaeTcs TONbKO UMS KITF0Y€BOr0 KOHTEWHEpa, B KOTOPOM
ATOT KJIFOY XpaHUTCA. OTKPHITHIN KITF0Y BO3BpAIIAETCS C 3aJaHHBIMHU
napaMeTpamMu (CTPOKOBBIMH KOHCTAHTaMH, a HE YUCIIOBBIMHU, KaK B APYTHX
AJITOPUTMAX)

Onucanue Kjaacca

@ [IpousBomutcs kitoueBas napa coriacao 'OCT P 34.10-2012,
coxpaHseMas B KJIIOUEBOM KOHTEIHepe.

@ [Ipexgnasnauena mist DLII.

@ Peammsyer uatepdeiic AsymmetricCipherKeyPairGenerator.

@ Kiacc GOST3410v12256KeyPairGenerator cxojieH ¢
GOST3410KeyPairGenerator 3a HCKITIOUEHHEM BO3BPAIIAEMOr0 OTKPBITOIO
KIII04a

MeToasnl Kj1acca

@ public void init (KeyGenerationParameters param) — 3amaet HadaabHbIC
napameTpbl FeHepaTopa.
Hapamempuwi:
param — mapamerp, TJie mepeaacTcsi UMsi KOHTeWHepa, Uik KOTOporo OyaeT
TEeHEepUPOBATHCSI KITFOUEBas Mmapa.

@ public AsymmetricCipherKeyPair generateKeyPair() — reaepupyer
wnodeByro napy no 'OCT 3410-2012 (256).
BosBpamaer AsymmetricCipherKeyPair — conepXxuT creHepupoBaHHbIE
KITFOUH

IIpumepsl

CM.
com.digt.trusted.jce.provider.test. GOST3410v12Test

GOST3410v12512KeyPairGenerator

CooTBeTcTBYET I'eneparop kmouei mo T'OCT 3410-2012 (512)
IMaker com.digt.trusted.crypto.generators
Kaacc GOST3410v12512KeyPairGenerator

CoBMECTHMOCTD C
JCE

AHanorus UMeH METOJIOB U CTPYKTYpHI kjacca. Tak kak Bce mapameTpbl
3aganbl B KpunrolIpo CSP, To GOST3410v12512KeyPairGenerator He umeer
anreOpandecKnx napamerpoB. BMecTo mapaMerpa B Kiacc nepeiaercs uMsi
KIJIFOUEBOT'0 KOHTEIHEPA, B KOTOPOM T€HEepHpyeTCs KitoueBas mapa. [lpu
BO3BpATE 3HAYCHUS KITFOUEBOM Maphl, 3HAUCHIE 3aKPBITOTO KITF0YA HE
BO3BpaIaeTcs, a IMepeaaeTcs TOIMBKO UMS KITFOUEBOT0 KOHTEHHEpa, B KOTOPOM
9TOT KJIFOU XpaHUTCS. OTKPHITHIN KIF0Y BO3BpAIIAETCs C 33 JaHHBIMHU
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napamMerpamMmu (CTpOKOBBIMI/I KOHCTaHTaMH, a HC YHUCJIOBBIMHU, KaK B APYTrUX
aNTOPUTMAX)

Onucanue Kiaacca

® [IpomsBomutcs xiroueBas mapa cormacao 'OCT P 34.10-2012,
coxpaHseMas B KITFOUEBOM KOHTEHHepe.

@ [Ipennasnauena mms OLII.

® Peanmusyer untepdeiic AsymmetricCipherKeyPairGenerator.

® Kiacc GOST3410v12512KeyPairGenerator cxonen ¢ GOST 3410
KeyPairGenerator 3a HCKIIIOUEHHEM BO3BPAIIAEMOT0 OTKPHITOTO KIF0Ya

MeTtoabl Kj1acca

@ public void init (KeyGenerationParameters param) — 3aaet HadaabHbIE
mapaMeTpel TEHEpATOopa.
Hapamvempuo:
param — nmapamerp, Iie nepeJaeTcsi UMs KOHTeHHepa, Ui KOTOporo Oyzaer
TeHEpUPOBATHCS KIIFOYEBas mapa.

@ public AsymmetricCipherKeyPair generateKeyPair() — reaepupyer
kmoueByto mapy mo 'OCT 3410-2012, ¢ mwHO#M 512.
Bozepamaer AsymmetricCipherKeyPair — conepkut creHepupoBaHHEIE
KIIFOUYN

Ipumepnbl

CM.
com.digt.trusted.jce.provider.test. GOST3410v12Test

GOSTDHKeyPairGenerator

B cBs3u ¢ teM, uro cranaapt I'OCT P 34.10-94 ycrapen, gaHHBII KJ1acc OCTaBIIEH TOIBKO VIS
COBMECTUMOCTH C IPEABLIYIIMMU BEPCUSIMH.

CooTBeTcTBYET I'eneparop kmoueit qist anropurMa Diffie-Hellman cornacao T'OCT 3410-94
Iaker com.digt.trusted.crypto.generators
Kaacc GOSTDHKeyPairGenerator

CoBMECTHMOCTD C
JCE

AHanorus UMeH METOZIOB U CTPYKTYpHI Kjacca. Tak kak Bce mapamMeTpbl
3aganbl B Kpunrollpo CSP, to GOSTDHKeyPairGenerator He umeet
anrebpandecKnx napamerpoB. BMecTo nmapamerpa B Kiacc nepeiaeTcs uMst
KITIOYEBOT'0 KOHTEHHEPa, B KOTOPOM IreHepupyeTcs KiodeBas napa. [lpu
BO3BpaTe 3HAYCHMSI KIIFOUEBOM Maphl 3HAUEHIE 3aKPhITOTO KIIF04Ya He
BO3BpaIaeTcs, a mepeaaeTcs TONBKO UMS KITFOY€BOT0 KOHTEHHEpa, B KOTOPOM
ATOT KJIFOY XpaHUTCA. OTKPHITHIN KITF0Y BO3BpAIIAETCS C 3aJaHHBIMHU
napaMeTpaMu (CTPOKOBBIMH KOHCTAHTaMH, a HE YUCIOBBIMH, KaK B APYTHX
AJITOPUTMAX)

Onucanue Kjaacca

® [IpousBonutcs kimouenas napa cornacHo I'OCT P 34.10-94, coxpansemas
B KJIFOUEBOM KOHTEMHEpE.

® Omna npegHa3HaveHa Jjis OOMEeHa CeCCUOHHBIMU KirouaMu 1 DIIII.

@ Peamusyer untepdeiic AsymmetricCipherKeyPairGenerator

MeToasl KJacca

@ public void init (KeyGenerationParameters param) — 3amaer HaualbHbIE

napamMeTpbl FeHepaTopa.

Hapamempuwi:

param — nmapameTp, B KOTOPOM TiepenaeTcss UMs KOHTeHHepa, sl KOTOPOro
OyzeT reHeprupoBaThCs KIII0YEeBas Mapa.

@ public AsymmetricCipherKeyPair generateKeyPair() — reaepupyer
KITFOUEBYIO TTapy s oOMeHa ceccnoHHbIME Kimtouamu 1 DL mo TOCT
3410-94, oTkpsIThIH Kit0Y AauHON 1024 OUT.

Bosspamaer AsymmetricCipherKeyPair — conepXuT creHepupoBaHHBIE
KITIOYH

usppoosic
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GOSTv12256DHKeyPairGenerator

CooTBercTBYET I'eneparop kmoueit mis anropurma Diffie-Hellman cormacao TOCT 3410-2012
256

Ilaker com.digt.trusted.crypto.generators

Kaace GOSTv12256DHKeyPairGenerator

CoBMECTHUMOCTD C
JCE

AHazorus uMeH METOJIOB U CTPYKTYpPHI Kiacca. Tak Kak Bce mapamMeTpsl
3aganbl B Kpunrollpo CSP, to GOSTv12256DHKeyPairGenerator He umeeT
ajredpanmyecKknX mapaMeTpoB, BMECTO MapaMeTpa B KITacc IepeaaeTcss HMst
KITIOYEBOT'0 KOHTEHHEPa, B KOTOPOM TeHepupyeTcs KirtoueBas napa. [1pu
BO3BpaTe 3HAYCHMsI KIIFOYEBOM Maphl, 3HAYSHHUE 3aKPBITOTO KITF0Ya HE
BO3BPALIAETCSI, a IepeAaeTCS TONIBKO UM KIIOUEBOr0 KOHTEHHEpa, B KOTOPOM
3TOT KJIt0U XpaHuTcs. OTKPBITHIN KITI0Y BO3BPAILIACTCS, KaK €CTh, C 3aJaHHBIMU
napameTpaMu (CTPOKOBBEIMU KOHCTAHTaMH, a HE YHCIIOBBIMH, KaK B IPYTUX
AJITOPUTMAX)

Onucanue Kjaacca

® [IpousBomutcs kitoueBas napa coriacio 'OCT P 34.10-2012,
coxpaHseMas B KITFOUEBOM KOHTEHHepe.

@ (Omna npegHa3HaveHa sl oOOMeHa cecCHOHHBIMU Kirouamu 1 DI,

#® Peanusyer uarepdeiic AsymmetricCipherKeyPairGenerator

MeTtoasbl Kj1acca

@ public void init (KeyGenerationParameters param) — 3aaet HayaabHbIE

rapaMeTpsl reHepaTopa.

Hapamempuwi:

param — mapaMmeTp, Tie IepeaaeTcs UMs KOHTEeHepa, I KOTOporo Oyaer
TEHEPUPOBATHCS KIIFOYEBas Iapa.

@ public AsymmetricCipherKeyPair generateKeyPair() — reaepupyer
KITIOYEBYIO Mapy s ooMeHa ceccnoHHbIMU KitogaMu U DI mo TOCT
3410-2012 ¢ muHoit 256.

Bo3sepamaer AsymmetricCipherKeyPai r — conepkut crenepupoBaHHbIe
KITIOUH

GOSTv12512DHKeyPairGenerator

CooTBercTBYyeT I'eneparop kmoueit qs anropurma Diffie-Hellman cornacao 'OCT 3410-2012
512

Iaket com.digt.trusted.crypto.generators

Kiace GOSTv12512DHKeyPairGenerator

CoBMECTHMOCTD C
JCE

AHaJorusi UMEH METOZIOB U CTPYKTYPHI Kinacca. Tak Kak Bce mapaMeTpsl
3aganbl B KpunrolIpo CSP, To GOSTv12512DHKeyPairGenerator He umeet
anreOpanvecKnx mapaMeTpoB, BMECTO IapaMeTpa B Kiacc MepeaaeTcsl nMs
KJII0YEBOTI'0 KOHTEHHEPA, B KOTOPOM IreHepupyeTcs KitoueBas napa. [lpu
BO3BpaTe 3HaYCHMsI KJIIOUEBOM Maphl, 3HaAYEHNE 3aKPBITOTO KITf04Ya He
BO3BpAILlaeTCs, a IePeAaeTCs TONBKO UM KIF0UEBOro KOHTEHHEpa, B KOTOPOM
3TOT KJI04 XpaHUTCs. OTKPBITHIN KIII0Y BO3BPALIAETCs, KaK €CTh, C 3aJJaHHBIMU
napamMeTpamMu (CTPOKOBBIMU KOHCTAHTaMM, a HE YUCJIOBBIMHU, KaK B IPYTHX
AJITOPUTMAX)

Onucanue Kjiaacca

® JIpousBomurcs kmouesas napa corinacHo OCT P 34.10-2012,
coXpaHseMas B KIIOUEBOM KOHTEHHepe.

@ Omna npegHa3HaveHa il OOMEHa ceCCUOHHBIMU Kirouamu 1 DLII.

#® Peamusyer unrepdeiic AsymmetricCipherKeyPairGenerator

MeTtoabl Kj1acca

@ public void init (KeyGenerationParameters param) — 3amaet HadaabHbIE
mapaMeTpel TEHEpATOopa.
Iapamvempoi:
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param — mapaMmeTp, T/ie IepeaaeTcss uMs KOHTEeHepa, I KOTOporo Oyaer
TEHEPUPOBATHCS KIIFOYEBas Iapa.

@& public AsymmetricCipherKeyPair generateKeyPair() — reaepupyer
KITIOYEBYIO Mapy s ooMeHa ceccnoHHbIMU KimtogaMu 1 DI mo 'OCT
3410-2012 ¢ munoit 512.

BosBpamaer AsymmetricCipherKeyPai r — conepxuT creHepupoBaHHbIE
KITIOUH

GOSTECDHKeyPairGenerator

CooTBercTBYeT ['enepaTop kimtouei it anroputMa Diffie-Hellman cormacao I'OCT 3410-2001
IMaker com.digt.trusted.crypto.generators
Kiace GOSTECDHKeyPairGenerator

CoBMeECTHMOCTbD C
JCE

AHaJiorust UMEH METOZIOB U CTPYKTYPHI Kiacca. Tak Kak Bce mapaMeTpsl
3anansl B Kpunrollpo CSP, to GOSTECDHKeyPairGenerator He nmeeT
anreOpanvecKnx napamMeTpoB, BMECTO IapaMeTpa B Kiacc IMepeJaeTcs: nMs
KIIIOYEBOI'0 KOHTEHHEPa, B KOTOPOM reHepupyeTcs KitoueBas napa. [lpu
BO3BpaTe 3HaUCHMsI KJIIOUEBOM Maphl, 3HAYEHHNE 3aKPBITOTO KITf04Ya He
BO3BpaIlaeTcs, a MepeaaeTcs TONbKO UMS KITI0UEBOT0 KOHTEHHEpa, B KOTOPOM
9TOT KJII0Y XpaHUTcA. OTKPBITHIN KITI0Y BO3BpAIaeTcsl, Kak ecTbh, C 3aJaHHBIMHU
napaMeTpaMu (CTPOKOBBIMHM KOHCTAHTaMH, a HE YHCIOBBIMH, KaK B IPYTUX
aJTOPUTMAX)

Onucanue Kjiacca

® JIpomsBoaurcs kmouesas napa corinacHo 'OCT P 34.10-2001,
coxpaHsieMas B KIIIOYeBOM KOHTEHHepe.

® (Ona npegHa3HavyeHa aj1si oOOMeHa cecCHOHHBIMU Kitodamu 1 DLITT.

® Peanusyer narepdeiic AsymmetricCipherKeyPairGenerator

MeToasbl Kjacca

@ public void init (KeyGenerationParameters param) — 3ajaet HadaabHbIE
napaMeTpbl FeHepaTopa.
Hapamempuor:
param — mapaMerp, TJie TIepeaaeTcss UM KOHTeHepa, I KOTOpOro OyIer
TeHEPUPOBATHCS KIIIOYEBas mapa.

® public AsymmetricCipherKeyPair generateKeyPair() — reaepupyer
KITIOYEBYIO Mapy Juis ooMeHa ceccuoHHbiMU Kiatouamu u DI mo TOCT
3410-2001, oTKpBITHIH KIIFOY JUIMHON 512 OHT.
Bosspariaer AsymmetricCipherKeyPai r — cogepxut creHeprupoBaHHbIE
KITIOUH

GOST3410Signer

B cBsi3u ¢ TeM, uro cragaapt 'OCT P 34.10-94 ycrapern, qaHHBII KJTacC OCTaBJICH TOIBKO JISI
COBMECTHMOCTH C IIPEIBIIYIINMU BEPCHUSIMH.

CooTBercTBYET Onekrponnast nudposas noanuck [OCT 3410-94
IMaker com.digt.trusted.crypto.signers
Kaacc GOST3410Signer

CoBMeCTHMOCTD C
JCE

COBMECTUM

Onucanue Kjiaacca

® Jlomnucek cooOmenus u nposepka noanucu no OCT 3410-94.
® Pecanusyer unrepdeiic GOST3410.
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MeToanl Kjaacca

@ public void init (boolean forSigning, CipherParameters param) —
WHUIUATN3APYET KJIACC MOAMMCYHKA ISl TEeHEPAlUY TOATICH HIH
MIPOBEPKH TTOAIHCH.

Iapamempuo:

forSigning — ecnu «truey - TeHepalys MOAMUCH, B UHOM CIydae -
MpOBEpKA.

param — kJro4eBble TapaMeTphl TS MOAMUCH (3aKPBITHIN MU OTKPBITHIN
KITIOY).

® public byte[] generateSignature(byte[] message) — moamuceiBaeT

TIepeIaHHOe COOOIIIECHNE.

Hapamempuoi:

message — Xeln coOOIIeHHUs IS TTOATHCH.
BosBpariaer monnucanHoe cOOOIIEHHE.

@ public boolean verifySignature (byte[] message, byte[] sign) — nposepsier

WUCTUHHOCTH MOJIMMCAHHOTO COOOIIEHUSI.

Hapamempuwi:

message — xenr coo0IIeH s, KOTOpoe OBLIO OJITHCAHO.
Sign — 3HaYeHMe TOAITNUCH

IIpumepbI cM.
com.digt.trusted.jce.provider.test. GOST3410Test
com.digt.trusted.jce.provider.test.CertTest — npoBepka noanucu cepriudurarta
GOST3410v12256Signer
CooTBercTBYET Onexrponnas mudposas noamuch FOCT 3410-2012 (256)
MMaker com.digt.trusted.crypto.signers
Kiacc GOST3410v12256Signer

CoBMECTHMOCTD C
JCE

COBMCCTHM

Onucanue Kiaacca

@ [loamucek coobmenus u mposepka moamucy o 'OCT 3410-2012.
® Peamusyer uarepdeiic GOST3410.

MeToasnl Kj1acca

@& public void init (boolean forSigning, CipherParameters param) —
WHUNUAIU3UPYET KJIaCC MOANNCYUKA JId TCHECPpAlU MOAIIUCH U
MIPOBEPKU MOAIHUCH.

Hapamempuwi:

forSigning — eciu «truey - reHeparys MOANKCH, B HHOM CIIydae -
MpOBEpKa.

param — Kiro4YeBbIe TapaMeTPhI IS TOMMUCH (3aKPBITHIH HITU OTKPBITHIH
KITIOY).

@& public byte[] generateSignature(byte[] message) — moamnuceiBaeT

nepeiaHHOe COOOIIEHNE.

Hapamempuwi:

message — xemr coOOIIeH s JIs TIOAINCH.
BosBpariaer moanicanHoe cOOOIICHHE.

@ public boolean verifySignature (byte[] message, byte[] sign) — mposepsier

HUCTUHHOCTD MOITMCAHHOTO COOOIICHUSI.

Hapamempuwi:

message — Xell coo0IeHHUs, KOTOpOe ObLIO OITUCAHO.
sign — 3HaueHMe TOAIUCH

IIpumepsbl

CM.
com.digt.trusted.jce.provider.test. GOST3410v12Test
com.digt.trusted.jce.provider.test.CertTest — mpoBepka moamucu ceprudurara
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GOST3410v12512Signer

Co0TBETCTBYET Dnexrponnas mudposas noamuck OCT 3410-2012 (512)
IMaker com.digt.trusted.crypto.signers
Kaacc GOST3410v12512Signer

CoBMECTHMOCTD C
JCE

COBMCCTHM

Onucanue Kjiaacca

® [loamucek coobmieHus u nposepka noamucu mo F'OCT 3410-2012.
® Peamusyer untepdetic GOST3410.

MeToasnl Kj1acca

@ public void init (boolean forSigning, CipherParameters param) —
WHUNUAIU3UPYET KJIACC MOANINCYUKA JId TCHECPAlUu MOAIINCH NI
MPOBEPKU MOJIMCH.

Hapamempuwi:

forSigning — eciu «true» - reHeparys MOAMKCH, B HHOM CITIydae -
MIPOBEPKA.

param — KIIFOYEBBIC MapaMETPhI JJI1 TOANNCHU (SaKpLITLIﬁ 501058 OTKpLITLIﬁ
KITIOY).

& public byte[] generateSignature(byte[] message) — moanuckiBaeT

nepeaaHHoc COO6H.[6HI/IC.

Hapamempuwi:

message — xemr cooOIIeH s ISl TIOAIUCH.
BosBparaer noanucanHoe cooOIIeHHeE.

@ public boolean verifySignature (byte[] message, byte[] sign) — mposepsiet

WCTUHHOCTEH HOAIMMCAHHOIO COOOIIEHUS.

Iapamvempuo:

message — XCII C006II_I6HI/I$I, KOTOpoeC OBLIO IIoAIIMCaHO.
sign — 3HA4YCHUC MMOAIINCHU

IIpumepbl

CM.
com.digt.trusted.jce.provider.test. GOST3410v12Test
com.digt.trusted.jce.provider.test.CertTest — mpoBepka moamnucu ceprudurara

GOST3410KeyParameters

CooTBeTcTBYET Kirouessie nmapamerpsl juig anroputmoB 'OCT 3410
Iaker com.digt.trusted.crypto.params
Kaace GOST3410KeyParameters

CoBMECTHMOCTD C
JCE

AmnamoruyeH APpyrum HOI[06HI>IM Ki1accaM

Onucanue Kjaacca

Cy>XKUT KOHTeHHepoM ISl KITro4eBbIX mapamerpoB u3 Kpuntollpo CSP.
O6mmit kmace B kimaccax GOST3410, GOST3410EL, GOSTDH.
Pacmmpsiet kimacc AsymmetricKeyParameter

MeToasbl KJIacca

protected GOST3410KeyParameters(boolean isPrivate,
GOST3410Parameters params) —

CTaHZ[apTHHﬁ KOHCTPYKTOP, CO34aCT KJIaCC C MapaMCTpaMu.
llapamempeol:

isPrivate — ycranaBiuBaet (piar TUIa napaMeTpoB KI4a.

params — KJIro4€eBbI€e ITapaMeTPEI.

@ public GOST3410Parameters getParameters() — Bo3Bpariaer mapamMeTpsi
KJj1acca.
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@ public boolean equals(Object obj) — cpapamBaer 2 06BexTa
GOST3410KeyParameters

IIpumepnbl

CM.
com.digt.trusted.crypto.params.GOST3410PublicKeyParameters
com.digt.trusted.crypto.signers.GOST3410Signer
com.digt.trusted.crypto.signers. GOST3410ELSigner u np.

GOST3410KeyGenParameterSpec

CooTBercTBYET [Tapamerp npu rerepanuu kiroueBslx nap I'OCT 3410
IMaker com.digt.trusted.crypto.params
Kuaacc GOST3410KeyGenParameterSpec

CoBMeCTHMOCTD C
JCE

be3 cyniecTBeHHBIX OTIUYUNA

Onucanue Kjiaacca

L XpaHI/IT UM KIIOYEBOI'O KOHTeﬁHepa, B KOTOPOM XPaHHUTCA KIIHOUCBAsA
rnapa.
@ Peammusyer untepdeiic AlgorithmParameterSpec

MeToasbl Kjacca

public GOST3410KeyGenParameterSpec(String container) — cranaapTHbI#H
KOHCTPYKTOD

Hapamempo:

container — uMst KOHTEHepa, B KOTOPOM HAXOHUTCS KIFOUeBas mapa.
public String getContainer() — Bo3Bpaliiaer uMsi KOHTeHHEPa

IIpumepbl

CM.
com.digt.trusted.jce.provider.test. GOST3410Test
com.digt.trusted.jce.provider.test GOST3410EL Test

GOST3410PrivateKeyParameters

B cBsi3u ¢ tem, uto ctangapt ['OCT P 34.10-94 ycrapen, naHHbIN KJIacC OCTaBJIEH TOIBKO IS
COBMECTUMOCTH C IPEJIBIIYIIMMU BEPCUSIMH.

CooTtBeTcTBYET 3axperteril kinrou ¢ mapamerpamu ['OCT 3410-94
IMaker com.digt.trusted.crypto.params
Kaacc GOST3410PrivateKeyParameters

CoBMECTHMOCTD C
JCE

be3 cyniecTBeHHBIX OTINYUNA

Onucanue Kjiaacca

® XpaHUT 3aKPBITHIN KJIIOY (MMsI KOHTEHHEpa, B KOTOPOM XPaHUTCS
KJIFOUeBas 1apa) ¢ AOMOJHUTEIbHBIMH TapaMeTpaMHu.
® Pacmmpser knacc GOST3410KeyParameters

MeToasnl Kjaacca

#& public GOST3410PrivateKeyParameters(String X, GOST3410Parameters
params) — cTaHAapTHBII KOHCTPYKTOP.
Hapamempuwi:
X — IMsI KOHTeWHepa, B KOTOPOM HaXOJUTCS KITIoUeBas mapa.
params — mapamMeTpsl K KITIOUy.

@ public String getX() — Bo3Bparaer 3akpeIThIi KIr0Y (MMsI KOHTEHHEpa, B
KOTOPOM OH JIEXKHUT).

@& public boolean equals(Object obj) — cpasauBaet 2 06BekTa
GOST3410PrivateKeyParameters

IIpumepsbl

CM.
com.digt.trusted.crypto.generators. GOST3410KeyPairGenerator
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com.digt.trusted.crypto.signers.GOST3410Signer
com.digt.trusted.jce.provider JDKGOST3410PrivateKey u mp.

GOST3410ELPrivateKeyParameters

CooTBeTcTBYET 3akpoiThiil K04 ¢ mapamerpamu [OCT 3410-2001
IMaker com.digt.trusted.crypto.params
Kaace GOST3410ELPrivateKeyParameters

CoBMECTHMOCTD C
JCE

be3 cyiecTBeHHBIX OTIHYUN

Onucanue Kjaacca

@ XpaHUT 3aKPBITHIN KITI0Y (MM KOHTEHHEpa, B KOTOPOM XPaHHUTCS
KJIFOu€Basi 1apa) ¢ AOMOJIHUTEIbHBIMH TapaMeTpaMHu.
® Pacmupser knacc GOST3410KeyParameters

MeToasbl KJIacca

® public GOST3410ELPrivateKeyParameters(String X,
GOST3410Parameters params) — craHIapTHBIA KOHCTPYKTOP.
Illapamempeor:

X — UMsI KOHTelHEPa, B KOTOPOM HaXOIUTCS KITIoUeBas mapa.
params — mapaMeTpsbl K KIIouy.

@ public String getX () — Bo3Bpamaer 3aKpoITHIH KiTF04 (MMsI KOHTEHHEPA, B
KOTOPOM OH XPaHHTCS).

@ public boolean equals(Object obj) — cpapanBaer 2 06BeKTa
GOST3410ELPrivateKeyParameters

ITpumepsl

CM.

com.digt.trusted.crypto.generators. GOST3410ELKeyPairGenerator
com.digt.trusted.crypto.signers. GOST3410ELSigner
com.digt.trusted.jce.provider. JDKGOST3410ELPrivateKey u mp.

GOST3410ELPublicKeyParameters

CooTBeTcTBYET OtkpeiThid Kimou ¢ napamerpamu TOCT 3410-2001
Iaket com.digt.trusted.crypto.params
Kaace GOST3410ELPublicKeyParameters

CoBMECTHMOCTD C
JCE

bes cyiecTBeHHBIX OTIHYUN

Onucanue Kjaacca

& XPaHUT OTKPBITHIA KJIHOY C JOMOIHUTEIBHBIMU NTAPAMETPAMH.
@ Pacmupser knacc GOST3410KeyParameters

MeToasbl KJIacca

@ public GOST3410ELPublickeyParameters (byte[] y, GOST 3410
Parameters params) — KOHCTPYKTOP CO37a€T OTKPBITHIN KITIOY C
napamMeTpaMH.

[lapamertpsbl.
Y — OTKPBITHIH KITI0Y B BUE OIOKa OaidT.
params — mapaMeTpsl OTKPBITOTO KITFOYa.
@ public byte[] getY() — Bo3Bpamaer OTKpbITHIiA KiTt04 (O€3 MapaMeTpoB)

IIpumepbl

CM.

com.digt.trusted.crypto.generators. GOST3410ELKeyPairGenerator
com.digt.trusted.crypto.signers.GOST3410v12256Signer
com.digt.trusted.jce.provider JDKGOST3410v12256PublicKey u ap.

uspponsc
E

1 Lludpposbie TexHo10rNMN ® 2018

PykoBoacTBO pa3pa6oruuka Trusted Java 2.0




GOST3410v12256PrivateKeyParameters

Co0TBETCTBYET 3akpeITEIi K049 ¢ mapamerpamu T'OCT 3410-2012 (256)
IMaker com.digt.trusted.crypto.params
Kaace GOST3410v12256PrivateKeyParameters

CoBMECTHMOCTD C
JCE

be3 cyniecTBeHHBIX OTIMYUM

Onucanue Kjiaacca

® XpaHUT 3aKPBITHII KII0Y (MM KOHTEHHEpa, B KOTOPOM XPaHHUTCS KITFOUEBast

napa) ¢ JIONOJHUTEIBHBIMU ITapaMETPAMHU.
@ Pacmmpser knacc GOST3410KeyParameters

MeToasbl Kj1acca

@ public GOST3410v12256PrivateKeyParameters(String X,
GOST3410Parameters params) — craHIapTHBIA KOHCTPYKTOP.
Hapamempuoi:

X — M3l KOHTEIHEPa, B KOTOPOM HaXOJUTCS KIKYeBas rapa.
params — mapamMeTpbl K KIIIOUY.

@ public String getX () — Bo3Bpartaet 3aKpbIThIi Kit04 (MMsI KOHTEHHEPa, B

KOTOPOM OH XPaHHTCS).
& public boolean equals(Object obj) — cpaBauBaeT 2 06BbeKTa
GOST3410v12256PrivateKeyParameters

IIpumepnl

CM.

com.digt.trusted.crypto.generators. GOST3410v12256KeyPairGenerator
com.digt.trusted.crypto.signers.GOST3410v12256Signer
com.digt.trusted.jce.provider JDKGOST3410v12256PrivateKey u ap.

GOST3410v12256PublicKeyParameters

Co0TBETCTBYET OtkperTeiit kim0 ¢ mapamerpamu 'OCT 3410-2012 (256)
IMaker com.digt.trusted.crypto.params
Kiacce GOST3410v12256PublicKeyParameters

CoBMECTHMOCTD C
JCE

be3 cymecTBeHHBIX OTIMYHM

Omnucanue Kjaacca

® XPaHUT OTKPBITHIA KIHOY C JOIMOIHUTEIBHBIMA TAPAMETPAMH.
@ Pacmupsier kmacc GOST3410KeyParameters

MeToasbl Kj1acca

& public GOST3410v12256PublicKeyParameters (byte[] y, GOST 3410
Parameters params) — KOHCTPYKTOP CO3/1a€T OTKPBITBIN KITFOY C
napaMeTpamu.
llapameTpsbl:

Y — OTKPBITHINA KITIOY B BHJIE OJI0Ka OaiT.
params — mapaMeTpsl OTKPBITOTO KIIFOYA.
@& public byte[] getY() — Bo3Bpariaet OTKpBITHIN KiTFOY (63 MapaMeTpoB)

IIpumepsbl

CM.

com.digt.trusted.crypto.generators. GOST3410v12256KeyPairGenerator
com.digt.trusted.crypto.signers.GOST3410v12256Signer
com.digt.trusted.jce.provider JDKGOST3410v12256PublicKey u ap.
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GOST3410v12512PrivateKeyParameters

Co0TBETCTBYET 3akpeITEIi K049 ¢ mapamerpamu T'OCT 3410-2012 (512)
IMaker com.digt.trusted.crypto.params
Kaace GOST3410v12512PrivateKeyParameters

CoBMECTHMOCTD C
JCE

be3 cyniecTBeHHBIX OTIMYUM

Onucanue Kjiaacca

® XpaHUT 3aKPBITHII KII0Y (MM KOHTEHHEpa, B KOTOPOM XPaHHUTCS KITFOUEBast

napa) ¢ IONOJHUTEIHBIMU TapaMeTPaMHU.
@ Pacmmpser knacc GOST3410KeyParameters

MeToasbl Kj1acca

@ public GOST3410v12512PrivateKeyParameters(String X,
GOST3410Parameters params) — craHIapTHBIA KOHCTPYKTOP.
Hapamempuoi:

X — M3l KOHTEIHEPA, B KOTOPOM HaXOIUTCS KIHYEBas mapa.
params — mapamMeTpbl K KIIIOUY.

@ public String getX () — Bo3Bpartaet 3aKpbIThIi Kit04 (MMsI KOHTEHHEPa, B

KOTOPOM OH XPaHHTCS).
& public boolean equals(Object obj) — cpaBauBaeT 2 06beKTa
GOST3410v12512PrivateKeyParameters

IIpumepnl

CM.

com.digt.trusted.crypto.generators. GOST3410v12512KeyPairGenerator
com.digt.trusted.crypto.signers.GOST3410v12512Signer
com.digt.trusted.jce.provider JDKGOST3410v12512PrivateKey u ap.

GOST3410v12512PublicKeyParameters

Co0TBETCTBYET OtkperTeiit kim0 ¢ mapamerpamu 'OCT 3410-2012 (512)
IMaker com.digt.trusted.crypto.params
Kiacce GOST3410v12512PublicKeyParameters

CoBMECTHMOCTD C
JCE

be3 cymecTBeHHBIX OTIMYHM

Omnucanue Kjaacca

® XPaHUT OTKPBITHIA KIHOY C JOIMOIHUTEIBHBIMA TAPAMETPAMH.
@ Pacrmmupser kimacc GOST3410KeyParameters

MeToasbl Kj1acca

& public GOST3410v12512PublicKeyParameters (byte[] y, GOST 3410
Parameters params) — KOHCTPYKTOP CO3/1a€T OTKPBITBIN KITFOY C
napaMeTpamu.
llapamerpsbl.:

Y — OTKPBITHINA KITIOY B BHJIE OJI0Ka OaiT.
params — mapaMeTpsl OTKPBITOTO KIIFOYA.
@& public byte[] getY() — Bo3Bpariaet OTKpBITHIN KiTFOY (63 MapaMeTpoB)

IIpumepsbl

CM.

com.digt.trusted.crypto.generators. GOST3410v12512KeyPairGenerator
com.digt.trusted.crypto.signers.GOST3410v12512Signer
com.digt.trusted.jce.provider JDKGOST3410v12512PublicKey u ap.
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usppoosic

GOST3410Parameter

B cBs3u ¢ tem, uto ctangapt ['OCT P 34.10-94 ycrapen, qaHHBIN KJIacC OCTAaBJIEH TOJIBKO IS
COBMECTUMOCTH C MPEJbLAYIIUMH BEPCUSIMHU.

CooTBercTBYET [Tapamerpsl oTkpeiToro Kimoua B asnl mo T'OCT3410-94
Iaket com.digt.trusted.asn1.x509
Kiace GOST3410Parameter

CoBMeECTHMOCTD C
JCE

be3 cymecTBeHHBIX OTINYMI

Onucanue Kjaacca

® CroyXuT A7 XpaHeHHUs apaMeTPOB OTKPBITOrO Kitoya BHja asn 1,
nepenaercs B SubjectPublicKeylnfo B knacce GOST3410Parameter
#® Peammsyer nnrepdeiic DEREncodable

MeToanl Kjaacca

@ public static GOST3410Parameter getinstance(ASN1TaggedObject obj,
boolean explicit) — no comments.

@ public static GOST3410Parameter getlnstance(Object obj) — no comments.

public GOST3410Parameter(String pl, String p2) — KOHCTPYKTOP € ABYyMs

napamMeTpamMu Ha BXOZEC.

public GOST3410Parameter(ASN1Sequence seq) — no comments.

public String getP1() — Bo3BparaeT mepsoIii mapamerp.

public String getP2() — Bo3BparmaeT BTOpoii apamerp.

public DERObject getDERObject() — Bo3Bpaimaer 06bEKT MapaMeTPOB B

DERObject

IIpumeps1

CM.
com.digt.trusted.jce.provider. JDKGOST3410PublicKey

GOST3410v12256Parameter

CooTBercTBYET ITapamerpsl oTkpsiToro kimova B asnl mo 'OCT3410-2012
IMaker com.digt.trusted.asn1.x509
Kiace GOST3410v12256Parameter

CoBMeCTHMOCTD C

JCE

be3 cyniecTBeHHBIX OTIUYUNA

Onucanue Kiaacca

® CIiIy’XUT /U XpaHeHHUs TapaMeTPoB OTKPBITOrO KITF0Ya BH/a asn 1,
nepenaercs B SubjectPublicKeyInfo B kmacce GOST3410Parameter
® Peamusyer narepdeiic DEREncodable

MeToanl Kjaacca

@ public static GOST3410v12256Parameter getinstance(ASN1TaggedObject
obj, boolean explicit) — no comments.

@ public static GOST3410v12256Parameter getlinstance(Object obj) — no

comments.

public GOST3410v12256Parameter(String p1, String p2) — KoHCTpyKTOp €

ABYMs ITapaMEeTpaMu Ha BXOZC.

public GOST3410v12256Parameter(ASN1Sequence seq) — no comments.

public String getP1() — Bo3BpamiaeT nepBbiii mapamerp.

public String getP2() — Bo3BparaeT BTopoii apamerp.

public DERObject getDERObject() — Bo3epaiaer 06beKT mapaMeTpPOB B

DERObject

ITpumepsbI

CM.
com.digt.trusted.jce.provider. JDKGOST3410v12256PublicKey
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usppoosic

GOST3410v12512Parameter

CooTBeTcTBYET ITapamerpsl oTkpeiToro kiro4a B asnl mo 'OCT3410-2012
IMaker com.digt.trusted.asn1.x509
Kaace GOST3410v12512Parameter

CoBMECTHMOCTD C
JCE

be3 cymecTBeHHBIX OTIIMYMA

Onucanue Kjaacca

@ CiyXdT 1 XpaHeHHs TapaMeTpOB OTKPBITOrO Kito4ya Bujaa asnl,
nepenaercs B SubjectPublicKeylnfo B kimacce GOST3410Parameter
@ Peamusyer untepdeiic DEREncodable

MeTtoapl Kj1acca

@ public static GOST3410v12512Parameter getinstance(ASN1TaggedObject
obj, boolean explicit) — no comments.

@ public static GOST3410v12512Parameter getinstance(Object obj) — no
comments.

@ public GOST3410v12512Parameter(String pl, String p2) — KOHCTPYKTOP C
JIByMsI TIapaMeTpaMu Ha BXOJE.
® public GOST3410v12512Parameter(ASN1Sequence seq) — no comments.
@& public String getP1() — Bo3Bpaiaet neprwIii Mapamerp.
@ public String getP2() — Bo3Bpaiaet BTOpOit mapamerp.
@ public DERObject getDERODbject() — Bo3Bpamiaer 00beKT mapamMeTpoB B
DERObject
IIpumepsbl CM.
com.digt.trusted.jce.provider JDKGOST3410v12512PublicKey
GOSTDHAgreement
CooTBercTBYET Ochoga s anroputMa Diffie-Hellman
Iaker com.digt.trusted.crypto.agreement
Kaace GOSTDHAgreement

CoBMECTHMOCTD C
JCE

[IpucyTcTBYIOT Te K€ METOBI, YTO U B Kilaccax TOH xe rpymisl (Agreement).
JlobaBieHbI HOBbIE METO/IBI ¢ HOBBIMHU (pyHKIIMOHaIaMu. Kiace He BEuucser
OOIIMH 3aKPBITHIH KITIOY, B HEM MTPOUCXOJIUT IKCIIOPT (MMIIOPT) CECCUHOHHOTO
KJTI04a M poBaHHOTO Ha 0011eM Kiltoue oOMeHa

Onucanue Kjiaacca

@ B xracce coxpaHseTcs COOCTBEHHBIN 3aKpBITHINA KITt0Y (init)

@ [lomemaercs OTKPHITHIN KITFOY oTripaBuTens (calculate Agreement)

® DKCIOpPTHpPYeTCsS CECCHOHHBIN Kiro4 (exportSessionKey)

® JIMnopTupyerTcsi cecCHOHHBIHN Koy (importSessionKey)
[MoapoOHOCTH HUKE B OMHMCAaHUH METOJ0B

MeToanl Kjaacca

@ public void init (CipherParameters param) — coxpassieTcs B Kiracce
COOCTBEHHBIN 3aKPBITBINA KITFOU, TIEpEeIaHHbIN B KJ1acce apaMeTpoB (MM
KITIOYEBOTI'0 KOHTEHHEPa).

& public void init (Key key) — coxpaHsieTcsi 3aKpbITHIil KJIFOU, IEpEJaHHBIN B
kJacce privatekey.

@& public Biginteger calculateAgreement(GOST3410PublicKeyParameters
pub) — coxpansier. Bosspamaer Bceraa null. (Biglnteger — B 1iemsix
COBMECTHUMOCTH).

@ public CipherParameters getPrivateKeyParameters() — Bo3sparaer
napaMeTpbl 3aKPLITOrO KJIKHOYa. (DyHKLII/ISI HCAaKTYyaJIbHA, OCTaBJICHA B LICIIAX
COBMECTUMOCTH.

® public GOST3410PublicKeyParameters getPublicKeyParameters() —
BO3BpaliacTt OTKpI;ITLIfI KJIIOY C IMapaMEeTpaMu.
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public String getContainer() — Bo3Bparaer nMst KOHTEHHEpA.

public byte[] exportSessionKey(GOSTSessionKey gsk) — skcroptupyer
CECCHOHHBIN KITIOY.

Iapamempuo:

gSk — cTpyKTypa CEeCCHOHHOI'O KJIF04Ya Ha SKCIIOPT

Bo3BpamaeT 0JI0K JaHHBIX, TOTOBLIX K IEPCAa4YC Ha CTOPOHY MO YUATECIIA.
public GOSTSessionKey importSessionKey(byte[] impkey) —
HMMIIOPTUPYET CECCUOHHBINA KIIFOU.

llapamerpsbl:

impKkey — pHHSTHINH GJIOK CECCHOHHOTO KITF0Ya.

BOSBpElH.IaCT CTPYKTYPY BOCCTAHOBJICHHOT'O CCCCHOHHOI'O KJIrFO4a

GOSTSessionKey

CooTBercTBYET

Ceccuonnbiii karou 'OCT 28147

IMaker

com.digt.trusted.crypto.GOST SessionKey

Kuace

GOSTSessionKey

CoBMeCTHMOCTD C
JCE

no comments

Onucanue Kiacca ® Kuacc co3man i XpaHeHMsl, TEHEPAIUU U Mepelaui CECCHOHHOI0 KIToYa
(c mapamerpamu).
® Peanusyer untepdetic SecretKey
MerToanb! Kiacca @ public GOSTSessionKey() — mycToit KOHCTPYKTOP.

@ public GOSTSessionKey (byte[] EncodedObject) — xoucTpykTop,
co3maromuit u3 mpumreanero oixoka EncodedObject momHOIEHHBIH KI1acc
(MMIIOpTHpYET OJIOK B CTPYKTYPY MOJEH Kilacca).

@ public byte[] getEncoded() — koaupyer most Kjacca ¢ BO3MOKHOCTBIO
JanbHEHIIero SKCIopTa Kiacca.

@& public void genKey (String containerName) — reaepupyeT ceCCHOHHBIH
KJTEOY, IU(PPyEeMbIN KITFOUOM O0MEHa.

@ public void setkeyBlob (byte[] keyBlob) — ycranasmusaer 610K,
conepkarmuii muGPOBAHHBIA CECCHOHHBIN KITIOY.

@ public void setKP_IV (byte[] KP_IV) — ycranaBimBaer HadabHBINA BEKTOP
WHUIAATN3AIAH.

@& public void setKP_PADDING (byte[] KP_PADDING) — ycranaBiauBaeT
YMaTYHUBACMBII PEKHUM 3aTIOHCHHSL.

@ public void setKP_MODE (byte[] KP_MODE) — ycranapnuBaer
YMaJTYMBACMBbIi PEXKUM ITUPPOBAHUSI.

@ public void sethProv (int hProv) — ycranaBiuBaeT XxeH1 mpoBaiiiepa.

@ public void sethKey(int hKey) — ycranasianBaeT XeH T KiTro4a.

@ public byte[] getkeyBlob() — Bossparmaer 6110k, comep Kanmii
M POBAHHBIN CECCHOHHBIN KITIOY.

@ public byte[] getKP_IV() — Bo3Bpariaet HayanbHbIi BEKTOP
HMHUIHATH3AIH.

®& public byte[] getKP_PADDING() — Bo3Bpamaer yMar4uBaeMblid peiKHM
3aTI0JTHEHUSL.

& public byte[] getKP_MODE() — Bo3Bpamiaer yMarduBaeMblil pEKUM
mrudpoBaHMS.

@ public int gethProv() — Bo3eparmaer xeH1 mpoBaiinepa.

@ public int gethKey() — Bo3Bpaimaer XeH 1 Kiro4a.

@ public String getAlgorithm() — no comments.
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@ public String getFormat() — no comments.
@ public void destroy() — cm. «HekoTopble 00IIHMe METOIBD)

IIpumepnbl cM.
com.digt.trusted.crypto.agreement. GOSTDHAgreement
GOST3410PrivateKey
CooTBeTCTBYET OO0mmit maTEepdEiic ms 3aKkphITEIX Kaoueit kmaccoB GOST3410
Maker com.digt.trusted.jce.interfaces
Kaace GOST3410PrivateKey

CoBMeECTHUMOCTD C
JCE

no comments

Onucanue Kiaacca

Pacmmmpsier untepdetic PrivateKey

MeTtoapl Kj1acca

public String getX () — Bo3BpalaeT cChUIKY Ha 3aKPBITHIN KITHOY

GOST3410PublicKey
CooTtBercTBYET O6muit maTepderic a1 oTKPBITHIX Kirouer kiaaccoB GOST3410
IMaker com.digt.trusted.jce.interfaces
Kaacc GOST3410PublicKey

CoBMECTHMOCTD C
JCE

no comments

Onucanue Kiaacca

Pacmmmpsier unaTepderice GOST3410K ey, PublicKey

MeToasbl Kj1acca

public byte[] getY() — Bo3BpaIaeT OTKPBITHIN KIIIOY

JDKGOST3410PrivateKey

B cBs3u ¢ teM, uro cranaapt I'OCT P 34.10-94 ycrapen, gaHHBIN KJ1acc OCTaBIIEH TOIBKO VIS
COBMECTHMOCTH C IPEJIbLIYIIMMU BEPCUSIMH.

CooTBercTBYET 3axperteril kmod o I'OCT 3410-94 va ypoBHE KpHnTOnpoBaiaepa
IMaker com.digt.trusted.jce.provider
Kaace JDKGOST3410PrivateKey

CoBMECTHMOCTD C
JCE

bes cymiecTBeHHBIX OTIHYMI

Onucanue KJjacca

® XpaHUT B KJIaCCE 3aKPbITHIM KII0Y, HCIIOJIBb3YETCS BO B3aUMOJCHCTBUH C
KpUIITONPOBANIEPOM.
@ Peamusyer untepdeiic GOST3410PrivateKey

MeToasnl Kj1acca

& public IDKGOST3410PrivateKey(GOST3410PrivateKey key) —
MHKAICyIupyeT 3akpbIThiid Kintod tiuna GOST3410PrivateKey B 00bexT.

@ public IDKGOST3410PrivateKey(GOST3410PrivateKeySpec key) —
MHKAICYIUpyeT 3akpbIThiid Kintod tiia GOST3410PrivateKeySpec B 00bekT.

@ public IDKGOST3410PrivateKey(GOST3410PrivateKeyParameters key) —
MHKAICYIUpyeT 3akpbIThiii Kimtod tuna GOST3410PrivateKeyParameters B
0OBEKT.

@ public String getAlgorithm() — Bo3Bpamaer aaropuT.
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@ public String getFormat() — Bo3Bparaer T XpaHEeHHs U ITEpPEAaYM KI0Ua.
@ public String getX() — Bo3BpaImaeT 3aKpBITHIIA KITFOY.
@ public byte[] getEncoded() — BosBpamaer Bcerma null

IIpumepbl

CM.

com.digt.trusted.jce.provider.JDKGOST3410Signer
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOST3410
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOSTDH

JDKGOST3410ELPrivateKey

CooTBercTBYET 3axperteril ko4 1o I'OCT 3410-2001 Ha ypoBHE KpunTOIpoBanepa
IMaker com.digt.trusted.jce.provider
Kaace JDKGOST3410EL PrivateKey

CoBMECTHMOCTD C
JCE

be3 cymecTBeHHBIX OTINYNNA

Onucanue Kjaacca

® XpaHUT B KJIACCE 3aKPbIThII KI0Y, HCIIOJIb3YETCS BO B3aUMOJCHCTBUH C
KpUIITONPOBANIEPOM.
@ Peamusyer untepdeiic GOST3410PrivateKey

MeToasbl Kj1acca

@ public IDKGOST3410ELPrivateKey(GOST3410PrivateKey key) —
MHKAINCynmupyet 3akpbIThiid Kimtod tuna GOST3410 PrivateKey B 00bekT.

@ public IDKGOST3410ELPrivateKey(GOST3410PrivateKeySpec key) —
HHKAICYIUpyeT 3aKpbIThii kiaou trma GOST3410PrivateKeySpec B 00BeKT.

@ public IDKGOST3410ELPrivateKey(GOST3410ELPrivateKeyParameters

key) — HHKAICyTUpyeT 3aKPhIThINA KIIIOY THITA

GOST3410ELPrivateKeyParameters B 00beKT.

public String getAlgorithm() — Bo3Bparaer anropurm.

public String getFormat() — Bo3Bpaiaer THIT XpaHEHHS U TIepeaadH KIIroua.

public String getX () — Bo3BpaImaeT 3aKpBITHIA KITFOY.

public byte[] getEncoded() — Bo3Bpamaer Bceraa null

Ipumeps1

CM.

com.digt.trusted.jce.provider. JDKGOST3410ELSigner
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOST3410EL
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOSTDH

JDKGOST3410ELPublicKey

CooTBercTBYET OtkperTeiit ki1rod o 'OCT 3410-2001 Ha ypoBHE KpUNITONIpOBaiiiepa
Iaker com.digt.trusted.jce.provider
Kuace JDKGOST3410ELPublicKey

CoBMECTHMOCTD C
JCE

bes cymiecTBeHHBIX OTIUYMI

Onucanue Kjaacca

® XpaHUT B KJIacCe OTKPBITHIN KIIIOY C TapaMeTpaMHu, HCIOIb3yeTcs BO
B3aUMOJICHCTBUU C KPUIITOIIPOBANHIEPOM.
@ Peammsyet uarepdeiic GOST3410PublicKey

MeTtoasbl Kj1acca

@ public IDKGOST3410ELPublicKey(GOST3410PublicKey key) —
MHKAIncynupyet oTkpbIThiid Kimtod tuna GOST3410PublicKey B 00bexT.
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® public IDKGOST3410ELPublicKey(GOST3410PublicKeySpec spec) —
HHKAICYIUPYyeT OTKPhITHIH Kirfou Trira GOST3410PublicKeySpec B 00BeKT.

® public IDKGOST3410ELPublicKey(GOST3410ELPublicKeyParameters

params) — HHKaICyJIMpyeT OTKpbIThIi Koy Tuma GOST 3410

ELPublicKeyParameters B 00bexT.

public IDKGOST3410ELPublicKey(SubjectPublicKeylnfo info) —

MHKAICYJIMPYyeT OTKPbITHIN Kintod Trna SubjectPublicKeylInfo B 00bexr.

public String getAlgorithm() — Bo3Bparaer aaropuT.

public String getFormat() — Bo3Bpaiaer THIT XpaHEHHS U TIepeaadH KIIroya.

public byte[] getY() — Bo3BpamiaeT OTKPHITHIHA KITFO.

public byte[] getEncoded() — nexomupyer 00beKT B 610K OA¥T.

public GOST3410ParameterSpec getParams() — Bo3BpaIaer napameTps

KJTFOYa.

public String toString() — no comments

IIpumepsl

CM.

com.digt.trusted.jce.provider. JDKGOST3410ELSigner
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOST3410EL
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOSTDH

JDKGOST3410v12256PrivateKey

CooTBercTBYeT 3akpoiThiil kiod o 'OCT 3410-2012 (256) Ha ypoBHE KpUNITONpOBaiepa
IMaker com.digt.trusted.jce.provider

Kiacc JDKGOST3410v12256PrivateKey

Cosmecrimocts bes cymecTBeHHBIX OTINYUI

¢ JCE

Onucanue ® XpaHUT B KJIACCE 3aKPBITHII KIIIOU, UCIIOIB3YETCS BO B3aUMOJICHCTBHHU C
KJjacca KpUIITOIPOBAAEPOM.

& Peamuzyer unrepgeiic GOST3410PrivateKey

MeToasbl KJIacca

@ public IDKGOST3410v12256PrivateKey(GOST3410PrivateKey key) —
UHKaTCyaupyeT 3akpbiThiid kiarou Tuna GOST3410PrivateKey B 00beKT.

@ public IDKGOST3410v12256PrivateKey(GOST3410PrivateKeySpec key) —
MHKAICynupyeT 3akpbIThiid ko4 tuna GOST3410PrivateKeySpec B 00bekT.

@ public

JDKGOST3410v12256PrivateKey(GOST3410v12256PrivateKeyParameters

key) — HHKAINCyIMpyeT 3aKPhITHIHA KITIOY THIIA

GOST3410v12256PrivateKeyParameters B 00bexT.

public String getAlgorithm() — Bo3Bpariaer anropurm.

public String getFormat() — Bo3Bpaimaer TUI XpaHEHHs U TIepeaadn KIoJa.

public String getX () — Bo3BpaIaeT 3aKpbITHIH KITFOY.

public byte[] getEncoded()

IIpumepsbi

CM.

com.digt.trusted.jce.provider. JDKGOST3410v12256Signer
com.digt.trusted.jce.provider.JDKKeyPairGenerator.GOST3410v12256
com.digt.trusted.jce.provider. JDKKeyPairGenerator. GOSTv12256DH
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JDKGOST3410v12256PublicKey

CooTBeTCTBYET Otkpeiteiit ko4 o 'OCT 3410-2012 (256) Ha ypoBHE KpUTITOITPOBakIepa
IMaker com.digt.trusted.jce.provider
Kuaace JDKGOST3410v12256PublicKey

CoBMECTHMOCTD C
JCE

be3 cymiecTBeHHBIX OTINYUNA

Onucanue Kjaacca

® XpaHUT B KJ1ACCE OTKPBITHIM KIIFOY € IapaMETPaMU, UCIOJIb3YETCS BO
B3aUMO/ICHCTBUU C KPUIITOIIPOBANIEPOM.
® Peamuzyer unatepdeiic GOST3410PublicKey

MeToanl Kjaacca

@ public IDKGOST3410v12256PublicKey(GOST3410PublicKey key) —
HHKAICYJIUpyeT OTKpbIThIHA Kimtod Tina GOST3410PublicKey B 00bexT.

® public IDKGOST3410v12256PublicKey(GOST3410PublicKeySpec spec) —
HHKAICYJIUpyeT OTKpbIThIiA Kitod Trna GOST3410PublicKeySpec B 06bekT.

@& public

JDKGOST3410v12256PublicKey(GOST3410v12256PublicKeyParameters

params) — HHKANCyIUPyeT OTKPBITHIN KITF0Y THIIA

GOST3410v12256PublickeyParameters B 00bekT.

public JDKGOST3410v12256PublicKey(SubjectPublicKeylnfo info) —

MHKAICYJIUPYyeT OTKPbITHINA Kimtod Trna SubjectPublicKeylInfo B oObekr.

public String getAlgorithm() — Bo3Bpamaer anropuT.

public String getFormat() — Bo3BpamaeT THII XpaHEHUS U TIEpeIadn KIIfoda.

public byte[] getY () — Bo3BpaiaeT OTKPhITBIN KITFOY.

public byte[] getEncoded() — nexoanpyer 0ObEKT B OJIOK OANT.

public GOST3410ParameterSpec getParams() — Bo3Bpaiaer mapamerpsl

KJTF0YA.

public String toString() — no comments

IIpumepnbI

CM.

com.digt.trusted.jce.provider. JDKGOST3410v12256Signer
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOST3410v12256
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOSTv12256DH

JDKGOST3410v12512PrivateKey

CooTBercTBYET 3akporThiil ko4 o 'OCT 3410-2012 (512) Ha ypoBHE KpUNITONpoBaiiaepa
IMaker com.digt.trusted.jce.provider

Kaacc JDKGOST3410v12512PrivateKey

Cosmecrumocts, bes cymecTBeHHBIX OTIMYNI

¢ JCE

Onncanne ® XpaHUT B KJIACCE 3aKPBITHII KIIIOU, UCIIOIB3YETCS BO B3aUMOJICHCTBUHU C
KJacca KpUIITONpOBaiiepom.

& Peammsyer unrepgeiic GOST3410PrivateKey

MeToasbl KJIacca

@ public IDKGOST3410v12512PrivateKey(GOST3410PrivateKey key) —
MHKAICynupyeT 3akpbIThiid ko4 tua GOST3410PrivateKey B 00bexT.

@ public IDKGOST3410v12512PrivateKey(GOST3410PrivateKeySpec key) —
MHKAICYIUpyeT 3akpbIThiid Kintod Tina GOST3410PrivateKeySpec B 00bekT.

@ public
JDKGOST3410v12512PrivateKey(GOST3410v12512PrivateKeyParameters
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key) — HHKanCyIUpyeT 3aKPhITHIHA KITIOY THIIA
GOST3410v12512PrivateKeyParameters B 00BeKT.

public String getAlgorithm() — BosBpamaer anropuT.

public String getFormat() — Bo3Bpaiaer TUI XpaHEHHs ¥ TIepeaadn KIova.
public String getX () — Bo3BpaIaeT 3aKpbITHIH KITFOY.

public byte[] getEncoded()

IIpumepsl

CM.

com.digt.trusted.jce.provider. JDKGOST3410v12512Signer
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOST3410v12512
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOSTv12512DH

JDKGOST3410v12512PublicKey

CooTBeTcTBYET Otkperteii k104 o FOCT 3410-2012 (512) Ha ypoBHE KpHUNITOIpOBaiiaepa
IMaker com.digt.trusted.jce.provider
Kaace JDKGOST3410v12512PublicKey

CoBMeCTHMOCTD C
JCE

be3 cymecTBeHHBIX OTINYNI

Onucanue Kiaacca

#® XpaHWT B KJIaCCe OTKPBITHIH KII0Y C ITapaMeTpaMH, HCIOIb3yeTCs BO
B3aUMOJICICTBUH C KPUIITOIPOBANICPOM.
® Peamuzyer unrepgeiic GOST3410PublicKey

MeToasbl KJIacca

® public IDKGOST3410v12512PublicKey(GOST3410PublicKey key) —
WHKATCymupyeT oTKpbIThIH kimtou Tuma GOST3410PublicKey B 00bekT.

@ public IDKGOST3410v12512PublicKey(GOST3410PublicKeySpec spec) —
MHKAICYIUpyeT OTKpbIThIN Kimtod Tuna GOST3410PublicKeySpec B 00bekT.

@ public

JDKGOST3410v12512PublicKey(GOST3410v12512PublicKeyParameters

params) — MHKaICyIupyeT OTKPBITBII K04 THIIA

GOST3410v12512PublicKeyParameters B 00bekT.

public JIDKGOST3410v12512PublicKey(SubjectPublicKeylnfo info) —

WHKATCyTUPYyeT OTKPBITHIH Kitou Trma SubjectPublicKeylInfo B o6bekT.

public String getAlgorithm() — Bo3Bpaiaet anropuT.

public String getFormat() — Bo3Bpaiuaer TN XpaHeHHs ¥ epeadn KIova.

public byte[] getY() — Bo3BpaIaer OTKPBITHIH KITIOY.

public byte[] getEncoded() — nexoanpyer 0ObEKT B GIIOK OAMT.

public GOST3410ParameterSpec getParams() — Bo3Bpaiaer mapamerpal

KJII0Ya.

public String toString() — no comments

IIpumepbl CM.
com.digt.trusted.jce.provider. JDKGOST3410v12512Signer
com.digt.trusted.jce.provider.JDKKeyPairGenerator. GOST3410v12512
com.digt.trusted.jce.provider. JDKKeyPairGenerator. GOSTv12512DH
JDKGOST3410Signer
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B cBs3u ¢ tem, uto ctangapt [[OCT P 34.10-94 ycrapen, qaHHBIN KJIACC OCTABJIEH TOJIBKO IS
COBMECTUMOCTH C MPEbLAYIIUMH BEPCUSIMHU.

CooTBercTBYeT Onexrponnas mudposas moxnuck 'OCT 3410-94 Ha ypoBHE KpunTOIpoOBaiiepa
IMaker com.digt.trusted.jce.provider

Kiace JDKGOST3410Signer

CoBMecTHMOCTB € COBMECTIM

JCE

Onucanne Kiaacca ® [lomnuce cooOmenus u nposepka noanucu no 'OCT 3410-94.

Pacummpsier knacce Signature

MeToasbl KJIacca

protected JDKGOST3410Signer(String name, Digest digest,
GOST3410signer) — MHKANCYJISILIUS ONPEACIAIONINX TapaMeTPOB TIPH

U (POBOI MOIIMUCH.

llapameTpsbi.

name — koncrautHoe uMs « GOST3411withGOST3410»

digest — kmacc, MCITOMB3YIOMIMIACS ISt TOMYUYEHMS Xella COOOMEHHS TIepet
NOAITHCHIO.

signer — kiacc moanucunka coobmennii(GOST3410Signer).

protected void enginelnitVerify(PublicKey publicKey) — ununnanusupyer
knacc it nposepku OLIII. B mapamerpe nepenaercst OTKpBITBIN KITHOY.
protected void enginelnitSign(PrivateKey privateKey, SecureRandom
random) — HHUIHATHU3UPYET KIACC VIS TOITHCH.

protected void enginelnitVerify(PublicKey publicKey) — unununanusupyer
KJIacc Juisl TpoBepKU NoarucH. B mapamerpe nepenaercsi OTKPBITHIN KITHOY.
protected void enginelnitSign(PrivateKey privateKey, SecureRandom
random) — HHUIHATH3UPYET KIACC IS TOIITHCH.

llapamerpsbi.

privateKey — mepenaetcst 3aKpbITBIN KITFOY.

random — ue ucnosnb3yercs (nepemaercs null).

protected void enginelnitSign (PrivateKey privateKey) — unuiinanusupyer
knacc juist mpoBepku OLIIT. B mapamerpe mepenaercs 3akpbIThIi KITIOY.
protected void engineUpdate (byte b) — «coxpansieT B kimacc» Gair
MTOJIMTUCAHHOTO COOOIICHHUS.

protected void engineUpdate (byte[] b, int off, int len) — «coxpanser B kaacc»
0JI0K OaliT roanucanHoro cooounenusa. Haunnas ¢ off muHoi len.

protected byte[] engineSign() — moxmuckIBaeT COOOIIEHHIE U BO3BPAIIIACT €r0
SUIT.

protected boolean engineVerify(byte[] sigBytes) — mpoBepsieT HCTHHHOCTH
MOJITMCAHHOI0 CO00IIeHuUs, Tae sigBytes — Ook nmomnucu. Bosspaiaer true —
eciu DI BepHa, B mHOM ciydae - false.

protected void engineSetParameter(AlgorithmParameterSpec params) —
byukuus e npumensiercs. Bermaer UnsupportedOperationException.
protected void engineSetParameter(String param, Object value) — dyuxkrust He
npumensercs. Beimaer UnsupportedOperationException.

protected Object engineGetParameter(String param) — ¢byHkus He
npumensiercs. Beigaer UnsupportedOperationException

Ipumepsbi

CM

com.digt.trusted.jce.provider.test. GOST3410Test

JDKGOST3410v12256Signer
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CooTBercTBYET

Onexrponnas nupposas noanucs [OCT 3410-2012 (256) Ha ypoBHE
KpUIITONpOBaiiiepa

IMaker

com.digt.trusted.jce.provider

Kuace

JDKGOST3410v12256Signer

CoBMECTHMOCTD C
JCE

CoBMeCTHM

Onucanue Kjiaacca

® [loamnuchk coobmieHus u nposepka noamnucu mo 'OCT 3410-2012.
® Pacmmupser kinacc Signature

MeToasnl Kj1acca

@ protected JDKGOST3410v12256Signer(String name, Digest digest,
GOST3410signer) — MHKATCYJISLUS OMPEACIAIONINX TapaMeTPOB TPU
T POBOI TTOAIHCH.
lTapamertpsbi:
name — koucrantHoe uMs « GOST3411withGOST3410»
digest — kmacc, UCTTONB3YIONIUICS ST MOMYUYCHHUS XEllla COOONIECHUS TIepest
MOJMHUCEIO.
signer — kiacc moanucuuka coobmennit(GOST3410Signer).

@ protected void enginelnitVerify(PublicKey publicKey) — ununnanmusupyer
knacc s mposepku DL, B mapamerpe mepenaercs OTKPBITHIN KITIOY.

@ protected void enginelnitSign(PrivateKey privateKey, SecureRandom
random) — HHUIHATH3UPYET KIIACC MUIS OIIIKCH.

@ protected void enginelnitVerify(PublicKey publicKey) — unuinanusupyer
KJIacc JUTs POBEPKH MOANHKCH. B mapameTpe nepenaercss OTKPBITHIA KITFOY.

@ protected void enginelnitSign(PrivateKey privateKey, SecureRandom
random) — HHUIIHATU3UPYET KITACC TS TIOIHCH.

[lapamertpsbl.
privateKey — nepenaercst 3aKpbIThIN KITFOY.
random — ue ucmonb3yercs (mepemaercs null).

@ protected void enginelnitSign (PrivateKey privateKey) — naununanusupyer
knacc ans nposepku JLII. B mapameTpe nepenaercs 3aKpbIThII KITIOY.

@ protected void engineUpdate (byte b) — «coxpansieT B kinace» 6aiT
MOJITUCAHHOTO COOOIICHUSI.

@ protected void engineUpdate (byte[] b, int off, int len) — «coxpanstet B
KJj1acc» 0J10k GaiT nmoanmucaHHoro cooduienus. Haunnas ¢ off anunoit len.

@ protected byte[] engineSign() — moamuceIBaeT cOOOIIIEHNE M BO3BPAIIAET
ero DLII.

@ protected boolean engineVerify(byte[] sigBytes) — mpoBepsieT HCTHHHOCTE
MOJMUCAHHOrO cOo0O0IIeHus, Ie sigBytes — 0ok moanucu. Bo3spariaer
true — ecu DLIIT BepHa, B nHOM city4ae - false.

@ protected void engineSetParameter(AlgorithmParameterSpec params) —
¢yukuus He npumMensiercs. Beinaer UnsupportedOperationException.

@ protected void engineSetParameter(String param, Object value) — hyrakuus
He npumensiercs. Bermaer UnsupportedOperationException.

@ protected Object engineGetParameter(String param) — Gpyakius He
npumensercs. Beigaer UnsupportedOperationException

ITpumepsl

CM.
com.digt.trusted.jce.provider.test. GOST3410v12Test

JDKGOST3410v12512Signer
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CooTBercTBYET

Onexrponnas nupposas noanucs [OCT 3410-2012 (512) Ha ypoBHE
KpUIITONpOBaiiiepa

IMaker

com.digt.trusted.jce.provider

Kuace

JDKGOST3410v12512Signer

CoBMECTHMOCTD C
JCE

CoBMeCTHM

Onucanue Kjiaacca

® [loamnuchk coobmieHus u nposepka noamnucu mo 'OCT 3410-2012.
® Pacmmupser kinacc Signature

MeToasnl Kj1acca

@ protected JDKGOST3410v12512Signer(String name, Digest digest,
GOST3410signer) — MHKATCYJISLUS OMPEACIAIONINX TapaMeTPOB TPU
T POBOI TTOAIHCH.
lTapamertpsbi:
name — koucrantHoe uMs « GOST3411withGOST3410»
digest — kmacc, UCTTONB3YIONIUICS ST MOMYUYCHHUS XEllla COOONIECHUS TIepest
MOJMHUCEIO.
signer — kiacc moanucuuka coobmennit(GOST3410Signer).

@ protected void enginelnitVerify(PublicKey publicKey) — ununnanmusupyer
knacc juis mpoBepku OLIII. B mapamerpe mepenaercst OTKPBITHIN KITHOY.

@ protected void enginelnitSign(PrivateKey privateKey, SecureRandom
random) — HHUIHATU3UPYET KIACC IS TOITHUCH.

@ protected void enginelnitVerify(PublicKey publicKey) — unuinanusupyer
KJIacc JUTs POBEPKH MOANHKCH. B mapameTpe nepenaercss OTKPBITHIA KITFOY.

@ protected void enginelnitSign(PrivateKey privateKey, SecureRandom
random) — HHUIIHATU3UPYET KITACC TS TIOIHCH.

[lapamertpsbl.
privateKey — nepenaercst 3aKpbIThIN KITFOY.
random — ue ucmonb3yercs (mepemaercs null).

@ protected void enginelnitSign (PrivateKey privateKey) — naununanusupyer
knacc ans nposepku JLII. B mapameTpe nepenaercs 3aKpbIThII KITIOY.

@ protected void engineUpdate (byte b) — «coxpansieT B kinace» 6aiT
MOJITUCAHHOTO COOOIICHUSI.

@ protected void engineUpdate (byte[] b, int off, int len) — «coxpanstet B
KJjacc» 010k GaiiT moanucanHoro cooduienus. Haunnas ¢ off amunoti len.

@ protected byte[] engineSign() — moamuceIBaeT cOOOIIIEHNE M BO3BPAIIAET
ero DLII.

@ protected boolean engineVerify(byte[] sigBytes) — nmpoBepseT HCTHHHOCTE
MOJMUCAHHOrO cOo0O0IIeHus, Ie sigBytes — 0ok moanucu. Bo3spariaer
true — ecu DLIIT BepHa, B nHOM city4ae - false.

@ protected void engineSetParameter(AlgorithmParameterSpec params) —
¢byukius He npumensercs. Bermaer UnsupportedOperationException.

@ protected void engineSetParameter(String param, Object value) — hyrakuus
He mpumensiercs. Bermaer UnsupportedOperationException.

@ protected Object engineGetParameter(String param) — Gpyakius He
npumensercs. Beigaer UnsupportedOperationException

ITpumepsl CM.
com.digt.trusted.jce.provider.test. GOST3410v12Test
GOST3410KeySpec
| CootBercTByeT | Marepdeiic s GOST3410PrivateKeySpec n GOST3410PublicKeySpec
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IMaker

com.digt.trusted.jce.spec

Kiaacce

GOST3410KeySpec

CoBMECTHMOCTD C
JCE

no comments

Onucanue Kjaacca

Peammsyer unrepdetic KeySpec

MeTtoabl Kj1acca

protected GOST3410KeySpec(GOST3410ParameterSpec spec) —
CTaH/IAPTHBIA KOHCTPYKTOP NapaMeTpOB.
public GOST3410ParameterSpec getParams() — Bo3Bpaliaer mapamMeTpsl

IIpumepbl

M

com.digt.trusted.jce.spec. GOST3410PrivateKeySpec

com.digt.trusted.jce.spec. GOST3410PublicKeySpec

GOST3410ParameterSpec

CooTBeTcTBYET [Tapametps! kmroueit kimaccoB GOST3410
IMaker com.digt.trusted.jce.spec
Kaace GOST3410ParameterSpec

CoBMECTHMOCTD C
JCE

no comments

Onucanmue Kjaacca

Peanmuzyet unrtepdeiic AlgorithmParameterSpec

MeToanl Kjaacca

public GOST 3410 ParameterSpec(String P1, String P2) — cramnmaptHbIit
KOHCTPYKTOD I1apaMeTPOB.

public String getP1() — Bo3BpaImaer mepBoIii mapamMerp.

public String getP2() — Bo3Bparaer BTopoii iapamerp

IIpumepbl

M

com.digt.trusted.jce.provider.JDKGOST3410PrivateKey

com.digt.trusted.jce.provider. JDKGOST3410PublicKey u p.

GOST3410PublicKeySpec

CooTBercTBYET OTKpBITHIN KiTI0Y ¢ mapamerpamu B kiaccax GOST 3410
IMaker com.digt.trusted.jce.spec
Kaace GOST3410PublicKeySpec

CoBMECTHMOCTD C
JCE

no comments

Onucanue Kjaacca

ConepxHuT B cebe OTKPBITHIH KIIIOY € ITapaMeTpaMH.
Pacmmupsier ximacc GOST3410KeySpec

MeToasbl Kj1acca

public GOST 3410 PublicKeySpec(byte[] y, GOST 3410 ParameterSpec spec)
— MHKAIICYIHpPYeT B 00BEKT KII0Y C TapaMeTpaMHu.
public byte[] getY () — Bo3Bpammaer ko4

IIpumepnbi cm.
com.digt.trusted.jce.provider.JDKGOST3410PublicKey
com.digt.trusted.jce.provider. JDKGOST3410ELPublicKey
CAPICertStore
CooTtBercTBYET Pabora ¢ xpanuiumamu cepruukaToB, KoTopsle oocmyxuBaer OC
Ilaker com.digt.trusted.jce.provider
Kuaacce CAPICertStore
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CoBMeCTUMOCTD C
JCE

Kracc paboraer TOIBKO ¢ XpaHHIUIIIAMA CEPTH(HUKATOB, PACTIOIOKEHHBIMU U
00CITyKBa€MbIMU OLEPALIIOHHON CHCTEMBbI

Onucanue Kiaacca

[Tomyuaer criucok ceprudukartoB 1 CRL U3 ykazaHHOTrO XpaHHUITHUIIA
ceprudukaros (B OC) (CurrentUser, LocalComputer/ MY, CA, ROOT, TRUST) c
MOJTy4eHHEM BO3MOXKHOCTH JalbHeNIIero norcka B Hem ceptudukara (i CRL)
10 KAKOMY-HUOYIb TapaMeTpy

MeToanl Kjaacca

@ public CAPICertStore() — mycToit KOHCTPYKTOP.

@ protected CAPICertStore( CertStoreSpi storeSpi, Provider provider, String
type, CertStoreParameters params, Collection certs, Collection crls) -
KOHCTPYKTOp co3naet o0wekT Turra CAPICertStore.
llapamerpsbi.
storeSpi — peanuzanus nposaiiaepa
provider — mpoBaiiaep
type — tun
params — THUIUATH3UPYIOINE mapaMeTpsl (MOryT ObITh null)
certs — ycranaBmuBaeMble CepTH(GUKATHI
CrlS — YCTaHaBJIMBAEMbIC CIIMCKU OTO3BAHHBIX CCpTI/I(i)I/IKaTOB

@ public final Collection getCertificates(CertSelector selector) — Bo3spariaer
CITMCOK CepPTU(HKATOB, COOTBETCTBYIOIMX YCIOBUIO BEIOOpa Selector.

@ public final Collection getAllCertificates() — Bo3Bpamaer 00beKTHI Bcex
cepTu(MKaTOB U3 XPAHMIIUIIIA.

@ public final Collection getCRLs(CRLSelector selector) — Bo3epariaer crimcok
CRL, cooTBeTcTByIOIKX YCIOBHIO BBIOOpa Selector.

@ public final Collection getAlICRLS() — Bossparaer oosektsl Bcex CRL u3
XpaHUJINIIA.

@ public CAPICertStore getlnstance(String type, CertStoreParameters params) —
noiy4aeT oObeKT Xpanunuina ceprudukaros suga CAPICertStore, rae
COACPIKATCA CepTI/I(l)I/IKaTBI MOJYUYCHHBIC U3 CUCTCMHOI'O XpaHWJIUIIA
CepTU(UKATOB.

[lapameTtpsbi.

type — uMs OTKPBIBAEMOr0 CHCTEMHOI'0 X PaHHJIUIIA <PaCIIOIOKEHHUE / MECTO
HazHaueHns™> (Hanpumep: "CurrentUser/My").

params — MHUIMATH3UPYIOIINE TapaMeTpsl (MoxeT ObITh null).

® public final CertStoreParameters getCertStoreParameters() — Bo3Bpariaet
[apaMeTphl.

@ public final String getType() — Bo3Bpamiaer Ty

@ public final Provider getProvider() — Bo3Bpamaer npoBaiizaep.

@ public static final String getDefaultType() — Bo3Bpatiaer THII MO yMOTUAHUIO

ITpuMmepsI cMm.
com.digt.trusted.jce.provider.test. CryptoProCSPKeyStoreTest
CryptoProCSPKeyStore
CooTBercTBYeT PaboTa ¢ xpaHWIMIIAMH KII04ed B cepTu(UKaTOB, KoTopble oOcmyxuBaer OC
IMaker com.digt.trusted.jce.provider
Kiacc CryptoProCSPKeyStore

CoBMeCTHMOCTD C
JCE

Kitacc paboTaer TONBKO ¢ XpaHHIUIIEM KITIOUCH, pacTIoI0KEHHBIM 1
00CITy’)KHBaeMbIM ONEPAIMOHHON CUCTEMEI, a HE C java, TJIe IOCTPOEeHAa CBOS
peann3anys XpaHWIUIIA KIF0Yeld U CepTH(UKATOB B €IMHOM IPOCTPAHCTBE

Onucanne Kjiacca

Xpanut nHGOPMAIIHIO, CBI3aHHYIO C KIIIOYEBBIMU KOHTEHHEpaMU U
ceprudukaraMu

uspponsc
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MeToanl Kjaacca

public Enumeration engineAliases() — Bo3BpaliaeT ClucoK XpaHHUMbIX
JJIEMEHTOB.

public boolean engineContainsAlias(String alias) — maet orBer, comepuT u
KJIacC 2JIEeMEHT ¢ uMeHeM alias.

public void engineDeleteEntry(String alias) — yaansier 31eMeHT 110 HMEHH.
public Certificate engineGetCertificate(String alias) — BozBparaer
ceptuduKar, cooTBeTCTBYIOMH UMeHu alias.

public String engineGetCertificateAlias(Certificate cert) — mo ceprudukary
BO3Bparaer ero alias ums.

public Certificate[] engineGetCertificateChain(String alias) — Bossparmaer
[EMOYKY cepTH()HUKATOB IS 3JIeMEeHTa ¢ MeHeM alias.

public Date engineGetCreationDate(String alias) — ne ucnons3yetcs. Beerna
Bo3BpamaeT null.

public Key engineGetKey(String alias, char[] password) — Bo3Bparuaer
00BEKT CEKPETHOr0 KJIF0Ya JUIsl JAHHOTO dJieMeHTa alias.

Hapamempuwi:

alias — umst KJTFOUeBOTrO KOHTEHHEpA.

password — maposs Ha xKouTeiHep. [Ipu oTkpeITHH KOHTelHEpa CSP
chopMuUpYET 3ampoc Ha BBOJ Pin-Koa.

public boolean enginelsCertificateEntry(String alias) — mpoBepsieT siBisieTcst
v alias comeprkarmum cepTu(UKATHI.

public boolean enginelsKeyEntry(String alias) — naer orBer, XpaHut jn
nanHbl alias, kirou.

public void engineSetCertificateEntry(String alias, Certificate cert) —
yCTaHABJIMBAET CEPTU(UKAT B CHCTEMHOE XPaHWINIIE CePTHUKATOB.
llapameTpsbi.

alias — mepBoHavasbHO 3aaeTCs 000 1ceBIOHMM. [locie yCTaHOBKH
ceprudmKaTa B CHCTEMHOE XPaHIIIUIIE OH OYAeT UMETh CTPOKOBBIH
TICEBJIOHUM XeII-3HAUCHHS, BBIYMCIEHHOTO U3 COACPIKUMOTO cepTuuKaTa.
cert — yctaHaBIMBaeMbIi cepTU(HKAT.

public void engineSetKeyEntry(String alias, byte[] key, Certificate[] chain) —
YCTaHABJIMBACT KJIFOY B XpaHUJIMIIE, C COOTBCTCTBYIOHIeﬁ EMy HeHO‘IKOfI
CcepTH(UKATOB.

Tapamempuoi:

alias — umst a;eMenTa, ¢ KOTOPBIM YCTAaHABIMBACTCS KITFOY.

key — ycTaHaBnMBaeMbIil KITIOU.

chain - nenouka ceprudukaros, rae B chain[0] ceptudukar, conepxaniuii
OTKPBITHIH KIIIOY COOTBETCTBYIOIIEH cekpeTHOMY key.

public void engineSetKeyEntry ( String alias, Key key, char[] password,
Certificate[] chain) — ycranaBmuBaer cepTuhHUKaT B XPaHUIIAIIE
cepTu(uKaToB, eCcir cepTU(HUKAT COOTBETCTBYET KIIOUEBOMY KOHTEHHEDY.
Tapamempuoi:

alias — umst a;eMenTa, ¢ KOTOPBIM YCTAaHABIMBACTCS KITFOY.

key — ycraHaBiIMBaeMbIil KITHOY.

password — 3agaercst mapoiib Ha JOCTYI K XPaHUIIHIILY.

chain - nienoyka ceprudukatos, rae B chain[0] ceprudukar, comepxanimii
OTKPBITBIH KIIIOY COOTBETCTBYIOIIEH cekpeTHOMY key.

public int engineSize() — Bo3BpalaeT KOJIUIECTBO PIEMEHTOB X PAHUIIHIIIA.
public void engineLoad ( InputStream stream, char[] password) — 3arpyxaet
KITIOYeBBIE KOHTEIHEPHI CO CITMCKaMH(IIETIOYKaMI ) yCTAaHOBJICHHBIX B HUX
cepTuuKaToB, U cCepTUHUKATHI U3 YKa3aHHOTO B stream pacIoioKeHHH.
Hapamempuo:

stream — UMl OTKPBIBAEMOT'0 CHCTEMHOI'0 XPaHMIIMIIA <paclo0XKEHNUE/MECTO
HazHaueHus> (Harpumep: "CurrentUser/My").

password — He ucnosnb3yercs (nepeaaercs null).

usppoosic
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@ public void engineStore(OutputStream stream, char[] password) — meTon He
HCIIOJIB3YETCA

IIpumepsbl cMm.
com.digt.trusted.jce.provider.test. CryptoProCSPKeyStore Test

TSPHelper
CooTBeTcTBYET [TonydeHue u mpoBepKa LITaMIa BpeMEHH
IMaker com.digt.trusted.tsp
Kiace TSPHelper
CoBmecTHMOCTh ¢ | BeromoraTenbHBIN KiTace JUIst TOMYYeHHsI/TTPOBEPKH IITaMIla BpEMEHH C
JCE JIOKAJIbHOW/yIaJIeHHOM CITy»OBI IITaMIIOB BPEMEHHU

Onucanue Ki1acca @ public TSPHelper(CMSProcessable msg) — koHcTpykTOp co31aeT IK3eMILISIp
00beKTa, MPOMHULINATN3UPOBAHHBINH yKa3aHHBIMH B MapaMeTpax JaHHBIMU
JUTSL TIOCJIEAYIOILIETO MTONYyYEeHHUs HITU MIPOBEPKH IITAMITa BPEMEHH.
Hapamempuwi:

MSQ - TaHHBIE, IS KOTOPBIX JOJDKEH OBITH BRIYMCIIECH data imprint Xo1,
BKJIIOYAEMbIH B 3aIllpOC Ha MOJy4YEHUE ITaMIIa BpEMEHH.

@ public byte[] getDatalmprint() - Bozepamaer message imprint GOST3411 xom
JUISl JaHHBIX, IEpEJaHHbIX Yepe3 KOHCTPYKTOp miu Merof setDatalmprint.

@ public void setDatalmprint(CMSProcessable msg) - renepupyer OCT3411
XOII YKa3aHHBIX JAaHHBIX U COXPAHACT €ro Il I[aJ'II)HeI‘/'IHIeI‘O HUCIIOJIb30BaHUA.
Hapamempuwi:

MSQ - AaHHBIE, I KOTOPBIX JOKEH ObITh BhIYKMCIICH data imprint xa1,
BKJIIOYAEMBIN B 3aIlpoC Ha MOJIYYCHUC IITaMIla BDEMCHHU.

@ public static void validateCert(TimeStampToken tok) - mposepsier
BaJIMIHOCTb cepTH(HKaTa, COACPIKAILETrocs B IITaMIIe BPEMEHH, U
KOPPEKTHOCTh MOJANKUCH IITaMIIa BPEMEHU Ha 3TOM cepTU(HUKATE.
Hapamempuwi:
toK - mpoBepsieMblii IITaMIT BpeMEHU

@ public TimeStampToken getTimeStampLocal(PrivateKey key,
X509Certificate ca, X509Certificate cert) - co3naer mramm BpeMeHH €
MOMOIIIBIO BCTPOCHHOTO B MpoBaiiiep renepaTopa. Bo3Bparmiaer mramn
BpPEMEHH.

Iapamempuo:

key - mpuBaTHBIN KITI04 JIoKanbHOTO TSA

ca - ceprudukar Y1, Ha KOTOpoM OBUI CTeHEpUPOBaH cepTU(UKAT
nmokanbHOro TSA

cert - ceprudukat nokampHOro TSA

@ public TimeStampToken getTimeStampOnline(String tsaUrl) - 3anpammmBaer
LITaMII BpEMEHH C cepBepa CiIyx0 mTaMioB BpemeHu. IIpoBepsier ero Ha
BaJIMIHOCTh 1 COOTBETCTBHE IepelaHHOMY 3amnpocy. Bo3BpamaeT BaauHbIi
LITaMI BPEMEHH, KOTOPBIH BEPHYI CEPBED.

Iapamempuo:
tsaUrl - anpec cepepa ciy0 mITaMIIioB BpEMEHH.

@ public static AttributeTable convertToAttr(TimeStampToken tok) -
BO3BpAIIaeT MITaMI BpeMeHH Kak sk3eMIusip AttributeTable B hopmare,
MPUTOTHOM JIJISl HCIIOJIb30BaHUS B KaYeCTBE aTTpHOyTa MPH T'eHEpaIUH
HOJIHNCH.

@ public TimeStampToken verifySigner(Signerinformation signer) -
MPOM3BOAMT IPOBEPKY IITAMIIa BPEMEHU B YKA3aHHOM SK3EMILIIpE

usppoosic
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SignerInformation. Eciii B TaHHBIX MOANMCYNKA IITAMIT BPEMCHH
OTCYTCTBYET, IIPOBEPKA CUMTACTCS yCIemHOM. Bo3Bpaliaer MeTKy mrammna
BpeMmeHH win null B cirydae ee OTCyTCTBHSL.

Iapamempuoi:

signer - 1aHHBIE MTOIIMCYNKA, B KOTOPBIX MPEANONATACTCS HATHINE
aTTpuOyTa mTaMna BpeMeHH

IIpumepsbi cMm.
com.digt.trusted.tsp.test. TSP Test
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TexHunyeckada nogaepKKa

[To Bompocam Texuuueckou mognepxku [10 Trusted Java oOpammaiitech:

- 110 DJICKTPOHHOM TmouTe: support@trusted.ru

- o Tenedony: 8 (8362) 33-70-50

- 0 anpecy: 424033, Poccus, PMD, r. Momkap-Ona, yi1. Iletposa, 1.1, a/s 67.

CucremMaTnyeckoe TEXHUYECKOE COITPOBOKICHNE OpraHnu3aliil o BOIIPOCaM
pa6oTtsl ¢ I[1O Trusted Java ocymiecTBisieTcst pu YCIOBHH OIJIAThl CTOMMOCTH
roJIOBOr0 MakeTa TEXHUYECKUX yCIyr. B TedeHue 3Toro cpoka pa3paboTuuk
OecIIaTHO TOCTABIIET HOBBIC peaTu3alliy MPOJAYKTa B paMKaX MPUOOPETEHHOM
Bepcun. HoBble Bepcuu MPOIyKTa MOCTABISIOTCS B COOTBETCTBUU C IIPANC-TUCTOM.

O KoMnaHMH-pa3pa6OTINKe

el Komnanusi «l{udpoBbie TEXHONOTMW» — POCCUHCKUNA pa3pabOTUUK H
MOCTABIIMK MPOrPaMMHOI0 00eCIIEYeH s B 00JIACTH 3aIUThI HHPOPMALIUH,
CHCTEM 3JIEKTPOHHOT'O IOKYMEHTO000pOTa U XpaHeHus JaHHbIX. OCHOBHOM
cdepoit 1eATeNbHOCTH KOMIIAHUU SIBJISIETCS pa3paboTKa, BHEAPEHUE U MOJACPKKA
KpunTorpauyeckux MNPOAYKTOB W  PEIIEHWH [ TOCYAapCTBEHHBIX U
KOMMEPUYECKUX CTPYKTYP.
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Tenedon: (8362) 33-70-50
Wurepuer: http://www.trusted.ru
E-mail: info@trusted.ru

usppoosic

5 Iludpossbie TexHosornu ® 2018

PykoBoacTBO pa3pa6oruuka Trusted Java 2.0



mailto:support@trusted.ru
http://www.trusted.ru/
mailto:info@trusted.ru

	Trusted Java 2.0
	Руководство разработчика
	Новинки версии
	Объекты управления
	JCE и ее особенности
	Программный интерфейс JCE включает
	Настройка JSSE
	Общие требования
	Последовательность действий при интеграции с IE
	Двусторонняя аутентификация
	Общая информация
	Некоторые общие методы
	Классы, реализующие ГОСТ алгоритмы
	GOST28147Engine
	GOST3411Digest
	GOST3411v12256Digest
	GOST3411v12512Digest
	GOST3410
	GOST3410ELKeyPairGenerator
	GOST3410v12256KeyPairGenerator
	GOST3410v12512KeyPairGenerator
	GOSTDHKeyPairGenerator
	GOSTv12256DHKeyPairGenerator
	GOSTv12512DHKeyPairGenerator
	GOSTECDHKeyPairGenerator
	GOST3410Signer
	GOST3410v12256Signer
	GOST3410v12512Signer
	GOST3410KeyParameters
	GOST3410KeyGenParameterSpec
	GOST3410PrivateKeyParameters
	GOST3410ELPrivateKeyParameters
	GOST3410ELPublicKeyParameters
	GOST3410v12256PrivateKeyParameters
	GOST3410v12256PublicKeyParameters
	GOST3410v12512PrivateKeyParameters
	GOST3410v12512PublicKeyParameters
	GOST3410Parameter
	GOST3410v12256Parameter
	GOST3410v12512Parameter
	GOSTDHAgreement
	GOSTSessionKey
	GOST3410PrivateKey
	GOST3410PublicKey
	JDKGOST3410PrivateKey
	JDKGOST3410ELPrivateKey
	JDKGOST3410ELPublicKey
	JDKGOST3410v12256PrivateKey
	JDKGOST3410v12256PublicKey
	JDKGOST3410v12512PrivateKey
	JDKGOST3410v12512PublicKey
	JDKGOST3410Signer
	JDKGOST3410v12256Signer
	JDKGOST3410v12512Signer
	GOST3410KeySpec
	GOST3410ParameterSpec
	GOST3410PublicKeySpec
	CAPICertStore
	CryptoProCSPKeyStore
	TSPHelper
	Техническая поддержка
	О компании-разработчике

